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formally proposed by Boneh et al. Since the advent of FE, many researchers have considered how
to implement a general FE structure. However, these works use more complicated theoretical
tools. For example, indistinguishable confusion and multilinear map, etc. . and their practicality
is doubtful. Therefore, the construction of special and efficient FE to meet the needs of specific
applications has become a hot topic explored by many scholars. In this paper, a popular FE;
Inner Product Functional Encryption (IPFE) is studied to solve the problem that the current
IPFE cannot specify the identity of the receiver and cannot authenticate the identity of the sender.
IPFE can be classified into public-key IPFE (PK-IPFE) and secret-key IPFE (SK-IPFE). However,
the proposed PK-IPFEs demonstrate two drawbacks. On the one hand, recipient cannot be designed
for a ciphertext; this leads to leaking sensitive information in several applications. On the other
hand, it cannot resist the following secret key-modified attack: a malicious adversary that holds a
private key of a certain vector can modify this vector to be another. This attack threatens the security
of PK-IPFE because it makes the secret key authentication infeasible. An identity-based PK-IPFE
scheme, called ID-PK-IPFE, supporting verifiable key under the standard model is proposed. Three
attack models, namely, s-CPA, s-IMA, and s- VMA for this scheme are formally given. The s-CPA
model shows selective ciphertext indistinguishability; the s-IMA model shows the unmodifiability
of identities in secret keys; and the s-VMA model shows the unmodifiability of vectors in secret
keys. Two new difficult assumptions are proposed: CBDH and DBDH-v. The security of the
CBDH assumption can be reduced to the CDH assumption, and the security of DBDH-v can be
reduced to the DBDH assumption. We reduce the security of ID-PK-IPFE’s s-CPA, s-IMA and
s-VMA to the CBDH and DBDH-v assumptions. We compare the theoretical efficiency of ID-PK-
IPFE with the two PK-IPFE schemes proposed by Abdalla and Agrawal. It is concluded that the
efficiency of ID-PK-IPFE is lower, however, ID-PK-IPFE has advantages in terms of permission
control and resistance to key modification attacks. To further verify the practicality of our
scheme, the JPBC library is used to implement the solution in this article on a personal PC with a
CPU of i7-6700 3. 40 GHz, a memory of 8. 00 GB, and an operating system of Windows 7 64-bit.
A pre-processing stage is added to the Setup algorithm: at this stage, the program will pre-calculate
the values of multiple messages and store the pre-calculated results in a hash table, which can be
queried when the messages are decrypted. Two groups of experiments are conducted separately. In
the first group of experiments, the range of messages is (0,1000), while in the second group of
experiments, the range of messages is (0,10000). In the range of (0,10000), the needs of most
data statistics applications can be met. In the experiment, the length of the vector is increased from

10 to 15, and the experiment proves that the ID-PK-IPFE scheme is practical.
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Background

Functional encryption (FE) is a versatile cryptographic
primitive first formalized by Boneh et al.. An increasing
number of studies have considered the construction of generic
FE that implements universal circuits since the emergence of
FE. However, these works only introduced the requirement
for heavy-duty tools, such as indistinguishable obfuscation
and multilinear maps; therefore, the practicality of these works
remains uncertain. In PKC 2015, Abdalla et al. proposed a
new primitive, namely, inner product encryption (IPE). IPE
is a special case of FE that executes the computation for
the inner product of vectors; IPE is remarkably useful in
applications, such as privacy-preserving statistical analysis
and conjunctive/disjunctive normal-form formulas.

IPE can be classified into two categories, namely, public-
key IPE (PK-IPE) and secret-key IPE (SK-IPE). In the
PK-IPE setting, one vector is encoded by the ciphertext,
whereas the other vector is encoded by the private key. A user
can derive the inner product, if he holds the ciphertext and
secret key. In the SK-IPE setting, the situation is similar,
except that a master secret key (MSK) (i. e., a secret key
maintained by the authority) should be used in generating
ciphertext and private key. Thus, the ciphertext cannot be
independently formed by an encryptor without an interaction
with an authority in SK-IPE. Therefore, SK-IPE is impractical
for applications where many users should generate ciphertexts
simultaneously, because it inevitably influences the performance

of the authority.
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This study mainly focuses on the inability to design the
recipient, and secret key cannot be verified in the presented
PK-IPE. We first propose a PK-IPE-DRVS scheme by using
the bilinear maps technique to address the abovementioned
problems. We refine the sv-CPA security models of PK-IPE
and initially propose the RIMA and SVMA models to capture
the secret key modification behaviors of adversaries. Finally.
we prove the security of PK-IPE-DRVS under these models.

The management and high cost of many public keys may
become a problem, although the recipient can be designed in
PK-IPE-DRVS. Thus, to propose a PK-IPE-DRVS with
constant-length public parameters may be an interesting and
challenging problem. This work is supported by the National
Key R&D Program of China (No. 2017YFB0802000), the
National Natural Science Foundation of China (61772147,
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