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Abstract  Attribute-Based Encryption (ABE) is a flexible and powerful cryptographic primitive.
Actually, ABE is a generalized variant of Identity-Based Encryption (IBE). More flexible methods
for access control can be provided in ABE than IBE, because the identity is described with
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attribute set in ABE, rather than a solo identity in IBE. Generally speaking, ABE can be divided
into two categories: Key Policy Attribute-Based Encryption (KP-ABE) and Ciphertext Policy
Attribute-Based Encryption (CP-ABE). The access formulas are related with the secret keys,
and the attribute set is associated with the ciphertexts in the KP-ABE. Whereas the access formulas
are related with the ciphertexts, and the attribute set is associated with the secret keys in the
CP-ABE. The decryption is feasible if the attribute set embedded in the secret key satisfies the
access formulas described by the ciphertext in the CP-ABE. In contrast, the decryption is feasible
if the attribute set embedded in the ciphertext satisfies the access formulas described by the secret
key in the KP-ABE. Recently, KP-ABE becomes a hot topic of academic interests and many
versatile KP-ABE schemes are proposed. However, the security of most presented KP-ABE
systems is far from enough. Most KP-ABEs are built upon the Decisional Bilinear Diffie- Hellman
(DBDH) assumption or the g-type DBDH assumptions, and the g-type DBDH assumptions are stronger
than the DBDH assumption. Thus, all the above mentioned KP-ABEs will become vulnerable, if
the DBDH assumption is proven to be insecure. We introduce the #-BDH assumption family
proposed by Benson et al. to address the abovementioned problem. The framework of £2-BDH
assumption is briefly described as follows. Any assumption in .~-BDH assumption family is associated
with a parameter £ and the assumption becomes strictly weaker as the parameter £ increased. We
propose a technique to implement KP-ABE under an arbitrary assumption in the £2-BDH assumption
family. This technique can flexibly strengthen the security of KP-ABE as needed. For example,
assume a KP-ABE scheme is constructed under the £#-BDH assumption, and this assumption is
convinced to be unsecure now. Then this scheme can be flexibly switched to rely upon the {-BDH
assumption where /'>>F". We can maintain the security of our scheme, since the underlying
assumption (namely, the /’-BDH assumption) of our scheme becomes weaker than the #-BDH
assumption (the assumption becomes weaker, the scheme relies on it becomes much secure). A
selective security model is built, and then the security proof is provided via the partition strategy.
Furthermore, a new KP-ABE (denoted as the 1st scheme) supporting fast decryption is proposed
based on the abovementioned scheme (denoted as the 2nd scheme). This new scheme can
effectively reduce the computation overhead by decreasing the computation of bilinear map, and
so achieves better efficiency. Concretely, let T be the minimum number of attributes satisfying
the access formulas, and £ be the hard level of assumption relied on by the scheme (namely, the
scheme is constructed based on the £-BDH assumption in the context). Then, the decryption
requires @((T) bilinear maps computations by the 1st scheme, whereas O(%) is only needed by
the 2nd scheme.
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model; strictly weaker; fast decryption

1 5]

T

Sahai Fl Waters [t @) P4 3 75 SCHER L1 $2
PE NN %% (Attribute-Based Encryption, ABE) 1) %5 15
J T b %2 AR AL ABE S — B nl e I o i A
20REBE Y U5 1) 45 4 1 O S8 — R . AT AE R

2 3 ABE 43 3 T % 415 B 1) ABE(Key-Policy
ABE, T 3 fii # & KP-ABE) Hl 3 F % 3C % W6 (1
ABE(Ciphertext-Policy ABE, T 3 faj f& CP-ABE)
P2, KP-ABE HF s J2 » Vs 7] 45 14 5 25§ A0 S 05K
05 @ ME A S B T CP-ABE A9 45 5 0 2, 17 7]
S5 R 5 %% SCAR SCTE L BB 5 AR SCHE. BLR LA
KP-ABE by i fij i® ABE () T./E Ji # . % KP-ABE



44 ARG AR« T 59 M A B T SR R A i T R 885

HL TP B0 IR 3 B R O T R 5 TR 2
LI U R B v n] BEAT R E S 55 R T
223 OR W55 38171 63 17 i e — 25 3¢ C N 5 )& 1: 41
KRB I SCP AR A AN A B W 55 AR T T
“O T TN B SR X6 N Y T A i A2 AN P
X IO B3 1) 45 2L I o 32 P A R Fe Vi i % S0
s P U AT LA % % S C.

ABE WM& #5800 1 S 5
OB 5E R LT T A0 45 W R 7 T e — D4R 1)
ABE J5 2 HO I BE 1 51 A R JE vk A A i R
PE S I T A ] B 5 ABE U7 5P AL
R BT, DL E RIS B 2 T ABE J5 & A
HEMHEER, R WT.

(1) K Z 4 ABE J5 3 19 & 4 1k Uk WY o 2 9
AR T q- 28T (g-type) BB Y, Horp g
AR PR B A2 B G R . W g -Decisional Bilinear
Diffie- Hellman Exponent {& i (¢ -DBDHE) J
q-RAUER B B UL — RO A G iy
SCULRF s A g SC 1. SR T, T ¢ -DBDHE fi ik Lt
2L 1) Decisional Bilinear Diffie- Hellman & %
(DBDH) 8“5, ji LA 22 4 51 5 52 31 il W an7E
CHRL8 IH . Cheon #2147 —F X} ¢-DBDHE {2 % 1
Yo 5k %07 B e OCmax{ v/ p—1/q g }) BITF

fiti s i, F OClogp (/' p—1/q+q)) R 1 B 45 1 fi
R q-DBDHE {358, ML i deis ikl WL, 24 g-
DBDHE {5 1 (4 Z 8 g B K B L 328 3% B 25 ) 1
et CRF FH DA A D a2 Al 158 e 5 10 1sF () R 25 (1] il A%
BN S H g EIH 0 R R ABE A& v~ 5
. 77 LL#E 4, 24 ABE (19 % 4 M k3 29 )
q-DBDHE & (B HAth ¢-type f{R5) i) . ABE
) PR 08 £, ABE J5 0 A Pk

(2) HHETJLF A ) ABE J7 %8 1 % 4 P 35 1k
VA 24 B HEA [ 7 i R 35 s T — L3RR 5w T 1
1, ABE Jy 2204 1 il o 2 1) PRI X (R 3% A 1 I
TRA R Se BT o, TAE RO,

PRI AR SC 9 SAIL A 5] ) B A ke b 19 A )
R )y 26 BV A4 3 — BB 9 KP-ABE . % £
(22 AP T B A 2 2 I R By & D SR A B T
DBDH J5 % ; [f] i . 138 &1 ABE J7 % W BE 78 A [ i
P RE“YI 7 0> [T A A AR E B AN 2
G 0] B Ry R & 5 — MR, AT
PEBUEA N

AICH 2 99 48598 SO G Y [ A SRR 5T T
PR320 3 W G TS 17 50 5 505 4 1AL 3 P A R 1)
TSR 1) KP-ABE J5 %8, L P 88 — iy 48 3¢
A HE 0 7 58 L 5 MO RS — Fh 9 RE A b Bioat HL A
R WO T 585 5 5 WM O SR RCR AT o0 B
5 LBGE 6 o R ICESIE.

2 SEIRTEDEVE TN

Boneh-Franklin 76 CHR[ 9 JHF ik T3 F
Sy B %5 (Identity-Based Encryption, IBE) #f .
IBE 1942 A% 2 1) 2 i AR nscEk[10-12]
Xf IBE [ 45 Fp AR AT T 9018 5. Benson 5 A
ESCHRC IS 4 i 1 — Fh 2k T £-BDH R 7K 1Y
IBE J5 %8 . 9f HAE W] 1 H gk 42 4 k. W) i, 78 SCHk
(1375, Benson 5& AAER] T & BDH {5 % fig 4= i
— R n ik

Sahai fll Waters Xt IBE ML & 347 THET . &
W SCHR L1 48 iy 7 — Fh BER & Oy % O &
(Fuzzy lIdentity-based Encryption), F 3 & 78 4
FIBE. 7£ FIBE [y 3L fifi I, Sahai 1 Waters & X T
— Pl B . BEFR R ABE B S5 00 2 JRUE.

BAF ) R 43 ABE J5 38 19 4% 4 1tk 3 i v 7E
DBDH 5% ¢- 2 e sEah . i 4n . % F KP-ABE
U 5 . Goyal &8 AV 2 H T — Fh Rl 42 1k 400k B
(fine-grained) i it J& 1 1) KP-ABE HL ] . 12 HL
M 42 4 1 % 14 29 3] DBDH % i% I ; Attrapadung
SFAUER T R B A E K % S0 KP-ABE L
il AL ) 22 42 PE B 29 31 ¢ -DBDHE &% s
Ostrovsky 2 A" 2 T — Fh B A5 JE 22 8 (non-
monotonic) Jj [A] 4544 () KP-ABE #Lii , 3552 F R K
1E ABE HL I i 7 5] 45 A4 o 3 7 AR i 4
P %07 E 900 298] DBDH {5 % I+ ; Rouselakis Al
Waters""" $ 1y 77— Fp B A K8 M3 KP-ABE 1
il 2T R E Ve IH 2B — Mo g — 27 iR
W bbb g 2 MRR T g R AMIR B —F.

%] F CP-ABE #Li#| 1 &, Bethencourt 2 AM™
IR T —Fh CP-ABE #9705 2. SR, % 7 £ 1)
G M 2 2 — i FE LY (generic group model)
MBI b IS 58 4 s Waterst ™ Fi| I £& ¥ B 2% 43 =%
75 % (Linear Secret Sharing Scheme, LSSS) f#) T. H
FE i T =4 CP-ABE MLl , 3% =L 1 2 4Pk o)
BB LY F] g-parallel DBDHE {8 (¢-Z& BB B 1Y



886 it <A

Hl

2,
5

i 2019 4F

— ), q-DBDHE {& % (¢ -2 RUR B 19— F) LA K&
DBDH % I-. 53 4b, Chase™ & i T —Ff L5 £ 42
FOO7 19 CP-ABE #L i, iZ AL i) 19 42 42 1 9 )3 29 3|
DBDH f&#% I, Rouselakis fil Waters 'V 2 H 7 —Ff
SCFFRIB MU CP-ABE HL, 2 0L 14 22 42 1 bk
LY B — BB g — 17 R BEE 98P B g — 17 R
J& T -2 BB ) — .

ABE 125 PKC (5 — 0858 4 7 [ P s H

AR K B BF 58 $E. Wan 28 A ¥ ABE #4172 Kk
M X4 2 T 4 2 S5 ABEYY ; Wang 45 A F
5% ABE 1 J& VE s Do ae ., T 1k R R Y
ABE"™" ; Deng 4§ A Fi i AU Z& 46 fin % (4 £ R, $2 1
T ot A 4 HL SO H B T 4 )2 ABE JF £
Xiong 5 NEF X158 ABE N E 3 8% % SCHY [R) &1, 42
T A R SRR OB A R ABEP® 5 Guan
SENNKE ABE W8 AUTT 97 58 8 Z 4>, i ABE 3¢
For B AL, Chen 48 A2 M7 0] B 25 %5 81 1
CP-ABE J5 %", Wang % A X5 %5 SCHE W 11 J& 4
BT SR EAT WO L SRR IR T Rg
3 EH=HMIA
3.1 k-BDH fRi%#%
SCHRCI3] W4 ih T &-BDH B & #% (k-BDH
assumption family) AHE &, %A 7 92 b & i f)
7€ PE (decisional) B 35 Ir 41 i 19 #%. B i I, --BDH
RV A A & B o5 SR B BRI S — A IE
BB k) ARG, BART . - BDH RS 15
1-BDH {& % . 2-BDH &%, -+, n-BDH & ¥, H
n— + oo,

IR 45 AR e 7% By — A — i ik i, B
k-BDH (k=1 B3 1 52 X ©.

EX 1(k-BDH ik E L),  GHHH R
pIHE 2 (g prsrsp) €GN B H1 AT
TR Z, FREHLER Ca bycyorrve) < Z,. HS RE
GH—AFHIHLEE TR IR K=e(g, )0 ),

4 E )

2=(g.g" 8" s prama iy s .

4 AR FEAE 2 £ 15 X B} [A] (Probabilistic Poly-
nomial-Time Algorithm,PPT) & . & X A fE ik
k-BDH B i% # L # (advantage) 40 .

adv =

|Pr[B(z, T=K)=0]—Pr[ Bz, T=R)=0]].

RN FAT A PPT 83k A adv, #8212
Wi B, U FR k- BDH {35 BT

KT k-BDH Rz, Xk 13 JUEB 7 BAF 7
MEENLEIL:

5 1. 1-BDH {& % 5 DBDH f& #% % ¢
(equivalent).

4538 2. k-BDH {35 #% o B35 1 58 55 56 &
T MR P X R 0 S 08K D) R R . B
A WA B % AR % - BDH 1 /- BDH, H A
[<<!".W&F (- BDH & e (- BDH {15 55 i) 25
WK R Bk - BDH 5 548 BEE b Bt
[- BDH {35 55 “ ¥t

X5 1, SCEkL13 1@ LA /513 1 F g
B2 AT UL, R SCX S 1.2 SR AT B AT

513 17, nik DBDH & 5 &2 [ e i, 0
1-BDH i i% /2 [ X 1)

Y. FARIERE. BRAERT ARYA
] 220 1 e 34 B0k 1-BDH {8 35, 0] % 52 i F) Bk
F A& p APl #8 BHCE DBDH fiik.

BGRM N R p M. I ¢ v HEEG L
M)A oG, B B S 3K 15 DBDH i ix ) & F
T (g g g g T T E T =
e(g g ) T =e(g g Hh T =e(g’ . g

BT B A B H g ge DBDH % 5. R4 Z
Hil Y AR A BE DA AT Z2 0% 19 L 3 Bk 1-BDH i
WP E (g8 8" prap) ) HIE T=e(g,g)"
T HBEG EMBENLICE). NIk, Bik# ~€Z,,
FE ABRAS (g’ g g (DT B R, A
B bl o€ {0, 1) AR A RS, B B84
b'=b Rpa].

HA L AE L B R B B AR T O
W g’ g’ g (& T H Ik M4 1-BDH
MBS, AR T LR 5B

g=g, g"=g' g"=g" ¢ =p,
gr=p, T'=T.
DR o A 2 fi DAAS T 22006 1 £ 340
T=e(g, )1 =T =e(g g )"

g T=T R G L —AFHHLICE. Hih o=1 %

© W TF £-DH B HE i 2 A B 4Ll B AR A M
LAY A P P O LG 4 O MR AR P — A R B
P BT R B MBS AR B A B PR L T SORE 2 R BEAE
AR BE Y E 3L



44 ARG AR« T 59 M A B T SR R A i T R 887

R T=e(g',g"H)™, 8 b=0 KR T NG LAYFHEHL
JLE.

Kt . B Bl A Bt 45 R B R B 2
FIE SR o' =0 B 0], 515 1 154, TEHE.

SIEE 2. Wi 1-BDH i % /2 I8 A (9,
DBDH 5% /2 PR 3E 1.

. M RIERE. REAATERCT ARRLLA
AJ 22 % 1 P A i DBDH B 5 W) a4 7 fig A4 125 4SS 40
2L BYCH 1-BDH fiRi%.

BB R p BB I & v WEEG L
A RTT. BLIULEE B J6 348 1-BDH R iy & M T
Y. (g g g prsp)  TH HTEHE. T =
e(g gD B T =e(g . g i ce Z, HbLEL.

B E R A H B H g P 1-BDH iR i%. AR 4
Z AT R . A fE LAASH] Z 0 (1 A A 2l DBDH i
WA E (g, g g g HIE T=e(g, )™ 8 T
HRELREPLGE). AL, B AR (prsp g™
g TH s, Akl leRE b€ (0.1} AR4E AW
Wi, BE A o' =0 BT,

FA B LR BRI B B A$R3E T T
Hpsp-g'g"" T ik M4 DBDH {8 %,
AR TR IER

g=pis g =ps g =g g=g" T=T".
AR B o' =pi =g Job s€ Z, 9 HA
HB UL, A DRE USR] 20 1 P 3
T =e(g )™~
=e(g/ VY g Wy = (g, gl
ST RHHEG LM — BN E. I 0=1 %R
T=e(g v g)" B b=0 F£/R T NREG L 19K L
TLEK.

B UL, BAE B A 4 45 m B H A O
FIE SR o' =0 BIA]. 513 2 154, HEEE.

XFFE58 2, SCERCISJE SBIEl] T LAUF 5] 3 3.

SIZE 3V, GntitA-BDH B FRIME U &+ 1~
BDH i i3t 2 PR 3E ).

IE. SLUEBA LA W R ROUE . R R A
FEFTF ARE UAS BT 2200 1) £ #5 Be &+ 1-BDH i
B W) 5 3 RE AL 1 AL HL 4R B &-BDH i i%.

B EF BARTT - BDH R H C R T4 -

2=(g,g g s prarspus ) st .

HBEHE T=e(g, )" SN H LY
BEHLIGE.

B Ay LI By T A ) A D i o L AR i 2
AR, S A B A AS BT 2200 119 A8 34 Mo &+ 1-BDH

BB BRI 245 7E
2=(g.8 8" prorsprsprcis Pl plapt T
A T =e(g, )" 0 e gk T /G LB
Lot

BEEWLIESE poi €Gy o € Z,, MG KT A

(g5 8% 8" bro s Pus Divis Do s DS DU
Toee(g g ) EEH A A¥HE L =1 F£x
T =e(g, @) 7w e 5l b=0 Fm T N
B ERBENLE I B 0 =0 BI AT, 5] B 3 F33IE.
UEEE.
B )5, SCRk [ 13 J7E — & B (generic group model)
BN B T RLE By IR A AR — S BAR
(idealized) 1 5 #l Coracle) , 1% T 5 #L 58 A T it v
k-BDH {5 {H 2 B & HLIF A e H LA ok &+ 1-
BDH k. SCHRL13 1 I AE — MO A R Al 3 iy 1
— Bl Bk Y k-2 2k B S (modified -multilinear
map) T 5 L IEUER] T 5 HLREAE — R T T fi
P k-BDH R % G WL SCHRC13 19155 4 35 Lemma 1).
B J5 . SCERL13 JFE Theorem 7 HiiE B 7 iZ 11 5 ML TG
2 LIS AT 20 1) 00 3 i D &+ 1-BDH . K.
k+1-BDH i & i 24 b k- BDH {5 55 55 C“XE”) 1)
T 3t.
i bR AR SCH B 1 7R k-BDH iR 15 FE 1Y
JE .

n—>+oo
1-BDH~DBDH 2-BDH n-BDH
® —@ @

oy

&
&

R
1 k- BDH fii% % J 22 &

3.2 BRIiF/REN

E X 2B 5 0] 45 #5 (monotonic access struc-
ture) ). AP Py P REAN S HE A
WA X TIEERES VB.C.5H BEA, BEC,
WA CE AL PR 4 #E) A2 PP Sy
PR, S S U R 25 A E SRR Py s Py s ees
PR — A T4 A, BAEW S T AN,k
FAEE WA AT A0 55

TEASCHY KP-ABE J5 &, 2 5 J5 846 Fn X b
MR HES.
3.3 ZHuZLEHY

E N 3 L Z Y (Linear Secret Sharing
Scheme. LSSS)M). 27 1 iE LT i B A 4 14 I
PR IR e A Z, &k LSSS.

(1) LSSS i1y 2 5 Jr $t[m] 43 55— > Fib 2% [n] i

(2) % LSSS EZ 5T MR N Lan —1%



888 it 23 Hl 2 i 2019 4
SRR E—A LT 0 BRI EE Mz ERR R 1 4.1 ETFTHFRIZHER KP-ABE BIE X

AR A U L A S — B BR B . 1% R K
FORERE ML B — A7 3 o B o (GO W S 3 X b
WZ5J5. 2425 R EE D5y =
) P se Z, o XS 5 )y T
YRR T 7 a7, € Z, S FEALEL. W (Mv), .
G=1,D)RHZ 5T oD X s A5,

SCHRL18 148 . LSSS Jr 4 11 ] 4 st 4% &2
MEE s & SEAR—NEXTEA FIRIE. E
YL T2,
EHEW IR EEES o €2, U T AT
ﬁm;m; = s. A T AR AL 1 A 25 VK B 3 1

FeAlEH AN E o WL 0 =1, H(o M) =0,
Ge DT,
3.4 MEHMERAR

WG.GrEM R p WIGHARRE. & g &—
NG FWBEATT, e: G X G—>G & — B M e
S e HA LT BYPER

(D) WM . M TAEED w,v€EGHMl asbE
Zy A eCu 0" =eCuso).

(2) JFB T e(g. 21,

) Al H B ce: GXG— G 1] LI R

(saryyeee

4 FEFEFHRIE%HER KP-ABE

AL TAE 2 h g — 4> vl LATE 2 AR
“RIEYIH R KP-ABE J7 %8 . H i R 3E LA F PR A5
S (D AZ T F T T R % 2= /0 AT DBDH (i
W (H T L DBDH {358 1Y ¢- 28 BRI A7 7L % Uity
Tk TR R JEEE) s (2) A KP-ABE J5 & 1] 78
R k- BDH B 55 i B s v R g U4 B AE T
BT BB I O BT AS T Bt 2 b e 3h s O
Ho H1 T k-BDH {5 5% B A 58 10 8 14, a7 A1) 1] 3
B W T AR T O R b Y ET T RN
BT m-BDH R 8 A5 Z R IR W] b 52 Bk i, 7]
VI % 55— n-BDH R, REW 2 n>m, FEN
A PER HETR. BXE F AR LA B8R . n-BDH i
W H m-BDH B % 5 55 , B0 A 3 04 i A X B L S
Ei

PLTR B e 3R 5% 51 5K & 1) J& 4 %% (KP-ABE)
F 5 S LA By o2 A A7 i i oy 35 T ¥ 55 11
() KP-ABE ) 5¢ 4 #4) 15 .

TE X 4 CHE 7 55 R s 1) KP-ABE 19 5 30).
KP-ABE i 3t 40 8 )4 4> 7 5 3. 40 3 Setup,
Encrypt,KeyGen 1 Decrypt. T i %45 H B ¥ 00 ™ %
X

Setup(n, U, k). ZHEEZL2SH n.—1
B iR U LS e fERA. Hp S
Bk %78 1% KP-ABE 835 19 % 4 Mol 4610 29 3
k- BDH 8% . ZH ki AL S8 PK DK %
#] MSK .

Encrypt(PK ,m,D). iZE 7N 1L
BISCI B om DA R B S S 1B i AL
% CT.

KeyGen(MSK, A). % B k4% £ %4 MSK
DA B s [l 257 AVE R AL Hof P FASH SK.

Decrypt(CT,SK). #H L2 % X CT LK
B SK ME AL T CT b BEHE i J8 P 2 5 2
SK L4l i 7 In) 45 49, WZ 5035 4 CT i 2%
Je B SO R m s B ) G i A S Rk

DL 45 KP-ABE [ % 4 #85 RY. AR SC i 4 119
KP-ABE J7 8 & 3% F 36 £ 1 19 % 2 B (Selective-
Security Model).

E X 5(KP-ABE fy4 efiml). KP-ABE )
LA — At Pk R R T R 11 2R (play) 1)
Ui bk . 7 iR X T 4 T 5T 0 002 e A T Pk
M JEPESE A ST B E AT DL Bk K 1 ) 3 4T
TR 1) SR A B LB EL 0 2T IE L S A A Bk R Y
JETEEE A ST ONRET 2 VT M 251 A. KP-ABE (1% 4>
B 2 B ALHE DL N 69K

Init. 763 B B BT 20 20028 A T 22 8k 0% 1
TS S

Setup. 7EZB B, $k IR #H 1T Setup 5%, A2 1L
NIZH PK IR H R R A TT.

Phase 1. 7£i% Wy Bt . &F 7] & A 56 T 15 0] 45 44
Av e A, TR BH A IR (H 0 2000 2 — S PR E S
F Rk R B E S ST RBETE A Ay A, TP
AT — Vi ) 25 44 .

Challenge. 78 1% B B . #t T 00 201 [n] Pk % % 42 52
PN SR A B SCTH B o B0 om0 AR P — T
o€ 0,1}, 3 H MR LA S e B SOl
Bomy PRIRE LN G 8% 3 CT Rk BFTF.

Phase 2. 5 Phase 1 2B UEAHL. S F ol gk 4z &
MRT VTG A, rs oo A IO FABH 25 3 (H J2 2
IR0 2 — A BRE A BBk B 1 S SR A ST R RE T

25 PK.,
Ho i



44 ARG AR« T 59 M A B T SR R A i T R 889

FEA, 1 AR — D5 IR 54

Guess. TEZ W B & T4 — 6T o B9 S5
(guess) b, 76 A% A AF Y {07 X ofr o BT 1 A # CRD
BT WA 2 X ) HE ) Sy

e= Pr[l)/ZbJ—% .

AAEER) PPT BT B fs LA Bk R e
A Z W AR Z KP-ABE J5 38 i £ 2 2 0.
4.2 ETH#HBE/RIZER KP-ABE i35

AT 45 1 KP-ABE J5 28 (9 T 400 i i F2. A5
FH M A4 T SCHRL18 P 5% =4 CP-ABE J7 %
A — S T BT SR AT LR P kgl e — R
SRR JE KP-ABE #9558, 765 [n) 5 g 1 #5 4) E
5 CP-ABE J5 A7 1E A 8] (IR 72 J7 8 1 45 1 1
PLRGIE B 3 72 3 5 ) CP-ABE 5 Z 47 16 W] | IX.
B H L T E SR A ST T — A H S
RIS ke Z S ERY I A4S A SCT7 ZE RE 4 TRT A
AT 2 AR R VI X S 7E T SCHEAT I

SEEGLxIRR AR T IEREL « 19 E 8 HE
GBIl ]={1.2,,2}. KP-ABE f 8 3% i i&
.

Setup(n.U. k). MFEHEZLZL2SE n.—A
X T P S A A 3R U Ry i ik I (8 o B3 s v sl 3 du 3%
UAade, B a1 3 U KRR G5 . L%
SRk AR b 280 k F0R81% KP-ABE 5%
)22 VR I 293 k- BDH i .

AR — A I K p R G L DR B
A RTC govrs s o I EFELL N BEE 20y oo,
re € Z, [ BIERI 20y s € Z, N BEAL B HE
TR (hyys ooy b)) TETB AN A B9 TG AR A5 280
o S S S8 Bl 6 TR A-BDH 92
B AR FTIRAR  FOR B R S8R

BN AISH PK WIE .

g.g%su: ek vl tER],
hei: e lk] i€ [UD.

AR BCE EEH MSK=(ry -

Encrypt(PK,m, S). B EEZ AL SH
PK.HISCHE m B YERES S M AL 25
WPk DHNEE s, € Z, . e [k]) IR

Co=m =+ e(g v )1e(g v )2e(g’ vl)*

=m |[ eCg 0.

te[k]
Fﬁ)ﬁ»ﬁ%?ﬁﬁﬁ%? k /l\ﬁct :U:’: (t&e
[&D).

' Ty ,1‘).

Ba M FR—ANEE e S BB
Co,=h',: C€[k], xES.
B % R ST
Co,C: e[k .C . GE[k], x €.
KeyGen(MSK , A). %57 k4% £ %4 MSK
MYi ) Z5H A= (M, o) 1E R AL Hrh M 2y —A4~10
3.3 WHRR Y. G5 A R 0 X e CBI AT 1 51D 1
LSSS i[5 B s oC o) Sy — > B G B B G 12 B S 4
[LSSS HH B M ()5 — A7 WS Sy M — 1) — A k.
ZEIEERE R ABEVLE AT

0, — (0(1.1 2Q1.2 0 Al )

0, = (az1 502257 sz, ) s
0. = (s s sarn, -
S R
Qi = sz T T2ttt skl T Tk

EEM.a.=r>aea=r,"sai=nr.8TE
WH MSK S8 S8 a,<Z,: Ge k] €
(25w s e 1) R B AL E LY B 55 DA 1Y & A 1) o
YT =k DAY rsee o

Ty BRI kX ARy, <2, te[k],
ce/D A

Kio=g ™ n, s Gelr].c€[eD.

EJIE .

Ko . =o' Ge[k].c€[lD.

Bk BT

Kior Koo GELR] €D,

Decrypt(CT,.SK). B E#EZ %L CT UK
HH SK fE A, & CT 5@ LS S MK,
SK 5ijjn 45 A= (M.p) #%.

B VEAE A S AN AR Ui In) 45 48 A D0 553
IR L.

L CT it pi @t A S Wi 2 %41 SK
JIEXE L VTR G5 A ARG T = {c:p(0) € SHEIR
TG A2 7 1) 85 A6 AT T A T 6 R ) U ) R M R
TR SE A, MR 3.3 45Xt LSSS fyig b, o] DL
X TAEER c€ [kl 44 M RIRFEREM H 55
AT INEEE A A= (M, @) }.e; N X B2 S 5
r A QL 2 AT 2 I Waters £ SCHR
C18 ] 2R 6 W4t 5% =~ CP-ABE 7 . %/
LHSPR R — AR, BVREE s 1M A% AL ] H ik
BT kAR BB roary oo ore BB (D
rO YU ) AR BE ML KOG R ] AN @) 3l
LTIy =P R Hoh [ T3 R A2 )7 0] 45 440 1) I



890 it <A

Es i 2019 4

AL Eﬂiﬂﬁﬁﬁﬂ’]ﬁ“ THAEO.
m gk, e} ROR B BRI )
#1.  Decrypt %ﬁ?ﬁ%\ﬁ‘éﬁgiﬁfﬁﬁﬂ“l‘ﬁﬂlfﬂiﬂﬁﬁ

%%{wrezp}rej%/%:
Eerz.rzzwr<Mr.‘p1>:r1-
rel] el

P DL ek BRE e

CT.=][]e cI,HK_

1€ k]
=11 «( mHg’““"‘h )

te[k]

:He(‘v[’,grel ree M )XH@ v, ’thp()

te[k] te[k]

[ etor e < [T Tletor o,

te[k] telk] €]

WG ST AT LR TS
CT.=[] []eK.icrC )

telklze]

=] []eo ) (%)

telk] €]
=1 [lecorme
telk] z€J
B BT LA AR B SCE R m
m=C, » (CT, « CT,) .

WHig. &SRR E A A SOy R B
JEET - BDH R Hoh & O RGEIEE 1 S8
[N 07 28 A 3 E T RGE7EAR [ R & BDH iR
BOHE R HEAT D4, 32 T MR S Boh &
kBB R<<E) , R R4 BIAE Setup, KeyGen
Encrypt Bk Z £ O — ) AN FEHLS KL, 1 4K
A KP-ABE #9771 58 B4 A i 2 50 R /Y 5 2. T 8
975 58 Hy T HC B Bk 1 A R 58 B 5 L DRI B AR A B 4
22 . IR ABE J7 ZRIMAIEE ML AL BER,
BTN T REMSE R 500 R0 K AH N b R
ORI 3 HRAE T SCHE TR IR, SR . th T2 2t 2
M B 7 F A — AR R e b (R
LA MR T RO 7 T Rl 2 W BGE i e
WS o S DR IR A B Y B RA M TS P SR AL TR
RO o RIS 76 A i B R BT . A SC BT 4 ) KP-ABE
J7 G REAE 1T 14 J7 58 22 4 M 1 I DXLy i ke A
AR B 2 R B P IR R SR I R G 2
e

F BB A P A 5 RO REIR M AT HE Y
Lt HIERCE E I — M ABE T RAEH KM
ARG TE TR Y AR SORE R — B R T AR Y
S CHE T B % 07 FE R E R GE 1Y AL O AR
(pre-processing step) , K K Hh 2 /5 i 25 1 50K

4.3 ETHBREENIZIHRSUHEZH KP-ABE
ARNKGTE 4.2 TR D7 R L B —Fh ek

HER) KP-ABE J5 %8« % 5 28 % 43 Al % 1 SCk [ 7]

17 A2 *E T 3 SR TS AT e A 3L DTG R
Setup(n,U . k). %515 4. 2795 Setup S AH[A].

Encrypt(PK,m,S). ZE %5 4.2 77 Encrypt
=RE I
KeyGen(MSK, A). %5 4% % £ % 9] MSK

iR S5 H A= (ML o) fE o AL Herp M g dn 3.3 4
PRI G5 2 ¢ X e (B 2 AT 7000 51D 19 LSSS 5
)RR B+ o C o) O — > BB B I 53 o 322 e 3 418 1LSSS S
W ML B — 17 BRSO I — 1 — s

LR b A RN B R AT

o =C(aiisa1zs s, )

9, — Caz,isazz s sz, ),
0= (apy s ’a/{-nnmx)'
B o =risa0=rss oy =1

AEAT={z: JE[1.0].0(D)=x). fEM .4
G TR 5 U5 n) 56 B I A4 47 R X R 1 AS [ 109 Jeg 7
HBER. T3 ABEIER kXN ..~ Z,:
elk].ce[vD X T rele].ce L3185
Ky, =g ™M e h, e K,/,,,d:h::"’:(VdGT/p(z‘)).

ﬂiEv%F&ﬂ“ﬁ:
Ky, .=o/" s e lk],ce VD,

AERS 42 VEENEEESET AR L
BT KR o T/ o (o) R 78 1
A THLBRSAT < AHXF N & 1 I 480 57 1 e
PESE. 5 4.2 WO EM W, AR SR B 724
¢e | T I5URH Bl PR 38 g % A UK T i T T/, A
WAl |T|<t 0%,

FEE T
(K. K. u: VdET/o() K, b : € [k],c€[ ).

Decrypt(CT,SK). ZH L2 % 3L CT L &
HHSK kAL 5 CT SJmtete S S .1 SK
5yjn 25k A= (M, p) F .

)BTRS S AN 2 U [a) 450 A, I 55032 i
1 IRZE.

w3 CT X Wy JE R4 S Wi e % 8 SK
Fxt B DT R 25 R A 2 G T = {r:p(0) € S} RN
T VT ) 2548 AT T8 P BT XF I 0 5 [8) 6 B M i
TS,



44 ARG AR« T 59 M A B T SR R A i T R 891

A T LR i SR £
e n=]]h..

ze]
WA 2R FEA DA ESE -G
24, ) Decrypt 8% W0 RE 1E 22 101 2 B5f 18] P 4% )
HHEG 0. € Z, ) ocr Tl

Zerr.r :Zwr (M, * ‘Pr> =T

€] el

fifk 25 R R AT LU R 2 S AT LR B BT
Xt.f:K].f-,r * H Kr/.r.,d

de]/p(0)

:g”’(‘Mr'“’ﬂf(z‘,]) Ti.r
Y,=[[C.,=rG.D.

yel
BT
CT.=]]e(C.]]X)
te[k] el
:H e<v‘:1 ’ngwr<A’\/Ir'q’,>f‘(t’])i"’r'//.r )
telk] el
T ecor £
te k]
H e('Ujl a]_[f‘(ta])iv“rw’ )
t€[&] €]
=11 eCol g x
te k]
H e("uj’ ,Hf(t,])‘”’”“ )71.
t€[k] €]

B 54504 1 05
CTg :H 6<K2.1.r ’HYTT )

te[k] tel

= [l e ]I rc.an)

te[k] ce]

=l e(or J]Fce.0om).

tek] re]
e s BT PR AR R B SCEE m
m=C, » (CT, « CT,) .

WS, AR BAEME LW m A ab E 2R
TE o 38 2o 75 i 25 B B i BT 5 R LA A5 A A 8 o B
TG O IR AE XS TS OC| T ) 1 B ) 155 7 1
TI5 R AT 58 B A % T AE R 0 A
LX) 1) d B TR G AR T BB kas B R
AREIE ARG 4. 2 R RS 2 00 E SUCR (B
AHT LA 5 Wk .
4.4 REUDH

b FTIR  ARSC AL 2 Y BT A R R A
9295 k-BDH % . A SCH LT B9 /2 IR B A 3¢
i) KP-ABE ) % $& % 4> 1.

EE 1. # kFBDH (R, WA FHE PPT
T BB 1E B 1 Hh Ok A SO 1) KP-ABE J7 .

FEI 1 B UE I IE 3 S B B SR A

4.3 W B LSS 4.2 74 % ML,

FEUE o 0 0SSR S
7T RMERE T AT

XFFASC 4.2 R 4.3 5 H B4 KP-ABE
U7 %5 HoAb ABE J5 R PERE 2> BT i 2 KT 5 C.

6 # B

ACHET k-BDH R & 1 P A KP-ABE
07 2. DO T — My ABE J5 %8 A 07 RSB
B2 7 XNk B 58 ABE 5 £ e En H
. RSO IE T 7 58 R Ve 2 PR RY, JFIER] T
G EWE Ve RSCFRB PN %S5 Waters
FESCHRC18 BT $2 1) = A & My CP-ABE J7 % (1) 4L
BT TR . A ST SRR E T 2 R 4
PEAR 32 B B0 i, 2w Sk B AU B s e 4
GO i KP-ABE Jr 22 JE17 i 37 5. 42 [ 2 5
BUZEES T TAEAE FH ABE B AL By 55 T 9 IR 1 Al
B BERL " BB o O 1 ORAIE ST B 26 % 22 4, BT AT
o P AR SR S 19 07 58 4 J7 58 1 22 4 1R A R 34 ) 46
) 5 5 A PR XM Al 3 b DT A5 8 b DR IE T 58 1 48
Xof 42 A AN L

2 £ x W

[1] Sahai A, Waters B. Fuzzy identity-based encryption//
Proceedings of the 24th Annual International Conference on
the Theory and Applications of Cryptographic Techniques.
Aarhus, Denmark, 2005;: 457-473

[2] Chase M. Multi-authority attribute based encryption//
Proceedings of the 4th Theory of Cryptography Conference.
Amsterdam, Netherlands, 2007 515-534

[3] Ibraimi L., Petkovic M, Nikova S, et al. Mediated ciphertext-
policy attribute-based encryption and its application//Proceedings
of the 10th International Workshop on Information Security
Applications. Busan, Korea, 2009: 309-323

[4] Goyal V, Pandey O, Sahai A, Waters B. Attribute-based
encryption for fine-grained access control of encrypted data//
Proceedings of the 13th ACM Conference on Computer and
Communications Security. Alexandria, USA, 2006 89-98

[5] Deng Hua, Wu Qianhong. Qin Bo. et al. Ciphertext-policy
hierarchical attribute-based encryption with short ciphertexts.
Information Sciences, 2014, 275. 370-384

[6] Goyal V, Jain A, Pandey O, Sahai A. Bounded ciphertext
policy attribute based encryption//Proceedings of the ICALP,
Automata, Languages and Programming. Reykjavik, Iceland,

2008: 579-591



892 it ®m S 1 2019 4
[7] Hohenberger S, Waters B. Attribute-based encryption with [17] Bethencourt J, Sahai A, Waters B. Ciphertext-policy attribute-

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

Bt

A. q-

% X 1(¢-DBDHE {5 i) 5 3.

fast decryption//Proceedings of the 16th International
Conference on Practice and Theory in Public-Key Cryptography,
Nara, Japan, 2013: 162-179

Cheon J H. Security analysis of the strong Diffie- Hellman
problem//Proceedings of the 25th Annual International
Conference on the Theory and Applications of Cryptographic
Techniques. St. Petersburg., Russia, 2006. 1-11

Boneh D, Boyen X. Efficient selective-id secure identity-
based encryption without random oracles//Proceedings of the
International Conference on the Theory and Applications of
Cryptographic Techniques. Interlaken, Switzerland, 2004
223-238

Cocks C. An identity based encryption scheme based on
quadratic residues//Proceedings of the 8th IMA International
Conference on Cryptography and Coding. Cirencester, UK,
2001: 360-363

Shamir A. Identity-based cryptosystems and signature
schemes//Proceedings of the International Workshop on the
Theory and Application of Cryptographic Techniques 1984,
Salt Lake, USA, 1984: 47-53

Boneh D, Franklin M. Identity-based encryption from the
Weil pairing//Proceedings of the 21st Annual International
Cryptology Conference. California, USA, 2001: 213-229
Benson K, Shacham H, Waters B. The .-BDH assumption
family: Bilinear map cryptography from progressively weaker
assumptions//Proceedings of the Cryptographers’ Track at
the RSA Conference 2013. San Francisco, USA, 2013: 310~
325

Attrapadung N, Libert B, de Panafieu E. Expressive key-policy
attribute based encryption with constant-size ciphertexts//
Proceedings of the 14th International Conference on Practice
and Theory in Public Key Cryptography. Taormina, Italy,
2011: 90-108

Ostrovsky R, Sahai A, Waters B. Attribute-based encryption
with non-monotonic access structures//Proceedings of the
2007 ACM Conference on Computer and Communications
Security. Alexandria, USA, 2007. 195-203

Rouselakis Y, Waters B. Practical constructions and new
proof methods for large universe attribute-based encryption
//Proceedings of the 2013 ACM SIGSAC Conference on

Computer and Communications Security. Berlin, Germany,

2013: 463-474

x.
DBDHE {8 % i & X
E R — B p

R
MR G. & ¢ NN —DAERICH a5 <—Z, AP A

23 € LU T Y T4
q q+2 2q
X:(Gspsg’g“y'"»g“l’g“’ s""g“l).

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

based encryption//Proceedings of the 2012 IEEE Symposium
on Security and Privacy (2007). Berkeley, USA, 2007:
321-334

Waters B. Ciphertext policy attribute based encryption: An
expressive, efficient, and provably secure realization//
Proceedings of the 14th International Conference on Practice
and Theory in Public Key Cryptography. Taormina, Italy,
2011. 53-70

Wan Z, Liu J E, Deng R H. HASBE: A hierarchical attribute-
based solution for flexible and scalable access control in cloud
computing. IEEE Transactions on Information Forensics and
Security, 2012, 7(2) . 743-754

Wang G, Liu Q, WuJ, Guo M. Hierarchical attribute-based
encryption and scalable user revocation for sharing data in
cloud servers. Computers & Security, 2011, 30(5): 320-331
Deng H, Wu Q. Qin B, et al. Ciphertext-policy hierarchical
attribute-based encryption with short ciphertexts. Information
Sciences. 2014, 275(12) . 370-384

Xiong Jin-Bo, Yao Zhi-Qiang, Ma Jian-Fei, et al. A secure
self-destruction scheme for composite documents with
attribute based encryption. Chinese Journal of Computers,
2014, 42(2): 366-376(in Chinese)

CREAr U, WhAERSR . Th A0S, 1A 1] ) 26 P 25 B RL 09 2k F & 1)
hnE R4 QO . AL R, 2014, 37(1): 139-150)
Guan Zhi-Tao, Yang Ting-Ting, Xu Ru-Zhi, Wang Zhu-Xiao.
Multi-authority attribute-based encryption access control
model for cloud storage. Journal of Communications, 2015,
36(6): 116-126(in Chinese)

R, W55, IRanAL, EATIR. T8 1 = FA 48 1 5 F I8 1
T i) ZRAL R LU R 2L AR ), 2015, 36(6)
116-126)

Chen Jian-Hong, Chen Ke-Fei, Long Yu, et al. Ciphertext
policy attribute-based parallel key-insulated encryption.
Journal of Software, 2012, 23(10): 2795-2804(in Chinese)

(BREIUE, BRoCAE . BT 5. 8 SR UG 8 PR 47 % 9
T, BT 2012, 23(10) . 2795-2804)

Wang Peng-Pian, Feng Deng-Guo, Zhang Li-Wu. CP-ABE
scheme supporting fully fine-grained attribute revocation.
Journal of Software, 2012, 23(10): 2805-2816(in Chinese)

CEMS R, s, gk 7 ik, —Fh SORF 58 4 Ai0RLEE T 1 3RS 1
CP-ABE J7 . #fF2#4lt . 2012, 23(10): 2805-2816)

& LHF Aff Pk ¢-DBDHE R i L %5

adv, = |Pr{ A(X.g" " H=0]—Pr A(X.R)=0]],
Hr R BBG Emy—DBEHLIC R, & XHE B R 2 1
[a] (Probability Polynomial Time, PPT) ) & F A, H fi# tk

q-DBDHE {3 1) 0 3402 7] Z20m8 1) . W) ¢- DBDHE i % AL ar.



44 ARG AT« T 59 M B AR WO T SR R A i T R 893

B. 42 AR REMIER

EH 1. % k-BDH B WA E PPT & T A ik
PEVE L BOBE A SC T $ 1) KP-ABE J7 .

WL EAUEBIE A KR DL R S5 e i R RT
A BE LA W] Z % 19 4 # (non-negligible advantage) B 74X XC
i 2 1) KP-ABE J5 % , W W6 A7 78— Bk iR & 5005 BBE IR AT
2 L e --BDH k. A E S RELF LA AL B
e[ 2 5 0 — ANk Wkt AR T

Init. BF AEEEEAGE MR B ML S K LA
HEHRE B.

Setup. ki # BT 55 J fift v #-BDH {5 3% . & $ % 5
QN % &-BDH R B PSR oC A

2= (gag g s o s B )
IR —AE T. BH Z B T — AL i £ T =
e(g,g)ah((l et ”“).

BHEE A4 KP-ABE fy A S8 K it E g=g,
v=praay, = A HFEVL L BE SR £ N d, € Z, .
Ge[rD IFBamH BT .

dE€Z,: tEkDx=a.rn=c/dy s ri=c,/d,.

AU Ram Xt B SRR, Bk £ X [U A B LA
2, €% GE[R]i€[UD FMTHEEANLSH b
(te[r]ie[UD:

[ s

U iest
B BXH A S BB o 1B E T 3 BB RG0SR A, T
Mgt ANg THREEES S BIRE h.,=p g,
BN B E b= p
BATALSHAT
2284 P GELED (P . €[]

h: €[k, i€[UD.

TR LA BIARHMBEAE avcr s oo AR BER A
HEMWSZHEBEBRAWAKSE FENEEAN a.
1ty s BTG HIE X 20 MH , B B R F K AL S BUR R 4T
F ARIH].

Phase 1. 760t B8, B 40 12 80 F A % FA S 19 96 [A] 75
SRR — A BRI 254 B A ZE Init 2 B8BTS A 0 Pk KR
PEEEA S* ASRE W 2 L A 980 1 FA G T X R B 7 1] 45 k) A=
(M.p).

HEAE 3. 2 35 BTl R 59 LSSS 177 8] 4F [ A9 M . n 5% Bk
JEYEES ST ORREIE K A BT A ) B FABH BT 6 N 1Y 1 8] 45 44
A=(M.p) JU B REFRE] ] 5 @ = Cwr v DA o =
L, B F i 4 M AT —1T o 5 H o(0) €S*, A
(M, * @) =0. B 217 ) 5 ] op (848 — 47 B 0t g 19 ) 1 & Bk
AR S ST ZAT 5 i o /Y 83 0.

BN T E b ABENLI & @, : (€ [RD) B 5G4 1M i

y1:((UIC1/d1 76()2(‘1/611 2wy Q/d/)v Bﬁiﬁﬁ k ?Fﬁmm

By =iy, D GELRD HiJE. X T € [k], B
e Bl B

Q.Y +yf: (wic,/diswoc,/d; s sWy c/d) +y,'

n
max

=(wie/diswre/dityzsiw, ofdity, .

WP AL, LR RE Pl T REALE R Y e, T
W MR TRCT AW E . W& oo 1512 % 2B
M. BH an —wo/d =c/d =r 56 4.2 WHEHR
KeyGen i (19 1% & 25K

T . BECEZHCK L. BE B BCE 2 8 LT PFR
KL .

(D) F RV FE M 1 04T « 0%t B A0 & 8 T 3k ik 8
TS ST B p(o) € S I, BREHLIE I AEEL .. € Z, , IR E
Pee =Moo SR THE

Kie=g ™ n, 0

tsp()

:g_.r((s\lr-yl} POy g T
tsp(o)

= (g M (g M
= (g )M pTepto e

FELL L i TR BRI g AR T
p(DES AL A (M, @)= 0. FF L, 122230 (9355 40 B
WL T BAIE SR g p, TR AR ) Ko R B
BESH K WRENT

g P K =l =plte.

(2) FHVFVEFE M E 94T © et 0 0 8 4 1 8 F 3 i
JBYESE S 1 o(0) € S™ B Ak A 5, = (M. @)c, /d, If
RN

(D ES”,

K. :g‘lmt.w h:‘:(/r'f

(M _.y Y+ (M_,y ) 7
— o [ [ t-T
8 hl,p(r)

= (gui/d )M (ge )My (g pirow ) Merea/d,
= (g )M (piry M0
L EREN P BT o( €S (M. »0)Z0, I, B
DB E g, = (M, » @) c/d LhH B BT A GEH 1 1Y 30
g G T BRIE BH py I RE DI s K
[FH, B E S8 K MENT -
K, =u]ee = (p) Moo 4,
B UL B LB A 10 3R (8] 45 BT
Challenge. 7EAS KB, & T A it 5 DK 9 H 2 mo
my S JE RGP E B, BRI — WM ge (0. 1), FF
X R m HEAT IR
AR — Mtk ARV, po=g . BIRIEFNIE v, E, SR, 2
PR ML S s, =d. b/y, B EEL LR E .4l BIE
Setup By B3 & M BEVLE  B) BHIE 4, 1918, BAERSE
Co=uvt= (g )" =g te[kD].
T C, s T ITAER Ry €S, Hik R4 Setup
A B A b= p = () T B



894 Hoom B % i 2019 4
Cow =, s . % p— ' W B 0. %R H AR EAL T =
—(g")z,db/Y, (g™ W M Bt 1 R T RRE L — A BB
= (g, JLE.

B B ST 0 R BT A i DL T 220 W (10 8 % B0k A
Co=m, - T. KP-ABE 755 . W3k % % B4 LK 1 22 W6 ) 1, 3% ff o &~ BDH
HERE] AT . -_—

. ey C. HEMHESH
’gf(g»,w/)/:’gfe(g e T ASCE AN % R 2 ARl Waters 78 SCHA[18 1+
(g I 457 58 A S50 1 TR 7 A% 9 40 B AR 4. 2,4, 8
FI AR T=eCga )™ 0 U BSE MM T HA 0755 Waters 26 3CHRL18 T BFR A9 =4 CP-ABE Jy % 1

KP-ABE J5 Z 42 B & W, 2R T 9 #F B — A BEdLoT
o M ECT AN TG IR A T D) A T R, s SEBR b
A K FURRSE I HC BT A5 2 /4 %% S TR TE R B . A R4S i
AR 1/2.

Phase 2. Y5 Phase 1 B4 384 [H].

Guess. BF A KB xF g AURS 45 R g7, RIE A PBr

R S RIS 0 FoR Ui IR EE R R LU A S 4 A
FR R M AR AE DB A e RN B R A I BUAE VS )
55K v A U B R AEL T v 278 D 1) 2E B HP R 910 550,
T 227l 2 177 1R W% 1) e/ 1) J PR & Cu R i 3R 4 1
T 12 (38 B ], & Cp 7R WU X 14328 B Ji] . AR SC
BiF 22 16k 2 B4 AT /9 X L.

ik 1 AXHFREXHEH[I8]FRAIMEI L
% L@ mEK o2 b ] figt 245 B 1]
ASCHFE 14 2 OkA) OCkn) Cp+0OUn) «Cy OT) «Cy+OGT) +Cyy
A F 204, 3 47) O(RA) OCkn?) Cpt+OUn)Cy OT) «Cry+ O+ Cps
SCHRC18T % 1 o) O(A) Cp+0n)Cy O(T)*Cu+O(T)+Cyy
SCHR[18] % 2 e OCkmixA) Cp+ 0 Cy O(T)*Cu+0O(T)+Cyy
k1815 % 3 O0n®) Olinax A+ 1) Cp+0*)Cy OnT)*Cy+0OT)+Cy

K% 1.2 % KP-ABE J5 % . ffi S #k[181% CP-
ABE J7 % [ i 5 5 3C I FE L B 3 91 K JEE 14 BN 2 5, 24
T AR UEAT .t 1 AT AR O R 1 R
G580k BT R — T R O E 1Y
B 4 IR 29 ) b BDH B | 00 I [ %S 6] 38 HE 2 A0
K kA Ry s — By ABE J7 % 7 I A5 i
A S BB B BN A B (i — i ABE 19 i 8 %
S ET R (o)™ IErf s [ b 0 1A 55 2 KO . T A% X
I M E R kAR E SB[ (g0

te k]

T s, € L) o BRI, 350KE 384 110 38 46 1) o fige 2% 7 4.

SR 75 B4 L WD SCAT IR, AR SO 1 1 32 B
T 2 SRR B IR BT T 2 — A 00 502 B3 7 2 T i
TARTR AN, TN ABE )7 R £ % 4 BLEL R I,
ARSI %1 G AR — R 2 PR A O B B O ik R A
TR SR AT AT 5 b X 48 K AT AR GH R e DT T A
J5 ST 1 Y JF A X R X ABE J5 42 A9 Bl AR B R AT Y
5B A AT A% ABE 9 WF 53 430880 v i R AT SOk

FHHNARSOITRE 2 R T — B REXE T 1 RS B kR
AT 6 ——#E— &y ABE J7 &b 35 R I K M R
X A IB B AR SO 5 2 SR A BB Oy kL AT R 7
2 1M B 5 R B ORT) « Cy i bR Ok) « Cy.

TERR) L H AP g T 320 WAL 17 17 5% W 04 #5708 1) TR 1R 20 T &
TR BTV BT k- BDH BRI @y, — ki 5
RIHARSRRF Y k=2 B R L2EC E L HET
DBDH {5 ) %2 4= Pk 2 S5 5 M0 T JU)R] B8 45 K (PR D 452 4K
J7i B 2 A R . R AT DUEWT . — LT .
A T>kARBEHT AT LLE WL 7 56 2 B0 fift 2 d2 B0 ) () 8 22
L SCHR 18 Ay = A Jr 5234 B2 4 (IR Oy MU M 3 1Y s Bl 8 R
KL FHERE MBS B Co=Co). B8R, TR 2 TEITM
FIE A B % S0 B T A S AL L Waters Y =
M REZ.

VAR Xob b T 5 S0 % A VE AR ik — 20 te . fE B3k
ANTTEF L ICEOI8IT % 1 575 2 Frd: T 19 & et oy
B Je& g-Parallel DBDHE {5 L}z ¢-DBDHE {5 . iX P4~ &
B N T g- R TR B R I AR 4 %)% 4 s SOk (18 107
% 3 Rt DBDH Bt » H AT & i R A B9 B LK 2
i R T S SCER 18 I de e ) — > T 8. T AR S5 8
1.2 ¥ 5T +-BDH R, 4 Eirid, 24 k=1 i, 1-BDH &
BeAE T DBDH B 8. (R B M8 A 7 R @ 2 78 1-BDH
B L FLREARAT 5 SCHR (18 175 58 3 [l A 1y & 2 4k 5 1l 24
FRATIG R & WY ELIS , DU REFRAG 2 L5 T i 9 7 8. X 2A
SCHER R BT AL



444 ARG AT« T 59 M B AR WO T SR R A i T R 895

DENG Yu-Qiao, born in 1980,
Ph. D. , associate professor. His research
interests include cryptography and cloud

computing.

i

LRSS

e
it il

Background

Public-Key Encryption (PKE) is an important topic in
cryptography. An interesting and hard problem in the fields
of PKE is that how to present scalable methods to share
sensitive information in the cloud era. The Identity-Based
Encryption (IBE) is first proposed to address the management
problems of massive amounts of public key within the traditional
PKE schemes. However, IBE cannot provide the scalable
verification method in terms of user identity, since a user’s
identity can be described with only one parameter in IBE.
Attribute-Based Encryption ( ABE) improves the identity
recognition method of IBE using the following techniques:
the identity is described by multiple attributes in ABE. A
user can achieve the message if he satisfies several access
structures described by the ciphertexts (or the secret keys).
Due to the fuzziness of the identity description, ABE
provides more possibilities for protecting the privacy of users
than IBE.

This paper concerns the problem of how to strengthen
the underlying security of general KP-ABE. Most presented
KP-ABEs are constructed under assumptions of equivalent or
weaker hardness compared to the classical DBDH assumption.
However, those ABEs will be vulnerable once the DBDH
assumption is insecure. This paper provides a methodology
to implement a KP-ABE under an assumption in the #-BDH
assumption family. The .-BDH assumption family includes a
series of assumptions with gradual weakness property. We
demonstrate that the KP-ABE scheme’s security can be
assured even some assumptions in this family the KP-ABE
lies on becomes insecure. We prove the security of the
KP-ABE scheme.

In addition. considering the efficiency of the abovementioned

scheme (denoted as the 1st scheme) is unsatisfactory, we
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apply the fast decryption technique first proposed by
Honhenbeger et al. to make our scheme practical. We achieve
a new KP-ABE (denoted as the 2nd scheme) providing fast
decryption. Concretely, let T be the minimum number of
attributes satisfying the access formulas, and £ be the hard
level of assumption relied on by the scheme (namely, the
scheme is constructed based on the £.~-BDH assumption in the
context). Then, the decryption requires O (kT) bilinear
maps computations by the 1st scheme, whereas O(k) is only
needed by the 2nd scheme.
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