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Abstract  Cloud service is a kind of emerging network service mode built on the platform of
cloud computing. Its outsourcing feature and the security risks with the platform both introduce
the trust problem, which becomes the largest misgiving when the users make decision to move
their business onto the cloud platform. So the study on achieving trusted cloud service has
become one of the key focuses in the research field. In this paper, the definition of trusted cloud
service is proposed on the basis of analysis on the security challenge of cloud computing. Taxonomies
of trusted cloud service are introduced respectively from the views of trust anticipation of the
user, the source of security threat and the security objective of the technique. Then the techniques
concerning trusted outsourcing of data storage, computation and virtue machine are analyzed

systematically. In the end, the future research trend in this area is presumed.

Keywords trusted cloud service; trusted data storage outsourcing; trusted computation

outsourcing; trusted virtue machine outsourcing
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FH PSR SO AT I BR 1) 2= AR 45 7 T BB 3T R 52
A BRI B BT A RIS, — BB 1 %% 1R S
o B B A I () HERS | R 55 T AR A B 0 ) A 4 e
B 2 1R S AR B, B0 I A e il R U 1y Tl e
PRI s 3 o R T BOR O UE A it 7 IR 55 O Y 4K
I8 50 7€ WO BR

N T DA TE IR 55 J7 B4 B8 i E I BR (Data
Assured Delete) [A] {5 , Perlman™ #& T 3L F 1) 8] 19
SCAE A E W R B A S X SO AT data key fin %5 . 48
Je P P 2k 57 1 % 4 A B IR 5545 8L control key
X} data key #E4701% . H F control key U HA — &
A R i (a] B PLJS S control key K5 #0MH B3 »
T AEAS data key DA R SCF N 2540 TG 125 9 A % 7
MRl . Geambasu % AN S2 T 3 ] A 3¢
PR E N BR R B R 4 Vanish, b B L2 R 5
KA T 38 4 A I Hash 32 (Distributed Hash
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Table. DHT) #4543 DHT 93 a5k 928 —
8 ST PR e i B i N B 8 ok B8 A AT % B A
I S BE B ARG B0 % B KO . AR AT
B A 8% e = (threshold secret sharing) # AR ¥ K 43
o N AR R/ DHT B9 N A3 5 b, B o e
fifp 5 I T AT A>3 R B AT o B8 AT
WO TSI IR ) B 2 I BR . Tang %8 A5 %
TFEZEL T 3 5 W 1) S 2 W Bk 770 R 58 FADE
(File Assured Deletion). &% 4B — R F
S 1) AW 5 J5 - SR X i — 4> control key
JIi A control key % 845 B JEAT 45 B 0% SO
B data key FH 5 B X W [ control key #F47HM
LRI control key BAEK , WIAHN Y data key
53O N 25 X J0 Rk A DT 3K 3 22 4 N B T B8
A NSRRI 2 A 0 08 e AR R R T — RS
T B A0l 2 GE 0 B0 W M B O kL O
T o 2 IR A R 24 R B L K S R D B o ks
DL DHT W £ 5 91 % 45 009 7 30 B A R0 ok =
- fih T AR S RS B S A

40102 BRI Sk W] S RO A LR

TE 2 AEA 0 BRE vb o TP A 4 7 80 30 ) 5
PR MERE. TR A R LR T P A T R
RN 25 FE R R AR M D B R A2 B
55 B R A e W] 3 ST AN ] A AR D R 1
DUT o DLy A AL 23 0 W O o A7 fidh 1 0 2 15 G A2
TEAE MR,

BoyE o] K & 3F BT (Proof-of-Retrievability,
POR)H RSA SELEZE 1Y Juels 5 Kaliski | o2 H .
T VE BT AR AR B AR i A4 IR 55 T GIE B
0 ) P CHRIE ) $a L TF 48 31k B G S g 5 o b
FE P AT LA M 58 8 B SCPR. R0 kv e
HRAEE EATTE TSNS A5G oAk
JI% 55 vb Hi 4 i o3 A A il B9 RF 50 Shacham 25
N E RS Juels-Kaliski #8 r F: 2008 T 14 b 62 72
B T 4R AL 52 A E B A9 POR KL I ) FH R 25 2%
(10 25 P D /N 6 F 28 B A 8 K 5 Dodlis 58 A
POR [a] &8 {1 fi ] 370 53 45 e P 6 AT T SR AR 20 #r
5 I XA R 00 RF P BT 4 S A8 1) POR #1L
H. BB HA iE B (Provable Data Possession, PDP)
Hi Ateniese % AN H L 2o WE R 4 A7 19 T B
HMU R = E A B BE LR R AR B R A
PEARSCUEH o B P PR B A 58 Uk B Be, P 0
JCHIAE 1) I 55 7 AL R o e 3 AR ) X SR e
TE MR 55 T3 TE B A7 fith oK DA — 5 19 815 B2 TR WY R 55 5 /&

HIEHEA BURE. T PDP ML 5 B4 4 # A A7 6E
M Erway 28 AU BT 3h 8 8088 15 A UE W
(DPDP)AE 42 , 32 35 ) A7 At B 4iw 1 w] 3k B 19 3l 2548
2. Curtmola 55 A MEFXF 2 £7-fiff 7 4 b 3% 3k il )
M ZBIAFAERR, $E 1 T Z Bl A PDP R4k J5 2
MR-PDP.

4.1.3 Al U T4 il

SN AT A 10 B DL SO8 AR TE IR 55 07 . 5K
WA K = E s = A P o A B
AE 8 X0 33X 26 ] P 1Y 17 [R) A7 DA o LA il 490 4 0 A
e FREE AR i 22 L o A R W] MLAG 9 3 7 %) ate
A U AR A AS [ pl 0 2 A IR 55 i e 75
BTSSR T 9 o SR DR A
F 50 38 3o AF A% G2 15 0] 45 1 28 T B S it B0 408 % 42 19 U5
[7) 47 ).

FEFE M 2 (Attribute-Based Encryption,
ABE) AL 2 % i B4 04 77 ) 328 A T — b 5L T %
A R R AR AL oV RO A A AR T
P B R AT I . R RS % SR SR P
A RE I s T AE X 43 FH P B A 1 At DR IE
HOHR AL M L 1K B0 B HE AT U [l 5 0 B Rt
AR I FEAS ABE BLENS AT RE S HF TR U )
Tl SR . Ry T R T I U [ 9 o R L AT
— 4R B 1R ABE(KP-ABE) "™ 1% 3C-HE i
ABE(CP-ABE)"1 /2% ABE #L7H.

TEXS ABE N 2 2 A7 6l 1 D 1) 42 ) b, 2%
SNV A SRR A R, Yu SF AN
KP-ABE #1552 T4 2 1 510 25 HL ] AH 45 5, 52
T IR B AT R B o A A U T R R BIL R R
A K U T 45 ) e S DL R B i v R T A ok 1 K
oI 40 A0 B = b 58 B AR AN 458 2R B0 BL %
PERYRTER T R RREAR T U ) 45 1 BIL 1 25 %530 90 A
FRIY T IF . PR DT R — R
CP-ABE 537k (1% 3C 1 0] 45 1 #1131 IF M D5 [a) AL RR
i ) S U T 45 A 2R 235 4 T A O TR R AT B O ik
S NI DU EE A e T 45 SR W 11 3h 25 M R 1
B R R) L AR R T e R ) in s A B4R T
HE TR 3 AL T % ST Il 45 7 B HCRE (Hybrid
Cloud Re-encryption) . il i F2 5% 5% 3] 2 i 1
AT+ DT R AR A, R A8 30 A2 4% B 52 R v 80 1) 20 285 % S
ISk
4.1.4 BXKR

“IFEET AR U SO e = EL
i 2 55 SCRCHE AT AR R L BT A B
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LRy A 0 fifR TR 1 ) . A% 8 1) AT B RN BR A 1 WEHEEEMEERLE
P FH PR 2 SCBUCHE AR R SCRY AR S i F il T R R HP %4 % 4 B AR
) Z | . N N . - N N E f -
PASRAS JER % W (1 PN 2% 3 243 O R AT 4 RO % I %ﬁl;ﬁ }fé% RN SERNE W R A AL
(Symmetric Searchable Encryption, SSE) #1 i . 3k e Boa e mER N
FO i B Sl B 9 AT 48 R 8% (Asymmetric kit P(;R & P;; - N

R - - N Hegeay AfEUIEE J J

Searchable Encryption) %5, {H 1% 63 A 3= FE 5 T 5% éfﬁiﬁ?} &.;CW 5 -

T )8 T N T = v i R AR B 1 s )2
o 2% AR R B b e R 4 Y AT R

TS BN R By B R R T RE 1 R AT
55 BEA% 3E N I ST AL R TR AR T X
2 SCRCHE B A B B 48 & (Conjunctive keyword
search) ™ SV PO I8 RAT 55 LB A ST
R R G all-or-nothing” J W], H i [a] 3 J& fr
PSS EAIVELE WSS b N OEF T
BLHIA AR KA s8GaEF . 78— 2P 4
hnks & R g M BT I 3 % AL (Predicate
encryption) ™, SZFF S HEF 1 A RS T BUE &R, ]
DAV TE S R34 B A i 2, (0 4% CNF/DNF g
G EE T LA S IR B b, Sy TR A &R
BER B HERG L, 7> PAY K (ranked search) £ AR X 48
KA R AT HE T, B2 R (8] 5 0¢85 A O B B Y
L BRAR T M TR B AR A =15 pay-as-you-go
MY REAE. S 7 5 I WY SR & R T Al 2T
Wang % ANV T 3 T MU A9 A 2R L a0 X 45
SE SR AR S AR B G B A S, O P S B
B e s R AL

DI b 48 R R S A R B AL e AT AR
P [ AEAE R A R b P e O e B
B A BA T Cerapdoor) DL K8 28 09 45 SL &R o5 S 3
FURY BR AL Rt 7 A AT I AL A O 4 RO A1 1 1
Sl b X EE A R AT N B AR P L A T —
FINWETT - 43 B T %o 3 2 G WL A 0 3 B RA
Z T R RS L S A R A
HEATH R AT B AR, O HL45 6 S BR v g FH 22 491
W5 2 o XA R BRI DL K el 4 R R A
R SRS ) R P B A B RA R B ) AL
4.1.5 i 5/0NGE

AR R YT PR B MRS T B TR A
£ b SR RO TIRIIE = LA #E B L%
PE 88 DA KOO Bt i wT S R . R T X R L
ARPFEATBEE BAREZ N 1 PR,

BEXT 2 A0t 1 B0t 4 4 i D5 2 0 S B A
it 19 42 42 DL SR G B Aty b g Xk 25040 i A A 7 A
J5 . PRz MR 55 T g A 23 R TR R AR IR s

S B IR B e e P A e R PR BE L R X
IR 55 14 5 A 004 Sy S AR 9038 P P B 32 R T 8080 o
R ERE B K 4 I HAE T2 % Bk i
JUTB TN B AR 1 A T PR I 3 B A £ T Y
U AN S A SN R S SR S TR &y s =A
ST b B P BT

SRNT s WIS B A B S A AEAE AN 2. BT = A7
it 1R 55 1) 540 WL 28 P I 5% 3 8 A o) 5 25 1 At B 30
KN % 45y ik AT B AR B BUIR 7E = B AXAE R
PIZRRE IFAS 5 H AR 3. (R E = IRk
(1) — AR IR 3% A0 T8 1L AR 200 T 121 = ik 55 AT
B B4 8 T o= A7 i O B8O R A7 R R L TR B4R
PG L PR 7 0 I T 25 SR B AE N
ARG 2 50, JF AR T3 2 oA ik 88
B B RA. A ERHE B RA PR B B R 7 i U B A 1 3
25 10 FH B R Ta) R T AEAE AN AL 5 RIHG %o) 2l 25 48
(1) B A PR i 5 S — 2P W5
4.2 FAIEHENMNE

ARSI EES PN ER
S . X TR AT RR T R B A TR, A, B
FHE R AR T TR 55 5 38 K R Mk R 25
R R EOHRE SR AE AR & TP A
RE AR5 o] o 1] P 8 68 %o Jik 55 Jr s ot i 3
BGE R IEATRIE , 2 BRI B 50 4 PR Y oG B HOR
SR B A AT 55 AT Re b S B A0 ) B A B
= AL B L AL DL S 32 4% Rk AR A Y
AN NAE B AE A0 a] 7 X 3 26 B0 B 4 1Y) [R) B R 47 5k
It 1) B RA  J50 Ay 0 200 fif DR 1 ) R I O X6 AT A
TSN TAE F 2500 1 iR RS BRAA R4
AT AR S HARR e B ) DL R L
il &5 4 AN 2 T YA WEFE. T I B X LA 2 T
I 28 Y i RIS AR,
4.2.1 THEEIBHIR

TR A M o U, % F AN B T A
56 IE R) A E SE A T fif J T  eR RO T
. 22 H AR & g8 v, 38 1 55 0k (Verifier) 5iE
B34 (Prover) {18 25 1 B2 , {51 56 11F 5 BE 0% ] 7 i B
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HOE ER ST . 3 2K ) B — MR 5 5 TE
HAy Z2 050 Ak 1) 8 5 v B R BLTE53RE I i Uk B &
W B TE R R B H 3 fE . B2 1T 58k B (Probabi-
listically Checkable Proofs, PCP) & 4t 1 , IF B # X
it ] B E A A — AN R . 3 AR H b B AL
HIE (AT BE- S B0 PCP £ 48 (4 UE 5 1< 2 88 4 56 Uk 1)
AL FRRE Ty, Fe il Goldwasser 48 AP 42 i (19 4iF B &
55 T LLAE 3 00 2R 1 Ik 18] A 36 R A 25 %) 22 20 =k ]
TR T RERIUEIF 4. T PCP 2GRy PEE
FF45 B K 5% B0 IR o, Setty 55 AW N S BE T3 F
PCP i1k & 48 PEPPER., ii 3o %1% & 4t (19 & i1
SEPUA B VAN TAE U T PCP R Gi vl DL LUK
INEITPEREAAN TE IS B R GE b SE B O ik — 2D N g
WEFFA , Cormode 55 A 3¢ B4 it $2 I B &
58 % R S8 IR T PR AT )RR O B9 BT A A
T 2 45 500 42 BB A% WL S5 4% 43 IS 308 T » 3 5
P AR Ak o 20 45 1l 50 UE UE B 3 1 T R AR
SRS %07 R IR 7 A i T A 50 1 T B
R BT

S R N N SIS S = s & D E Dl D !
Ao R 58 T B 0 [ I 00 250 OR 4 B AL ) 285 o %%
(homomorphic encryption) 2 F B # UL %5 e JE =X
SE AR AT 7 1k F P 04 040 B RL il 5% . Gentry ™
IR A AR AL < 2 T B AR 1 4[] 2 hn # fif 45 B8
WAFSE 1) S B 9 R 93 — 2. Chung 48 APV 36+
A [F A AL Bt 7 A A T S R e LA
P I UE 1 T 55 43 AR 2T 48 5 B LI 8P B Be s
K5 R 23 B 30 UE T 4 20 A1 7 B 2R B B, DT 48 B A
284 1E 19 /5 25 58 B s Gennaro 48 AU U A G il
b AESM TS 22 X B AT AL B e
L % (garbled circuit) 52 [l R EARM LS & 76 58 B
Xf AR 25 SR UE A [R) I 3 S BT i A B s K 4
R BRI H Y.
4.2.2 RHBELMEITH

H T (R 2 0% AR 8 o Ak T EE A ST B B B
TE 52 bR T L 28 F AT AR A R T B T AT
F Tt X6 5 AR [) R A 550 A0 A 3 58 55 00 D R B A
PrAr 1) .

TER MBI 5 B0 — &M B At
Ti R DA MR 1) 2 A A T AR o R 4
WUEAE B2 MU F RN R Z — . A &5
FRRE S B0 R 55 O B st Y &85 SR R AT B k. JF H., i@
I BUE AR B AEBOR R PR RO R B AL 2
k3. Atallah S 55 X R R (1 26 M AR B0 53 40

B AT WS o 0 Ao R A 48 55 T 1% s DA B 3 O 191
AR cC AN R R = W S € 7l N 5 B i B g ]
45 R IR . 1207 5 AT LUA SRR 2 @ A 56k o
W), I HOAS 75 2 % 45 T 45 B R 4R 4F. Wang
5 NSRRI LR R 4 1Y) AL SR A o) R L A
FH 2 BAAL By B o 1) 285 Je 0 o Fo o P A8 A T 55
— NUEE R R IGTE = T8 28 AR IR B
B ALK B2 R 1 i, LR AR AP T P s i B AL
55 0 [ Bf 5 3 A 6 I - 1) o 1) A0 1 L X 4
DAL Ak B 7 R AT 30 0E 5 78 26 1 K ) 1) 330 A b 4 5K
fift . Wang 85 N0 28 1 4] 9 S04 31 55 43 i oAy
ATF LP RGEMAA LP 8P4y, AT LP
KGRI = L 58 i A B LP 2400 | P ok
FAR.ZOT T Sk LP R S AL A B P X
AR FEL I 5 ) i B AR A AR R G R SR L S
S A LR I A LP Jn) 80 2 AT AT 2 e 4, DT R 4
P BRAAME .
4.2.3 i EEE AL B

TEEE X MapReduce 1 3 %4 4 31 09 25 1 7T {5
PERFFE A, FEZE 53 S P R B8 0 ik R0 Ah R T R4 R
5541 A J2 TH P WE S

FE P BT TR BB UE Jy I, Wei 8 AV g
XF T8 MapReduce T3R5 H Ok B A [R5 I8 40
A H BT AT BEAEAE I 5 A SRR AT A 1Y )
BT T 2 RS R Y 52 R VAR AL
SecureMR % J7 #: fff F 2 B A< (1) J7 1 X Map B Bt
) CAESS SR BEAT 500, R B A B A 19 58 45 2R A
[F) B 74 e 45 SR $2 22 & Reduce By B 76 I B4l |
Wang % N5 % it 2 Map @A ) 2 4 o) 0, 75
HEBR R H 5] AT Verifier /0, %] il i3 £ @I A5
IER TR R AT AR S 5 — € L BB Ik 2
AR 3L PRI 9 AT O 5 Xiao 8 AP £ % MapReduce
VB AR TR T M 48 0k A T B T A
R ] L, B3t T — B AT g sk Y MapReduce -
& A A E B Y S 5% MapReduce £ i B
PR R SE IR G X A T RS R R R
FEAE IR 1) A 5 AR AT B3 45 S 1 50 TE
I » Huang % AP 3 H T 3 F /K B (watermark) 7E
AR J7 1R B0k P 42 52 1 A Ml 75 B OE A 58 L
12 1 42 32 B9 Al v =R S 4 AR T 30 IR i K B A
VEMP 25 R 525 969 = S5 4 A 19 K BN J2 75 1
TE AR AR 2 0 SR K BRIl B T A B U DA — S HE R
AR B M 1) A2 3G 2 56 B PR K

TER =7 6 3T B2 8 0 o #e by i T4
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L
&

P ) £ 48 AR AT RE W B AT P A BR AL L 7R AL R AR b LA
J 25 R AT A Aar P 7 B84k 1Y B2 R O = IR 45
TR AL Roy 8 NB B F 92 30 T 4R 7 408 B
FAW) 2 4 MapReduce & Airavat, % F 6 75 8045
Ab IR R R SELinux % 4 4 4E R 48 fE it 1Y
SE8 1 7 I 5 o) SR o DR 3P KA 20 A 45 SR AN 2 1 Map
b A Pt ER 5 7E Reduce By B, F & il 2 8 — A9 W] {5
Reduce % i X0 M 9 45 R 247 22 73 B A (differen-
tial privacy) &b 3, %F FI P 8048 09 B AL R A7 O .
4.2.4 ¥ 5 /AT

TSN I A PEOE 58 7 T, 2 R
S5 R T BRI DL O T N A B BR AR AP S O
T Y AT B9 32 20 Kot B B H AR A ) L
BT BB 3 A2 K. 3 2 pod ix e n] 5 1 55 40
FLAL AT X F B4

®2 ARFETENMERARLE

S g ONOREIERM gee WA
g EEER R Rt AR Gh ent
" REAUVIRG J J
[N TR NP BV
LB E ) 7 M Y
I e A A ST -t

j; fﬁ% HOE BT N S
HH o HeEEs v v

o MapReduce

ot A N N
popi Airavat N/ — & N

B X — M B 8 B E B R 1R B 1 22 B
UEW] R GEAE T, 30 2o 3 E Ty 5 Uk WY 5 1) 1 2% o ik W
AR EYE. (2R Bt AR R E T A
TR 2R P T5 2% 8 L i o A T A ) S SRE Y
Bt AE TSR RS LA R AT 3 T % 1 5509 [ T R i
FEAEAR 2 S BOX KW 58 LA L bR b A —
PR T S — 2P 4 O Y S A

17 75 A0 18— Aol S T 55 56 30E 1 AT 5 S0 D e
BRI 0] L B ST SR T . A WS A
X A R MR T3 L e e Ak PR A T B S A L Tl
T B 7 A8 | R A B I S R AR R R B 25 R R AT 5
UE. HSE i T X R 0F 5T S IR Y HLAR )
RURH O 7 [R) A9 3 52 )RR 7 1) i e 28 AN T) s [
U 75 FAR 18] R FY) 22 FE 4 5 T o5 Sk — 2D i, 1
Xof AN [ 3358 ) REUAIE 5 LA 1% 3 0 5 i TR ot ELR AR
KA BIF52 2 ).

4.3 WEEMIINE

FERE T BB B ——8 #l ¥l (Virtue Machine,

VD i &0 43 IRk 55 1) FH R #00 4k B A S T 42 4t

PR FEAE AR ST AN [R) B P ) 2088 5 1 B ] BB AE
FHFE R R 2 Foe . BB AR TEBIE R S
JRJEEAE Z 18 5] AT Hr By g L0 4 A% (Virtue
Machine Monitor, VMM) 2, # K315 & 48 19 o] {5
118 3 (Trusted Computing Base, TCB) & & & 4E
T AR AY, 5 Py PG U A e T R A i )2 A A
B o8 A L B R ARLBIL & A BBk G FT RE. I A
READAL Y Sl PR T S i far ) TP HiE B R 4R AL
AT NS AE B TP SR A B — A T i D 1Y )
AR AR 3 TR R DA RE UL ERAT R IE | R S
WEAE S B VMM SE RV OR3P 45 3 A D T, 4 2 42
BILE IR 55 A0 AT A5 He R 34T ELAR 1 43 A 5 45

O mmkEE | | UTRIE
FERHLY (ERIPL2
s ||z

[ )
[0s1]]|[0s2]

( RS & )
B3 Al fERERINLAM B A

4.3.1 VM $ATHHIE

15 M AL S0 A IRk 55 455 b g L AL T AR 55
J5 s PR P o0 3 B AR B AR A 1 P | 5 A 3
TIEBR AT EH R AUPL B BR TR R ALY I 55 A
Jee 1 B A AR H A IR 55 45 55 ) RBUHR A 8 BE 1] 75 2%
RE AU B AT b R HEAT 300k BT XX A ), BAR A
PIJT T A SE . — R EF A AT FHH AR AR S VMM
FREE - 1) F P 36 e A P A 0 T A R UL
BB AT IRl s AL AT O Ll i = S B
(1) F- B ok B 1k kg AL A ST T 1 10

A TS HOR G S A AR B o T P St T e AR
WETNRE, 3L T I 4 R . Santos 45 AN &3 T Al {5
RS ilat Terra iy« 35 0417 B BUIHL . th ]
fE A E R TVMM [ 345, o i 72 P 48 it
FOR AL AT 00 1Y $RAT B e (5 2. BB AT A5 15T
AR K J& . McCune % AMY F AT {F 5 R B Late
Launch 34§, 48 7 06 AT 45 047 22 44 Flicker, i%
ML Y H A5 28 R T {5 3 TCB 1) & /ME . 3 250
7 K R AT 52 B AR S8 S0 AT 19 56 0E A JF HL IR i Al
LA 1] 30 2 0 11 7 2 (AR BRA T 15 0 118 A 32 5 &
JiE 4t

Andreas 58 AU TR I0 S R R AL
(Accountable Virtual Machine, AVM) i AR ¥ 1 -
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Pt B IR 5B T AVM AT, 78 IRk 55 o # rhoid
SE KR BT HE A PA T 2 7 Sl AR T R AT T A 5L
b X R AU ML B [, T DA L I AEL AL v s AT ) R
RYGAT N2 A4 BB AT o 8T & 48 19 ] A PR
P HEUESE. BT R LAY [k AR b A AT R
B i B AL Richter 5 A X i UM [l 5 i 72
1) B A ik 85 (0] AT T R AT IR 4 T B X I
[ VM Bt R ).
4.3.2 VM Za i 5

RESDHLINSE SR VPR [R]— W A T i 47 24> AU
ML, 5 AR #94) FALAF (physical co-residency) Ji%;
RVETE G R B P R LI % 4 ia AT, iR 5
PEHE R 06 0 B AT X B A VM g 47 I #5E W BE 7 (W)
I 3 PR BB AT 78 [F] — P BEAL B i kg $U P 22 T8
R GT

TE VM 4505 1 n] DU k22 4 A oG i) T R4
HCE AR — A T AE M PL L i 2 IS 2 Hypervisor
AR JE A% 388 S 30Xk G Al A T A5 R EUAIL 19 A 4 X
Mok ok TAR KB s A7 PR B U145 TR 55 O il iz 1)
B, Payne 55 AN B — R R 4006 4L R 1 22 4
AR R A AR AR AT AE AL A Hook pRi %k,
1 Hook BRI $0ER I0Z i AL 19 AT 175 00 OF 4 1% 5
IR ] 542 4 WS 2 5 T Sharif 58 AW %41 T Secure
In-VM Monitor(SIM) , 7 VM N2 8l s 4% T A,
I BE A oA A7 A7 5 08 0 i 4D AR fR 4 i 45
AT 8 ), ROR 3 22 4 M 0 AT 803
Azab 55 AW R LT Hypervisor 1 g AL 4%
L, A Ef R T RG L& LM B8 Time
of Check to Time of Use (TOCTTOU), Xt & F &
FUAL I N A7 A Jm) 1 728 1 DA R fefi AR 47 55 5 1 6 A 7 58
RS

BEAR B ELRAE (B v D 45 N0 R Tk 2 LA
IHECAK fif e = 1103 22 T R BT PR 8 T 1Y R 4L 222 42 1)
LR T RS P T %2 cloudvisor. ZHLEI A FE T

IR A RE DM J2 1 22 4 D R 5 B G W8 548 L Y
B 29 I o i S R AL HOR L TE R VMM 2R
UL B 22 4 s 125 45 X R A BIL AT DR A

4.3.3 VMM 5z

YE S AU 48 B b0, Hypervisor 7E1R 2 4%
MRS R R T E AR LR VM R4 1
SEHOR AR G 1 . Hypervisor 3k 58 G 40 ] £& 47
Hypervisor i) 56 % A BAIR BN 1 UL 22 42 10
) RO 33K A ) R ) ik R T 58 T AR T4 A <7 Y
FGE AR T T A P A o e A T R

HyperGuard“* 5 HyperCheck™* 43 Hl 4% 1 T
Hypervisor 5¢ % ¥ B &t fE 42, {K 5 CPU [ SMM
(System Management Mode) & 2, A9 4 By, 7
HypervisorZ '~ @78 YR BUER 11 J2 R 4E 3 B2 3K
PR 5284 5 5 HyperGuard 97 #1434 HL A 4]
HyperCheck SE3 T 3 8 19 56 % M {5 B 43 8 BR AR
T0r B AR X &R S8 M AR Y 2 . B AR
HyperCheck?E BOIS 2 #| i CPU ) SMM #i = 41
H CPU LA K N A7 A7 i 1Y RS PR IR 8 SHL A8 7Y
ARASAF BT R FAL iy 22 0 78 43 A A 55 4 23 BT S ik
HARBLE % 2.

5 ERWI#ETE Hypervisor Z T & il —J2 Al {5
W 1 M R 1A, HyperSentry™™ @ 3 — 4~ 5
Hypervisor [ &5 19 55 21 11 52 B0 % H iz 47 i o8 %
PESEAT BE 5, JF H R B2 5 CAE 43 Bl . B8 3Rk o
Tt 45 4% 58 Ba s B0t 47 . HyperSentry %
T8 3 AME I Cn R REF 5 4 B 1 IPMID K fidh &
JERAT NIRRT SMM A Ok O 47 HE AU 5
KEEEAE.

4.3.4 5N

FEAUBL AN R 55 T B0 VM 34T 3E LS IE , JF
HbFEBEESBAERSEPHEN T VMM &,
VMM )42 4248 BRA B R A0 20k R 1) I) L. ] A5 i
PIHLAM AR 55 1 2 BOR B4k 3 .

R3 AUEERMNMERARLE

o o 7 2 2 BB N Za At
ZEFR A Soh &M M PR LR (el Mt B R HBE
. T 5 R T 7 7 7
M 5
VMBS RIE VM 7 it it 5 i J J J J
VM % i 5 VM %% i 7 7 J
VMM 5¢ #% Hypervisor 5¢ % Pk B 4 N N N

TERE LMD e 55 o HE UL SAAT 36 ik 3= 22 4
Xt R 55 S (15 nT B8 B A B S M 4 R P EOR AT R
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Background

Cloud computing is an Internet-based computing para-
digm, which provides shared resources to users on-demand as
public utility. Cloud service is an emerging network service
pattern based on the platform of cloud computing. As the
cloud service provides remarkable convenience to the users.
issues arise with its outsourcing service mode; that is, the
control of resources and processing shifts from the user to the
cloud service provider, which will result in uncontrollable
service processing. And at the same time, the complicated
implementation and source sharing mode of the cloud plat-
form also bring new security challenges. How to achieve
trusted cloud service becomes the hotspot of research.

In this paper, we make analysis on the security challenges
of cloud computing, give the definition of trusted cloud service
and the taxonomies of the techniques on this topic. Based on
the survey of three outsourcing services which gained much
more attention currently, a set of research directions that we
believe to be the most important ones in the near future are
provided. We hope that all of this can help and inspire the
researchers.
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