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Abstract  Driven by information technology such as cloud computing and big data techniques.,
distributed applications have become the most popular business model in data centers networks.
There are two characteristics of traffic within the data center: east-west traffic accounts for a
large proportion of the total traffic within data center, and the traffic within data center is a mixture
of large flows and small flows (also called elephant flows and mice flows, respectively). Load
balancing in data center networks is of great significance to improve network bandwidth utilization
and meet the demand of large flows and small flows. Modern data centers often employ multi-
rooted Clos topology which provides multi paths with equal hops between any two hosts, thus
Equal-cost Multipath (ECMP) is widely used for load balancing in data center networks. The
realistic traffic is very complex, and ECMP does not show the expected load balancing effect.
Firstly, this paper analyzes the problems faced by ECMP in the realistic scenario, such as hash
collision and mice-flow blocking, which fails to meet the high throughput demand of elephant
flows and the low latency demand of mice flows. In addition, frequent link failures in data center

networks lead to asymmetric topology, which reduces the number of equal cost paths and brings
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great challenges to load balancing. Then this paper investigates the existing load balancing
schemes, analyzes the basic idea and the implementation of each scheme, and discusses the
advantages and disadvantages of each scheme and the load balancing effect on the specific problem
faced by ECMP. At last, this paper compares the various load balancing schemes in terms of
three levels, including granularity, decision-making approach and the range of link-state
awareness. Based on the comparison, this paper summarizes and forecasts the trend of future load
balancing technology in data center networks. First, the granularity of load balancing tends to
fine grained, because flow-level granularity can easily lead to hash collision and mice-flow
blocking when elephant flows are transmitted in the network. Though packet-level granularity is
the finest granularity and can theoretically achieve the optimal load balancing effect, this
granularity faces serious challenges of packet reordering, especially in the asymmetric topology of
data center networks. In this paper, we advocate that flowlet-level granularity is a promising
technology for load balancing in future data center networks, because this granularity can both
refine the granularity for better balancing performance and alleviate packet reordering. Second,
the decision-making approach tends to be distributed. Compared to the centralized approach,
distributed decision-making approach is more flexible, more timely, and more suitable for the
fine-grained granularity of load balancing. Third, the decision-making function of load balancing
tends to be deployed inside the network, because performing load balancing at the switch can
ensure timely response for traffic burst. The host at network edge has abundant resources, which
makes it more efficient to detect traffic information at the host, and the detected information can
be used to assist the switch in performing load balancing. In this paper, we hope that the above
trends can guide future research on load balancing in data center networks, such as dynamically
setting flowlet timeout based on the delay differences of equal-cost paths.

Keywords data center networks; load balancing; ECMP; hash collision; mice-flow blocking;
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Background

With the rapid development of cloud computing and big
data technology, data center has become the key infrastructure
of information technology. Load balancing for the increasing
traffic in data centers is of great significance. Various load
balancing schemes have been discussed in both academia and
industry.

This paper conducts a survey on load balancing schemes,
including the problems induced by ECMP in practical situations,
the improved load balancing solutions. The trend of load

balancing is also discussed in this paper.
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