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Abstract  We are the first to propose an effective defense against property inference attacks. A
property inference attack reveals properties of the private training dataset from public classifiers
trained on this dataset. Existing researches have proposed various property inference attacks for
different machine learning algorithms. These attacks are difficult to defend against, since a well-
trained model always remembers all the explicit and implicit global properties of the training
dataset, and the model provider cannot know what properties will be attacked in advance. To ad-
dress this problem, this paper proposes a generic privacy preserving model training method,
named PPMT, which works in an iterative fashion. In each iteration, PPMT constructs a substi-
tution dataset and trains a model on this dataset instead of the private one. Although each itera-
tion leads to privacy increasing and utility decreasing, the privacy exhibits a fast and exponential

increase, while the utility exhibits a slow and linear decrease. After several iterations, PPMT
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generates the final model which maximizes privacy of global properties under the constraint of

model utility. This paper considers two representative machine learning algorithms and three typ-

ical datasets, and conducts experiments to evaluate the utility, privacy and robustness perform-
ance achieved by models trained by PPMT. The results show that the models trained with PPMT

change at different speeds in different directions in terms of global properties, with an average

loss of 1. 28% in terms of utility, and the success rate of inverse by a possible attack with hyper-

parameter a secrecy is only 22% to 33%. Thissuggests that PPMT not only preserves privacy of

the private dataset but also ensures adequate model utility and even robust to possible attack.
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Background

In recent years, machine learning has been playing an
increasingly important role in various fields. However, vari-
ous attacks have been proposed to induce classifier misclassi-
fication or violate model’s privacy, property inference attack
is one of them.

A property inference attack reveals global properties of
the training dataset. It can be performed by using a shadow
training technique. It is generally considered that a well-
trained public classifier trained on a private dataset is always
vulnerable to property inference attacks. One possible reason
is that well-trained classifiers are always inevitably overfitted

to some extent. Moreover, well-trained classifiers have their
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own “affinities’ to better describe the majority rather than the
minority of data in the training dataset. Overfitting and the
said ‘affinities’ give rise to hidden patterns in the parameters
of a target classifier. These hidden patterns are utilized in a
property inference attack to reveal the global properties of the
training dataset.

In this paper, we propose a privacy preserving classifier
training method, named PPMT, as the first defense against
property inference attacks. The basic idea is to construct a
dataset as the substitution of the private one. However, it is
Two

nontrivial to construct such a substitution dataset.

constraints should be met: On the one hand, the substitution
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dataset should guarantee sufficient data utility so that a clas-
sifier trained on this dataset is able to achieve an adequate
model utility. On the other hand. the substitution dataset
should ensure the privacy of any global property of the
private dataset is not leaked under a property inference attack.
To address the above challenge, PPMT uses a novel mecha-
nism to construct the substitution dataset, and trains the
classifier on that dataset in an iterative fashion. PPMT at
first trains a model on the private dataset. We name it the
pilot model. In each iteration, PPMT randomly samples the
input domain, uses the pilot model to label the random
samples to construct the substitution dataset, trains a new
classifier on that dataset, and replaces the pilot model with
this new classifier. After several iterations, the privacy is
preserved in the trained classifier while an adequate level of
accuracy is also guaranteed.

We conduct experiments on three datasets, to evaluate

the performance of PPMT in terms of model utility, priva-
cy, and robustness. The experimental results show that
the utility of a trained classifier decreases slowly as the
number of iterations increases, while the privacy increases
rapidly.
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