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Abstract The Advanced Persistent Threat (APT) is currently one of the most serious network
security threats. Due to its ubiquity and concealment, DNS Covert Channel (DCC) has become an
ideal secret channel in the hands of attackers, which remains active nowadays. With the development
of DCC, from the exploration of attacks to organized attacks, the trend of organized attacks is
becoming obvious. In response to this trend, researchers have also conducted in-depth studies on
DCC detection. With the development of Artificial Intelligence (AI), Al-powered DCC detection
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has made some progress, but it also suffers many problems, such as lacking of real malicious
sample sets for training. Datasets of DNS-based APT suffer some problems, including the difficulty
of obtaining, low activity, and small quantity. These problems have caused significant imbalance
in training data, which severely limits the detection performance of the model. In the previous
studies, the traffic generated by the DCC tools was used to replace the real malware traffic for
training, but it could not describe the complete sample space of existing attacks. At the same
time, the previous researchers generally used the traffic generated by DCC tools and few malware
samples for testing. It is difficult to completely evaluate the detection capability of the system in
this way. In this paper, we propose a new detection method, using self-generated malicious traffic
to train the model and using real malware samples to evaluate the model. We summarize the TTPs
based on a large number of APT reports, and design a framework for the traffic generation based
on the TTPs. We generate the malicious data sets with characteristics of the controllable
completeness, the large sample space and the large quantity for training. We can not only generate
the attack traffic realistically and scientifically, but also predict the possible future attack traffic.
This traffic can be customized and used for model training such as machine learning and deep
learning. We extracted 19 features for training, 8 of which are newly proposed, and some features
are optimized from previous work. We put forward three kinds of new features (totally 8) , involving
domain readability, domain structure, and IP discreteness. Experiments prove the superiority of
the newly proposed and optimized features. Then, we use the machine learning algorithms with
strong interpretability for experiments, and select the best model through the results of five-fold
cross-validation. Through thoroughly reading and summarizing of the main APT reports, we
define the real attack traffic into DCC malware traffic and traffic generated by DCC tools that have
been maliciously used by APT organizations. We collect eight real malware traffic samples from
various platforms, which cover all threat scenarios and common records. We reproduce traffic
generated by three DCC tools that were maliciously used by APT groups. Based on the data sets
mentioned above, the detection capability of the system against unknown DCC attacks can be
evaluated. The results show that the recall rate of DCC can reach 99. 80% , and the false positive
rate of hundreds of millions of traffic is 0. 29%.
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ZMpE002TLQRKRWHDSMR4D3X3KY5IJKG5LWISNMOF5XX2AFE6EB6ERES2S57QOSR. PTYQ4U63R3GDRGQ7PE3U
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4.3 451EIRER
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2017 ALMA Dot (RN).IDID. (Vid). (SeqN).(TSeqN).(ED).(FN) (Basel6) 60 newuser, tk

2017 ISMAgent (ED) (SeqN).d.(Vid) (Base64) 13 ntpupdateserv. com
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Cobalt Strike. https://www. cobaltstrike. com/

®e

Iranian hacker group becomes first known APT to weaponize
DNS-over-HTTPS(DoH). https://www. zdnet. com/article/
iranian-hacker-group-becomes-first-known-apt-to-weaponize-
dns-over-https-doh/

Newly uncovered DNS tunnelling technique, and new campaign
against South Korean gaming company. https://quointelli-
gence. eu/2020/04/winnti-group-insights-from-the- past/
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Python it A< Python 3.6.8
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Background

The Advanced Persistent Threat is currently one of the
most serious network security threats. DNS Covert Channel
has become an ideal secret channel in the hands of attackers
due to its ubiquity and concealment, which remains active
nowadays. In the past few years, researchers have also
studied the detection methods of this threat. Some detection

methods use traditional approaches to detect covert channels,
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while some methods are powered by Artificial Intelligence.
Al-powered detection methods suffer several problems, such
as the lack of malware samples for training, the use of DCC
tools, and few malware samples for testing.

In this paper, according to APT reports, we generate
complete controllable DCC traffic based on TTPs automati-

cally, for the purpose of training. The traffic we generated
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has the following advantages. (1) Traffic can be generated in
large quantities, which solves the current limitation in malware
samples for training. (2) Features that are difficult for
attackers to bypass are extracted, and the values of features
are scientifically customized on the basis of TTPs. We can
generate not only the traffic of existing attack, but also
the predicted traffic that may appear in the future attack.
Forward-looking based on TTPs, solves the problem of the
small sample space of training set. (3) Unknown DCC attacks
can be accurately detected on the basis of the large sample
space and the reasonable features. We extracted 19 features
for training, 8 of which are newly proposed, and some
features are optimized from previous work. We use the

machine learning algorithms with strong interpretability for

experiments, and select the best model through the results of
five-fold cross-validation. We collect a lot more DCC malware
traffic samples which cover all threat scenarios and common
records and the traffic generated by the DCC tools which have
been used in APT attacks to evaluate the system’s ability to
detect unknown samples. The results show that the system
has good performance in DCC detection, both in terms of
false negative rate and false positive rate.
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