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Abstract In the modern information-driven society, every identity (a person, an organization,
an enterprise, a government sector etc. ) has numerous private data which is the most important
strategic resource and digital wealth of the identity. To release the great value of the data, they
must share the data. In some important applications, some mutually distrustful parties must
perform some computation over their private data to obtain some important information for
decision-making, but they do not want to disclose the privacy of their data. In some cases, the
input to the computation is each party’s private set. To protect the privacy of these private sets,
the parties must perform a privacy-preserving computation, that is, no party can, by performing
the computation, learns more information about other parties’ private sets than what can be
deduced from the result. Secure multiparty computation is a key technology to protect the
parties’ privacy in such cooperative computation and a research focus in the international
cryptographic community. Secure set operations are extensively used in fields such as secret
sharing, secure voting, privacy-preserving data mining., and electronic commerce. The existing
protocols for set operations focus mainly on the two-party computation, and are difficult to be
extended directly to multi-party cases. At present, there hardly are researches on the secure set

computations for multiple parties, and the few secure multiple set computation protocols are very

Wi H B 2017-01-13 s ZELR Y R H W 2017-12-27. A BRAAG 2 [ K B AR P 2 42 (61272435 ¥E Bl BE 54 . 4, 1963 4R A 1 4 Il 4%
F BT 7 1y B K 5 0 A 2% . E-mail: jiawei@snnu. edu. en. XIRBLL . 4, 1992 45 4 5 BF 55 2, 32 B0 55 07 1 O I L 8 5
NS R 4. 1990 SR A L UFTEAE . BSOS Jr 10 A B S E B R 4 FEIRAR L 1963 4F A [ L BB W A L
BT SR A CR T Y



8 I FRYUEE . WA AR a2 T MU N 1845

complex and very inefficient. This paper studies secure set operations for multiple parties. Different
from the research methodology that the existing secure set operation protocols use, that is, to
represent a private set as a polynomial, by skillfully constructing various coding methods and
using additively or multiplicatively homomorphic cryptosystems, we develop a completely new
mathematical framework that transforms secure set operations to secure array operations. Based
on this framework, we put forward several secure and efficient basic set operation protocols for
some basic set operation such as intersection set, the union set, the cardinality of intersection set
and union set, and the threshold union set of some private sets. The contributions of this work
are as follows: (1) we put forward a new encoding method to encode a set into an array such that
each parties’ private set is hidden in a special array. This encoding method plays an important
role in secure set computations, and provides a new way for solving other multiparty secure
computation problems; (2) using the new encoding method and the encryption algorithm with
multiplicative or additive homomorphism, several secure and efficient computing protocols for
some basic set operations are designed in the semi-honest model. These protocols can resist
collision attack of arbitrary parties and we prove that they are secure by using the standard
simulation paradigm; (3) the ideas and the protocols can be composed to solve extensive practical
problems, and achieve more efficient results than those of previous work; (4) to resist malicious
parties’ behavior, we further design a protocol which is secure in the malicious model. We
provide an experimental result to show that our protocols are efficient, and therefore are practical.

As the applications of these protocols, we show how to use them in secure electronic voting, how

to use them to privately determine whether multiple private numbers are equal, etc.
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Background

Secure multiparty computation (SMC) was first introduced
by Yao and is currently a research focus in the international
cryptographic community. SMC is a crucial privacy-preserving
technology in cyberspace. Since SMC was introduced,
cryptographic scholars have studied many SMC problems that
have arisen in various fields such as scientific computation,
statistical analysis, data mining, computational geometry.
But many solutions to these problems are computationally
inefficient. There are many new problems either requiring
study or appealing more efficient solutions, or both.

This paper studies secure set operations. These problems
have been investigated in the literatures. The famous method-
ology to solve these problems is to represent a private set as a
polynomial and to reduce the secure set operations to secure
polynomial operations. These solutions are very innovative,
but they are very inefficient and are difficult to extend to more
than two private sets. In this paper we develop a completely
new framework to efficiently solve secure set operations.

By introducing new encoding schemes and using the
ElGamal homomorphic encryption, we develop protocols for
the intersection set and the union set of private sets, the
cardinality of the intersection set and the union set of private
sets, and the threshold set of private sets. We proved that
these protocols are secure in the semi-honest model using the

simulation paradigm, and that they can resist collusion attack
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of any number of parties. If all the private sets are subsets of
a universal set which is known to all the parties, our protocols
are suitable for more than two private sets, and are very
efficient. These protocols are of theoretical importance and
have practical importance in SMC and other privacy-preserving
computations.

Analyses indicate that our protocols are computationally
efficient compared with the existing protocols. We give some
examples to illustrate how the new protocols can be used to
construct protocols for other secure multiparty computation
problems such as privately determining (1) whether more
than two numbers are equal., (2) whether one private set is a
subset of another private set, (3) how to implement secure
voting, and (4) how to compose these protocols to solve
some complicate problems. The simulation results of the
protocols also show that our protocols are efficient.

This study is sponsored by the National Natural Science
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analysis of cryptographic protocols, such as SMC, secret
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