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Abstract  With the rapid development of cloud computing technology and Internet of Things
technology, user-sensitive data shows explosive growth. In order to ensure the security of user
privacy data in the network, the state has successively issued a series of laws and regulations with
the “Cryptography Law” as the core, which defines the standard requirements of cryptography
application. Whether it is the service side represented by cloud computing or the terminal side
represented by the Internet of Things, complex public-key cryptography computing power is facing
great challenges. Public key cryptography algorithm is one of the core algorithms of cryptography,
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which is widely used in digital signature, key exchange, public key encryption and other crypto-
graphic primitives. In 1987, ECC(Elliptic Curve Cryptography) algorithm based on elliptic curve
discrete logarithm problem first came into the view of researchers. Compared with the traditional
RSA algorithm, the elliptic curve algorithm has a shorter key length and has important advantages in
computing speed, resource storage, data bandwidth, etc. It can be used to realize key exchange,
digital signature, public-key encryption, and other cryptographic primitives. It is one of the most
widely used public-key cryptography technologies. How to implement elliptic curve public key
cryptosystem with high computational complexity safely and efficiently has always been a challenging
topic for cryptographers. With the growing demand for application cryptography, the research on
the implementation of high-performance elliptic curve public key cryptography algorithms presents a
new development trend, but also brings about corresponding problems. In the cloud computing
scenario, the server hardware itself has the characteristics of high performance computing capacity,
large memory, etc. In the scenario of the Internet of Things., due to the massive deployment of
terminal equipment, the hardware cost is limited, and the ROM space resources of a large number
of low-end processor devices are seriously insufficient. However, a large number of application
scenarios (such as intelligent transportation, intelligent medical treatment, etc.) have strict
requirements on the delay of cryptographic algorithms. On the server side, the main requirements
of cloud computing oriented elliptic curve cryptography algorithm computing technology are: high
throughput, low latency, and high security; On the terminal side, the requirements of the elliptic
curve cryptography algorithm for the Internet of Things are: lightweight, high-performance, and
high security. Due to the differences between hardware platforms and requirements, they must be
studied separately to ensure that both sides of the end cloud can meet the current development
trend of the Internet of Everything. This article briefly analyzes two different application scenarios on
the server side and the terminal side and clarifies the huge differences in software and hardware and
cryptographic algorithm requirements on both sides of the terminal and cloud. Furthermore, the
standards of various elliptic curve cryptography algorithms and the parameters of the hardware
development platform are summarized. Based on the above content, this paper summarizes the
efficient software implementation technology of elliptic curve cryptography, mainly introduces the
research status of domestic elliptic curve cryptography. and looks forward to the future development
trend of elliptic curve cryptography algorithm implementation.
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K F R e B AT AR U R ) — A~ 4R R R 4R R )
PATHE A AR B A 43 S G D0 - 2 B2 T 23 433l
PAT R AL 5 SCHE 4 43 AT o 72 o 23 IR
TC KR FEAL T PR A DA P 5504 N 2 e ¢
Fe A5 YL, bR ] — A 4R B ORI 4 R LS A
TG SR > X (warp divergency) , 4 X
Ha M AE R — AR A AR A & 8 2 A
[, s th B BRI O Ry X ™ HZm GPU Y
PATHE  FE CUDA J135 g A2 3 72 op 3% R i okt
R L R T
2.3.2 mARXEF

i A 3 A AH BT IR 55 o 1 100 B0 09 52 2% .
FA R AR B A2 SR Y EIE
B RELET MR RER AT EENAW
Bk w B A SO B A U CPUL i A 5
GPU.

AR CPURH

ANFEFAE5 R PCHL, 3 Fim A CPU A
RS MB SRS R EH BT ftm, — 2
PEERE B S FEEIE AT LA 8E — AR B[R] Gx 2
i AR A TS FE HL T 1 L ) L CPU 115868 ) 18
ENENA R AR, G, AVR F1 MSP i
F I8 SR & /T 20 MHz [, ARM [ iz 5545
R HA 200 MHz 72 47 s #7 i =5 8] b i, AVR Al
MSP i # H AT 10K 79 RAM #l 100K %47
FAH ROM. [A] B ik A7 oAt 5 0L i i A =X CPU &b
HES. Bl AT megal6 [ iz 5% g b 1 MIPS/
MHz, ARM Cortex MO+ et XA 0. 9 MIPS/
MHz, ik F1E# CPU Ab #5111 5 fE

WYBE N B, T 2R A% B 45 1 i A AL IRk & 4
WHMEELXANEENZBIT AT X LR &
FR N4 A7 BT HLil 1 TC 2k 15 5 1% i 30 3% 3t . 3k gl
il A5 2oats B AR 2 5 2 b 2 JC 2R A5 5 sl 3 B 3 4 Mk 31
15 R VB A5 A B o DA 08 FH A 56 0 {5 38 e o 2 AR )
AT R I8 17 1 % A 55 3k 1 AT B ] 25k L BE AR I
dr 2 T AR RIS A S B
26 (WAL 5 32 B IR

MG R EE R — T
MR HRIE T (C BT %) I & Bk — B e v g
YR 23 R AL 7 T8 A7 AR I B BE . i A7 & H
FPFAEMEEL LN EZMSES R XN
RO & LR T —E k.

WA GPU KK

P Bt 25 7% 2 ELIE ) 5 006 T 1 TR R R L itk A
X GPU 2 #i bk 51 A B E RE 153 403 . ik A
X GPU # 51 A A 2 H F ER R T2 78 4 B
5 L i 2 — 28 HAT R R A HG 1 N T R 3
ER B I N T BRI 7 oK NVIDIA 42
AT AN [ P BB RAS B BE 4 7 i 40 Nano, TX2 4.
F5 BT — 2 Y F R Ak A GPU K A
A RE

&5 HAR GPU LI =4

Tensor L 1 R
e Core Al ﬁ% Tllgl:l?l)ﬁPS
TX20] = Pascal 256 1. 3(FP16)
Nanol*%] = Maxwell 128 0.5(FP16)
Xavier NXL46] F& Volta 384 21(INT8)
AGX Xaviert17 F& Volta 512 32(INT8)

i AN GPU [a] 4 32 7 CUDA 4 #2 . 7] LLF
SIMT {3147 BAH ST g Be , 51650 GPU 1) F %
AFEAT : (D ir A GPU -6 BA 011 T AF
FRYEUR L W] R Pascal Z24g 1 TX2, H A SM # A
(1425 17 i B 2 58 1 2% GPU GTX 1080 fil) — 2
(2) #ix A GPU FEAZ Ol b it /b T35 58 1Y 56 T
%t GPU; (3) #ix Azl GPU 5 CPU i [/] — R ;N 77
B2 GPU 5 CPU NAEFEYHE T2 b 2 i

i A GPU R A S — B {5 R R/ A
JURCEDL B HE S 6 206 & i KB AT
SRR B0, 3T B R LA Y Jetson TX2(Tegra
X2, TX2) /S Fot A vEfe il 1. 3 GFLOPS, 7E 4L
TS BN R EN R R B &2
N . A F GPU F- & . ik AN GPU ZE DI #E E
J5 1B R 3 4 38 A VR R 15 A B
EBUE IR S JiRTPIW

3 EEAARSZME ECC LKA

TEAT R AT EZEN A ERE T 6 L.
A5 S (Bl 2 %% 8 (i g BRIR L R T O (I Y TR
K W FEXF G203 o WA 28 < (] o 3l D % % 5 [ 7 A [
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3.1 EREBERAZEBEEXZAKAR
] o 3 T 2 B 5 A e s 3 3 ) A I e 5 4
i NIST-P & %1, Brainpool #fi £k %, 22 7 i & 35 14
SR, — 22 A e O vy Y T Y il 2k 52 B L. A A
Curve25519 . Ed448 5. i, K #F58 A\ 5UKF GPU,
Intel ZbFREHAE R LT G WA A JZ2 18 b 58 BR i
(5] 2 % i B 1) S B

FPERe CPU SF G812, — M2 % 6% TR
WF9E & B B S BSF &, 2010 48, 15 8k 5 K25
I ARG 5] 1 2 A B a5 3R D R A i e 1 L 7
HT x86 4L % Intel LU K AMD iff i b 52 48 503
TG T 2 e i O AR 4 AR L RE AE LE Y B Y e A
SERAETE T 3100, IR B BE 5 — S IR AT R A 4R I 4
IR AT LA sE e L AVX2 45 SIMD 347 46 4
A o AN [ 9 4 B2 JF A7 o A [ il 4 550 3 (7% —
PRI IE . AVX2 454 L& —Fhs 45 2 4 AT DL gt
iz FI7E Intel, AMD 4§ 5 ¥Ege CPU k47 347
SETFRL. BUA % A Sk R R B 2 0 X O
£ 11 8 A (AVX2 NEON 48 i 5 %2, (Hix 3F
WA BRI i — D2 8 61 SRR ) L R
Pk RE 28 . 2015 4R, DA €6 31 i 2 K 2% A1 AV 1
TR & L BT 4 A 64 bR SRR
(5] iy 2 o B0, 0 A 3] il 2 A BR 3 AT A7 i
ZEG PR B (0 KANR T 5E R NIST
P256 £ 23, 7E 4 B £ A Intel Haswell CPU
o, S B PE RE & OpenSSL %5 7% 555 Y 2. 33 4.
2015 4, TP 3R B 94 5 R 2 P BATE SCHRLS 3 ] rp i Ak 52
T Curve25519 14 Montgomery Ladder ¥5 £ 3
% RER M AVX2 256 HARRK B 9 ) i SIMD 45
A N AL Laobs s aobs sao by sao by JHY T HT,
T ] BCAST 4824 a A H] 256 HARK Y
FAEe Ro L0520, 50040y RAFTE Ry L R )5 F
P 3 i) 45 4 MUL(R, . R, Bl AT 58 j 312 2019
AF % B BAFE SCHER 54 ] e ik — 25 D0 A AR [ il Ze it 5
W I AT I B — A Ry o Xom) , o A7 BRI B
(I IFATECR A ny B 1) o 1 OF R AT A IR BT 5
(R Ry m G -way) o 53 I JETF X 2-way 5 4-way
SEF Curve25519 5 Curved4d8 BSZEL, 40 L R A B
TAEVERESE TR 2L 1020, 75 4 4= 1k g Jy 1, M T L
FreAE (BUEAE S 2 B8 4F) B4 T Montgomery €
i CSWAP 5 CSMOV HfY if-else 43 3244,
BEAIR T 43 SCHRAE Y R 19 22 4 RV SCHR I e iR IR R
TEETHEOH I AVX-512 Ff47 48 4 4 A 12 2k 2%
fith S

GPU ¥ 2 1t i AU TR AR T 500 M
tF CPU,GPU WS AR5 58 1 45 3 K e i $2 71
i E R # A NVIDIA 25/l #2455 1 CUDA %
FEE AR AT 5408 GPU w2 A 15 1 i 1 1z A 21
46 150 b 2 o0 T 450 2012 45 L 3 4 oF HL TR B TR
% P BAFE SCHk (55 148 ] RNS 28 & 45, 75 GPU
B b SE R ECC 1 K3 5ok ik S 8. RNS &R
Gi i T AN 8 B 2 A A Lk Sy DA B TR vk B AR
PO A GPU V- & 147 S 3 AR & 76 RO B
B R7R 5 RNS R Z A6 A0 T ZEFE 3% R 5 W38 5T
PRl 2% SCHR A7 76 — 7 10 1 R ok B bR ) it A K 24 2
JNEF 408 Bernstein [ BA & 22 SCHRE L B F GPU
-5 o 5 A 42 R 58 i Montgomery Ry 5 7fe i,
Montgomery Feyk & — )1z i i T GPU [ 5 3¢
FRUY SECC Tl B2 o iy T AR /N, 78 4E 1 Al
HeZ WG BN — M A R R 8 U e 1. R
I SCHERS Y E GPU P & b, 6 1 15l 2 g 2R R
B PG 29 S A T AL B AR SR MY 2, 2017
A pRBE £ T FT HBA ZECTIFS ) 8 1l & 3% 3¢
=, 3 F NVIDIA GTX 780Ti S & St L& #> 92 J7
K NIST P-256 50 % #:4F , K 2 0 R HGE B R
AT PTX ISALYHAE A RS R T AR e ik
$54 (MUL.LOW/HIGH) fit A8 58 i K & $is 5.
FIH GPU &5 A A7 1Y FF mi A7 [ 5 i 3 ik 1 0 5
TR E I G fE CPU SE & 1 58 Bl R
iy 2k A b i 0 0 KRR BIOR W 2 B w4y K ¥ GPU-
CPU Bt & iH S 3, L7 & PERE L 1% A BLiE 45
TG E AR T R 5 O A [
iy £ %% i o o 25 1) AR e

AARE XS Y =R ik A i SR A TR
PRG0S 1 WF 58 A0 . 2014 48, 3% 1 AT BRS 1 K E
GPU ¥ & 53 Curve25519 s A, it F A
F OpenGL (Open Graphics Library) fE b 7+ & T.
H AR i AL g5k, AT DL 48 #E NVIDIA, AMD
L T4 HE A LT NVIDIA 1 CUDA J % .
P BB A7 72 B R LA [ fih 28 0 TR M e 2 oy B9
52 FGa %, 2018 4F, i BB {5 T T I AR A GPU
V- AR X A B K B S T, I 42
TR L8 5 AETERR AT TR Y S 0 L 7E [
— GPU ¥ & |, ¥ Curve25519 1k g 2 I} 21 & £
139 J7 K 5 T iz . 2020 4F, 3% A A F) R 35 2k
R SO B I s B0 R RE ) A L AR BRI E A
KRR T5 %8 BURS B 7 s B3R O R R 5 L
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FEOLHRAE+R 2 G218 45 M) A, 2 A Pk T BN &2 44
ZHATAE X Curve25519 $2H T B 52 51-bit [ IR
LEIEIE e A D X (Y W ST A
Z L 5 GfENVIDIA Tesla P100  F | % Curve25519
brig e ik Mt RE 32 TH BN B FD 619 5 Rk Bl T
B PR IE .
3.2 EFHEMEZEBEIN

RS RN IR 5 i i & A A 5 B
mPERETT R KA | NAE SRR AL RE S SCIRA
) 25 A e T H AR B 5 oK R GPU  Intel 4538 ] 5
PERE TS SR X ¥6 S Pk e R 0 1 [ 7 2 B % Y 4R
AT T Z AR

[l SM2 23 91 58 3 A Ak Bsf 1) e . HL N H A
RTZ e 2Em ARG L SR AL 2014 4F TE AR
KEEBA 7 ASIC it i FS2 B T = A7 ki) SM2 24
PR RS R A PR B2 1A 38 i 22 58 0 2k fig k)
L, B 2R FH PRS2 B 1Y 256-bit [ TR 1 28 L) K radix-
A JF B S I s B AR R B E AT T L
Fa 5032 55 545 s B AT R AL NAF #r
AR ST 2 A R AR SIS AR B B L IR
WA 3 7K AR T AR 1 R R S B i T 2 B
e I ME R IE . 2014 45, v [ERR 2 e 45 T 97 T B
£ GPU & L8 T —F i ) GPU SM2 SZH 1Y
KBBR8 B A6 S /MU SR 1 i 248 4 B0
JIT it BN i A8 A B AR 48 B B O [ A )
O(n) . 7E GTX Titan | 529 By FEE 5 118 1Y
Rk 253 A B B FS 33 AR FBFP 59 123K, 1 AE
T T3 4320 H R SCHRFE 56 A B S22 1 4 1k

J& R TR LIS s AR T e MR

2019 4, b 52 38 K 2% B AT 7E Intel 4b P 2%
b R AL B AR 4 TS 4 4 (mad xsadcx sadox)
HR% & Cache MILH . WIKJE B |2 CRERE
HOBLIE S N bR R L A X SM2 Bk AT
AL T I i TAE R AL T BENLEC R R4 i — 20 42
Tt T SM2 Bk i AR PERE A b T OpenSSL 8.7k
SCEL A B KRS G B, 2020 4F L R B AL LR K2
A BLY 7E Intel Kb BEZS I, A SIMD (¥ dg 4 £ 2%
BHE A AVX2 AT HE AR ik T SM2 24 4 % 14
Weierstrass fZk 1 Co-Z A bRt 77 2099, 45 4 il
T AR FI 23 8] 46 1sf [1] , S AT g A 2] il 26 )2 53
AR BT ] &2 5% B AR 5 Ar i e ik M PE R 3R T T
315, [AAE, R BFBE AR T T A BA 3 F sjel %5 i 5%
B SEBT JavaScript UAS 1) SM2 8%, 1% TAE
FHT [ E comb (75 X7 ECC Hriy |2 si 5
AT IR B TR R e T — A5 DL i LA
AR ARHD fff [ % SM2 [ B3k 7S ) FE I 3] 50KB
DA S PR BT 30 WG i i 28 e 4

Jb 3 K o6 3 A AT K B0 T R A A
BT R BRI S, I U5 5 65 505 2 (GmSSL) ™
ZHF TSR 3R OpenSSLU FF 5 2 55 595 FE
SCRPE AR AP B S SM2/9 16 N I 45 2w F % 15 A
PRSP Sk R B S R R R R T A R
THENIE S (C B F S I &, H I AR AW &R
L4 )2 TH B AR AL, FE3R 6 AR SCRE R 1 1 W) Al
55 ECC 4 AR B2 ¢ kM g (kops/s) 3R
AN CT Wb e st B E /R

R 6 HREARSMA ECC KILH AR Z4

S TAE A [0 ity £k 2 7 EHMTE #ikMfE/ (kops/s) T HSE R /ms
Huang 2 A [68] SM2 Intel Cascade Lake 7.20 0. 14
Gueron % A 52 NIST P-256 Intel Haswell 10. 70 0. 09
Cheng 4 \[72) Curve25519 Intel i5-6360U 32. 00 —
Faz-Hernandez 2§ A [54] Curve25519 Intel 17-7820X 44. 00 0.02
FourQlib?") FourQ Intel Xeon E5-2699v3 58.97 —
Cui 2 A\ [73] 224 bit Edwards GTX285 115. 00 19. 20
Mahe % A [63] Curve25519 GTX TITAN 524. 00 —
Zheng % A [62] SM2 GTX 780Ti 391. 00 —
Pan % ) [60] NIST P-256 GTX 780Ti 929. 00 25. 82
Dong & A [64) Curve25519 GTX TITAN 1394. 00 —

B Edwards25519 S 7216. 00 1.51
Gao SN Curve25519 TITAN'Y 13558. 00

4 THIEZRME ECC LI A

AN B AR B b R RS2
FIR 8y 2 A P o T 1) A [ bl R0 R R T BAR. 3R

A EA R TR ARG b B i h 2
WAL S BRI 5] B % R A AR E.
4.1 EREBERZEHMEEIAFAR

VDA AR R AP & BB X [ B i % A
BB @RI TAEZ AT i ALF & 32 3 A
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ACPR M THEE N AE IR AR B R =L 7R A [R] A e 4 o
FETF  RSA B K E KT ECC J/ ik, I AE
P ZBRA R ARG B ECC A8 % 1 5 vk e 2
ER P IE R

2004 4F, Oracle 52525 Gura H BA & 32 SCHRTY
AR L TR AT B S IR G
P LB TEA R SE 1y B il 1 43 5] S ECC 45
5 RSA 554, H NIST P-160 fi4 14 fig # i+ RSA-
1024 5 10 £%5. 2008 £ FFE K TinyECC & & F
TinyOS (1) #f B h 2% 25 85 %, & 8 78 16 1L
MSP430 g Az & b SRR & Tl A [6] 22 4 9% 00 1 12
il 2RI 5 B 5 e RV A 44 UL B R R
2013 4F A P R B AR K2 A & 36 3Gk L A MSP
fix A B B 2 B Rl 2k %5 6D s MSP430 7 &
AL E 27 Mizg B4R 2 HE B DR AR L KT
FHEGEAM A RMIL g5 2 (XOR FHAE) H S
(64X 1)-bit 1) Z i e ik, s — 2P 58 1L (64 X 32)
Ferk i B o S T 192-bit 1 K KR Bk L L 1%
FerkvEme O A LAEM 2.7 %5 it oh, % W A AE
MSP430 i A0 R 1) CPU FNAE Z 81t T —
AT 08 B A o 3  [) A R R L AR

TR ARG 8 A ECC 835 BLHF 58 T AR [H
FEZ AR 55, 2015 4, 78 [ i bk & /R K 2= Dill 4
N5y BIAE 8 LA (16 LLdF S 32 FLAR AL FEE I
SEW Curve25519 %5 9 B r 580 2% o A BR80T 475 24
1 ] Karatsuba 73 , 17 FL S0l 52 80 T K 48 5008 Jy
AL 56 F = PR [ 2 A S &5 (AVR, MSP430,
ARM Cortex-M0) iz 5 45 4 1L 1k 52 3. 1% SCHK 2
Curve25519 B AR AL & AR E TAE ;2017
A IR g K B FE Cortex-M4 F- & |, il
1F A 256 HLARRY R BB Oy B2 R T Rk
R Karatsuba i AR IR AT T #AE B A7 HR
D N AF B U 1) OB 7 A IR B2 X ECC BB 1T
S AL % TAE AN I B T AT Montgomery
Ladder ) Curve25519 & ¥, m H ¢4 T Ed25519
SRR, 2018 4R W Ak A R AE BT BN AR = Bl
AREE FEC(AVR,MSP430, ARM Cortex M4) , §f
X AR ) FourQ # [ it £k b i 3 15 617 1 1k
SEHLL M L Curve25519 LAY SL B TAEY L Mk
HE— 2 T % T BA R BEAd 2 MSP430 R 51085 A
() Z2 R s e vk 2R PERES S IR I T 2 F IR 2K ¥
Fe vk SEI (Zigzag) Bk SEL T PUMAF 8 B0k 19 52
HF b Al e b ik ofe B8k L JF AR G R Al b 58 e ALY
YR BT A L SEEE. 2020 4R, BB (E

T B B i A GPU R I AE A 91 % i 0k
PERESSHL I, S8 8 T MR [ i 2k X25519/448 %% B 3¢
Bk S EADSA % 24 80, 4 A BRI S
AR 3R 2 TR 1 AR R T RE A A S B L FE T AR
A 10W i AT & L Bk b e 2l I 55
BN CPU, Wy IR 55 45 i 5 0 kT SE I A 4R it T
DR 2T

T G 5 i A SRR A ARM 2 ] fE
T MbedTLS JFUE L S 38R K 43 Fh 28 16 1
2] 2 0 B, HL T SR R R A X R
il % B 07 M 3E S AH LT OpenSSL %
Mbed TLS JF 5 3% FE 1) 41 X 15 BR R &, B A %
T 55T A A0 [ il 28 2% 65 () 4n EADSA 25 4 516,
4.2 EFHEMEZZHEIN

CRYE ) = — S W B 4 1 5K 8l i %
T 52 AR B 55 TF K 2 R 383k AR 5% A0 A ) 1
FA7 7 P13 5 A5 30 E N 23 0 T2 R 7B
B 1) 3 50 Ao R0 4 Tl R R AR 2
B o Rk 4 A1 o A 32 45 12 4% 1) ROML 253 Ji) % 3 )™
AR BRI R N 3 m (a0 B B AR R R
I7 55 ) R B RD BALR I BE A O W 2 R R 2
S 25 SR AE Y 6 ) 3 5 52 BN B 8 R O T
T I Rk ) e Ak ) R AE A Dk n] B
{14 1) 0 I P 0 — A5 3 R 3 A Bk Y s P RE S i K
Ee /)

2019 4, H AR & HK2E BB 7E 8-bit AVR i
A& B SM2 FH %715 NIST P-256 ik, %
TAEMALSEH T RAEFOM AR A, I FH N A7l e
Y Karatsuba Jr £ 50 KB HOR LS5 ¥ I . &5
FIH Montgomery B £ A 52 UAR 5 3fe 7 , % b FL
S S5 [ % AL SM2 A HF NIST P-256 #4
AR PERE SRR AL #2019 4E L 7R S AL %%
WIRICTCAD) L T 28 Tolk K2+ A #£ 110-nm
) SMIC -5 |, 58 B se B SM2/3/4 = Fft [6] % 4
B AR S G I OTHER R T B R SO BB
PEAT R (SR 51 4, SM2 35 it 2 s (14 A PR 438
SERBEE AL, BRSS 50550
P A 52 B IF A TRNG K B 5 Bl HL SO A= 2%
R % U AR 3CRE R 58 BLIA 3 2o IR AT F Bk A7
W 2B P TR A AR R LR R T AR
B TR T A R E L W] BE A% HEE B 0 A 1A 2K
di MR LR T 102,

2018 4, v e B2 P 56 FT A 4 T — el kit
% SMO b T8 25 A 5303 0 ok 48 1 & R A
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SLIRPE WX H i S TR 12 R R
SER LA B BCA P B ORI B B e T 12 IR SR
18 B % TT S8 I W TS WU A X 9 Miller 5 3%
FRAE 5 B 7K B 4544 . 18 B $ THR I 504,
2019 4, [ 52 L [ BIF 7 WAT BA & 3 SC R L 3% AR 4
H SMO 1822 2 3 0 18R] T 2 ) XSOk A e S 4
FT T XU AR X T3 52 2% B A s A A PR BT Y i

b PERE R SMO %5 R SA VR BT TE im0 2Pk AL
TAES BT T SMO 5 25 5056 WU M i 3 5 i FE L O
T S8 X He T 3 T 6 R AR BR (Projective A& R 5
Jacobian A& #5) Miller Loop 922 ¥ BE . J5 & #H b
A A VERRSRTE 500 78— R 4R TE T SMO ik
(R (R RE. 28 7 JR S T I ) 2% g 000 A 1) ot 2k % A
S BLRY R 3 BIF 5E R

x7 EEZHME ECC XIEARZH

SCELTAE i 3] ity 2k 26 7Y L& kP fe/ (kops/s) T AE B/ ms

Zhou % A\ [84] SM2 AVR ATmegal28 0. 0006 1562. 000
Wenger 2§ A\ [88] NIST P-256 AVR ATmegal28 0. 0004 2174. 000
Hinterwilder 2§ A [89) Curve25519 MSP430X 8 MHz 0.0010 833. 000
AVR ATmegal28 0.0010 909. 000

Diull 2 A L77] Curve25519 ) meea
MSP430X 16 MHz 0. 0030 370. 000
Gouveéa % \ 90! NIST P-256 MSP430X 8 MHz 0.0020 667.000
Fujii 2§ A [78] Curve25519 Cortex-M4 84 MHz 0. 0900 11. 000
MSP430X 8 MHz 0. 0020 526. 000
Liu % A L7] FourQ Cortex-M4 84 MHz 0. 2000 5.590
AVR ATxmega256A3 0. 0050 204. 000
Curve448 17. 9000 0. 050

s [82] _—
Dong %A Curve25519 NVIDIA Tegra X2 155. 5000 0. 006

HAHE RSB 30R.

5 HMEHARELAERHR

1996 4F . 35 [# IH 4 1l 8 R 0 5 it 32 8 7 O£
T T SR AR A 2 T A W R T U AT 4K
B B 5 UR% 5 L. 5 22 X I 1 Sl A5 3 97 A R
BP23 BT A i 5 3 2o Jr 58 5 B AR S A
P BT I S A S Bl 4P S m Y DA o8 5 i B 1Y
LAk

WA 1 Tl 2 — ol T o R VR 2 % A B 1
Tt 0 R DT B B0 A5 0 B o AR A LA
2002 4t Chow 4¢ AN # H HoAZ O 248 L ek 4 vl
AR 5 45 300 485 2l 285 15 B3 30 8 48 A 42 il A O o] L g
TR FE AR T i 38 2R L 3 8 B VR U 45—
FAVBRAE AT RE 98 15 3] 25 11 55 05 12 17 I 1y o4 &8 4k
. O R AL I 22 A R R T 0R A Bk K L T A K
T P T Y 2 S B — PR PR Ry 1 A S B
5.1 REMZEH

6T 1] IR 5500 o5 P R 15307 & A T8 ok B 4
BEARWEGT . Bl 5 B 4P B AS W7 $2 T, 45 S 38 1 i i
WEILAEE TR B LB LA EUS T B K k.
2021 4F, R K 2FE RN S dr TRTF CIlEH
PR A g MIRACL ) SM2 4 52 31, 41 %F wNAF
Wahtd bR sk, R T Flush+ Reload 1y 3
TR AT SM2 B, ISR 25 R [
B B br it e ik 5 MIRACL 42 4t 19 br it e ik A7 L

LT B 0r 40 B 2 3 304 1 B R S BER
WA A RHEFE. 2015 4, i 5200 R 28 R o 5% B iR
P BA XS T 1 £ B T BIF 0 e R LE R AN A T
I AT G BEIE S At 52 BEEOR LA R AT 52 BUIR.
2018 4F, I 1 358 K 2% 4 R B i 1 [
SM2 Bk, Bt S B T —Bh & S S BT ik 1R
58 SM2 K% 44 Wy Al B0 3 0 B g e 2 805
B0 I 2 B0 R 1 PR 500 o B P LA TR I 4 2
oK B BT 2 R R . R S i T vk
2640 W )2 AR E SM2 1 2~ 3 4f% Bk i (] £ 0
2 A8 A G 52 B B BT 5K 2020 4F R T i &
FRESCHRT of At B i £ A% 08 B 1 R UM — R e
R I IE BN i 73 1 07 Uk A7 3R 0K 5 LR i e
P T — A RO PR A I i 1 2 ek B 1k I
i 2 BRIy S DT 0 S H A 0 e i 3 e 3 B 4
(77 AR S BLIE B O 45 2R e Ah  AE T SR b AR
AR ARG E i KBGO AR T &
R RN AR TG RE P BN 2 B R
%5 % nl s AR [ % SM2/SM9 o, LUR R SM2/
SMO RABEARAE S =T5 A a5 F & L2 2tk

i Pk RE TR 7 — A D e PR RE AT AL B
T 55 4 ) i » £ T 5 T RE B A 00 45 3 Bt T a8k
B JEE K DR X i 55 4 i F) 3 2 90 0 5 18
i 7 X i Bk, a0 g X GPU m e se i
2016 4F 2[5 AR b K2 Rk 3 SCHRE™ L AT e il 45 1
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WXk 75 vk . A8 30min Z N RE @ % 1 T GPU
VB LB X FRE S AES-128 53k i s 4. HAl
HARIE A B A 3T GPU - & S B A A 2% 14
FIE Tk B AL 5 CPU V- & 1 I 7 ik Jr
A BN SCRR[98 D 5 4x A SEfh 2 GPU _E 9 Al fig
PSR, KA T GPU SEBLI A E S Bk 4
W 0005 20 Al B A B RS AL

PE— 20 TSR L A R AR RS
V5 HA 2L LA BAT il 45 K 22 A A S R X L
Fetb 2 A B GPU Fe A 9 B I i il an . GPU
Ak PR —A> warp 43 SCER AR IS 57 A K Y SE i
2250 » % A DR SR 5 T HOR T [ — 2R A SR A AN T 3
SR AT B i — B R L il 2 AR 5y O T 2
A . GPU Z &R A I A7 75 1 A 2 2 K
W, SCHk [99 ] 7E Montgomery e 3% 55 B v, ff
while.any SE4i5 S [ lazy-carry J5 3%, I ASE IR
2 g 1o AR P 2 AR [ 7 f [ {HLJ2 while 77 36 4
TS [ 9 U8 A O B OB [  HE i 5 B B A
[l s [ CUDA A4 (19 any 54 B3R [l 4 75 B
AR A S R 7 5 1 R ) — > R R A A
WA R B AT —E B2 2 U s R S A7
(¥ . 223 & bank conflict (i [a] B, 5 it 5% 7]
— LR AU AR A A B AR RO 15 B LR GPU
S B B R A 0 2 U R O B 32 B

SR b AR A T B B R ] Mot T LR
FHFE L1 iy 45 ik T Be.

FARRARE R 2 AT BN R R SCHR100 ], 78 8-bit AVR
AT B b B8 (Bl 2k f R B0k R T2 42
Montgomery Ladder 43 AR ff iF 5. 3% 52 30 19 % 4 .
LA BN 55— A AR 76 PR 2 1 B X i 18
il 2 R Hote vk 1 e AR Al s AT AR i T R
MEZH A I RE% 3k 3| [#] 22 4E B (constant-time) [Y
ROR S BA MG 8 Bt B 4 68 1. 2015 48, th B B Ji
AR FE 8 HREI AVR ik AP & b B4
Simon B4 T HAMIE 18 St B 7 04 e B 4
J5 %W T MRS % 4L 2021 4E, BB s T RT A
BATE TS AL R GPU BN, ) ROKS B 17 s B0
TN 4 0 58 K B KR 12 ik — A0 A 92 B
Hh L R P B AR J5 A 3 A SCER A L PR IE S S T RS
I [ ELA I 0 {5 30 2 ik B 3P BE T

TE IR PR E PRI b L R B B A5 3 B AR T
AT T o X R ot 2 B v 1 R S
SR FH [ SEE ) [ 0 10 8 7 S8 i 4t o B A B
THRERE AR [E 2 g1 1 2. AR SR R A B
PO G AT — o 3 IS RS o B 0 R
AN WA B R 5 28 19 22 2 I O BT 4 & L TEHRA
WA b T RN & 52 B B oK.

R E . 6 NEMUBEARRAL
5.2 #ZmMlzExH
AT [a] 28 s 5 56 ik A SCF & 905 18 B 47 3 nE 3 proR AT HIRZE E)Z N = A 4EEEXT
AR5 0 55 g S 2 A0 AN TR). B X 2 s ] (%) ) 5 3 e AT B A REZ L B AR)E
Yo 5 Z e =\, o =R A A 32 45 1 A 5C [ 2 AR
%/ZE s 3 B3R BREAZS
i 48k | AN | S |
R HA et
o 5 15 e A [ 2 e kA
ﬁig{f Hﬁﬁgﬁﬂﬁliﬁﬂ‘ﬁl | NAF& || Double-add || Double-add-always | bag e
| Witk T % | |Montgomery Ladder | | HWOZE ||Combﬁ?£| | B iz
s RN i Ak B
o [ ittt | | Projectivesttbs | D5t A Projective stz U
| AR | | Jacobian4Akx | ¥R AR Jacobian 2445 a5
; Ferkiz Bz H Tz
M| e | etm] | ([ Mongonen R RiEH
| T3 || Karatsuba | | BarrettZ) )5 " PRI L)k | RIS

P 3 I s o 0 Bk A



5 I S R IR o A R S A S B R AT 5 i S 921

BIREEE. A KRS R 2 5OR 2 s
S H T AR IZ S (C=AX B mod p) & g
A 150 1 2 d5 I 2 A BR80T R ORI G B R A, R
WA TR N S AL BB A L TSR S T
Ferb, i T Jr s BAFAE — s B R AR RO
AT B AR S AR AR e 12 48 4 ) B AR T 5
i, T DL Sf 205 B s F Ay P2 (1) | 56
TR 2R B, AR5 X R B B B AT SR BB 5.
#1401 : C(512-bit) = A (256-bit) X B(256-bit). %
(24 B ofe vk it 33 O R A 48 F £ #i (Operand
Scanning Method) . 3¢ 1 49 #§ ( Product Scanning
Method) fil Karatsuba Bk, 53] C(512-bit) e fH
S5 o I T 2 050 T SRR R R e 2 8 L TG 208
TR P 3g 2 (M 2% 2R 80 - Montgomery 238 5
Barrett 2% % ; (2) Montgomery e 510 2 55 — 2K
B B SR AR AR 1 TH B 7 58 AT DA SR vk 5 2 a4
VESS R HEAT o 3k 0 52 2% ) i B a8 B3, A3 XD N 7. K 2
K22 CER RS T R Montgomery i Y
D0 B 5 JF B 45 MR RL B R A R AR B O X
(Coarsely Integrated Operand Scanning) i1 5 % R
53/

Gura 25 N 15 CHES 2004 4F ) £ 48 3C 48
T MR ZEEREITETR, FEESGT
BB 5 BRI R, WD T i 48 4 B0
CHES 2011 4 Wenger B\ & 6 ¢ 42 1 17—
FRORALBRAE R 1 AT 5807 28 BRI T AT
T8 A B T AR A5 21 4F 1 B AR 18 3025 2016 4E, 3
BRSO It T —Fh Z T8 2K B ofe vk 5 E (Zigzag)
T3 %8s [l AF 18 5 e R Tl K AT B k3R SCHER
[107 3R T 2 E33EAN) Karatsuba ik 7% (2-lev-
el subtractive Karatsuba) , 3 % & F] /] 32-bit K &
FHRIN A ZHE B RO 152020 4, SCHRL65 ]
PR T — i 51-bit S E I BORE B2 7 850 I
TR % 8RR SUBR B 4G 4 (Fused
Multiply-Add) , FEAK e 5 45 2 £ i, R E R 2
W BE 3 12 14 M g

TEAT BRI Z T, 45 390 0 B () A 2 2 ) AR Ak
M SN2 W T R TS R JE R Euclid 5
B 5 Fermat J7 309, — #4146 B 1 Euclid &
#: (Binary Extended Euclidean Algorithm, BEEA)
AR IRVE R T 20K B BRI 484 MBI T B

FAHIZ T GO AL T A A I R B E T
Iﬂ(%J—LI}A BEX) Euclid 5525 22 42 5 B[R] B 52 W 528 1Y)
A TR Fermat JETEW M AAHIZ I

SRR AE AR AE 7 . 2019 4F, Bernstein AT
Rl T —ME L2 n) Euclid Jr 2. T B0
YEREFR Jy division steps, %77 i HAT 8] % W) 4E f9 4y
PE 2l i 3 T Intel P& RPN 500E 52
(Curve25519 % 3% 38 B | ntruhrss701 5 sntrup-
4591761 A% % 11 1Y 85 A A= LA I 0T R TE & A
SRR B A B . 2021 4R, HRE R A A BA
1 FPGA & EXt Bernstein ) Euclid J7 R #4714
REPEARE L IR 45 A 2000 IS 2 52 B, A 336 g 4
FT 90%.

REARE®E. TEMUGWRATARBE . SN
S EAR S B TG0 5 bR (o, ) TETE
SRR B AT B 20 B R E B — iR S e
JIS A8 AR A P ERAT X 107 19 B k4 4. Wederstrass HHf
L AE 52 R AR I e — fi R FHRE e bE AR AR (XL Y, 2D 2R
F~. Edwards i1 2 — R H 40 8 (19 % 15 48 A b5
(X.Y,Z, D) A7 fs e, AL 2007 45, h i

TR A BRI 2 BN & 3 SCRE L X B T S Ak
B R A b 5 T B LU A bR T SR S A SR R Y
PERE T R T ME e L AR bR 5 5 5 AR AR TR A 'EJJH
e L AR BRSO S BT R AR AR R AR B |
— o ) FH 5[] 48k IS ] %) $ 4 L BE A AE — nzfathj:
Ul /D 52 AT PR B A 1 R L 3k B R R R AR 1)
ZE.

FRERERE. MBI SRR, bR ek n
BEA LA P

(1) A8 i b d ok s . IRt S TR D5
%} Double-add J5 38, iX Fh J5 %8 th T3+ 54 i 5
ANA K oy 32 Bt BRI, BFFEN D1 — fid 2o
i iR N TN N 3 ) | E R RS e
B PATUE B n Comb J7 28 [ & 81 1 07 28 A M
Wah e 0y AN N 4 A B 2 I % R Doub-
le-add 77 %8 5 1 3l 0 1 J7 S8 B A7 A B )3 2k i XL
[ » Montgomery Ladder 5 & . [FEEH O L& Fif
SR A (] S A IS A R P T DAAR G G 0 £ T T
. AR 2012 A, P4 R A2 5 K AT AT X sl D
A PR L AT R Y R TR A RAR T
HETHE QQ+P)MHNE , Bt 1T 5T 3l & 1 4L
ENIVEIN e e

(2) 8] 7 HE fUbr 1 3 vk I Bk — M T AE
AR A A4 A A T AR S T R R E L BTN
A=At R IR Z A QRS J
iz 55 58 MUbR i vk #E— 20 0 W] DLd A R IBORR Bk
2 MR 2R L FE i GLV i) L GLS ik
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1R 2023 4

AL
=B

S5, AT — 2P ok hl b U R I8 R AT B 5 2018
A rpl KA A BA RIS 2 TR A T oo B A 1R
A2k Weierstrass JE 2 3| Edwards T 2 08 55 ## 55
W % TR 2 3 F Shallue- Woestijne 5 2F 43
A BB TR AR /N T R A AT SR T R 8 [ it £k
Weierstrass T R4 Edwards 20, S 16 [& il £
TSR T R S A A A R T S A
il 2 18 Ak 2% M 4 (Twisted Edwards) #1532 8 &
H (Montgomery) i £& i A7 2 55 4 2k 3 47 Jin 4t iz
BVl P AR R R R E LS DA —E
FREE b RS a5 18] A B T 8 PR 52 IR s B
F U L A VIR PR IR, 2020 4, 7 4 ML TR
A% W BA & 2% SCHRE L IR 5 T 1] Edwards il 28 (1
P bR L 5l T A Sz B CDA Bk,
IR T A-NNAF BRI br i b Rom TR 4567
FTTHEE S5 RO AR T 36 0 LA E.

IEAE 5 X BE Y [ AR Tz A T
[ phh 28 s f 906 1 o . 2019 4F, 15 22 1l H K 2 X1 AL
MR BN & 38 SCHRE™ L 42 T — Fh B SO 2 Dk
AR S %550 1 75 8 L5 03 4% (Bronze Ratio Addition
Chain, BRAC) . 45 & £ 5 2 b » AH HE 8 & BE 6 n ik
BEPEfE AR TF M T 30%. 2021 4FE, % M BN kK X
Bk T GP QT s AR A R
e ZREAR D 8MA4-16S, 7E i S Atk -, 42 H — Fh gl ik
A 28 3 IR 3 In k8% (Improved Fibonacei Type
Addition Chain) . i%7J7 % A UAE R AE F B A 23 1
Hik AT SPA Bili IREJ1. 2020 4R o B} Be 5
TF £ A BA7E BR % 2% W (Eurocrypt2020) & & C
RS BT — R Bl A R R ke AR e B
MHERE M 7 28 T BRI PERE AR L LA S T
6 i o e D0 UL BE DU B B 5 A [T NAFs 7 2R K
T 60% B RbrE L MERER & T 1320, IF B K
T 5 18 By v e

7 RE#HERE

W6 TR B AN W K S LD R P B AL RR Y
AN R 0T T2 B R T 1 RE SR AN W 4 v A (A
247 T 2 I AR A 52 30 T 1 O S e
7.1 ERLBERE

TETT W H IR 53 T 25 JE 0T X 2 91 i 4
5 IV RE 55 S I B SR BOR B Ry . — T T AR 55 i A
Ak P e AR ) A A A 3R SR N T B gt T

ZETR TN A T A A 1 R e R A Y A
) PERE o G456 4 55 A7 ik P B8 Cops/s) i E BT (ms)
S5, 5 ) B A S — B i R Bk A R A
FERAHE— 3G N B P A Ak A [ 4R
R VE M PERE AT KR B B AR A 8 8 LA I —
D7 T - K B I I B G T S I A 2 R Y
K R 3k B S BT F T EE R S A
B A BR 2 H OR TH ORL SR I 7R SIS R ] AT RE 2
SUEA AL T8 . B ATE A BRI R RE T 8
SR AT B R B e
7.2 AEEZHZE

T B A B A 3 A 1 BESRAR — A X
I RS /B QE N g S LR Al LB U
- B TENAF R 5y 290 — W 5 2% 0E N T Y 2
REREE, RN A TR 8 G B s LRk
125 Bk i R A 1] o B A A% 0k A 1 AN T 52 3 L LA
SR T4 4 E A AR B AN TR 42 5 A B B
1 Ry 7= i 2 ) B 2 R A i R R R A
AT TE I N AEAS 2 1Y) PR o T 4 % R B 3k e 1 5
6] 5 R 2R DA R e 7 R E T NS
[i] LA 1 S B 1 P AL
7.3 FEHREME

TEPRBE )2 N % ny LAl L B0 3 &
(1) 2 4 [F) B 2 28 0 AF 98 R L. ) Bk ) i 4 T B 2R
B Z2hE R ERE T I N M SE 1 by . 52 B A FR
il XA Y B P R ) A R B T 4R
il ELXF T i AR B [ — 2 Bt & 1T Bl A
SR o DT 5 B0 AS A v R AR B 0K A SR Y
SEEREE R EEXT AES B3k B — B B 4 S AR AE AR
fith i ERCHE 0 P ] B S O T b AR D R A
M 1.8 5 LA B o gt & s R0k B 16 52 £,
OB 1 o A R S I R [m] B A A
TR — 7 T AT AN T B AT D)7 47 5 s o) % i
PR BB SF 1% 10T 500 5 o) — 7 T o 7E 5 A ARV S i
TR, e A SRS 5 SE B R Z (B YOG 3R L 0 T
ih S A B H S L
7.4 BENEFEHR

T BB AR SR X 2 T B A 1 R R S
2252 I O AR DR B 2D (ER AR LT [ PR
R LA —E 2206, Ik 8 JWrw, o BB [ L
TEmPERE GPU V& b B0k [ 7 4 [ il 26 22 41 SM2
SR e LT R AG [ l £ Ar BIR J 2 TR R RO s
RSB IR AR IR AR & TR 2 LA S B2 e B 2%
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24 00 25 B SC R 2 B L 48] o8 A B ot £k b R ofe
SRR AT LAl L PR BE 5 2 W dROR L AE Curve25519
i 2 1k BB A B G 22 0. O T RS T s
FERE  DFE N S B X R B R TR T4
T3 %8 AR BE X 4 [ il 48 Curve25519 5%, E A X
k[ 77-78,89,107 ]4r Wl4E ARM Cortex-M0, ARM
Cortex-M4 ,AVR 8/16/32-bit L& FHiibss

B+ A W HRAG B B S 0 S SO T i A [l 2 S
TG [ 4 SM2 B335 A LG T ] s T ) [] 248 280 3 1
S A XHR A G R IE R B . BRSOk 84 178
AVR 8-bit #ix A8 A b 58 BUZ 55 19 92 B P Bl
AT I B 1 PR S S LA R R ) A i
EM AW e, 2 T RSP IE MM 22T %
T e A ) Dy S AL

Rx 8 MWHEMLEBMAEMLIILLE (B SM2 vs. Curve25519)

EF T4 A : FERETH & : A MAXHH TS I
GPU Intel CPU AVR it ARM M4 i A GPU
Curve25519 13558000 ops/sk65! 44 000 ops/ st 1. 15 0ps/st7] 93. 981 ops/s-78] 155459 ops/s-82)
% SM2 391000 kops/s62] 7200 ops/s-68] 0. 64 ops/ s8] AN AEH
PEREXS H 34.67:1 4,441 1.79:1 X T

T PEREXT L - 7E [ 550 & 1 Curve25519 vs. SM2 {94k BEXT LB {E . SM2 P REAE L5 P RE 510 o 45 0 AT A 42t 318 16 4 ik Cops /9.
AN AR X R E P A R R A S T C S R R T SE B R T R

8 N £

AV 230 phy £ 2 99 A B 0 W T o 0 S 4 BT
640 VBN AF BOR L R AT 3 R R A UGIE B
(TLS.SPEKE #) ity 8 2L 48 7. th T+ 580 &2 2%
PR R — L 2 A PR 1) T SRS 1T f) A
i £ 11 B F i P i S BT 9 Ot 4 A R A BB

S X A 98] T 2 B0 o O B AR PR T R R F 5
PEAT R B A

AR SCE S 407 W (5l 2 KR AR R S A v AL )
NN B R R TR RV TR A S e R TR RS
(A SR %, 2 e [ 58 iz 55 1) 55 2 S 00 AS [R] 4 15
Yy s IR T i 2 1 0 ) A 15 2k A AN ) f) E E
ok BB B2 T YA F A R S B B R RE
PR e TR0 (Bl £ 8 B E it 25 T 00 A6 AR S [R] 17
JOL P BAR & A 350 5] T 1) Al 55 00 -5 ¢ S 0] 3 40 4 274
TR I i A R A A B ST BLAR L EE R T
BIMAIETEA T & LSRR PR
FOAR S 00 T A G 0 AR SCIE A FE Tk
S X A 194 fhh 2 2 0t 28 4x S B AGAT OC R AR
FAT 7090 AT BRI L 5 3R 5 4 e e i 25 1 A [
fh £ 5 A4k 1 T H R T B feem AT A2 1
5] phy 2k %5 A% R R e e s A, i B2 Ay AH S 40 S8R 1 AT 5
H R —E i B

B A, 2 B A T A AR AL
FALHEFERL
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Background
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wards the intelligent world of interconnected things. The
number of applications, including internet finance and mobile
payment, show an explosive growth trend. These applica-
tions have strong requirements for data privacy protection.
This poses a severe challenge to the performance of cryptograph-
ic algorithms, especially public-key cryptographic algorithms
with high computational complexity.

On the one hand, the service side represented by cloud
computing technology needs to face the massive data generated
by hundreds of millions of users. The server needs to complete
the identity authentication and data protection of these users
in a limited time. The huge number of user signatures request
is also a challenging problem for cloud computing. On the
other hand, on the terminal side represented by the Internet
of Things technology, the embedded chips or mobile devices
of the Internet of Things are limited because of the cost of
production,and their computing resources are often seriously
insufficient. There are certain bottlenecks in CPU frequency,
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the traditional RSA algorithm, the elliptic curve algorithm
has a shorter key length and has important advantages in
computing speed, resource storage, data bandwidth, etc. It
can be used to realize key exchange, digital signature, public-
key encryption, and other cryptographic primitives. It is one
of the most widely used public-key cryptography technologies.

By analyzing the two different application scenarios on
the service side and the terminal side. this paper further
analyzes the huge differences between the two sides in terms
of software, hardware, and cryptographic algorithm require-
ments. Then we summarize various elliptic curve crypto-
graphic algorithm standards and hardware development
platform parameters. Based on the above contents, this paper
summarizes the efficient software implementation technology
of elliptic curve cryptography. We also focus on the research
of domestic elliptic curve cryptography and look forward to the
future development trend of the elliptic curve cryptography
algorithm. This paper has certain a guiding significance and
reference value for the implementation of elliptic curve cryp-

tography engineering.





