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Abstract  Software Defined Networking (SDN) makes network control more convenient and
more flexible by decoupling the control plane and the data plane. The controller interacts with
switches through specific control protocols such as OpenFlow, and rules for forwarding packets
will be installed or updated in the switches. Ternary Content Addressable Memory (TCAM) is
the most widely used storage medium for forwarding rules in modern SDN switches due to its fast
lookup. TCAM supports parallel lookup and outputs the results in one clock cycle. Besides,
TCAM can store rules with wildcard directly, which is common in OpenFlow networks. However,
TCAM suffers the shortcomings of high cost, high power consumption, and the problem of range
expansion when storing range-field-contained forwarding rules. As is known to all, OpenFlow
has been the most widely used control protocol at present, and the OpenFlow protocol standard
has specified more than 40 match fields according to its latest version. The number of match
fields is still growing to achieve high quality network performance. Therefore, forwarding rules in
an OpenFlow switch specify longer bits and occupy more room in TCAM than those in a traditional
L2 or L3 switch. Therefore, the number of forwarding rules that TCAM can store is very limited,
especially the OpenFlow forwarding rules with various match fields. It becomes a bottleneck of

software-defined network development. In order to efficiently utilize the limited TCAM storage
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resources for forwarding rules, it is necessary to optimize the storage problem of forwarding rules
in SDN. This paper mainly analyses and summarizes TCAM storage optimization mechanisms of
forwarding rules in SDN from such four perspectives as forwarding rule storage architecture opti-
mization, compression of forwarding rules locally and globally, management of forwarding rules
with the participation of controller(s). First, forwarding rule storage architecture optimization
aims at improving lookup circuit structure in switches, replacing TCAM with better storage
media, or applying a mix storage scheme of multiple storage medium. Most methods involve
hardware modification. Storing multiple sub-tables rather than the original rule table can improve
the storage utilization in TCAM. It is often necessary to maintain information of jump instruc-
tion. Second, we can adopt compression algorithms to reduce the number of rules under the
premise of keeping rule table semantics unchanged. Compression algorithms need to be effective
and efficient, and can compress rule table with high dimension. Third, rule table storage pressure
can be relieved by optimizing the routing of flows globally in SDN networks. For example, one
rule can be multiplexed by multiple flows in specific network segments, through which the num-
ber of rules is reduced. Algorithms are developed in the direction of reducing the number of rules
among the entire network. Fourth, Management of forwarding rules with the participation of
controller (s) includes caching of forwarding rules or flow table overflow control through specifically
designed modules. The module is designed in controllers or additional layer(s) between the con-
trol and data plane. However, none of the above four solutions can solve the TCAM storage prob-
lem thoroughly. Each of them suffers certain limitations such as overhead of hardware modification,

high algorithm complexity, algorithm ineffectiveness and so on. Therefore, we discussed the com-
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prehensive schemes of forwarding rule optimization suitable for future SDN at last.
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Background

Ternary Content Addressable Memory (TCAM) supports
the storage of rules with wildcard and parallel lookup, which
makes it become a widely used storage medium in SDN switches.

However, with the continuous expansion of network scale
and network functions, the forwarding rules in the network show
a growing trend. As a widely used communication standard
between controllers and switches in SDN, OpenFlow protocol
defines a high dimension of forwarding rules, which brings
tremendous storage pressure to SDN switches using TCAM
as the storage medium. This becomes a bottleneck of SDN
development. In order to efficiently utilize the limited TCAM
storage resources for forwarding rules, it is necessary to find
optimization schemes of storage for forwarding rules in SDN.
In this paper, we mainly analyze and summarize the storage
optimization mechanisms of forwarding rules in SDN, from the
perspectives of forwarding rule storage architecture optimiza-
tion, compression of forwarding rules locally and globally,
management of forwarding rules with the participation of
controller(s).

Forwarding rule storage architecture optimization mainly
focuses on the improvement of TCAM structure, or the inte-
gration of different storage media like TCAM, SRAM, etc.

The compression of forwarding rules locally aims at

XU Ming-Wei, Ph. D. . professor, Ph. D. supervisor.
His research directions are network architecture, high
performance routers, network security.

YANG Yuan, Ph. D., assistant professor. His major

research directions are network architecture, Internet routers.

decreasing the number of forwarding rules, or shortening the
width of forwarding rules. However, methods for multidi-
mensional forwarding rules compression are limited, and local
compression also faces such optimization problems as rule
lookup speed and update efficiency. Dynamic optimization of
forwarding rules from the global view of the network balances
the distribution, or decreases the number of forwarding rules
among the whole network. It is flexible and efficient. Besides,
it is not limited to specific network protocols such as
OpenFlow. New SDN Network Architectures such as POF
and P4 are also considered to further relieve TCAM rule
storage pressure in switches. Management of forwarding
rules with the participation of controller(s) concludes
caching of forwarding rules or flow table overflow control
through specifically designed modules, which are designed as
a module in the controller of an additional layer between the
control and data plane.

No one solution mentioned above is perfect for storing
forwarding rules with TCAM in SDN. Only combine these
mentioned methods rationally, and design management and

optimization modules properly, can we effectively alleviate

the pressure of TCAM rule storage resources in SDN.





