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Abstract  Network traffic measurement and analysis is an essential support for network security
management and traffic engineering. With the continuous development of encrypted traffic
technology, Internet traffic encryption has become an inevitable trend of Internet development.
However, network traffic encryption brings privacy and security to users and enterprises and
challenges network security protection and traffic management. Traditional traffic measurement
and analysis methods such as Deep Packet Inspection (DPI) are not suitable for encrypted traffic
environments, so it is of great significance to study encrypted traffic analysis on the Internet. At

present, current research in encrypted traffic analysis is classified according to the classification

Wk F - 2021-11-095 7E 48 & Al H - 2022-09-30. A PRAAG B) [H 5 A SR FL# M 4w R IUH (62172093) | [ K & g W& 32 31 B 38
(2020YFB1804604) 2019 4E T 15 % Tl H.1¢ B A1 37 & J& TR0 H (6709010003) % )y, BR-F3 - 1 1= B 58 £E » 35 S5 AF 57 00880l 1) 4% 25 ) %
A NE M4 5T, E-mail: zhchen@njnet. edu. en. 8 FGEGEE) M4 B8 4 S 00, J B R HL2= & (CCP) & b, E20F
FEAUI A I 46 2 4 (I 4% T S 8 R LR AT O 40T L 2 BB . E-mail: chengguang@seu. edu. cn. #F I8 M HF T AL L BT
7 180 P 245 735 [0 4 IR P9 45 B 23 L PR 245 25 R A T, R I A L 0 OO A R R ST A 0 25 s TR e 4 LN M S i AT . B
TR T 2L 2B TT 7 1) A 0 45 2 )22 4 I I 45 3 s A AT . SR 0 BF R A L R R AT AN R 4% 7 ) 28 A I 4 s A AT



5 1A W 7380 45 ECHR IR 0 O A 23 26 SRR SE 4 0R 1061

U

method of encrypted traffic and its input or output. There is no unified standard of the granularity
of encrypted traffic analysis or a systematic theoretical definition of it. Moreover, the inconsistency
of concepts has brought troubles to the direction subdivision and work refinement in encrypted
traffic analysis to some extent. Therefore, because of Internet traffic’ s characteristics and analysis
requirements, this paper first divides Internet traffic analysis into three stages by definition:
encrypted traffic detection, encrypted traffic classification, and encrypted traffic identification,
and elaborates the characterization of these three stages from the perspective of users. Encrypted
traffic detection refers to the process of screening out encrypted traffic from network traffic,
which has nothing to do with the generalized application carried by the traffic, the generalized
content transmitted by the traffic, and the rate of the traffic itself, but is only related to the
nature of the traffic itself. Encrypted traffic classification represents the generalized application
classification of encrypted traffic, which refers to classifying the generalized application carried by
the encrypted traffic on the basis that the traffic is known as the encrypted traffic, which has
nothing to do with the data transmitted by the traffic. According to the progressive granularity,
the generalized application can be divided into service, application, and function. Encrypted traffic
identification describes encrypted traffic data and metadata identification, which identifies the
actual payload data, the user behavior, the QoE, and other metadata corresponding to the traffic
on the premise that the traffic is encrypted traffic and the application type of the traffic is known.
Then we analyze and compare the existing Internet encrypted traffic detection methods, classification
methods, and identification methods from multiple perspectives and summarize their advantages
and disadvantages, respectively. Finally, we combine the development trend of the Internet network
environment in the future to analyze and outlook the possible research directions in the three
stages of Internet encrypted traffic analysis, from the perspective of concept drift. We summarize
the future research directions as encrypted traffic dataset perfection, encrypted traffic classification
and identification under new complex network protocols (including TLS-1. 3, encrypted DNS,
HTTP-2. 0, and QUIC), application layer feature based encrypted traffic classification and identi-
fication, and multi-point cooperative distributed encrypted traffic classification and identification.
Keywords Internet encrypted traffic analysis; encrypted traffic detection; encrypted traffic classifi-

cation and identification; concept drift; new complex network protocols
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Background

With the continuous development of encrypted traffic
technology, Internet traffic encryption has become an inevitable
trend of Internet development. However, network traffic
encryption not only brings privacy and security to users and
enterprises, but also brings challenges to network security
supervision and network traffic management, as traditional
traffic measurement and analysis methods such as DPI are not
suitable for encrypted traffic environment. At present, there
are a lot of researches in the field of encrypted traffic analysis,
but they are classified according to the classification method
of encrypted traffic and its input or output, without unified
standard of the granularity and level of encrypted traffic
analysis as well as a systematic theoretical definition. This
has brought troubles to the direction subdivision and work
refinement in the field of encrypted traffic analysis to some
extent.

In this paper, we first divides Internet traffic analysis
into three stages: encrypted traffic detection, encrypted
traffic classification and encrypted traffic identification, and
elaborates the characterization of these three stages from the
perspective of actual network users. Then we analyze and
compare the existing Internet encrypted traffic detection
methods, classification methods and identification methods
from multiple perspectives, and summarize their advantages
and disadvantages respectively.

The three subfields of Internet encrypted traffic analysis
have been studied for many years, but they are still the main
directions of it with rapid development. Although there have

put forward many solutions for the detection, classification

and identification of encrypted traffic on the Internet, most
of them still have problems such as idealized environment,
antiquated protocol, single dataset, simplified features, and
lack of in-depth research on encrypted traffic itself.

Hence, we finally combine the development trend of
Internet network environment in the future to analyze and
outlook the possible research directions in the three stages of
Internet encrypted traffic analysis in the future. We summa-
rize the future research directions into four kinds of problem
unsolved as encrypted traffic dataset perfection, encrypted
traffic classification and identification under new complex
network protocols (including TLS-1.3, encrypted DNS,
HTTP-2.0, and QUIC), application layer feature based
encrypted traffic classification and identification, and multi-
point cooperative distributed encrypted traffic classification
and identification, hoping to provide a reference and sugges-
tion for further research work in this field.
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