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Abstract  Whether it is the traditional Internet or the emerging Internet of things, security has
always been the top priority in the network environment. With the upgrading of communication
technology and the development of the Internet and the Internet of Things (IoT), the Internet
and the IoT will be integrated into the Internet of Everything (IoE). With the expanding scale of
network, the security problem will be more serious in the IoE environment. Hence, maintaining

the overall security and robustness of the network is more important than maintaining the security
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of a single node in the IoE environment, and trust architecture is the foundation of the overall
security of the network. The current mainstream trust architecture is a trust chain model and it is
a space model of trust architecture with chain topology as the transmission relation topology, which is
widely applied in the Internet identity security authentication system, such as the PKI-CA
system. It constructs the continuous trust relationship within the network through qualitative
active verification. However, a large number of studies have shown that the defects of chain
topology and the lack of quantitative trust measurement make it unable to adapt to the Internet of
everything environment. In this paper, we propose a new generation trust architecture: trust
neighborhood network, which is based on Hidden Markov Random Field Model-Confidence
Energy Field (HMRFM-CEF) model. First of all, we innovatively introduce fractal network into
the trust architecture, which is a special mesh topological structure which can guarantee the
spatial robustness of overall network. Then, a trust neighborhood diffusion transfer concept in
which trust nodes only have interaction with others in their own neighborhood is proposed. The
concept can describe the transitive relation of trust in the fractal network spatial structure and
construct it into trust neighborhood network. As a supplement of current trust architecture, a
quantitative trust management model which contains credibility and trust layers are proposed.
They are used to describe the trust transfer and management of the new generation of trust
architecture. Afterwards, by integrating Markov random field model and hidden Markov model,
we propose the mathematical modeling of trust neighborhood network with Hidden Markov
Random Field Model (HMRFM), so as to realize the quantification of trust relationship and
description of trust state from the mathematical perspective. Moreover, a Confidence Energy
Field model based on HMRFM is proposed based on the properties of potential energy model and
trust characteristics of Markov random field model. HMRFM-CEF solves the problem that the
trust of the architecture requires to be initialized if the trust is needed to be calculated. Finally,
we put forward the Trust Threshold Control model (TTC). By combining HMRFM-CEF with
TTC, the architecture realize the calculation of trust under the dynamic change of trust relation-
ship. Mathematical analysis and simulation experiments show that compared with trust chain ar-
chitecture, the architecture proposed in this paper can quantitatively measure and manage the spa-
tial relationship of trust, break the 100% overall network attack success rate in the case of unlim-
ited attack duration, and reduce minimally to 39% respectively at the scale from 10 to 1000
nodes. It guaranteed that the average theoretical attack cost is increased to more than 2 times to
ensure the robustness and overall security of the network system.

Keywords Internet of everything; integral security; trust architecture; trust neighborhood

network; hidden Markov random field; confidence energy field
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success= Judge(PTrans)
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END
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END
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2. WHILE £4 Q ~z DO 39. IF ConnNodes & h=5 THEN
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4. success= Judge(PAtk) 37. END IF
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8. END IF 40. END IF
9. atkSuccCount+ =1 41.  ELSE THEN //pattern== Atk
10. END WHILE 42. success= Jud ge( PAtk)
11. WHILE 44 U A ~5 THEN 43. IF success==1 THEN
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20. IF ConnNodes =5 THEN

21. CONTINUE

22. END IF

23. cAtkTarget=RandomPick(ConnNodes)
24. cfd=VecCfd[ cTransSource]

25. p=XMatrix[ ¢ TransSource [ cAtkTarget]
26. VecCfd| cTransSource]=cfd—x
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Background

With the upgrading of communication technology and
the development of the Internet and the Internet of Things
(IoT), the Internet and the IoT will be integrated into the
Internet of Everything (IoE). IoE will become the inevitable
trend of the development of the network. Compared with the
Internet and the IoT, IoE pays more attention to maintaining
the overall security and robustness of the network rather than
maintaining the security of a single node in the IoE environ-
ment. As a basic model and criterion of trust interaction
among nodes in network, trust architecture is indispensable
in network node behavior interaction and is the foundation of
the overall security of the network. The current mainstream
trust architecture is a trust chain model with chain or tree as
the trust transmission relation topology, which is widely
applied in the Internet identity security authentication system.
However, a large number of studies have shown that the
defects of chain topology and the lack of quantitative trust
measurement make it unable to adapt to the IoE environment.

In this paper, we propose a new generation trust archi-
tecture: trust neighborhood network. which is based on Hidden
Markov Random Field Model-Confidence
(HMRFM-CEF) model.

Energy Field
First, we innovatively introduce
fractal network into the trust architecture. Then, a trust
neighborhood diffusion transfer concept in which trust nodes
only interact with others in their own neighborhood is
proposed. As a supplement of current trust architecture, a
quantitative trust management model which contains credibility
and trust layers are proposed.

Afterwards, by integrating Markov random field model
and hidden Markov model, we propose the mathematical
modeling of trust neighborhood network with Hidden Markov
Random Field Model (HMRFM).

Moreover, a Confidence

Energy Field model based on HMRFM (HMRFM-CEF) is
proposed based on the properties of potential energy model
and trust characteristics of Markov random field model.

Finally, we put forward the Trust Threshold Control
model (TTC). By combining HMRFM-CEF with TTC, the
architecture realizes the calculation of trust under the dynamic
change of trust relationship. Mathematical analysis and
simulation results show that compared with trust chain
architecture, trust neighborhood network architecture can
raise the cost of the attack effectively, reduce the attack success
rate in the case of infinite attack period in heterogeneous
network environment. It realized the fundamental improvement
of the overall network protection ability.

But in actual network environment, trust management of
trust neighborhood network requires more calculation and
needs to consume more system resources. So, in the case of
limited resources, how to schedule the trust management
resource reasonably, store and update every node’s trust safely
and timely are need to research. Moreover, the trust system
of the IoE not only includes the trust space architecture, but
also needs to consider the change of trust in the time dimension.
In addition to continuing to study the trust relationship of the
trust system of the IoE in the space, the subsequent research
points also include the dynamic evolution of trust relationship
over time.
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