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Abstract  With the continuous development of Internet technology and the gradual expansion of
the Internet scale, an increasing number of network attacks and security incidents bring more
severe challenges to cybersecurity. The core problem of the situation is the imbalance between the
offensive and defensive sides due to information asymmetry. Moving Target Defense (MTD) technology
is a kind of technology that hopes to confuse attackers by implementing continuous and dynamic
changes, and implement these changes on the attack surface of the protected system, so as to
increase the attack costs and reduce the attack success rate. With the development of the research
in this field, how to optimize the dynamic defense strategy and realize the balance of costs and
benefits in intelligent defense has become the focus of the existing research on MTD technology.
However, existing decision-making schemes or optimization models often have problems such as
improper description of the actual attack and defense scenarios with strong purposes, insufficient
prediction of the state of the attack and defense process, inability to deal with unknown types of

attacks, lack of quantitative evaluation of utility, and lack of consideration for system users. In
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view of the above problems, we innovatively take users as the third participant in MTD game,
and put forward a MTD technology based on the asymmetrical trilateral game model with the
combination of Stackelberg game and Markov model. In this model, we first define the structure
of the game model: asymmetrical trilateral game. The offensive and defensive sides participate in
the game as equal players, while the user is at a disadvantage as a third player in the game and
has an asymmetrical relationship with the other two participants. In addition, we also assume
that the user, as an independent participant, does not interact with the attacker and the defender,
that is, the user does not aware of the existence of the attack and defense game and does not care
about the result of attack and defense, but only focuses on the functions and performances of the
current system. Then, under the assumption of the trilateral game model, we adopt the traditional
Stackelberg game model of sequential offense and defense, and put forward the trilateral sequential
game model of “attacker first, defender later, and user stochastically”. Specifically, we summarize
the game in each timestep into a Markov process unit, so that the whole series of the trilateral
game process is built into a Markov model in the timeline. According to this, we define the three
participants’ respective utility and the relationship between them, in which the cost and benefit of
the defender and the user are both taken into account. Through the first-order game prediction
and the k-order game prediction, the optimal strategy of MTD under the current time step is
determined. Compared with the existing game between offensive and defensive sides, this model
optimizes the user experience of using the system, improves the adaptability of the model, makes
the optimization convergence process more consistent with the actual scenes and can be applied to
the complex attack scenes, which has a better effect of process state prediction. Mathematical
analysis and simulation experiments demonstrate that the model can give consideration to both the
defender and the user by balancing their utilities, avoid excessive defense and inappropriate
defense strategies, so as to effectively realize the intelligent defense strategy decision-making.

Keywords moving target defense; Stackelberg game; Markov model; asymmetrical trilateral

game; intelligent decision-making; utility balance
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(5) P K BLA G D Be R B sl v BE R . A
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3.3 Markov BEEENE=ZFEEFHEZA

Markov #t % 1 £ (Markov Decision Process,
MDP) J& f the 5 # M 4f 45 4> I 20 W4 3 A R 3 .
AT JHEAT S 56 & b 4 B B A A8t AT S i 3
RGN A HPRE L RSB R AA
Markov ¥, BRI — i) 210 B9 R 28 H 5 24 1 i 2048 25
5%, Markov 1 2§ 2 fy 18 2598 1 MDP £ 45 1 oK »
LAFZEZANSME IR

Wi A7 (4 5L 3 58 i AN 23— Bk gk . AR A AT g
W R AR R TR BT R B R R DL R G
N APIR S A P RAR I T — D RGUIR S U Y
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HE. T IO 2R DL AR S Y L B L H v A
— AR A B — 4 Stackelberg 125 i & £ B
HE ke 1 B0k A5 SRR S T A . S T S B S PR
TRURI KA 11 55 B 1a) 52 2% B L AT 3% B — By Markov
Wb 854 N AN B 7 Markov 5 5 &Y, gt & F —
Bt RS H B E— B IR P . 75— IRk
AR Bt 28 Y B I 458 T DLAE i Markov B ity
B A 55— S BN R BB e AT Ry i ok
Bk 2680 K Markov B 4 19 4 8 € L 1B
T2 Markov B s K E R E. 1 By Markov I
i B IE 2 R,
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w80 K LS ERGUREE Lt RS £ A
e H ELE AR Stackelberg 1HZE b Ut & K
T RmE ] 5 D S B S AESE Kl Stackelberg
TR Bl A 2 7 0 SRR s 1 R 2 AR AU SR P AR 4R
K3 A Stackelberg MR P AT Ry 5K Mg ] i s T S X
AXDXU—> Prob(8) j& Wi R #% sk 50, X B4
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SO IRINE S RAi 3 B © 4k A 1 S OF AN g
VRIS (132 8, 5 BETE 25 7 e 3 0 B A X6 o
2 55 35 4T SR FSE W AT J50000 o DT foff 2 5 S
T A T 2 e SR A T DN A R SR TN M T A 2 e K
A 1 0 DT XoF 2% 1> TR 3R A A R AT B OE.

4 IRy A 04 28 B & A B 1R R AR
4.1 ENE=ZAHEFPSEEZEHRAUE

X PGS S Bk E R A B H AR R gk
Fr a4 ik 55 03 4 BN A i A 8 DR g ik 2 1
JSGAS X IO S Tl HE 290 T il R W I 7 AR B T 0 =
CostACa;) o T By 2 AW 4 D) Ay 122 30 G ik 55 s 7 32
2By A 04 B A AT AT D AR Z 5 A H AR &
G 7 B B A 0, = GainAa, »d,,) . TERTSCE X
AR HE Stackelberg 1 25 i 72 /. AT P 9E 47 1 UK 2R
L AERERIRG I PR AT 5 R NI, 255 % B 0l
A O ma=GainA(a; d;;) —CostAla,).

[F) A X 3 B 40 5 T 5 5 AR ST AR Y H RS2 0
CAFTE W B A7 S 47 B A8 AN A7 78 B A7 8 1 00
T R TG B AE AN TEAS SCH) 25 IR E 2 N L TR L B A
1A 7 A 3 Bk i Ca) R R B0 AT DR T R 0 B
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AR RSB FIZ R G PR ] P AR WA A&
B oy = —6v. FTEA P RFFE S R GRS R AR Z
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FH P B35 A Hy TP B9 AT O 2R X AR G 2 RE i1k
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AE(a;) =Eval( func, perfla; s,)—
Eval( func, per f]|s:) (D

[7i) B 7 I i By A0 75 A0 R A 1 R IR S
S 1Y) 22 {5 N

AE(d;;) =Eval( func, perf|d; +s.)—
Eval( func, per f]|s:) (2)

% Markov iy i B8 IR 285 28 e 52 i 1 22
{EH M

AE(s,—s,) =EvalS(s,) — EvalS(s;) (3)
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ATDLTE S RS R AR B P M AR S, 7 B 21
MRS I RERR I3 AT P (h—>1) i =0, 1, . B HE T
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— A e I SR AT R e P U i T B A R
1113 A 328 4% i 11 Bk A2 SR s 2 Tl T B
{14 5 ) DU 3 5% 1 Dk 2 7 1) 04 SR W o 2% U 3 Al IR
i B IR E) T AT RUR) A A 4 AT TR LR 2 B
o T A 2 FEOR AR B Bk Y B AUET L
AT TR S WO B T il AR
1P (o B b A7 5 25 9 R A 1< g LA 75 A0 20 o 5 2k



3 MR F i %5 . 3T Stackelberg-Markov JE Xt 45 = 5 Tl FR BB (19 88 3 H bR B 0 H A 521

HodE eI =T TSR

m Kt
i Bl L

Stackelberg fHZ5 55—

. 351??9 i \. AN 241 ..‘»'@ﬂi»‘:

StackelbergliZ55% =26 7 v

RE2 : :
StackelbergZEHKL ¥

B3 BOdE B B = 5 R R
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(WX Ny =W X Ty W5 X000 (12)
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Background

Moving Target Defense technology is proposed in recent
years as a kind of new proactive defense technology that
hopes to confuse attackers by implementing continuous and
dynamic changes which are used to defend the attacks by
switching the attack surface.

However, existing MTD games have simple game models
while the participators are limited to the attacker and the
defender. And existing MTD models cannot fitting the
description of the actual system well, lacking prediction of
the state of offense-defense process and short of ability to
apply to complex attack scenarios.

In this paper, we proposed an asymmetrical trilateral
game model based on Stackelberg game and Markov model
used in MTD (SMATG-MTD). First, we innovatively
introduce to take the user as the third participant to the MTD
game. The offensive and defensive sides participate in the
game as equal players, while the user is at a disadvantage
as a third player in the game and has an asymmetrical
relationship with the other two participants. As a result, the
asymmetrical trilateral game is constructed. And the model is
able to take both user and defender into consideration.
Second, we combine Stackelberg game and Markov model to
better describe the actual offensive-defensive scenarios and
enhance the predictability of game model. Third, to raise the
ability to apply to complex attack scenarios and realize
intelligently MTD defense strategy making, this paper
presents a K-orders Markov game prediction method with a

utility calculation method using multi-measure evaluation.

CHENG Guang, Ph. D., professor, Ph. D. supervisior.
His research interests include SDN network measurement and
management, network traffic measurement and big data analy-

sis, botnet, APT attack detection.

Compared with the existing game between offensive and
defensive sides, SMATG-MTD optimizes the user experience
of using the system, improves the adaptability of the model,
makes the optimization convergence process more consistent
with the actual scenes and can be applied to the complex
attack scenes, which has a better effect of process state
prediction. Mathematical analysis and simulation experiments
demonstrate that the model can give consideration to both the
defender and the user by balancing their utilities, avoid
excessive defense and inappropriate defense strategies, so as
to effectively realize the intelligent defense strategy decision-
making.

However, there is still a large computational complexity
in model prediction, which would cost much in larger game
strategy space. Therefore, the subsequent research should
focus on how to reduce the computational complexity, how to
measure and evaluate the state of the system, and introduce
the adaptive strategy probability distribution correction
mechanism.
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