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Research on Probability-Time-Window Sensor Fusion Algorithm for Sensor Attack

CHEN Yan-Feng DENG Qing-Xu ZHANG Tian-Yu SUN Lei

(School of Computer Science and Engineering , Northeastern University, Shenyang 110169)

Abstract  Cyber-physical systems deploy sensors to measure the real physical state, and transmit
their measurements to the controller through the network to achieve multiple functions. The sensor
attack causes a large error in the physical state measurement value received by the controller,
which cannot accurately reflect the real physical state, thus prompting the controller to make
wrong decisions and control instructions. This directly affects the normal work of the system and
threatens the related industrial production, personal and property safety. The security of cyber-
physical systems is facing the increasingly serious problem caused by sensor attacks, and the
research on related anti-attack algorithms is of great significance. This paper mainly focuses on
sensor attacks, and studies how to improve the accuracy of physical state estimation through
sensor fusion algorithm. Besides sensor attacks, there are two factors that affect the accuracy of
physical state estimation: random noise in the sensing, and random delays in the network trans-
mission. In view of the above factors, this paper designs a probability time window sensor fusion
algorithm which can resist sensor attacks. Firstly, on the basis of using Kalman filter to deal
with random noise, the corresponding state estimation value and probability are calculated by
compensating the random communication delay. Then, the probability cumulative value of each
sensor in the time window is used to evaluate the confidence of the normal operation of the sensor.

Finally, the normal working confidence of each sensor is taken as the weight, and the physical state
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estimation value is updated by Kalman filter to reduce the negative impact brought by the measured
value of the attacked sensor. The autonomous vehicle platoon MATLAB simulation results show
that under the condition that the probability information of noise and delay is accurate, the algorithm
proposed in this paper has the lowest sensing error, compared with ordinary Kalman filter, Euler-
Distance Kalman filter and Interval Fusion. And the cumulative error of physical state estimation is
67 % lower than that of ordinary Kalman filter. In addition, we evaluate the performance of the
proposed algorithm under inaccurate probability information of noise and delay with different
degrees of error, including the range and the parameters of distribution functions. The results show
that all relative algorithms need relatively accurate information to generate acceptable estimation
of the physical state to make the autonomous vehicle platoon work normally. The proposed algorithm
can tolerate the maximum error of the probability information among the above methods. When
the relative error between the communication delay time range obtained by the controller and the
real range is = 60%, the proposed algorithm can still achieve higher fusion accuracy than the
traditional Kalman filter algorithm. If the attacker obtains the full-knowledge of the proposed
method and launches adaptive sensor attacks, it will pre-check whether the designed attack vector
can be detected by the proposed algorithm. To keep stealthy, the fused errors are limited to
acceptable range under which the attacked sensor will still be regarded as normal sensor. In this
condition, the maximum negative affect the attacker can produce is the fused value skipping
between extreme points of the acceptable range, under which the system can still work normally.

Keywords cyber-physical system; random delay; random noise; probability theory; time window

2023 4

sensor attack; sensor fusion

1 5]

i

RV ARG G ITE ML L LG R
T 49y B SR 2 ) ) R LA o A A RR 55 9 K
A Tl A T 55 . Sy 52 B A B A A g A
5 22 1] 9 58 L R A A R B A R B R 4
HR R X R S 0 BIUPR 25 2 AT I A A SRR ) ) R
5 B AR G Ry B SRR A Y e D e S d L T
1ok 190 2% A2 i 38 2 i e R E TR LIRSS L 52
PLA ST RE. X LS W BIOR 25 0047 v 0 B 15 B
P BLZR 0 A L R SR R R A — AR
Wy B 2R G 47 ) 2 MAC R ) A SR R RO S Y AR AN
LB 2 By BIUDR 285 o 42 1 45 00 2 60 A R DR O
I S B R P 4 2 T B A SR A M B T R
A ] g 2 A 0 Kl e A R R e R e RE
U R UM T P 6 A A I e L RS
CA AR TR T i B EF AN A
2 R A A R A S PR G 7 B A IR AR
T B S EE IS R oF ) BRI A R AT v o A )
JEPRIESS SV B AR G2 A8 AR A0 S Al T A% 2 e

i B S ) ) VR . W T 1) A% R B0 Y
TR Bl SR 5 ST R S R A A X
TRy B PR G & HA B 208 L

1% s MU Y Jc 2 A o A 42 o g e Wi 3 A R
F18 12 SRR ARE 0 T A SO R 1 TR SR N 95 4 A IR
B2 45 J5E 2 1) A7 TR N0 L 0 5 TR o £5
BIAE BT e . A% I Bk T RE A A L A% R A By
B gy B 7 2B 3 T P S 0 i o o] 4% SR
i 2B B R 1) DN {1 5 L TS BB BT 0T LA R 2%, AR
1% B o T b R AT M T A A B A N B A T
DA R AT % 0 4% 19 e o o AEL gt E LA X B X A% SR
iy BT A BGE . DL 3 B 4 U — SR g fF R
PR G0 % AR G0 240 A 978 BOR G AU B
iR £ B A LiDAR (Light Detection and Ran-
ging) FEBCk VH IR SF AL IRAR IR, A B0 B AR
FRIE e A REATRRTE T8 b VR4 Z 18]l 3 T4k W 4%
K G L R RS AL Mo &
A LA S B 5 X R S R A1 S S IR B A A
5220 2 B VR 1) AL SRR AL A i R A )
Bt 0 mT DUE 0 4 B A 2 9 18] B 38 65 24T £ 40
BRI A T A R R RS AR B B AR AN



6 I W 22 D 45 TR 1) el A i A T 5 T ) 7 SRR i B T T 1229

TS 2 0 A8 L T D) o B ) 2 S AR B A L 2 R
R A R

SR A R TR A R G R A A X
AH Ry SRS AT 4% s M 2 W OC R o R G
T ) T A I b 3 s, ) P 2 A IR g B TR 24
HOCFR A A B AT Rl 4 0 ) 5 TR B A
2530 b 3 1) AE B AR T B S  BER A R AT R U
P 0 o AT AT R 1% Je i T s L AR T
8 B ) FH 2 A 81 7 000 i 800 A7 SRR A S R
G )R 85 Ak 00 A S A BB A5 22 ] ) R 25 R A TE
A2 7 0 L PN o A S o 02 A R ) oA
SR T A% S A8 Xk L S FHBR 285 190 0 45 3 0 e AR
o —E WA SR 25, 5 BT R D Ak 3Rk AR A
B 22 A2 JERSCHE 9] 199 25 5 J2 W0l e 0 1) i 2 A%
() B iR 22 25 BN Rl A R A 52 .

1R EE 1) B BiR 2% FEORIEF AT (DR
SRR LI St Ao AR P A A — W B AL 7R 5 (2) BHE
AL SRS 77 A S5 3ok DO 2% £ i 80 42 o g EA T AL B2
] 4776 — 5 M BEHLAE R . 78 2 B0E bR R G . 1
P BE AL P B ok Tz B A AR R 2 R B E Y
P18 0 B 3 R AT Ah 3L 5 T B AL B AR A7 3138 15 s L
ZORAS IR TP A IR 2R A5 ), AN 7] R G ) 9 42 3R
AR K 5. BARXT o MR R 40 T LA A
Bl ML A 3R A0, R D — 7 1 AE 238 0 A R AIE L L 55 il AT M
PR S AN I 22 BB AL AE 3R 4P R 2 2494 = 7 4y
A G G E A BB AL M 7SR B ML AE R, 7E AT
Mg o o 00 Ak 38 3 I 5 S X6 B ATL MR R RN B AL E GR 7
A AR 2 EA T A 2 A A R S B HE A M 1 )
FLR 285 JER R A5 A 0. AT ORGSR i A SR
Al G FILE T EAL A 3 AR (D FEALEE S 5 (2) L
HEIR 5 (3) A IR AR T

FEXTREAILIE A, H AT A AR 2 BB 5T R
T 3 5 TP 5T D OB D AR A AR A 4 A1 AR 1 B AL PR
P DA )2 AFAE 0 22 S5 (R v o M R Ol )L R TR OR
2 Y08 U I B R LA A o IR DA I 28 3 A 1 B AL
L5 BB AN [ B AL AE R R A A A )
Aiv . A B AL AE 3R A0y BEATL I 75 L A% 48 0 R R 2 8
VR T AL B G (E RS BE S A T REAR. o R UEAR
YR G R P RS BE L A AU A 1Y B LA IR
b AR AR AL BB AT DL SR o —
8 I T8 A [ 25 ) s ] 8 B Ay X 4 X A8 IR
HEATAEZAG I 5 5 Ab— 202 58 i i, 52 30 55 07 =X
ARAT I — B 7R 5 Bl AL AE SR 1 A 2R 43 A R AE L R
ZAR BT AT IR R . I 2 B AT DA o A A

FGER  AH R 2 8 3 Moy 2 T DA W B e ]
ol BB AR AT B [ 25 O DR T e A S
i TR A v LA A R R R R
A FEAE IR I A R ZR G5 A 1 38 15 R AE 6 I A T
RE 70 [ P 19 4 33 AT — 2 3 1B 1Y P 3%, BB 6% L X 2
T o7 2 ) e B s . AR M Ty T i Il R - — T
AT » 0B R W8 7 (4 ABE 32 0 A 15 B T BB AATE — B R 255 )
—J7 ] Z 58] G852 A TN B 09 52 0 o 5090 AE 5 8 ff
ZIAFFE B M 5. 3K T TR TR 3% 2 5 i) g o A
Ab B ) o A

Tk A DN Ak 3 8 3 S T i) 8o R il A SRR T
. X e K 22 5 F 2 AR BB 1 — 3K
PRI 04 A% AR Ta] 1) 29 o 45 1 - 08 3 4% 559k
S 7 O A IR Al E AT 90 [ L RR AR 2 T A A L
11T TR 1 LRI e 32 3 o 09 1 SRR . oo A TR Bk
AL BT LAAr R PR — R R B R Rkt
B Sy A — SR TE E S IR AR S A A X
L A5 T g 1 S B B T A B AE R E A kb
U A A BB R A AR AL R T R
FE RSB ST o AT LAAR AT b %R R 1) 0K
Ja F M B 2% s HAKHS T4 BB R, S s oy & 2% L (H
S AT BB U AR B AR BB A S B0 B A R

H A B> BE % [ B Ak 2 B AL I 75 0 Bt AL AE 3R
V18 T[] £ i ol 1) SR il A SRR E YL SR T R OR
Y08 I B AT DA A B A A v T L (H
T AL BE A 1 BE AL ZE 3R 5 3 T B[] 28R A 3R A ) 7Y
SR G % IO % B A (] 25 Tl 5 RT B e ) R )
i 5 2 T AL IR AR R A B A RV TE R A R 22
I Bh 5 A 22 AT X b oA ] B, AR SR
T MR S i [ T o R S Bk L A
B T AL RS T R RN R R 2 R R R T AR
JRRATE I (] i P T A AR AR DA O s O AR
SRy 2% At SR A HSCHE 1 B ] A R 1 AR R i
{H. B 56 A BE AL AE R (1) HE 550 A5 15 8, X &5 I
i 1) D (B PE AT RT RE S B PN B AR M L RS S AR
TR AN [) 2 3R M2 T 5% RO 174 00 S 0 5 o A
A5 B s SR D7 S8 Al A {0 45 A% T ) o
(14 AE A5 B PR A 2 A% SRR IE 3 AR MR o B
WA O 1 RS B AL s i) 45 B A5 1B TR AR 1Y
P[] i A 0T R 2K o 20 3B 1 AR A A 0 A AT T R
FRAT EL LW AR A 1 Wl Ak DU AR

AL FETTHRANE -

(1) 7 IR 2 08 P A P BE ML R 7 L AL b, 1T
) FH BEATLAE IR 7 M 38 50 A1 5 R EAT A IR M R AL



1230 it "

Bl

1R 2023 4

AL
=B

o M FH A S 1) 7 A 2R 8 3 Al 00 o oz A8 R 1
FPBUEAE R VPAl A% 2 2% 15 5 A R AT RE 1, 7E KUK
2 R P AR S TN R AT R ik RARE AR Dy SRS
At DL PR AT /0N A2 A e A0 7 R 1) 97 T R ) 5

(2 1Dy F AR AT o Sr A 32 Bk 4 BA £ ] A
T Xof AR SCHIT 7 H 4 A il B AR At AR O 4T 1
ol Fl A Rk BEAT TGS 0 L 0 A B T M
A PR AR A1 A5 JEL % 22 X 4% R B 3k 5 OR RE 1) R
Wi, X B T AN RS I AR B8 1 B 1 IS BBl R
T A R

ASCE 2 W BB O AT R IR S gD
T 16 5 £ TR 1 S B ol 0 SR B S R 5 3 T
VLWL T B 52 1] R4 5 5% PR AR 5 50 4 15 0 A
P GE R IR 2 U 5N [R] e B 3k 1) 38 AR 5 265 5 1 TR AN
PG T BT R I ] o A9 5T 2 Rl SRR R 6 1Y
X T 4R H 09 3 A A A O B3k BEAT T X EE Al U
UE s 55 7 X SCR AT T R A AR B

2 HXIE

T i) 15 Tt Tl P S R il 5 AR o AR B 3
PR - BEDLIME P L BE DL SE IR AL I 8 Mo, BEX )™
TZATAE I s T R R IR B R o A A0 e DR TR
W2 — SR R R 2 IR B A By AN A Ak AR 3
A B BEATLAE 38 1) BE 7+ 6 25T 55 B AL S 38 Ak 25 3 AW
L5 7 RE S BLRE 8 R A% AR T el 1 v oA A 1 S
Rl 14 b 7 AL B BIL G 7 5 2 AT B AL AE OB A
P 0e PR AT R N P Aok G 0 Ak B 0 i S BT ol
F1 SR i 5

Wt BILSEE 3B (9 b BLAT LA 23D PR S — 2R A%
R [ 28 Bt T A s T 8 45 77 A 0 i ML S 3R 5 55
b — e AR AR 2 48 14 B BIL AE 3B M 5 03 A R AE L JEAT
JIT A AT BE T [ 9 S SR A3 Zhao S ANH AL 58 R IR 2
BB Y R 2 iAW) L T 2 dEIE N AR/ T
e Al AR IRL )T D 2 T 2 68 B AL HE 38 7 AR A R 2
AT I /MEAL BT Wang 45 A 7E 2 R B 4503 L il
R IR ZRAF T A B2 R G BOA A X A2 i
WEHE AT TS AMEY . Ravi 5 ABF5E T AR
SR A AR M A5 SE R N A AR S A ARk Ll — B
T 1) AU Bl 00 ) 5 25 BT % bR A R 0 S U A
W Dorigoni 45 A — A~ I 8] % A 11 7R & 8 i
TR AT I A2 DR S AG T 5] A B G AN il SE PR AR
PR BEHLAE IR f) 52 00 SR, b ok B BIL S SR Y A G
IR G U P TR R AT T I it 4 R T

T[] A% 2 4% ik H HTA 7 BT R R 2 08Dk
VL AT T ARG 5. H: b A% S s B0 A Y Jt B
HB IR e T 45 A5 I A I e A (B) A — BOPE AT Y L Gl
ot Py SR L R AR T 22 SRR bR U AL I A Bt Bai S5
NG T -RIOR SR PHELE T W Bk VR4l T Xty
A DL T A B R A, 45 T B R T R e
Chang 58 ATER REHL M5 501« Il FH &R 8 807 A Y
Bt T — AP R 22 PP AR R I B Al AR T4
o N S o o el W ST R I S /N
I s 5 FLBE T 5 IR 2 08 U A T80 A ) 480 3k 0 T
22K D 4 A 158 T8k B IR e 07 43 A AE S BR R S8
B T RERAT B Y S BUR R T O 25 U Y
SEUEXE L AR B 2 . Manandhar 55 A48 T K
L B G B 12 o) A% A e AT — Br L B
IO X6 B2 2% 1) K P00 5000 e A B0 R R A R
2 [ WA B 5 LE 3R 19 52 e, H AR X 0 Bl AL A8 3R 4R
AR EE G ] RePE B TR AT B 45 R A I 7 5K

H T 7] B 2 i W 75 S 3R RN Tk ) S R G B
LR AR . Marzullo 78 1990 4R #2 H 1 356 T 54 48 [a)
B P 5 B v b 5 T T I R 2 L RE R
WA 22 B S I B 3t 1 e A DN R A B L R
I 15 22 T GE IR AT RE 1Y S S0 [ H B S ) R
AT RE 1Y Y H1R] B 7R 22 A% AR B B 10 F 1] B
Z M) B ) B A A A A3 1 O S Rl A A T (E
Ivanov f£ Marzullo [ L FERE_F 7817 T oleitt , 78 2015
AR M L T ) R Y e A U AR v G T i R
M AR PR AT IR s2 . £E 2016 4FE % Marzullo
P14y T) i 53 2 v 1 o Ak 8 A 4 A0 T e A ) )
WU A% AR J5 - R s i 0 4 i w8 B B
HEAT A0 4, AR JE HEAT R Al L A R % & 58
BB BE

PEFATIT A Marzuallo [ 8] b 55 vk S =oAL 16 55
Pt HAT DR 5 B MRS BB M R
— o A SO IR T R] R A G A SR T
SREA ) 32 n] IR B X R PR R AE AR ) 43 A A TR
SEAE T BT A RTRE IS DI A 5 18 M 75 R SE IR 1Y
BEHLE . R B M 75 R E R 1Y) B S i 7T RE A7 AE — o 1R
25 TE AL SRR A6 I Ak B A TT R AR . AR
Tvanov #i& ty 1) 25 I 8] %7 19 O fb 550 0 7F — o8 2
BRI TR R H R AR R E S
L) DT R 1R L 5 i) o 22 1 ) DR 4 AL I (L
BB WA AT FEFRE.

AR SCER A 5 1 B AL R A R B AL RE AR R T R R
U8 WX IR 1 397 43 A 1) B B MR RS R AT Ak 3L R
BEBLAE 3R B ME 4 53 A1 {5 S #E AT 48 IR A L AR 4 2 1%



6 % A U 4

THT 1] g St XA 4 MOE 3 I I o J Rl B VR T O 1231

TR 22 18] 1 B 5% 28 RIOGS o7 A R340 AR 3 ) A2l
P 1B W AR RE AR BEAT VPG 45 & 25 16 BB 1B %
PEASE SR A I 18] 27 P9 1) SRRV, 24 f2 A 5 i
Jo it BB E B {H.

3 BExMRE

AR GG B0 R G AL RAE 2L WA
SCHITIE I 22 R B 5 S 0 5 G A R
N JiE 350 A TG B 3 Ak
3.1 HEFEER

FEY ARG SR NIE 1 PR, B B

W i, Biba, BT

YIEE R GURES o th N ARG 2B I . % JE 3 &
GERA 3 FHE - NS 2R G0 90 AL RS TE B A 5 A A%
FATF BB N— N A R G AP aRA% Jg e L A 2U
77 2 HC B -5 P 1 A AN R] 1) 00 B A 24 A A
X ] DR 2 i AT I I AR Gt SR R AR e
3t 3 T LA AR i RS R RS E L N TE A 3
PR E 2R RE AL A BT R 2 A%
T R 3 R A A S DT I8 ) SRR 1Y 4 BA A
R 20X T A A R O N A R B O AR
B b B A g HCI R o A 2k B TE 2R A T X
1 138 B P2 i 4 5 MR AL S e Dy HU A 4R 4 L Y 12 TR
0 5o TG 2 A 9 7 2 i A 2 s

L L - E
1 ; VR T v o
Bl ey | -REEE

7 | e e R R I I N I | o

Bl @y el |

el R e (R s

_ - L

7% [ T A T B } } 3 >

| ST LT R PEIoF S

8 e A

’ il

| WU RYG: v, =[x 0)

———— i

1 i S R G A

(D) PR G
GRS B EORE T R
Tp+1 :A1k+Buk+Uk (1)

AP 2 R RGAE b 20 IR A w2 XY B 2
F i A S 1 o 9 80 T 40 A 1 3 7 1 M
v ~NCO,Q) A R+ B ZREE 20 FEE £
2R i o Z I C 2. B RS £+ 1 2R ES
B TRV AT RE ] w9 6 R

(2) B ML=

N A& R w1 2 45 11 ) 5t 8

Zi=H (x,) +w; (2

AP o2 B MBI GE DL ND R £ i 2R
AR IR IREB L RS A RS 1 bR A ) A B
v G T R T L R 5 0 43 A i ~ AV (0L R
(wip €[ —elstel D HHp el A REHL M RS 4 X E 5 K
. AL 25 307 43 A 5 4F L B el = 34/R, .+ I B MR 7 7
[— el el 50 Pl Py 56 7 ABE S H 99. 7 %.

(3) BEHLAER

0 S S I S5 A — % T A s ) %
PR TR A 55 19 K 2 0 W 8 H A 0 0 B
SR T L o0 X 4 R A5 30 47 A A0 0 TE B A . 4R

T TE A7 B W) PR G0 38 15 N 26 i w3 A P 4% 48R
o, €L N] H— B BEABEVLYE. 380 6 887256
Fe B} Z21 422 SO 3] 1 00 {1 52 B At & — o B 220 A TR A
ALY
g =H (2, )—l—wZ,TL (3)

K o S8 R G035 BEALAE R , — ] DL 2o 2 4%
3 B 7 R Ay I 45 357 AR A5 B ATL B 38 1) 48K 3 43 A £
Bich oo~pt' (o), € [th, bl ). th ot JE 1 E RSB
BUIE 3R 1) S5 /)N / d5e R BR A8 B, 0<<e) <<t

(D RGEIEH TAEHM

AT {E B R G H LAY ORE— & 2
(A% BRI HE A V. 7E R 5 IR M AT T . 2 1%
JERESCHE il J TR P v T e e o M 1 ) A% R
et AR B R G U A R I AL R
ORI 2E 0 Ro s W N A% 2 45 2H i i 1% 2% 2 &
G50l A5 TSR 1 T80 SR A DR — AR IR A
J22/NFR,:3i€[1,N].R,<R,.
3.2 WEER

W B BILAE 3R 1Y) 52 ) Ab . R G2 AT RE 52 B Mo
R Yoy ok T DA A ) 3 Oy S AR iR
A (0 A T DL A Ao R v AT AR el



1232 it = . 2 i 2023 4F
BT BRIEGE R A 2R H R RA IR ERERE. WhEEAREREG RSB LEFCOM
HRORE T UL — B & a0 va) R FIR RGBT KA BB D), TR R 4 Ho M 1%

HE Ay 42 ) 5 e WSO HIE R A TR g A SRR T Y 22 A
R I AT I A5 ] e S R U R (B
Z;,:Hi(kar’k)“Fw;,r'k +a, 4)

TSI B G i P R e N TR AR

AL BFRF I — R 8 AR B AR . T LATEAT 25 ) 2 %
FOHATAE B Bty o BPAS X B 1) & AR AT AT B XY
B BEBR I »a) € (— oo, +co), H oy BE T i & 1% 42
()t ] B 2 ) B i 2 ). A% RS A ) 2] 2 31 it
TP B T JG 2L 20— B 2 B 8G6E . XA R
T T LA 30 P XoF I 14 SR e il T

A2, N MERG h B DT — 2 i 48 24 7T
fie 32 B BLili s counti f (ay, 7#0) <<N/2. M H iz R &% 1
J5 PRS2 i 22 B0 A% 8 A Tk A DN Bk ik T H
[] Y 29 RGBSR — 2 0 4% SR AT R
U U i 2 AT DA 58 A 4 i e ¢ A - il U B b i)
TR E & 48 IF % T /E. Marzullo'? | Park™® |
Yang" " 8524 3 4 A HWF 5T b E AT T BRI IE B
T S5 IE. Y RGP EL B S
32 YUk 2 1 B 4 BHUAR 2 A B 1 1B K 4 B0 AT
BB, B PR IE AN S0t A 0 52 R m) DL B
SEARGEH B OB T SR fF B
RE A DR 30 B S TE A SO 2% 185 FL 2 7Y

Bt B b o di PR 3 b T HIE S il Al DU A 7
P P o T 42 0 88 A R R R L O i o A R Y
R4 B 2L A 15 B R A B F (e,
)= N A E MG IREN =2, —H
() oy ) FL 2 B A G0 RS B0k K I 33 3k Oy
D(zjaziseazy )= {04012 o200 1.0, =0/1. 1 &R
S 1 MGG WA E O 32 BT, 0 SRR IR E O IE
LA GG & e B R R G R B RS
87 G eSS B S A AN RS

2
Zp et

— Vet Wi o B
k 2 PR RS
EpamaG
4 z,ta,
Rt
ff i
l =
5
R lﬁ

B2 Hodigr3k

JERAREIE (2o 2oz ) BB BRI 1% 1R
AT EE, ) a, € (—oo, +o0),

BENKEH. Wik& EEEEMAEEEFCOM
RG VRN 3 D o) Rh B H At AL SRR 28 B B { =)
sz o AT DA O Ak A5 s i AR A B
FE I 0 W7 2 5 2 g s A B AU R T T A
Yoty SHERUEASPR GG S5 44T - 4t RE 08 fe KRR
JE T HI0 I8 0 Rk A 0 (L 1) R A R L an Bk 1
i 7.

=153 W € B P [L &

A EATEFC)  RHRME®ED ), I A 15 K

Bz o2t}
il AR MCE (a0 )
/B AT 1 L VAT SR A

2
Zp st

1. AA{ay s say ) F(zha2t a2y ) =245 € <0
2. WHILE CF 38 1k B )
3. E{al . .a) ) e<F(zhtap.ea2) +tay))—32,

/7 FWT B 2 1
4. IF D D(z} +al .2} +a))==0
//FNWT IS B T IR A R
IF e > e
Cax €5 Ay <—1ay 0 )
END WHILE
RETURN a,,

i) 7 A

MR 1 R B 3 Hr , AR SCHY 32 BB 5T ] 2 . E
AT LE R I 220 35 WS B A A A8 R 1 B (=) s oo
2 [ =H () i tag ) LRI A GE
BB FAE wi ~NCORY) orh~ pt' (o). 1 285
TR IR il G B R S BT UK S o AT i 1
R AR S S B H bR L H AR LR 3 S Bk
[i] i«

P1. W] 7 B 5 Wi A w0, ~NC0LR)) 5

P2, U] b BRFE ML AEIR o, ~ pt' ()5

P3. i 4G I A0 b BRI ) {ay s eee s a)) )

T3 A1 5 Bifi BIL IR 5 RN B AL AE IR 1Y Ak B AR AR T
WESE 5345 15 I8, 5 8 300 52 B BT 3 R o 48 o 5 4R
FABE A5 B 1T REAEAE — 8 1R 25 QA 8% 31 A 1z HIL il
P 1 B A LR 25 I A B I T T IR ) L

LU B 118 2 5 TR I S E AR SCE 5 S R
s BIAS SCARBE BT A A 8% s B S 4 RR IE AR, 1% 1%
A AN TR B RS T W4T A BT AR TR] i v / A
EFV TNV TR Al R A€/ T R NS i N 4 S S P

oo ~ » ol

3.3



6 I W 22 D 45 TR 1) el A i A T 5 T ) 7 SRR i B T T 1233

5 SO B i A W S DX 5 00 5% 22 i B
108 B0 5 A SCHIF 52 118 0 ol A R 8L 22 Ak s AT LA et A
LT AT PR AR SO 5 R AR S i ik I {ELJRE i i
TS AT DL AR s SRR s I S I AR A L BB
Ak PR A A DL

4 REBEERERESH

R A A< SC BT W 9 1 32 a8, 5 2 O X B AL
W RS | B AL A IR AN B AT AL L H T E A AR RS
fif e T A g BRI R ,  EEy  BEFR R 2 R
AR T R] B 104 A R 5 1 R R 28 L A T o 2 R DG AR
BT A Tk LS .
4.1 EFFRERKNEZ
R 2 R IR A B R S e A O TR
— s M HARE 3R VR 4 5 A IO 258 1 M R 00 7 A
N 25 5&T Ty s R A 2 T R ) Y R A
PR TR G RR SR Ol b A7 2 B EF X 8 IR
FNI s 1A SR
(1) P AL 75 Y 40 3
MR G b AT 8 [ g R AL AT DL B a4 A
AR AR R S uE P Tk R I s e X 2 IR S
HEATAR I X 5 AL I Ty R
Ty 1 =Ax, 1 TBuy 1
P, \=AP, ,, A'+Q (5)
I R IE 7 7%
K,=P;, H (HP,, H +R) ',
Ty =T TKL Gz, —HZ 1)
P, =(I—KH)P}, (6)
Kb ) AL RS S AR kW 20 By H IR S A 04
Ty o JEAE RS S AESE b B ZIARIE £ — 1 B 2044 0 (5
R GOR S T B B BUAE L P, = EL(2), —x0)
(g — ) I 2y, M FE IR o 7 2,
Py, \=E[(&,,  —x) (@, —x) TR 20,
XFEICRE 2 P 2. N AL IR IR 4 5
3 A7 3R IR U I A AR Sy
5 =H(x,)+W, (7N
K
2= (2 2,
H=(H",-.HY),
W,=(w] s wl),
Cov(W,)=R,=diag(R} ,+,R)) (®
PR 4% AT LUARAS i A A% JE g A B8, B IR 2

(14 43 A 2R 2R 2 R T R A A I Bk T R
Tip1=AZp o1 FBug s
P, 1 =AP, 1, A'+Q (9
It FIAR IE 7
K,=P,, H (HP,, H+R) ',
T =Tpp K o= HZ 1)

N
P, i=P. i+ > Py — Pl (10)

BT R R SR YA Rl A AR TR AR A Dy s
RO O A% e SR 2 T R B 2L B T 22
FH CAZRAE X 10 A% [R5 s 50 4 040 TE A8 14 L D3 Oy 22 R 5
715 TE T P B/ X e 2R il 00 (L 4 3 W) S L N
H 22 ARl 5 (RS B AN AR T B A 1% 2 48 1 i i R
JESTELE

Vi€[1,N], P,,<Pj, an

(2) ANHEAT BEHLHE B AP A 5 W)

HY T A7 7R BE AL AE G L 5 BOR i 4% 25 A0 B R 0k
0 B0 552 B b g2 A GBI TE) 7 22 A A 2, =
H' () w525 i I 220 07 0 21 8% 280 £ ) A7
TEIR 22 «

Az;‘T;:H"(xk)*H’(IkT;)
CH (e —H' (& 0) . ds

A~ ki i i
T,~ dtTk ZpThe

!
TR B e (= T A M VAR 3 S PS 1
IR ) D M A 22 A B T 22
Cov(ilr;*w;,T; ST T W ) =
Cov(£iri) +2Cov(2,zh s w) g ) + Cov(w, g ) =
Cov(it}) Jr(fov(w};,r; Y=R.+ |z | Cou(z) <<
R+ 12 [ 217
SR 06 BBV 75 05 IR A 50040 16 2wl ~
NCOLR,) ATy AT AR R 7% 2 0 I 25 8 55k 173 i AL 5
R AEAR AT R A I 1R 225 Ry 27y » IR DA 1 E 3R 1) AR
O AT REL pr' (o) 2 3R 22 K/NFIES i) B R GRS
PORZSBARMG  R— A B R 2. TEAR BT IE IR
MR- T 28 7 A I D) BB B P O 22
B EBRAE R, A+ 125 s L2 173 1 [ 2 [ R 20535000
R A EE A2 AR AE R B[R] BRAE. (2} [ B
L O SR S R UBOR 7/ BL R Nl E e
RNy oo TR IRAT |2 [ = H 4 | o 5 2 F0 ) 2858 15
PRI B SIS 19 28 0K 25 AH OC o AT LA T ek 3 A P A B
L e 2k O 2 A R B S AR A I 4% I L S
B AETERG T A% S I R 3ok e v i B O 22 RV
NI X A S U ) R L 2R A e R



1234 it "

Bl

1R 2023 4

AL
=B

o 28 300 {75 S0 I3 I [ BR A , 00 et A e AT O At K

(3) Ty g G 0 70 4k 2

H A A A OG0 98 5E T1% 48 R R & i i i A7 T
Ji& % 8T — TR A . A O SEUARLR R A% I
R ) 1 — S0Pk e KRR I B AR R A 1 R A
1B R 2 5 52 Bk 1 0 8 b . B AR OGS 1
B [n) R AR 2 R B AL AE R Y R L A 6 RE R AT
A A A B, LR D Xof AR 238 2 A1 152 25 1) 43 A R Ak B
FEARTEAT BEAILLE IR A2 B, HRE K 3R 7 Ok 1) 1% 25
U Ay A% Jo g W P 3 A 30 244 A R A KB, 6 O 1) R
IR 2 8 U A TR I D T 25 L AR B AR R A5 TG
A RE B M L H Rk 2 (Rl R U RRAR . A
I A6 0 A Ak PR <
4.2 ETHEBRNEE

FTFa bE 7B Marzullo 5 B2 W . 2265 %
JE T MRS R ANy, SEBR %0y AT AS AR R AE
i BT I 7 R0 Bt AL AL 3RO A A5 R R A L Al e 22 1 O
G327 43 A BE B IR R AL A R 7E B E (B
SN AL BEHE T RE 197 L AR 5 AR IR 2 BaR S
DT A % B 4 32 380 19 8 o R A 7 A

(1) M 75 1 AE 3R 1) 4 3

HR A B A1 1) W 7 A 4E R B (w € [ — el s
FeJoz € Leiv e D AT BR 2 (T 530 10 A0 425 B R g
A KAE IR S5 o L2 AL SR T RE Y [ =, +
el I R 2 B o el 0 S VA B Y O A )
AL I %) 1] B A0 SR A% e R 32 B ek D 3% [a) B
WS B LS RS

(2) Bt 1 0 0 4 341

A A 52 Bk A IR A% 10 ) B 38 22 /04 3 FLSE )
FRARZS o R A oK 52 Wi A% TR 1) 1) B o o A
=81 % - R N {1 L1 T R 7 R L
A2 Ko 1A% 8% A 32 B Wk o R ot R — A%
IR RS S R 2GRS EGRREAES,
W) DB 2% A TR 2 A2 B . A HE AT RN R A B B
e B3 8. DAL 3 il AR 5 A IR as B
AT AL A, S~ S O 3T 19 % 46 18] B& 43 il R
[14,19].[11,17].[13,18].[12,15] % [10,13], 4
A% I 114 18] B 1 98 7 L 52 I 4 {1 1) PT RE L. A
DR B 2 B W AR L U E —
TEAE T A B 2 5015 [ A R N 7EAR LT 54>
A% R 1 ) B U T B3 AN [ 91 L A A% a2 T B B &
OB FRAE T B S & 70 20 N 9 ] BE P KD,
(10,117, [11,12].[12,13].[13,147.[ 14,157,
(15,171,017, 18 JAI[ 18,19 ]3x 8 Bty Bl . 43 Bl A

1.2.3.3.4.3.2. 1 DB fE. R 2 88 5k it
frame MmpEL14. 1514 4 MRS AL ES
(Sy~S) BA 5 o I BEEEANE 208 G ) B 7 4 4
B A 1] B S5 %0de i 25 57

NG S
JFI D45 11

FEERHH 1

i 5 [

31314 3 1211

[
w

VIE
P 3 LT 1a] e Y SRR G

(3) Hif [F1) 147 - [F) o B 92

25 8 B B T () B 1 B8 3 7 B SE ) 20 W] e A7 B R
ST B 5 ) ) B e R E R Y B L mT BE A
FE— B 15 2. Ivanov ¥ Je i kW by 50— i 220 ik oy
T — BF A0 P 25 A VEA L 2 B R A R A AR
2B A S A T A 1) B T A A WK P RSO A R A 9
I A0 1A% R 32 B L SR S B LR L b
T3 15 B RO AR B 2 19 A 1 35 X R IR T TE Y
F B
4.3 EERHFHZMEIERESH

(1) ek (4 5 3 A

AR AL A SRS B0 Oy AT fif i 52, B
i i a) w LR AT . BEALIE (5 288 AL ek
5 Jos Ly I R R AN IR DB 38 ) s BT 40 A
AL EE S T 22 A R, + 125 [ | 7 L T
CovCa). WIRAIIK AL G R IK 2 JE P A% b 71, 25
R TR RS A5 22, FLK R 22 AT K. R
HEAT AE IR P2 A o K R GE A B OE B LAE I &
(EREXECT RPN

(2) TG 7 3R 02 R o A I 1y 2% 4

MR GAFAE LR B ] o, B A D F 2 1 &
WAl e EUE B a) N MME RIS R 2T R
IR 208 I 1A% IR 2R G 76 N A T 250k R0 bsf o
T ZSR M T 5 B N/2+1 G IRES It
K AE R[] 352 22 25 04F F U 7 25 /N F Ry :countif (R,
gl [ 1P <<R,)>N/2+ 1. M, K32 i di iy
18 R v 2 D — 1 T A A A 3 1 3R R
il B SR A7 AR Tk B T A A TR 1Y e 2% il G (EDRS JE
15 T AT A 52 0 A% IR 1 I o G S e B AN
X M A7 oA AT L A AL B B AL G R R Bk
W LA T DLk SRS B 4 ) B OR . IX — SRR ik
FHRG B2 & i 1L s STER R 3SR &

10 11 12 13 14 15 16 17 18 19



6 I W 22 D 45 TR 1) el A i A T 5 T ) 7 SRR i B T T 1235

B BAS B 2 2 R G AR vy T — PRE (ELI 2 I
737 b d e G BE A% R 0 S BB 2 % 2R . ANl
PSS A R BT DO IS i e W = v N LB
52 Wi A IR I - A BEORAIE R SE 1Y IR #9847

(3) 3 F P73 B

FIR o T 7R 8 I8 I 0 5 T 1) i A AH S i ik
SR Y REAE — TR L by S A B v ST R A L S R AN
Tt T A B A Bk AR L e TR AE R R
BIR E (L 5w 22 70 A7 » B AE AR R AR BE /Nt Bt
2 2R G0 M P ORIHE 38 /N I b T 3k AT L AR AT B 4 Y
LR ROR ABIE I TT 1 B R TR AL AE 3B 1 R
B DRI 2 R GEA7 AR BRI I A lCHE SR 1 5 35 11
B 22 U B 3d 1o Bl R U0 » ok K4 ) B AR i
F 38 D I 7R AN B RS B 7 A RV R A
By KT R G0 R e T . A B T R T 1A B Y B
& R IR BB PEE A N T e i W R 1 o A
ik BE % 52 B o g v At 1k AOIR S A5 0. HAT . TR
O DB TE W) T R R i 2 o ) T B AL M R
(1 AE 251 G A o G 00 0 Ak B 1 B3

5 ETHENEENRREME

ARG _E 38 3 B - BEATLHE 8 AT B8 oy X 35 1
IR S UE WA ELS  RA IROR  r A SE T
BT AR I 8] 77 A9 2K 2 uB R G Bk 15 L B X
] R0 PL, A R IR 2 I Ak B A ) ey SO e 7 5 L
U I FHARE S5 A5 15 X 4% 15 e 0 4 B 2 A B AL S 58
HIMEE LA D[R] P25 P UC, £ [ P3 L A ] By 2K
T3 BAE R AT BAE— I ) 7 P 9 SRBEAE A 12
S TE W A Y AT BB s Joe ) 45 45 1 SRR ) 1) 7
PUE A IR AR IR 2 I8 119 B 7 22 36 AR e Ak B ]
At 52 21 Ze s 1) 2 A ol
5.1 ETHERMERIME

XTS5 2 ) HER G A% I e o HOIR 2
FIog (2 B 1. B X ) R P2 TR R 2 I I
] 5 a) BT T AMEIEAE IEIR ) 307 ] Y ) A2
(4

52\,, :zLJrAz;‘rL =H'(x, ¢ )wai,rz +zir, (12)

S B AR AT A HE 3R F s b IR AT AT LA
IR R S R P T A B DY o T R B AL AE IR
TR IR ZE I Az IEAT #2012 ks I
A BRI 2 — A 2 A E AL R n] AR 2
SCE o A R 3R AT i BT B 19 24 i 0 (A —
Ji SO A5 2 22 Bk LSRR AE JEL D) 5 o) o2 B AL T £ 4

B H R —5E BMER I A o~ po’ (o K BEATIE IR
I DN B E 2 ARA ) L (6) L FRATAT LLIHE
HH B 00 R PE A i AL A OB £ A DR 2 Al i (e

Ty ~Pi(ax),
1 IR T 7 R
Tppr =AZT, 1 TBu s
P, =AP,_,,  A'+Q (13)
A IE R

K,=P,, H (HP., H +R) ',
T =T TR (G —HT ).
P, ,=(I—KH)P},_, (14)
HMER B R P T TR
(1) S B[] 7/ 3 Fl EG AR 1 1% el o A I 1) &b
PR 2R 4 P, (o) T 0 150, AN f s P o
(2) ZAMEAE 2 AE BT 01 0 a) R 0 (RTHE T
TEE ORI 58 AMMEIRARTE b I 2052 B B0
Xof 17 1 52 B ABE 238 3 A bR B 23 R A A B o M 8 % T IR
B 22 5 0T DA FRAE Z ik ) i KN X — R AT LA
FH R AT X0F A2 JR s Tk 1 A
XF IR N A A5 J i L ) 21 18 1 2% 18 B B S 3R
T A 7R Sy
g, =H(x)+W, (15)
S £, = (L 20 R I R R A
(EL AT F0I0 A0 5 o A 3 (13) L (L) 3R A5 X6 1 1) e
/ﬁ\E%ﬁ{E Zrle vXUL@TE%%Ej‘JPk(I)~
AT T B de 2K (B 6 I E R e K
AEIE Z0 s Pe (Trp) =max (P (). B RGP i
AL % 38 R 52 IOk I Cal = 0) o % 07 £ 1R 285 A4 90 {1
WEBEMREP, (T, ) =>0. YRGEHEH « e 2 I
i B Cay =200 o R 07 14 R 285 St Aty D0 A 000 SR A8 32 2 A= A
B R P (3,0 >0, MBI RS Z 8] T 5k,
LR R 28 Ak D00 (A% 7 T 42 32 3 BN U Bl s S )
P (Zy,0) = 0, UL WA AR Z Bl i ok, 2
St A T T RE Y L.
5.2 BMRERRENEIE
SR A A B P, (7], =0 1E 1% 145
5% B I 10 H 4 AT RE AR AE (R, — 5 T R T %
TR A A ME 20 BT ERAR A T 2 R 8 A BE ML G
FER I BE 5 A A5 8 B pr' (o IR TEIR ;BRI
7 IR AR L VAL T 2 ZE AR pr' (o) B ¥ 3k LA
G AFAE TR 25 JE IR IR [B] < 11 5 KB A I /I A
NS DR NS eV (= N £ e N (1% S 18 A s i 1 |
TEAEIR 22 IR A B2 T8 &) AR IR 22, HER I ]



1236 it "

Bl

1R 2023 4

AL
=B

Y Fl b LS AE R R W) 25 A7 A0 AL i © & 2 B ity
P, (Z5) =0 WG 3L . 23 B AR 2l 310500 Y o i
P 5 28 3R B [ 0 B Ll 3 S A 3R /N, W) 2 A7 AE AL SR AR R
Z R AP (7)) =0 RGO . b %A% g 45
BRI Ry 32 BN B X B 14 A% IR 2 B2 T G (EDRS
(R RE T 4% H) 55, S Al G (E ARG BE 32 252 . o —
1] 7ESE PR R G R IR 208 B L T A 1 S50
A 58X 2R 48 19U R0 Ll 28 56 7 — 52 Y LN
Fb G0 45 2 g DN 5L M 7 () B 7 22 R, VAR 3R R B O
25 Qu. A5G IR SO (A 1Y T F R TR AR AF T — iR
253X R B R B 2 X AR IR 2 U A ) A
B WL AL 3R M T 3 /0 R A 8 2 s LA i 25 ME LA
Fl TR 3. 33k 8 1R 25 [R]ARF T 58 3 8O0 I ) BE 2R 15
BP (T ) A HER 5% e % 8 g 2ot 1R 1.
5.3 EFHRNEHANIGRN

B — B 2] {4 T A N T RE A2 B RS BR
BER G M) o Xof e — Hof [10] 8 P ) ARE S8 2R AT 255 5 DAy 1T
DA 2088 AT 18 B AN RS2 . e — K
BESA L AN JE 9 i R X 58 @ L IRES A B L
AN SRAE SR 0T P 1) 300 SR AR 3 0 A B R R AT AR RS I )
[GLORER

&
PW;:\I,:Zpifl(%/z*lk*l) (16)
k—L

MV A 25 L A A R &AL IR i
P 1) 2 5 X i A A ket MO 23 I 1) 5 R {1 L
ARy 2 T i 1) B 1] 5 A R

PW,.

max(PW, , .+, PW} )

DX T 2 — 1 JA 30 B MR 3R A O VR A A% s 2
W IE R TAEBYFRE X — A (8] 2 0 4 58 2E 47 R AR
A DA /S B3R A3 A e A 258 AR R R A S L AR TR
8 B (i) 8 A T DA 55 R — B AR AT L A ) R A2 U
a5 2 B S I RN O 32 B S 1 BUEE S
bR SR G PR B R G 5 T DUAE S A i o e —
1% A BBOHE X e 2l 5 BSCHIE 1 52 ) I S ) Ak BEGRL
T2 S Bl R 1 B U B AR S T S R
15 BEUR A2 BRI 3 s, fE R T R R B K T
{H . ELA B B o] BE P2 AR SR IR B 51X 75 2% RS
YEAf A R ELSE AR T I & & & 55 5 5 1 4 1R
SREVE T S X S A R G YA A S Y
Jig ) 2% 2K N 7 55t
5.4 ETHEENENRE

SR S MR AR ] R] A 7 SO AR s
— B[] Y IE R AR R BE R B AT VAL TR T

a7

i fr—
QL

5 A TR T 1) 98 A AR 0 SRR il A 1 S A AR
FEXT 22 A At 1% 2 B4 HE A7 Rl G B 07 £ HIE =y B[R]
il BT 1% JR A8 1) 50 (L X e ¢l A L 1) 55 i K.
(13D L (14) I A &A% Je s B[] 180 KLER L 8 3 2Ry
Tpipo1 = ATy 1p—1 T Bug— s
P, 1 =AP, .,  A'+Q
N AN IE 7 R
K.,=P,, H (HP,, H+R) ',
T =T Top K (g —HZ 1)
P..,=(—KHP,, (19)
o ey =Lak oo ar, JoN £ R IERES A BRI 5 [R] 7
K.

U A% SR B ] 7 A i A B R R 2 R i
P e 25 LA JE A0 B IR g P SR R
SRS B ] 7 A AN WU R AT il BT SR e, X
IO 0] KT il (17 S e A G T LR B R O R
J2 151 P MK AT 6 A7 3 Xk 1 B0 A T 2 R — AR
W 160 530 I T A 7 8 3000 S 3 00 A P 0 b s A 3
/N TR AR R PR Bl Y A B 1 K
SEAE A ARG o RH L 8 ABE 25 Fof (1] 780 50t 25 3 M R 2
FNIEH ACE % N S E S SRS E A
A RO AL H R A% IR St 1] B & A R

WA B N e R T A ST RO Y R
BRI OO BT 3 AR 05 4015 BT A 1% s £ (1
& HBERT I b — 2 10 A SR g Bt i A7 Mo, 3
Wity BAR A TEAS W & BE B HIT 3 N L R 2 Rl 5 1 1R
2 J R AR Tt b A8 v el 3 IO 2 28 R UE L T T
i A5 B AR AL DU R S A X R HE 3 K F 0. ARE S 4 1
W 3 T S AR (B B T 25/ T T A% IR B
AN T 2% ) E R B 1 SR A B R e 5 ARG B A
o JE R AN AR B A LE S R R A RS
B0 181 P o 32 Tt 1 IR L W) 1 o il (i vk Ao
IO i 2 4 A 23 TR PN R A FLR O 23 G
FEL S 5 J0) T8 2 i 1R

(18)

6 XILMERIERSRTH

AN AEf; A MATLAB/Simulink & 57
F 3025 B 42 BA R GEREIY g ) 18 8 2R 2 B L B AL
FEIR AR IR G 8 Bl RRCHE S R R B I8 L I ]
1 - 11 R 11 B 5 R0 AR S i H ) B R O 1) 7 R R 2
D8P A, 3L 5 MR Rl BRIk R AR HE AT 5
[ T SRR RSN AT ¢ T ISR FUSIAY e ]
5 SH L 5 N T 7 R SRS B S IR e B O I K



6 I W 22 D 45 TR 1) el A i A T 5 T ) 7 SRR i B T T 1237

i T AR I (] 7 G Bk i R R
6.1 FHIZE

B 32 5 ZE BN AE L a1 4 BTN . AN BN
KA TR S A T 6 R ERBE Sk 44T 3O R
Fr S e . 6 MRS 4 e s H
2 At e i 0 E e AL 1 A IR AR
PSR EFREEE .1 G815 3k LU L g 12
PR, L A R A A A 3 A A I 5 T 4 R
I ML o AT TG b A3 A SRR Rl AR AR SO
T N1 B 1) B 52 2 1 D0 RISk ZE DL — T HL R
R, GBS 2 A G B £ 00 6 19 32 3 56 A 3 R 4 AT
i FE A L. Dy B S b 3 AT AN [ R AR S N
I A [F] A% Tt DN (LAt 00 Sk 4 38 P85 A 7 6 40

AL RS CREUV )

B _ %i}
Q(’_YZYJI_QI‘{ TN TN
Ny - Gy oy o
v, UV, 1% UV, 4, UV,

R B T
B4 FERRGREE

() 1% s i B e S5

T fRAR ST T AET B T i IR IR AT H A
T2 BB E UV, MUV, 0B/ BN, %
REHMEEIIE S Bios, BEMA WS RA 6 e
TR A M A BB 2 A g i A T A B RO
(zps ) B IR FIERAR Sk D 1 42 BE B0 (=00 20 5 4b
P RSB R A KA 2 Nt (= =) N
5 R 7 4 8 25 A ).

HeTBEAIN 18] & R OR S 08Bk

® & [ = AR FRIEE |
I ATy XX P N 1,
=T, | __ _
T P ST 0 4 |
@ @ UART L WeRERME
> \ " o ————— | e
T EE | bsskmBEReE | | e |k
L 4 PID#H)
SR B CLEUV,) —————- | HE%%@@E%EZ%@@
s [ Lo | WEEHIEEE
R
| g wmmz | ! | M eew |
| = T | | %iﬁLoRa | Lo e ‘
———————————— [

B 5 ZRONEA -4 R GR B

WA b3k 2 AR SO 7 L1 4 BA AR il & G AR
BREF AR DN RERE V. BEEE V',
W d ol 2 ot 2 AL R AR AR SO R
FoSk 2R BE VAl DA L 1% (8 AT D B 428 2 1 2 4
TR G R AT 2" =Vt st a] DGR I B 4
VR AH d BN dd/d=V —V, 2" =V +
w, szt =dtwpt R Sk EHUE VL A 4 AL
JEER AT« {20} o =) b s e 200 {af 20 ) X
() AT AR N R R 2 U S A R A A DU AE ] b A AR X
ek VL VELVELVE

(2) FEXT e B

SRR L AR SCR $ BTk R A g AR R A
15 & W N NI 7S A O AN N (I I o
B2, X3 FEH AR 4 B AR08 BB B AE IR 2% - 1R 30
B 8] B 2R 8 g i (KE-PW) J& A SC P 2 M i 340
55 0~3 BhEAVE R AE g 0 REAT 0 JE Al B 1%

0 £% £ /R 2 I8 i & 7% (Kalman Filter, KF).
AN JGE {5 T IR AV RN I G R e A B R

1 BRFLBE B /R BB & % (KF-BE). 7Ef55 &
IR 2 U A LA b RN pEGE (R IR R FH R B
XoF XA o 2 A 7RG 0 Ak R

2 ETHREE-ERMEEEEJIT-W). 1% K
Mt 7 08 3R ) R L o 0 A 5 A TR M i R I
I AE 3R S5 114 700 FBL AR 4l 43 S i DO A5 o) ¢ < B [ 7 PN
B A T 1 R BIORE 2o 15 S (L ) A R
32 BN U AR HEAT RS I FE ) G Sl 2 ol B A%
R 5

3 BEHLEIRAME F /R 88K & % (KF-P). fE{&
G5 R R 2N A KF LGl b, X J50R B8 iF 47 Bt L
JE R I 4 6T 1 A 6 J5 TR I 30 A A D U8k 9 A
B

4 FEMLZE R #p 2-18E X B 8 & K /R 2 58 K (KF-
PW). 7£ JER #M R /R 2 8 P A% KE-P JLah b, %t
Sk BRI T ) B P AR SR AR AT BB AR SRy s ] 7 A
S 5 R R S R P T 2 I O TR

(3) B[] 4 1%

) 7 A9 K /N 23 5% T J 0 il A5 ) R0 I i)



1238 it "

Hl

1R 2023 4

AL
=B

RN TP R 0 8 22 - A 0 245 SR A7 A0 B R AR IR 5
ISP I 77 3 K 5 B0 R 8 SR B RE A A R B I AR 0
Tt A AN [ B[] B /N X e [ 767 A5 L A 52
FEXSIE 6 R BrR i LS AR I )R 4 AL B 2R AT
10 T3 SRR IK B G 11 i 1) 23 AN = A HE 4 o0 A1
Th 00 - 45 R A AT AN AL 7 i 7. B AR B DA I T R
AN CIARBRFEIR 10 7 RS RIS B GE T 25 2R
A RS AR B T A TE I REAS L 2 — T 23 (o
SSORN 5 = D0 23 (0 K 9 3 T S AR AME AR . I 1] 7 A
PR 0 A1 Y 1D /N 0 7 ) S SAHE A7 b sy L B
T A SR A IR A B g . S TA] 27 R/ A 1 3
I 100 AR A S 30T o Bl INF i 27 194 38 K 368 R i (]
AN T I A AR SE . ] B AR 1 B 50 AR AR
I BEHE ORI b 18] 77 A E £ MR 3R A 1 L s /)
TE IR (8] 7 3030 AN SRAE i J Ak B[] 3 S ) o 2
I 0. 95 a] #3180 AR AR JA W R - i [ 7
B &5 1 5 A SR P AT DR ) A5 RE Ok )N | [
R B3k (R i L I (] L AR T A RAUE. &5 b
IRHEAUESE SR I3 HT 2 30~ 80 >R A J 31 2 e B B Y
IR I6) 77 /0N P32 B9 BT 4 18 1 B0 1k R B
YR R R ABORE & i 8 7 0 HR B i) 7 R /R 50 A

BUSUTIR
=250 -

Bl 6 FER MR A

1.0 T
0.8} f iffifffii f

e

_?é

1®0.6 S

= -

S04t
02 s s ers oo osooan ot S

TRoRRERBIL3N3EREZBRRSE
I [ 7 K

7 I [a] B RN M S8 R I 0 AT 4

(4) T 00 A b v

AT H I FER R T 00T 2547, 3k 4 4
TE 0~15s Wi A HHE 1. Om/s, 7€ 15~20s #[a] LA
0.4m/s* BN BEIB AT . 7 20~ 30 s M [A] ff 35 57 18
3.0m/s B 7. A s 47 i A By, B bR 4 BE AR R
0. 3m AZAF. FEAFAEM A5 1L R AT i &1 F

XF HG bR 5 AR AR IR AN DU SR R 2 L A 4 o
R BE e K = A Ty T R H R A A I R AR
25 F B SRS AR IR 25 14 22 (L BT Oy J5 LA ok
FR AN e

(5) P AL M 75 1

Ry B E 45 IS T 2 B AL R S R R0 R IR 22 15
43 ) 5 T A 2 3R B SR A T R 22 1Y Bt AL M
=H.

ELBEALRRR. A 1% %2 i il e A IR
oA Ho 4 A 2 R 2 T 7 R ) R S P 22
FATA] A wh 20 ~ NC0,0. 05) , 5 ik it B 25 11 ) o e
PN wi ~N(0,0.005) , #5153k X B A ) g 7
N w, ~N(0,0. 1.

BFERZEBBEIIRE. 16 IR UEREHLIE S 50 2 %
BT B T 5 B4 T 45 AR I 8 30 23 A v AL A%
AR UERA P Py 2 AE IR 225 SR T 221
£ B0 4 A G Bt 45 i3 A <o *°° ~ N0,y % 0.05)
B 5 0] I A I A R Ol ol ~ N0,y % 0..005) , 3%
16 3 6T B 1 T A T O ok ~ N0,y % 0. D).

(6) BEBLAE IR 1 #

R B AIE A% 2Bk 7 R AL AE SR AR A R 22 5
M) o G 591 R A T i A L S R A T 1R 22 1) BB L A
B R

EXEE LR, A 14 & &l i of 0 UART
A PRI AR 4 AT A5 B 5 L LA AT IR B A
ER A 2V ~NC0.001,0.0001). F] 1% 8% 28 K
163k B AR % 22 )3 i LoRa T 2% 3 {588 B 47 58
HRAFIEIR Ry o FOAE R R R BN 1A 6 il
RN PR BN 0 ([200,500], 250, 80) 48L& i
B 5 1 A2 803 R B AL AE 3B 1 [l ZE 200 ~ 500 ms
ZIE] 5 2 A S B3R IR S KA 28 % N 4E 3R 1) [E] Ky
250ms, 55 3 NS EF R IES A U 224 80.

GHEREMNBEEER. LIRS TIESES.
o 2 308 {5 4E 3R B B AT R 2 A AR Ak, PRI 4 o 4R 2R 1S
1) P 28 90 3R A% 23 43 A7 £ 5L AT R 5 SE B R 48 Hh i S 3R
TAE—EBREE. N T Kk A SC T 48 A9 5 i A 3l
fHHER RS B AR R B 24 AW
TR 25 1 2B SR A A {5 L.

HE TR ARG R IRZE FERANE 2 T
AT = 365 R0 G R 49 M S5 A PR I 14 AN ) B 3R i [l A
Ry —2H R B S A 1 g 1S Y E 3R A A R ECh
Ny (A% [200,5007,250,80)  Hirft A Sk 4 3R i [i1] 4
TR K. AN [R) 8 B 58 43 A1 A AR Ry o) A —
HE SO 4 1 25 AR A5 1 E 28 43 A bR B0 N (L2000,

U

7

I



6 I W 22 D 45 TR 1) el A i A T 5 T ) 7 SRR i B T T 1239

5004 % 250,800 Her o Sy die ROME SR X B A9 42 58
HRF ¥ P 45 180 22 550 A PR 6 A T B € i K T

(D Bk B

S i 45 DO RO JRE 8 T A BRAR Sk L O S A B
UEAS B2 W BT U BE 0 AR SO A e ¥ %k A TR RS
FER R AE 1 AL s 1. il R TR
G TESE AR R R O AT T iR A4
S s R A A 1 AL R CRIAT 4 it & D
0] {5 S 0 A A 22 Dy I AR B s X
TG KX B i BT » B8 T 5l 2 A S
Tty W Bty O 300 0l kAT 30k L 7R 0 LA R b
77 FHEL A5 3Kk AR B 3 78 Tl fih 25 1 % 1o I i) .
LA ) 2R 8 S B PR R R A R A AN P R A
PR, B R Tk B0 RACR A P ) v 2 0 W B (HR
TE AR TR] 9 P2 1 2 S8 T B At (D B il S il
Ok Y R I s 2380/ AR SO RUAE 2 4% IR LG e
HR T B3k T8 el 0 S (LA SR 1 2 ) e o 0L ) 2 it
A R A A R A B A A T AN AL RS A Rk
4 B B it PR AT AT S8 Al

BT E. USRI N T AR ST 4R e
R SR AR RS AT W ) A 1 AR R
A AR EIT Bl 1.5s~8s W)L 25 1 411
R i B A S BRI AR 0. 5 m/ss Bk 2,165~
19s JIIH] . 55 1 2% s it 1 O 52 Bn I B VDA 0. 5
m/s. FIRBCEBOE BT 5O TR A 3078 34 A IE
AT B AR B A Bk R 4 R
Sk A R AR A AR SR i G BA AR ) EEOR A AR E L
PR ) R b TR Sk A i R ARAE S A T
THSE T Bk Sk A 0l 3 B 9 4 B O Sk
T R4 PR 4 B 2 A o L 0E T 3 S PR Y AR B
W)

BB R M. AR Bl & 5% 2 AHE &R 48N Y I
ol R A R RS B TR A R SIS AT ) 1R RE A8
WA T A A R Bt O PR A 1A A% R AT
A TR LR 2 AN IS0 . J5U0) 1, A Bl B
AN W T S 0 R A s ) 2 A ) 1 R A E
5 F 2% il 5 {1 IR BE i 5 B S AH. B % B A
T P ) % T AT XoF 22 £ S S 2 A At AG I R B L X
LA ONF N/ 2) B e s 47 £ o A] i 6E %
TSI W BE R 158 1 B IR ER 2 5 S B AT B I
ol A B T ARG £ Ok R R e ke L 3% 1% S
e Ol (B 2 B 2 5 A BB R (0 R ) 3 A
I 2, PR e 5 2 T 2 T A X O 52 0 R ik

= R N L AR SN S W= O o [ W SOl |
AE K Y 52 1)

(8) MATLAB 52 3 138 BH

A A 5 B AE MATLAB/Simulink % &
SR B JETE Simulink - & B RS A A 0 42 B
TS TR, B AR TR 1T Ak Oy B I LB A A T AR
B ERECH 1. 786/(0. 0088 s +0. 58 s+ 1) 5 7= BA 45 il
SR HI 2 - 42 00U 3R PID 45 ) 4 35 42 3 PID 2
Bk 4/25/0. 05, FRFRZEFE PID 24k 1000/800/0.
JIT A N Rl 375 B S-Function SE3 L i A 4 21 i
UG A% ECHE . 76 S bR B0 BB AT 4% 28 R Rl 5
25w S 2 AR A A A T A B A B T A
SEHUE BRI U7 BOR# 4% 4 odel (Euler) , fif 5
HRWE N ELK 0.0001s.

6.2 LREREHEHEER

TE F5 i 5 AR 15 B S A5 A8 R ARG B A5
T KA [ B3 A A i R B LR B

(1) Ak KRG B2 B 42 i S8R R B

5 Fh AL E AR I SO X e & 8,58 1~5 17
5 KF L KF-E IT-W ,KF-P,KF-PW gl & 5 ¥
AR T fAbRo o G 1~3 51451 K
S T 2 A I Sk A 2 A D 15 2 7 R S B A 1
ZEILF I iR 22 BRUE e 435 K 0.16.,0.15.,0. 26,
0. 12 F1 0. 05, A SCHE HS 1) Bl ATLAE 38 M 22 350 3 40 X T
LG R IR B IR W, BRAR2ZE /N T 2520 R
P [ 5 il 5 0 A R T A% B8 R R = B i, R AR R 22
WNT 67 %.

TV 1 il & 1R KE B0 Sk 4 B A% U AR eh
FLAEIG NS 1. 3m/s A7 AGIIR 222428 —0. 3m/ s,
T R B 290 0. 02m; KF-E &R 5 KEF B4R
— B0, FURN G iy T Bz R 2 ok A DU L A A AE S A
— B FRRAA T B PRICR B R SRR 1 R
B2 1T-W B AR TE B0 0 (B 3 B 3 55 R K 28
WA AR RTE AR B KA i T3 A B ok .
FETE LR K i A4t 3, IR AE 29 2y 0. 15 m/s; KF-P
FIL MR KE RS 47, 32 2 0k AR Al I 1 25 B 2
(R /IS R A 0 158 22 iR B A8 5 KF AH R, oy —
0.3m/s; KF-PW 7 5 5k v 3R BRI Al 00 1% 22
FERITE 0. 02m/s YL M.

FEXCET 2 fih & W1 R) K B33 XF 3k 26 3 B2 Ak )
WREA N0 15m/s, 1IN 4RI 292 0. 04 m;
KF-E %R 5 KE B4 — 3, Yo 8 00 52 22 B R
B G 00 114 7k A 3L o AR} B 3 Y i Bl B



1240 it " 2 Eitd 2023 4F
Ykl v nk2 v BGEl v e YWkl Y ke
~4 0.40
3 s 035f ... Y |
B T L =0.30 Y~
< | ! -3 [~ == ‘___-_.‘
! oAt . L 0.25
0 —0. .
0 5 10 20 25 30 45 10 15 20 25 30 0205 1o 1/5 20 25 30
t/s
1 0.40
m{g 0.35 R : ’’’’ 1‘
LLEZ \H0-30WVMMWM\/‘MMM
M;d =025 - bee-o
0 0209 5 10 15 20 25 30
t/s
4 0.40
© 3 035t - |
B g R |
E;EZ }yo.gonMWwwWW
ol 0.25 -t e
0 0.20
0 5 10 15 20 25 30
t/s
4 0.40
03 0.35 . —---- !
I |
§§2 €030 AVW! i ‘
] <0.25 T s
0 0.20
0 5 10 15 20 25 30
t/s
1 0.40
=23 0.35 . |- !
E\-E’Z §0.3OWWMWWM
2, -1 L e
0 0.20
0 5 10 15 20 25 30

K8 il

KF f /N TT-W 72 Bl ) ) 8 B2 4 gl 20 9 0. 15+
0. 06 m/s, 7778 FL B K 14 #4344 3l s KF-P 58 3% Al A
52 B Bl 9 — %E S . 2947 0. 10£0. 05m/s, L
PR s KE-PW £ 5 50k i R B AL 1% 22
F W (LA B SR AEL AR /D » AR BRS¢ 8). 290 0. 02m,
171 T K 2 A R N ] e

(2) Bl K6 I 45

Bk KE-PW 16 R Gtz 47 39 6] A1) AL 3 i )

X 5 2L A S T RE A2 3 ety (9 A D HE AT S AR
XA 1 2 A i L P ABE SR I TR] o A 4 R A T 9

£ 10 FIr7R. FE5F 1 20 A% 8% oK 32 3 Beati W3 ), dy 181 9
WLEE , Joc 2 1 il 1 0 2 7 A 0 1 o /0N 1 R e R
(L B4 T8 BB PN /0N 58 8 3l o 6 3 A P 10 v A SR ] 7
B 5 A 3 A AL A S A BT s R 50 1 4L IR
32 3 Bk 1) g5 2 1) il G {1 JE A 0 e /) B AN
S5 AR B9 FRL  Xof 1oz A T 10 r g 56 B[] 2 450 {7
FEARE] 0 245 A K P T HoAth 3 20 4% JE 4 i A < inf
[F) i 50 T 3 T 2 WA Okt D 2 o A 0 38 54
12 A% J% 2 B 1 S5 O T AR T T Al
Ha‘i?éﬂ%’ﬁﬁ%“%ﬁﬁﬁ@ﬂi%%ﬁ H 2T 525

Z Y BE . F W] KF-PW 583k ) 3% 38 1l B
ﬁ&ﬁ%%h%

Tt T A TR B3k A B S ASCR X L

Vo

,/(m/s)

Vl.

2.5
0.12
2.0 . . 2 0.10
0.08 5
1.5 3.0 i~
0.06 &

1.0 ‘ 25 0.04
0.02

0.5

45 5.0 55 6.0 6.5 180185190195 20.0

B9 EmTGh T L 4R A T

o Vo Vg
p
1.0 1l
B2
3.0F I
12
220
(a9}
1.0
0 |-
—10 5 10 15 20 25 30
t/s

Bl 10 5 i T 25 4 A A MG 5 I ]



6 I3 W 22 D 45 TR 1) el A i ) BT 25 T ) 7 SRR i B T AT 1241

6.3 MERFRRENTZM

AR SCHIT B A B 3k o R P B AL IR 7 R AL SE
B BEAR A5 R DR 38 TR J 0 1R A R R A5 B
WE N REREE 0 2 MRE 6. 195 (6) L (7) X
AR AR R BR 25 I MR BB B R 5 BRI SR TE
6. 2 9T IAE  IC T RRSOR. X A [ 5% 25 X
O Fl iR 22 R

(1) R P 22

BEALIR P A A A (5 R 3 23R B i i o A v By
T7 220 RN R AR IR 2 8 1 P i R, M T ]
B A 32 v A BRUE L. T S R 2 0 D P i S R X
P72 LR A5 RR 22 B 5 ELAS AN A 11 F 7. A L
T 12 TR0 HAR BT RRE 8
G 4 Al R R IR B R 22 HLA R PR A
Ph L KF X057 22 (9 A5 P2 4 Bl KF Bk hin 2
M FEAR TR B y = 1.0 B3R A Fo/bh i BBR 2.
KF-E fy FBRCPL A I 35005 59 A7 18 - A8 08 78 — & 2
JE b B AR ot i B R R AE S R AR By T R
LR 22 AL L X2 T A () 21 531 1% i 1R 25 i R
P ) ML S R Y P R AR AR T — A A T AR A
KF-P fy FREPLIE A A2 AR A T 8 90K 2 (EL
H1 T A Boadi i Ak BE AL L Rt 2 B S KE A
LB S FEAT R AL y=1. 0 BhE A fie/ Y RBUR
2. KF-PW 7 KF-P JLAi_F A i (] i 25 o 46 0 Ak
L AEA R AT R Ry T EA R/ RBURE.
TR Y Rl A R A WL X T KF Bk m
B AEE 12 L H AR R y<<1. 0 W, IT-W 533k
PR 22 il A AR S0 Dl /) i R KL B 2

0.40

—&—KF KEF-P

0.304 —6— KF-E —6—KF-PW
80201
q
0.10% O
c-o—oo0o0—-6coocoo-oo—79

0=

10‘*1 1

- } 1@” 10 10°
BEMLGE = 1 7 2= 4 R EY

(IR NEE S i (VN3 & e U Yk e SR AL

10

20.00, v v v .
——IT-W
15.00 - 1
~¥10.00
5.00F
0 3 = = ~ 1 2
10 1 10 10 10 10

o
BEATLISE P Bl 7T ZE 4 AR Y
P12 T () B B8 7 52 MR A MG R A S

TRGIEH LIEARVFM B R IRZE. X & H 2 IT-W
A SR (A] B A 7 o Pl A R) RE VL Y AR A4S 8K
700 ] b S R 3 61 /N B AS g O ) B P9 L B B S
s BT VIR RN EA S T KF E
2 BB IT 22 B — 8 A SR TE.

(2) 38 15 28 3R 1% 22 1Y) 5% i

PR BN PR R G P A M A IR S AR AR Y
15 BAFAE— 1R 22« PR I X 38 1 28 3R 1R 22 40 0l A
L IR 23 A1 15 2 X 5% i R A7 477 B iE.

@ I [A] 7 Bl 52 22

1) 2% AR AT 1 B B AT 3B A 2 43 A R N
(A% [200,5001,250,80) , He i A Ay 3K B [|] 48 il £
B, 2 A=1.0 i B B S (R IR A [W) 4 i 2R 5K
X 07 F) A 0 5 2 AR A et i 2R I 130 14 TR,
KF Fl KF-E A 45 b 128 38 {5 B 047 fh , B
o AL s B B I R 22 5 A
BA W W Oe & i KE-P 1 KF-PW B3 AR
PR T 1E A 1) SE 38 A 2R A5 L B R R 2 4 T R A
S E ML LR A 2=1. 0 B HAT 5/ R
LGS 25 o U0 ) 70 428 1 4% 56 42 R 15 1 1 1) 28 38 45 A {5
S R A% K B g5 A B A B2 SOR L AF A H B . TR
B, 5 KF B BRR 250 0. 15 FH H, 24 43R 1
B 48 T3 R BCFELO. 55 1. 5 ] 3 il N I, KF-P 33 g 52
RS R R RE R SRR Rl s 2 A R ] 4 R RO
L0. 4, 1. 6 JBy 3 [ N i, KF-PW 34 68 52 B 5 /& 0K J&
(R SRR il . X 0 Y T 4 L R 1 o) B R ) I [ S
Rl 22 HA 30 M 2545 k. S5 R 12 v i s i R i 22
(0 AL, 18] 14 iR TT-W 5303 X 1 52 B

—6—KF KF-P
0.30+ —o— KF-E —&— KF-PW

1.5 2.0

0 0.5

1.0
e 1) 51 FE 47 780 2 A
13 HET R R 8 U 5 vk A2 A R Y LAY 52 )

8.00 " " :

——IT-W
6.00
_S4.00¢
2.00F
0 : S-6-85-6-6-6-0-0-60569
0 0.5 15 2.0

1.0
I 41 L5 4 7 2R A
P14 T[] R 3 32 S SR 1 ] 1Y 5



1242 it "

Bl &2 {1 2023 4

INE B ]S T A<<1. 0 A5 PEAR 25 . 45 1<<0. 6 I G
0l A K

@ ME AR50 A 12 22

s il i 3K A 1) Bl BIL AE 3R A R A3 A bR B Ny
(200,500 ]2 % 250,80) » FHoHr 1o Sy di5c KM 5% 7 11
S 5 I ) 45 i ZR B 24 o= 1. 0 B RISy S {F 4E
AR AR ] F AR 8 2 3 B i) o 7 £ A 0 5 2 B4 e
Mk e 15 frs. RABURZEFN 0 230 A AH G 56
R AE p€ [0.67, 1. 3330 [0S, B A B/ B RLR
22, Ut BH T F5 1) 8 1R 15 R T 0 1) B R 0 A f LI
B2 15 2 55 U0 A AMERIOCR L £ & 5 B4 A, [l Et . 5
KF B0y 2R 2 0. 15 A . H 858 (5 1R
Bl At 25 b ABE 238 40 A 15 22 2% 1 °F T 4 s 1) KF-P,
KF-PW S A — & A 8O s X i e — o 12
JE 1 U6 W T4 Bk X A AR M SR A A 1R 25 L
IR e

0.40

—O—KF KF-P —&—IT-W
—&— KF-E —6—KF-PW f

1.0 1.2 1.4 1.6

B AT R4 R
B 15 3 I [ 25 43 A7 35 2% 1) 5 )

(3) B4 o by

AT B B R Y BRI 2N T 0. 20
. 2 S8 0T DL S B AT 0 o R DL R B 2
0. 20 g Bt 0 bk iR 22 0 FL &5 SR AT B4 1R B
[Fi) 5 X AN [ 15 2 8 A PR AR X B A L 3 1 .
AR R R GGV L AR SE bR R

0.8

(935 AR B BT R K S B B 4 R IE N BEAL
WP 1 2B PE AR AR i, i T KE A KF-E ORI AT 4
AR L PR 0] S R ) R 2 A AR AR v (HL
TE JIE 31 11438 [ FBE 5 7 A 12 22 B0/ KF-P Al KF-
PW HJREARAT 5 o ofi o 1 1) 2 il D00 L. 2% 7 1) Bl
P8 B 3 0 W 7 R AEE G 1Y % 22 R AR U TR AR TR Y
FIR A P FEL/ N T 55 B 1 T 2 7 A AROK g R B iR
25 0L T RAGIEH TAERZ0R.

F£1 [@MF0.20 MR EREXE

o %%mﬁi @ﬂﬁ@ﬁ@ ﬁﬂ%%ﬁﬁ

Ky & £ EY P TR K
KF [0.1,10.5] [0.1,2.0] [0.7,1.7]
KF-E [1073,10%] [0.1,2.0] [0.7,1.7]
IT-W [0.6,1.1] [0.6,2.0] [0.7,1.7]
KF-P [107%,10%] [0.4,1.7] [0.7,1.7]
KF-PW [1073%,10%] [0.2,1.9] [0.7,1.7]

6.4 HENHRHHELER

AR 38 IO B ek R kA B A B AR 22 Fig K AL P
ZRIEUN L Tt 0 5 1 AL AR R Sl O I e R
SRR TSR WOAE 6.2 /NI EARRIE T
KF I KF-P 53 Jo ik YU L R 90 3% 8 Moady - KF-E
A TT-W 583 X 35 308 0 ol 1) IR T M B 2% 52 R BR
] o A A WK 4 RIS A O I BT R 9 ) AR
e LRI o3 #r

CL Al 0 A 2 B A o 3R

Pl 16 2 38 BB B 4 A AR » s A
R ZETEPRAIE Bk A 4 LAY TR0 R 445 o R (BB
gy RARR 2 T W B AT O {EU e AOR
7 st 1 o R o) 7 T 48 32 Vi B P R Sk 7 3 R 1 A 3
(L RIS A7 7R AR08 22 473 RE Wl 2 4 BA 47 ol 7y i AR 22
R TR R 22 E £0. 03 m Y .

NA=PEIRG V@R Vv HiEMN S
1 0.4 0.40
23 7 02 0.35
EE ER E*O'%WWVWV\NWM/M
~ >~ ~
N 320 0.25
% 5 10 15 20 2 30 % 5 10 15 20 2 30 ¥ 5 10 15 20 25 30

& 16

(2) Bl K P 45

17 AP 18 Sy A 3 W 2oy A 00 o A AE R
Grinfrad A b Mok A RE NS BT I A AR R Kl O
SEA T ARSI A L AT DLXE A 1 LA AR
BEATAT . 2Rl A Rk BRI R . A 3 N R
THIE S O A D AN WG I A 1) 5 KV L £ 1%
P PR 20 430 0 At 00 3R 22 de R LA D o0 1 LA el

t/s t/s

F I8 BT T 4 A o R

S DR A ) P T] BE S i H R (B L e KL e/
(EZ I3 E Bk sl . A& 17 v 4. 55s~6. 5 s I ] B )
PRI & B 78 3 764 53 I 18] B 1A & i ) il L B 2 1R
FF A IS B AP — A 17 18 s~20 s I [H]
BRSO E s e A R TR . T A
TS T LB 1 2 S (A L O A PR R
TEANBE S B B P R T 7 J&T 18w i HE R s 1]



6 34 Wi = 0 4

o T 1) 4 A0S AL ol ) ABE 25 T [ i SRR i B T 9 1243

G5 AR AR AL I RS R B — 1 SR 1
&N ] T A (BT A 4 1 O 6B A 0 e AR
E T AN B A B

N2 ELf“lﬁl f

% 5 10 5 20 \ 25 30
t/s
1.0

‘ 0.12 0.12
0.10 35 0.10
0.08 1 0.08 g
006 =B 0.06 5
004 25 0.04
0.02 0.02

2.0
18.0 185 19.0 19.5 20.0
Bl17 Al B A 1 2R R

\I/E F“Iﬂtfli—

O L n
—105 5 10 15 20 25 30
t/s
B 18 H W B T 45 AL AN A R i ] B

7T BRERRE

AR SOR 20 SRV R B P B AL 8 £ A R ) 5

A3 7 208« BRI A 35 14 48 25 00 A3 A7 16 X A% Jeadie
;{Eﬂi P17 Az O T W R Gas 17 B v AR i AR
AT A %tﬂT’f%%ﬂj‘lﬁﬂ@'ﬂﬁ%@%&”ﬁti&ﬁﬁ%
. 05 AR AR B A0 SR 0T B AL 3 1 e R
A B AN ROR - SRR 22 AR G R R = IR IR
A% 67 0 - 0[] B fish 2 9 35 38 g i A7 O B AT AR 7 A9 41
PPk, [N o AR A i i 4 il 25 AR AT B A 5 0 B A7 A
WRZEEA IR ZES LN #EAT 105 B 45 R R W i de
HHY 118 B o MR P R HEE SR ) AR AR 2 LA iR ) A
P 75 T8 15 S 3B B LSS B IR A 60 06 A X 5 22 1
VI REIAT L AL S8 R 2 8 oA S Ar O RICR. B Jm » D
il Boadi & S48 T A SCRT 4R 303k L 7R R ik BE ARG i

P& N HEAT A 1S R A ORI RE S K A 3 1
P9 52 M) 2 1 7 ] 42 52 1R 22 T TR

Wi

& % x Mt

[1] Wolf M, Serpanos D. Safety and security in cyber-physical
systems and Internet-of-Things systems. Proceedings of the
IEEE, 2018, 106(1): 9-20

[2] Chen K, Zhang S, Li Z, et al. Internet-of-Things security
and vulnerabilities;: Taxonomy , challenges, and practice. Journal
of Hardware and Systems Security, 2018, 2(1): 97-110

[3] Chattopadhyay A, Lam K Y, Tavva Y. Autonomous vehicle:
Security by design. IEEE Transactions on Intelligent Trans-
portation Systems., 2020, 22(11): 7015-7029

[4] Boloor A, Garimella K, He X, et al. Attacking vision-based
perception in end-to-end autonomous driving models. Journal
of Systems Architecture, 2020, 110; 101766

[5] JhaS, Cui S, Banerjee S, et al. ML-driven malware that
targets AV safety//Proceedings of the 2020 50th Annual
IEEE/IFIP International Conference on Dependable Systems
and Networks (DSN). Valencia, Spain, 2020 113-124

[6] LiB, Xiao G, Lu R, et al. On feasibility and limitations of
detecting false data injection attacks on power grid state
estimation using D-FACTS devices. 1IEEE Transactions on
Industrial Informatics, 2020, 16(1) . 854-864

[7] Panice G, Luongo S, Gigante G, et al. A SVM-based detection
approach for GPS spoofing attacks to UAV//Proceedings of
the 2017 23rd International Conference on Automation and
Computing. Huddersfield, UK, 2017. 1-11

[8] Akowuah F, Kong F. Physical invariant based attack detection
for autonomous vehicles: Survey, vision, and challenges //
Proceedings of the 2021 4th International Conference on
Connected and Autonomous Driving. Detroit, USA, 2021:
31-40

[9] Cao Y. Xiao C, Cyr B, et al. Adversarial sensor attack on
LiDAR-based perception in autonomous driving//Proceedings
of the 2019 ACM SIGSAC Conference on Computer and
Communications Security. London, UK, 2019. 2267-2281

[10] Tsai T, Yang K, Ho T Y. et al. Robust adversarial objects
against deep learning models//Proceedings of the AAAI
Conference on Artificial Intelligence. California, USA, 2020,
34(1): 954-962

[11] Merdrignac P, Shagdar O, Nashashibi F. Fusion of perception
and V2P communication systems for the safety of vulnerable
road users, IEEE Transactions on Intelligent Transportation
Systems, 2016, 18(7): 1740-1751

[12] Marzullo K. Tolerating failures of continuous-valued sensors.
ACM Transactions on Computer Systems (TOCS), 1990, 8(4):
284-304



1244 i "

2 i 2023 4F

[13] Park J, Ivanov R, Weimer J, et al. Sensor attack detection
in the presence of transient faults//Proceedings of the ACM/
IEEE 6th International Conference on Cyber-Physical Systems.
Seattle, USA, 2015. 1-10

[14] Park P, Ergen S C, Fischione C, et al. Wireless network
design for control systems: A survey. IEEE Communications
Surveys & Tutorials, 2017, 20(2) . 978-1013

[15] Khalajmehrabadi A, Gatsis N, Akopian D, et al. Real-time
rejection and mitigation of time synchronization attacks on the
global positioning system. IEEE Transactions on Industrial
Electronics, 2018, 65(8): 6425-6435

[16] Ivanov R, Pajic M, Lee I. Attack-resilient sensor fusion for
safety-critical cyber-physical systems. ACM Transactions on
Embedded Computing Systems, 2016, 15(1);: 1-24

[17] Zhao D, Ding S X, Karimi H R, et al. On robust Kalman
filter for two-dimensional uncertain linear discrete time-varying
systems: A least squares method. Automatica, 2019, 99.
203-212

[18] Wang Y, Liu Y. Fujimoto H, et al. Vision-based lateral
state estimation for integrated control of automated vehicles
considering multirate and unevenly delayed measurements.
IEEE/ASME Transactions on Mechatronics, 2018, 23(6):
2619-2627

[19] Ravi A, Narasimhan S, Kaisare N S. Sampled output
augmentation method for handling measurement delays in
multirate Kalman filter. Chemical Engineering Science, 2020,
224 115763

[20] Dorigoni D, Fontanelli D. An uncertainty-driven analysis
for delayed mapping SLAM//Proceedings of the 2021 IEEE
International Instrumentation and Measurement Technology

Conference (I2ZMTC). Ottawa, Canada, 2021: 1-6

CHEN Yan-Feng, Ph. D. candidate.
embedded

His research interest is

system.

Background

Security issues have attracted much attention in cyber-
physical systems (CPSs), and sensor attack is one of the most
common ways to impact security of CPS. Multiple sensors
are equipped with CPSs to measure physical state, then the
measurements are transmitted to controllers to realize different

functions. There is random sensing noise during the generation

[21] Bai C Z, Gupta V, Pasqualetti F. On Kalman filtering with
compromised sensors: Attack stealthiness and performance
bounds. IEEE Transactions on Automatic Control, 2017, 62
(12). 6641-6648

[22] Chang Y H, Hu Q, Tomlin C J. Secure estimation based
Kalman filter for cyber-physical systems against sensor attacks.
Automatica, 2018, 95: 399-412

[23] Manandhar K, Cao X, Hu F, et al. Detection of faults and
attacks including false data injection attack in smart grid
using Kalman filter. IEEE Transactions on Control of Network
Systems, 2014, 1(4): 370-379

[24] Zeng T, Semiari O, Saad W, et al. Joint communication and
control for wireless autonomous vehicular platoon systems.
IEEE Transactions on Communications, 2019, 67(11).: 7907-
7922

[25] Yang T, Lv C. A secure sensor fusion framework for
connected and automated vehicles under sensor attacks.
IEEE Internet of Things Journal, 2021, 9(21). 22357-22365

[26] Chen Y, Zhang T, Kong F, et al. Attack-resilient fusion of
sensor data with uncertain delays. ACM Transactions on
Embedded Computing Systems, 2022, 21(4);: 1-25

[27] ZhuY, You Z, Zhao J, et al. The optimality for the distributed
Kalman filtering fusion with feedback. Automatica, 2001, 37
(9): 1489-1493

[28] Chong C Y, Chang K C, Mori S. Distributed tracking in
distributed sensor networks//Proceeings of the 1986 American
Control Conference. Seattle, USA, 1986 1863-1868

[29] Song E, Zhu Y, Zhou J, et al. Optimal Kalman filtering
fusion with cross-correlated sensor noises. Automatica, 2007,

43(8): 1450-1456

DENG Qing-Xu, Ph. D. , professor. His research interest
is real-time embedded system and internet of things security.

ZHANG Tian-Yu. Ph.D.. His research interest is
embedded system.

SUN Lei, Ph.D. candidate. His research interest is

embedded system.

of measurements and random communication delays when
transported to controller. Attacks can take charge of some of
the sensors to generate fault measurements, leading controller
to make wrong state estimation. Given multiple sensors with
random noise and random communication delay, making high-

precision physical state estimation under sensor attacks is a
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challenging problem. Existing studies of process sensing noise
with Kalman Filter methods to make accurate estimation of
physical state. And some work focus on dealing with random
communication delays with extra process, such as delay esti-
mation and compensation. However, fusion methods based on
Kalman Filter assume that sensing noise obeys zero-mean
Gaussian distribution. The random delays are all positive value
and not obeys Gaussian distribution. Thus, processing random
delay with Kalman Filter will introduce extra errors. In this
way, specific method should be proposed to handle random
noise and random delay simultaneously to make high-precision
fused value and resist malicious attacks. To tackle malicious
attacks, some studies are proposed to identify sensors behaviors,
which all follow a guideline that normal sensors have consistency
between each other. However, to the best of our knowledge,
no existing attack-resilient fusion method simultaneously
considers random noise and random communication delay.
We propose multi-sensors fusion method based on Kalman
Filter, combining a probability time window to detect sensor

attacks. Given the probability distribution information of random

delays, we compensate random delays and obtain the corre-
sponding probability of a range of possible state estimation
through the basic Kalman Filter. The confidence of the sensor
working normally is evaluated by the cumulative value of the
probability within the time window. Finally, the fused value
is generated through Kalman Filter and the confidence,
where the lower confidence sensors have lower influence of
the fused value. The simulation validations show that the
proposed method can simultaneously handle malicious attacks
with sensing noise and random delay. The cumulative estima-
tion error is 67% lower than the traditional Kalman filter
algorithm under attacks and random delays. In addition, if the
attacker obtains the full-knowledge of the proposed method
and launches adaptive sensor attacks, the fused errors are
limited to acceptable range, and the system can still work
normally.
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