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Abstract At present, the Distributed Denial of Service (DDoS) attack is still one of the most
serious security threats to the Internet. The core of IPv6 networks is to solve the problem of IP
address resource exhaustion. At the same time, IPv6 networks also have considered many
security issues in IPv4 networks, such as the use of [Psec (Internet Protocol Security) protocol.
However, IPv6 networks still follow the mechanism of data packets routing, which makes it still
fail to play a good role in the protection against DDoS attacks. Aiming at the defense of DDoS
attacks in IPv6 networks, this paper designs a fast defense mechanism based on MF-DL
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(Membership Function and Deep Learning). The whole detection mechanism is divided into four
parts: infrastructures, the traffic collector, the MF-DIL detection mechanism, and the response
mechanism. Among them, infrastructures as the basic equipment are the hardware basis of the
defense mechanism. The traffic collector realizes the functions of traffic collection, filtering and
processing. The MF-DL detection mechanism is the core of the defense mechanism to realize the
specific detection function of DDoS attacks. The response mechanism complements the MF-DL
detection mechanism, manages the blacklist according to the detection results and realizes the
traffic filtering function. The MF-DL detection mechanism is divided into two parts: the MF
(Membership Function) pre-detection algorithm and the DI. (Deep lLearning) deep detection
algorithm. Based on the pre—detection model of entropy measurement and membership function,
the MF pre-detection algorithm calculates the traffic scale and traffic chaos degree of current
network traffic and realizes lightweight anomaly detection at the traffic volume level. When the
MF pre—detection algorithm detects that the current network traffic scale is abnormal, it means
that there is a suspected DDoS attack. So, the DL deep detection is carried out. The DL deep
detection algorithm realizes misuse detection based on the neural network classification model of
deep learning methods. After feature extraction of historical attack traffic, the traffic feature set is
used to train the neural network, and the trained model is used for attack detection later. After
each attack, the training set is updated and the neural network classification model is retrained. In
the response mechanism, the Anti-Fre response algorithm realizes the classification of the
reputation of the requested IP address. When an attack is detected, the reputation level of the
traffic [P addresses can be adjusted to achieve the function of directional blocking of traffic and the
recovery of system performance. Finally, experiments are carried out on the defense mechanism
proposed in this paper based on the classic intrusion detection data set and the simulated attack
data set of the campus network. The results show that compared with the three comparison
algorithms, the defense mechanism proposed in this paper can increase the detection accuracy by
6.2%, and reduce the false alarm rate and false alarm rate by 6.75% and 8.46%. and the
experimental verification of the system load proves that the defense mechanism proposed in this

paper can effectively deal with attacks and restore system performance in a short time.
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Input: traffic size T(z— 1), traffic size T(z), average traffic
T_avg (t), traffic IP entropy E(t—1), traffic IP
entropy E(t), average IP entropy E_avg(t)
Output: system policy state
BEGIN
1 Calculate U(z), Initialize state=—=0;
2 IF U,(1)=0 THEN
3 Break;
4 ELSE IF U,(t)=1 THEN
5. start DL detection;
6 Break;
7 ELSE Calculate T(t)—T(t—1)
8 IF T()—T(t— 1)<<0 THEN
9 Break;
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| Level0 || Levell H Level2 H Level3 H Level4 H Level5 ‘
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[ 1p2 J|{[_1P6 || ([ 1P7 || TPI3 J||[ 1P2 |||[ IP12 |
[ TIP3 || |[_TP9 || |[ TP14 |||[ TP20 |||[ TP15 |||[ IP17 ]

""" 1P18 IP16 1P23

""" P19 1P22 1P24

1P21 1P27 1P25

K4 TP itk {5 4 B8R R R IA

4.2.2  Anti-Fre Wi N 5%

W 7 8 5 AR A0 A 00 25 2R K ik %o TP b kA5 I 44
BB KA T YRS PR 25 TP Mtk (915 S8 9 AR 98
SN B AL 25 2R AR AR 44 B 3 TR i U
A4, S e 2R 4 1 3 VRO AR G PR BE . o
2R RN 2 R

&Eik2.  Anti-Freuhy &k

Input: IP addresses set, G

Output: LevelO TP addresses set, L
BEGIN

1. For each IP from U as IP,, i=1,2,3,--+, DO
2. IF the counter of IP, is 12t, THEN

3. increase the level of IP;

4. the counter of IP, <—0;

5. ELSE

6. increase the count of IP;

7. For each IP from G as IP;, j=1,2,3,---, DO
8. IF IP, €U, THEN

9. IF the level of IP,1s O, THEN

10. the counter of IP, <0;

11. continue;

12. ELSE

13. decrease the level of IP;;

14. the counter of IP; <=0;

15. ELSE

16. IP—~U

17. the counter of IP; <=0;

18. the level of IP, <=5;

19. For each IP from U as IP,,, m=—1,2,3,+--, DO
20. IF the level of IP,,is 0, THEN

21. L<1IP,;

22. RETURN L

END

A Ul & o i i B br Sk 25k i 1 0
A TP kb XF 0 TP (1 i+ Eicds 90 A G R
AL s o A ik TP Mk . ZEBT AL B
YR B i A R DL TR BE ARG I B39 1k £ 7 R
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i, B counter KT 45 F 127, Wtk TP {5 FH A& 9
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KA ey A B 5E A G Y EARERAE S Ry P il
L MBS G TP Mkl R BT U b, DK
IPAINE] U It01taie: 24 G IP LA T U H
B, D00 3% ik 9 £ P 25 0 1 0 3 B TR (O M s
FFAREGD.

M o7 55325 114 e U PA T #8525 R O 1) TP
HEAE A A R4 BB 3 K 15 4R B K TR
P
4.3 £REHEEX
4.3.1 RGKME

FE B BAIL G 12 17 P L W3 3 BT b 36 A R G045
S VUFIRAS AL HE B IR AS L TR A L Bl otk A
HARE.

x3 MMRKEE
W L3 )
B AL - 0 s fL A5 B i 3l ME 514G 1
B GEALA - it 8 DL I B
LY AR E BB T U NS Ry BA S K
LN A A B R A

B AEVHILR it Sl AL )
DL PR 55 e

T IRAS state=1

TR state=2

B PR 2 state=3

B 2R state=4

S U N UL G DVE 9/ RO VA KR IR N E =g
ORI DA X (DS SRR =L Ba NN 'S
Bl

TR - BFAEAL ] IE 7 12 1T . MF s I Ak
TITARRE.

PUERAE T RGVHH DL IR BRI AL, I B
FRGu o R MVES I 4 I DR I £ A T I
I HE AR BAB K JBE 2 45

BIFFIRAS T« B AR GEA A L 45 LA 3%
AR S AR GE TG A BRI 7 i B 44 B 5
BIR i 4 32 3 R

4.3.2 Hkhi

42 Jey B AR 532k 32 2 LA MF-DL A AL A 4% 0
S BT el A, LA e ) W I AT ) oA S8 IR
Tl 14 2 ik Ak B 308 2o 3 S 1 BIL ] B9 A S R
DDoS Y ) B . 28 G5k w51 5 Bl 04 A B 2¢
ALY B AEATL A ) LA A DAy o 2 A B 4R
PR AL SR BB UG A ROCR . 422 Jm) B AV S 15 0
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BEGIN
1. Initialize the defense system;
2. Collect traffic information;
3. a = Real-time monitoring = 1;
4. DO
5. state = 1;
6. Perform MF pre—detection, get the result, staze;
7. IF state = 2 THEN
8. Calculate characteristic parameters;
9. Perform DL detection, get the result, aztack;

10. IF attack =1 THEN

11. state = 4;

12. Perform response mechanism ;
13. ELSE state = 3;

14. ELSE continue;

15. IF system is over THEN

16. a=0;

17.  WHILEa=1

END
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TR RO AL RE AT GE T AR IO I 265 0 £ R R
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SRS HEAT S0 W I 24 B i 5 BB B
Tk i B SCR GER MRS O 2., 95 3l DL R E K
0 - 2k 2 A N . DT % B2 G 000 A 00 39 2 o i B
ZRGUARME g 4 FF I3 Bl 1 AL X S e AT b
W7 DT T8 J3E G 00 oA B DA T8 ok U B 0 2 8 SR etk 25
N 3. E A AN ST 4R H 04 B AL A A TSR R T
I — R BB 58 X DDoS Tl 9 P i B 1.
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Background and effective. In this paper, a detection mechanism based on

This paper mainly studies the detection of DDoS attacks in
IPv6 networks. In the field of DDoS attack detection, there
have been many targeted solutions, such as detection
algorithms, architecture, mechanisms, and so on. However,
DDoS attacks are still unavoidable. At present, DDoS is still
one of the major security threats in the Internet world. As a
traditional IP network, IPv6 networks can not avoid DDoS
attacks from the network architecture. Many solutions to
DDoS attack detection problems have been proposed by
domestic and foreign-related staff, which proves that feature
extraction can abstract the importance of network traffic state,

machine learning and big data detection methods are available

MF-DL is designed, and a complete detection framework and
process are proposed. The proposed detection mechanism is
implemented based on the CERNETZ2 network. The neural
network is trained with the existing open—source datasets. The
results show that the proposed detection mechanism is effective
and the detection effect is better than the traditional methods.
This topic belongs to the 13th Five-Year Key R&.D Program
“IPv6 Address—Driven Network Security Management System
and Its Mechanism Research”. The specific research topic is
“Fast Defense and Traceback of DDoS Attacks in IPv6
Networks”, which aims to solve the problem of DDoS Attacks
in IPv6 Networks.



