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Abstract  Online Social Networks (OSN) are integrated into people’s life, entertainments, and
works with the development of big data. However, the issues of information overload and information
pollution have become one of the most serious problems hindering the improvements of many
OSN applications, decreasing the cost of misinformation diffusion, and resulting in the widely
spreading of rumor information, which may also cause information anxiety and information
disorientation among people. Thus, OSN rumor detection is an effective way to improve the quality
of OSN information ecology environment and user experience. To some extent, rumor detection
belongs to the research area of information credibility evaluation; however, the unique features,
including uncertainty, time-effective, subjectivity, and relevance, et al., of rumor detection
make a big difference from misinformation detection. Currently, there are three main problems in
rumor detection, namely timeliness, extendibility and scalability, which are great challenges for
all the researchers in this field to tackle. In this paper, we firstly summarized some basic concepts
(rumor, online rumor and online social network rumor) and the main features of OSN rumor on

five perspectives (who, say what, in which channel, to whom, with what effect). And then, we
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discussed the problem statement of its hot research topic based on different perspectives including
detection objective, detection object and detection time to answer the three 3W questions in the
process of rumor detection, namely what, who and when. In addition, we showed different ways
of rumor data collection (platform, content, quantity, proportion, and method) and data annotation
(manual annotation and machine annotation), and some open online rumor datasets. Next, we
compared and demonstrated the various performances, strengths, weakness, and applications for
both OSN rumor detection based on content and rumor source detection based on network
structure techniques. For OSN rumor detection, content classification and content comparison are
most common methods currently, while for OSN rumor source detection, model of observing
snapshot of sub-graph diffusion and model of observing monitor nodes are the mainstream methods.
Finally, we presented six key challenges and future works of OSN rumor detection problem, namely
dynamic identification, large-scale distributed detection, unbalanced data set, the heterogeneity
of rumor information diffusion, the relevance of rumor information diffusion, and multimedia
rumor information detection. OSN rumor detection techniques, as the hot issue in the research
areas in social network, information diffusion, et al, has been improved a lot with the development
of OSN new topics detection method, new topics diffusion prediction and information credibility
prediction. As the current research trend showed, OSN rumor detection techniques have changed
gradually from static, time-delay, small-scale and single-source to dynamic, real-time, large-
scale and multi-source. This transition requires the following OSN rumor detection model be
more efficient and extensible. Of course, the OSN rumor detection model should also keep a
flexible balance between efficiency and accuracy based on the specific application scenarios,
meanwhile, a certain amount of human factors should be introduced in specific environment, thus
further increasing the accuracy and timeliness. Based on reviewing the OSN rumor detection
research, this paper hopes to give an effective reference to the following researchers in the
relevant research areas, thus co-promoting the development and optimization of the OSN rumors
detection model.

Keywords online social networks; rumor; misinformation; rumor detection; rumor source

detection; network structure analysis
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Background

Online rumor has great potential bad effect on people’s
acquiring information, especially in Online Social Network
(OSN) which has been already integrated into people’s life,
entertainment and work. So, it is essential for us to detect
rumor information in OSN, thus improving the quality of
OSN information ecology environment and user experience.
In the era of big data, there are three main problems in rumor
detection, namely timeliness, extendibility and scalability,
which are great challenges for all the researchers in this field
to tackle.

In the previous study, many researchers think rumor
detection is a part of information credibility detection, and
some ones (especially in Asia) even suppose rumor is similar
to misinformation, which treats “rumor” as a negative term.
Although many variations of the definition of rumors have
been proposed in the literature of sociology and communication
studies, there are two key points which explain how it is
different from misinformation. First, the true value of rumor
is uncertain, which means only “false rumor” (eventually

found to be false) belongs to misinformation. Second, rumor

is a statement about an object, event, or issue, in other
words, it is about a topic. Misinformation. by contrast. is
just a piece of information.

Based on discussed above, in this review, firstly, we
summery the concept and some basic features of OSN rumor.
Then, we conclude and explain different problem statements
based on three attribute perspectives (objective, object and
time) , which have different application scenes. In addition,
we also compare and analyze various OSN rumor detection
model (classification model based on content and matching
model) and OSN rumor source model (model of observing
snapshot of diffusion sub-graph and model of observing monitor
nodes), including its strengths and weaknesses. In the
future, we hope our advices could help a lot in this field.
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