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Abstract  While the first decentralized cryptocurrency system, Bitcoin, has run successfully
since it was launched in 2009, the underlying technology, blockchain, now draws increasing
attention. Based on the unique decentralization and trusted features of blockchain, it is possible
to build a value-connected platform. However, the Bitcoin white paper does not provide a rigorous
definition of blockchain. Meanwhile, prior related work mainly introduces high level concepts in
blockchain, ignoring the important technique details. To provide an in-depth introduction of
blockchain, this survey first extracts the blockchain technology from specific application scenarios.,

breaks the blockchain architecture into five core layers, and elaborates on the data, network, and
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consensus layers. More specifically, we introduce state-of-the-art techniques of three main
components of a blockchain system: cryptography, consensus algorithm, and network in detail.
We firstly introduce basic cryptographic tools involved in blockchain systems, such as hash
calculation, Merkle tree, digital signature, elliptic curve digital signature algorithm (ECDSA),
ring signature algorithm, zero-knowledge proof, and anti-quantum cryptographic algorithm. We
then summarize the mainstream consensus processes involved in the existing systems and refine
the consensus framework. Users can choose different consensus components to build their own
consensus models according to the characteristics of the application scenarios. The end of the
consensus section introduces the methods for modeling consensus algorithms abstractly and the
two approaches used to formally prove and analyze the essential features of consensus models.
Further, we introduce the network topologies and common network protocols adopted in
blockchain systems. In addition, we introduce three hot issues related to blockchain, which are
privacy protection, common attack schemes and capacity expansion. The paper analyzes the
existing research results on the anonymity of Bitcoin, and then introduces three options to
enhance its privacy: mixed currency, ring signature and zero knowledge proof. The existing attack
schemes are divided into two categories in the paper, one based on the consensus model adopted by
the system, and the other based on the network. We summarize the existing blockchain expansion
schemes as single-chain extensions and cross-chain extensions, and analyze the two types in detail.
At last, the current application situation and technical prospects of blockchain are introduced. We
introduce three phases of the development of blockchain application, namely the digital currency,
smart contract and new extensions in other areas. We compared different digital currencies in terms
of purpose, distribution method, consensus algorithm and other aspects. We select three typical
systems, Ethereum, Hyperledger and Enterprise Operation System (EOS), as the examples to
show how to build smart contracts. Blockchain has made significant impact on the innovation and
evolution of various fields, especially in the areas of Internet of Things, medical and public key
infrastructure. Compared with other blockchain surveys, this survey summarizes and refines the
papers in the blockchain field rather than a simple combination of prior work. For example, in the
introduction to the consensus module, we extract a general framework from many existing
consensus models. We split the consensus instances in different systems according to the hierarchy of
the framework, and extract the components that are necessary for building a consensus model.
Based on this survey, readers are able to understand the development of blockchain quickly and
can explore in depth according to their respective needs.
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FE Tl R ARV A A N HE T S R B O IR
P4 A AT 0 o B4 By A 4R O R A R A,

Heilman % A" 36 40 3 43 47 1 76 R TR 45
H AT Eclipse Bk Y16 L. 7€ Eclipse Kifirp, — H,
Tt By Mok 2 BIAT 4 Y G K 7 51019 2 M5
TR AT 510080k, SCE P BAK J5 &% T 80k
PR FEHEAT AW 43 S R T 510055 I i Bt
i AN A0 B AR A 5 B T 5 il AR AT R L R
Tt T LK Fe A 0 090 26 0] 23 S BN B 4 B —
O3 i R4 o R T 30 %0 L 45 B4 o 4% rh R
PRI J1 1 3000, Bk 5 90 A AR ST T3 40 %%, BLik
BRI AP o LS BE HLAH AT L X G
H Y T AESE — B 53 FNEE 8 o3 b A Bl S 7 — AN B
R 2%, 3 HLTE A S PEER 2 vh oy A 4/7 >
SONMA . EX R T E . B HE RWA &M
4020 BB 3 o AR TE BT S PR 4 F W 4% rh RS R
S0 ERSE1 HI T S1 i, BEH AR
b AR B B T LK DX PR R0 2% 43 S P A3 s ZE )
RO IA 307 MFE Ty A SR 70 e ).
Wi HEZ S AN T IR M S %AW
R T 2 . Bk A 2 M A T RN R
E—> COIN_O By 32 5y , T AL A 5~ B9 v ke — 4
COIN_O 2| [ 5 i) XUAEZE By o T P A~ 0 53 1) X Bk
S 0 2% ol BELIRT , 6 70 A A 5 R R 32 B R s Bl i
LN I AT B X b, FTEZE M 25 B RT N R
BN K AZ Gy AT X B A E &% 4, IR
AACE T MU Z 5 2 A ) A I 4 O A
IF s T 00 P28 A B 2 R 2 UE K
B o MR R B D U 000 X 5% R ORI R R
B COIN_O % 3% 245 1 A Y 28 2 Wl Bk RUAE B it
B

T &, Eclipse T i A “tried” 1 “new” 74
AN 58 LR e S, tried” HE SR & A
TR B IP Hb b “new” i S Moy & 8 5 A b7 %
HE. “tried” AP RBL L] £ B9 RS SO E
R M BE NHCO © . IR BT Mot # BE
AR WA (22) , CRAE R 5 42 fit T 5E T botnet 42
A VB it 7 8.
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a(fof sroed) =D pCrac ) of [ &G fof vasz)
o o (22)

A i SCEE R VE B X T Eclipse Byt hy LU
b DCAR AL TR N 1 i ke Ty 52 L TP AL EE 0 P B AL
IR CREMLEE R CHE A AR R . SR PR
FAC I KR I 3 5, B tried” 36 vh AE A 109 249 A 8K 52
TS S T X B O R A R R R
Tk i 1 1P Mk 40 M 4600 4 35 5 41000 4>,
T 1 AR 2R N 84 Vo [ I 5] 50 %%

PLAR DR R B AT X Bk R 4, [ RE A 1] g
% 3| Eclipse Wi MBEIR , I HL b F 3 Ao i/p B4 4
FEAEAE R IR SR A5 00 T QT F IR A8
Mok JLEE 5 7 Eclipse W32 M. HAT. C4H TX T
PAUK S E AT Eclipse BUii (A 6B 58 Karl 48 AP
P T AR LUK P X B BE R 4% R & S 0 T
T8 R X PAERE BTS2 T Eclipse Bl #8137
— AU IR R 3 i — AN A b A K H R
A4 FLREAR T LAK B e B A i — A
Blepf. Marcus 88 AW 42 T £ % RLR B 9 Eclipse
Bk AU W & E AL TR G, 1eAh, A
o SCRE X T AR Y5 1Y Eclipse Yoty e il #5647 174347
FEHE TR L (7 38 5 X R BE 9 2% HIK A Eclipse 2k
(1% 58 .
4.2.5 HAhd Jr=Q

7£ Ghost Pp i, SR FH I 5 F B J5 0 A
R B IR Ok gk R X B BE R G A A X B
ik 0 245 T 1R 22 B i DA I A S AR KRR B Y 4R T
Natoli & A5 41 7 — R i a4 S IX Hedif 2 4t
(Ghost) iy H7 B T i 77 20— F- i o b F 0l
AN ABAGC N0 38 55 Sy B T 2 DABH 1k 537 14 58
ZyRiA S H . A ek o el e eh b
A AHAAZ B 5. ) 1 T HE Z R 58 15 A2 LA R] B0
HHE—D TR R I T — A TR 20,
HLE X B FER ) KN T 38 55 T BEAR 1 K.
FE LG Y LRy T 2 Bl 0E O b Bods 3 R A
B I S T PR R Ok R R A B L O i T 1
A Z A e F HT DA BLAT R 20 R T
BE S I AEAATT 2 0] ZE R A% 331 2, 1T I JE 28 SR bk 52
B PR b R X B AH B TPl ek i R 21 AR
P i Eclipse Yrdi a] DL H ZE IR R 58 F1 ) 26 I Al 35
a3 Z R .. R . X RN P HE AR R — AN L
R R G0 PR AE R 8 AN AR M LLR
Py 5 s H T HE 25 AT S X A5 R) AR A5 5
IR X

Sybil Ty R B R 0k 5 19 45 42 i — i 2%
i 77 20 XAt 7 A R AR TR T AR S
6k 1 1] 43¢ 47 6 L 9 Ao 3 30k 05 2 B IR T 0 A 5K
FEA R S8 9 TUAR ML L Sybil Bk Jr 2l S A8
32.

<!

r e 2 2 h i3\ \NN
r 2 2 & 4§ 1 3 % % N\ N

32 Sybil drili Jy sl R A

Syblil Bty (i AR Xt e di— 8 B35 5 (Sybil
T D 78 R 25 19 2% v i 20 BT B 2 R
3. Sybil By o] LAl i B 322015 W) 55w A5 L Ph i
By OB 0y L[R]3 TR i Xk 55 A [ 6 7
(1 75 AR S B A6 X B g R 45 il T 0 Bk
T 25 55 553 59 B iy R G Sybil T 19 Bk & 18
TEAHIE — iR Ak Mol B o D i 24 JE 4 5 1)
I — R DX B 9 45 2 2 05 T I 1) DX R g% 1) 45
{19 T 1 e 2 DR AT A S R A o T R
(19 3% k1 2 o DA T o 0K DX R A5 o0 245 1) 3 0 2 90 280 o
BCIE 51 R X R [ 4 rp A Y S B AR . Sybil
Tl 9 Bk o mT RLAE R0 2% o A% i Al 52 AU L i
DR 28 v SO 52 2 4 TR 1Y A ) ) B DR A
11T} 2 A ok 3 5 A B AN 2 R

DDOS T 255 =Bl IL iy W 2% Bk » H Bk
Jr XAE T #5 R 2i oF & 9 AR R R 2 7. (H 2
DDOS i % F 0 A i 55 Al 3 A 280 14 T X R
il X b A AR G H G ROR BOR BRI 55 el T M
2P RUBOH 2 RO A T AR AL AR g
FEAEESR. AL X BB AR gl i A F 45t DDOS
.

U (Replay Attacks) 238 i HF 4 H

@ Ethereum eclipse attacks. https://www. research-collection.
ethz. ch/bitstream/handle/20. 500. 11850/121310/eth-49728-
01. pdf
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R INSEZE S R T MINIVE S €/ TR R B B
AR KRG H FIL, BARBGEERNREAIEC &
T B AL Y 2 (EE AT DAY T H A LT R
i > 1k B Mo 09 H Y. 78 X sk R g AR e Ak el
SCE PO R Z G R G 2 BUAE S SR B, i
53 U 25 B8 S S A 3 (W) 09 20 B A FA 4 7 AR R 1k LA
Lo AR TR 1) 528 Ty s 2L O B B T BRSO Ll
M — 4 LGRS b I 7 — SR T R ik S B
TE W 2% 5% A AR TR (0 28 58 5 . DR IR T s 4y ST 5
SN R A BV A — S5 B S G TE S —
A0y SUEE F O 2 R A

Kroll %5 APW 4 77— Fif A8 24k B8 L R 10 19 2
i 7 2 WA ALY o A8 R Bty 31 BOR) 4 10 Bt T
AWV S e R (L s UL P B U ' A I B
BRI T — et A
4.3 RXREMEREN
4.3.1 BAELE

BT HRE T R GEIHEXS T A R B 5 B R i
FH S PRI e B T A 2 R Y DX BB A I X T
REHEAT 0 8 . 4 28 Bl 2040 LAk e O A WA —
Fifr DA RS T DR A0, X T — BB RR IR 2R B O
T T DXCHEE 4D B 38 B ) e H e S G A PR R
TELR N AT, X A0 07 0 m] sk T #  Coff-chain
scaling) 3 7 — Rl J& $2 T IX B BEAS B 1) M RE 6 A7 BE
JIRE PR AT 2 Y 1) 52 Sy o 3k B 7 200 AEE T AR R
(on-chain scaling).
4.3.1.1 4% LF#HE

(D) Jw e

Wit & S B o FH 3 ¢ v X RS 1) AS TR 38
FCA RV ORI SZ BT Y S 3E. DX B 1Y) W 4 Jre
A LAGH Ao 9 A A o oK A B . 3 55 v ik B transaction
throughput (X B4 fig Ak B = 55 19 B R ACR) FlIE IR
latency (BfitA—A~ 5555 © &40 & 7 X Bk B[R
H Al X B BE7E A ik i R0 SE R bt 006 91 ) o 2 A
Z R H K/ L B H ] BF (inter-block interval)F%7,
AR L AL i DX R Y R 4 e L I B 0 O AR
X PAHRATF.

BET HURR T A DX P B 1R 28 B A i A AL
b B ) 7 B 25 S 114 e KA B DA B ] B ix A {E | i
A LR MALH A 10 min P2 A — A CH, B4 X
P 2s i e 1 ML X AR T 5T T R 7 ol d 1 BEIG H 2
A 7 AL Sy X A E A T I S BE il BLAE Y & 5
X L0 T TR SR . O T B LR TR A R
Bitcoin Improvement Proposals (BIPs) 100?,1019,

1029 1 1039 o R ¥ K 3 T XF B /N Fn B a] B 1)
R S50k, BIP 101 g W H — 4> Fifi % B[] A A $i
N0 £ 3 JRE R Y e R B A B A I E 1 1 MB R
R BIP 102 — UM 8 — 4> B b e ivr i 2
5504 SN 1 MB 38 3] 2 MB. ax 88 T A £ 2 AE
AR PR /INBY BB S (oA B 2 M L A A
A ) 246 80 LA B i AR TR AT RS 4 IR LG B B AT
AF R 1 8 K

BREEXT bitcoin Hr X 4k i) Ja P A HE T o4 e
FOAT I A AR o BTN Bt 3 T A — i X H g
M8 Ak Dennis % AN DGR 9 A5 R A %
e figp DR 24 i DX B R AL i 0 A TR R 0 T
P T — Rl [R] VR B 7 X . 3 i SR e A5 X R
B 1 MR 15 AE — A E B R/ AT A 25 1k X R
B 1) 0 e 1 52 B R R A R A BR A

2 etk

IR XT IX e T M 0 38 B R LA — e AR Bl
e PERE  (EAR SR B 5 v DX B B A AT 4 R 4 0
BER T X B v 2 G B Y 298 1] A AR
B AR J5 8. IE 33, X Pk R 2RI =
JeBE R — A O R R R R A R
X A gy 2™ BRI T 0 I R AR R . A 3R R
W B R L Bano % NUUKEEE FAR R 1O U5 4y
HULT L : Bl 912 P 50 (Multiple Blocks per
Leader) .4 & 1 40 70 2 (Collective Leaders) . 347
7B (Parallel Blockchain Extension) Fll 43 3¢ 5 ¥
7 (Sharding Transactions).

IHXH X

2]

W R

Bl 33 AR M X HE L LA

(D B4 £ 375 28 (Multiple Blocks per Leader)
Bitcoin-NG"* [y & {E A1 5 Bitcoin A [ , X il
TE T B O AN 28 5 55 55 R AT A AR, 7 Bk 38
FOARE T DA B AL 1) A 328 BB — Yk 4 7 A — A B

Making Decentralized Economic Policy. http://gtf. org/
garzik/bitcoin/BIP100-blocksizechangeproposal. pdf
Increase Maximum Block Size (BIP 101). https://github.
com/bitcoin/bips/blob/master/bip-0101. mediawiki

Block Size Increase to 2 MB (BIP 102). https://github.
com/bitcoin/bips/blob/master/bip-0102. mediawiki

Block Size Following Technological Growth (BIP 103). https://
github. com/bitcoin/bips/blob/master/bip-0103. mediawiki

S)

® e ©
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IAE Bitcoin-NG ¥ B} [ %] 734 Fr Bt ani&l 34, B —
AR B B A — A B Y B K 5 ) AR RS
MlLgs et . TR SR ELH . TS ERE DK
He il A8 7T A AR X B BT e e B Y
O X B A B K A T S B e X e B — A X BB
B8 2B RS - X epyfE— 5]
F AR b — B Sk 10 25 5 2 0 A L. PR
BAVER H RN S 5 3 05 S F 3 e A . 3
A T EESS A 19 JE AL Bitcoin-NG [ 0] i 45 4K 6t
T B A5 22 12 3G I SR 1 /N B 2 980N, A )
eI T2 AR, MR, PR /M2
AV PR B CH Hi 23 HF 1Y) Biteoin-NG /) 58 & 2 Al 4
J& % Bitcoin ¥ 5 f%).

IH Xk B

G R

Hrimy

M 34 HE i bR

(ID 204 & 5i7a = (Collective Leaders)

1 B IE Bitcoin-NG v 45 5 & 6 AT 1 8] 3 3
WRES DI S EE LA AT R ByzCoin™™™ B it
Tﬁ%ﬁi%%ﬁﬁ%ﬂ’]ﬁfﬂl@ﬁﬂé A —1Mos#EEB
WO — 21 405 o 3 ) ks e 1 R S B b BE
& 35. E/J\ZHEWTEHIE’J/%*Z#J*E?‘EE’J’A
PERA S HAZ B OE . TR XA BLE R L FE
JEE 5 E 8y R a1 R HR A 2 AN T 3 b R 52 9 i L
BB DR AIE BT 1Y) leader 14 7R S5OBT IB Z 1.

XY B ﬁ5ﬁﬁf

..DEC%
SRS

Bl 35 A wEaiE

(11D 34778 =X (Parallel Blockchain Extension
and DAG)

XA G DX R O 3 G 2 P 56 I R ek 2K T 2
(RS B30T A AT R 4 A 43R . Boyen % ANV 4Tk
TR GE AT E R TF T X B A
BT A AR AE oy IR T — A EAE A 40 A 2226
RS B RGE D BAF554 2L B 3k A

T A AR BEUE W] O 5 25 UE W A A g
55 AR B S5 AL R L AR A T a] DL AT M 4 JE 58
Sy B ASTR] 23 52 A E] 36, B8R 5 Fif Py AN 2 2 T
P A L FLL AN 2 28 0 2 SF 1 TR D R 2% i R 2y

P B SEAT Z [)[Y f 5 S 435 Gk AR A
e 2
BGH A
IHEC St X

HIX b

K36 IATIER

(OV) 43 B 38 55 5 (Sharding Transactions)

I3 P B AR PR A P U B DR R A R
3 SR /N R R 0 DA T A BN L A DX R A 1
L 2K R A2 B i IR I SR A O TR R
X SERAE Py Rl A o3 25 /0N 2H ST Ak B X B N 2H 2
PO 2% v 8T A BR S G SR R 23 1 A /N R
PHAT — B B, HC B o A I 2% 75 A 3 g £
PERG A, Qn & 37, |y s AT UL 43 v R AT LA S BRI B
FEKPY 45 X W2 5 A ZFR Y fe 2 L 28
I BRI SE A AR 2 B AT SE 5 S /N &)
O3 M /N AR SR T A — SOt DS 5 S 7
T AN AH A

,--ji@d\_?il___l
HXH B —)
[ [ I
A7) 5] IR
1! \ ,‘ | ,‘|
___________ ]
J l )LEJIN)L%]O
/N2

Hia
|
|

|
| |
|___ N
a2 .,.g?¢%\
x%nwx%m
B 37 srhxgiak

PBEY g xif 156 B 48 I FH 2 A B0 R (e mT L S
Fr TR 55 35 N Y B 52 B it 50 L OF R 4

“:i |
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Y,
&

B 1 AT {5 B2 RSCoin' ™ I J& 36 F 43 i HAR (1) — Fif
I BT MAHESR. B AEAL G AT T R 51 A
B AL AL Ok W B 52 5 8 gy, 4 it T 9 R B
) J35 0 A A% PEARIE. RSCoin Hr A4 A /N A AT
PR B3 28 Wi (H 2 X A AR R ROR BB A 2 FE
Ji& =X 1R 38 TT RE 2 B NAE B R 2R IR 20T
FEXF AT T .

ELASTICO-* J& & % FF i 24 4 4 42 i —
Flr B0 B AT LALE A 5 1 N B 3 5O A A
M S 5 58 5 3 9 B AE By A ok i BT SO
ML e, 72 ELASTICO Ppafl v, b i 42 2 1 /)
20 9% 5 X committee” , £ committee 18 f7— 4>
2o M T o e TR P 0K AT Hb R E A ATT BT R E
58 oy B . — A leader shard Bk T A 45 44 IF €1 i
— &R H Elastico W47 7E — & [n] @ . 15 55 . /)
B BN AEAFTE 1/4 Y584 00 T 1 B4 B
A RA 2. 76 0 R M &, X FE PoW R4 &
A 22 A s HoR ok e s B A — s B 1)
(bias-resistant) , AN GBI [/ 73 F I 19 38 & ot 1 5
IR AL 2 B E 4 TR 43 R e 1) AN W D) 48 B 5 fih
22 JRp RS S DT S R B T B LA KBS B A B SE R
Y5 Bitcoin $7-F , iX #B- 5 EOH 52 F 1 R KRBT

BEXt b A 3 2 ] B, Kokoris-Kogias % AN 4
th 7 Omnil.edger., & {8 J 47T fi f7F 19 2 2 B AL VE B
BOR R ALY H A AR /N R AL B AE )
) IR 51T R 880 38 D) 03 48 52 D S0k Ak 3 s 21
93 R EE Gy IARE s 7. BR 6 2 41 s OmniLedger
EPEAL T /N N TR 52 By R AT AL B, S TR AE IR
(89 52 Ty B U S ok B A 48 44 IR 25 ok X Tk AR ik Ay
BIRL. S8 45 R W] Omniledger A DL SE B Ay nf: 4
RN & I S Visa ey 1 80, PEREAR TR K
P

M3 X BT O XE R B B R O
i X B D OB R AR 52 5 H B 2 AT
KA T H B ATTECE BA BN IR /R T L B
EA B e W E 3, B2 HAR R v 2 A
TE4& . FEX AR Y 75 50 F . RapidChain™™ 8L 1, &
A BRI FE B IR AR R IR E T 1/3, 25
— DANTATA AT B E B AT X 52 By (3 A5 L 15 A
A i JT B8 R A7 58 4 U0 o0 1Y AT 0 2 A S Ry P A
RapidChain XJ/IN2H N ¥ 19 — S0 55005 L 4 18] B% i
5 Fr 52 5y SR O R AT T 0k DT A s F
T 7300tx/s AL G HINE B FEARE] T 8. 7s, REE
B B (A ZE KB T 4500 4 (overwhelming time-to-

failure).
4.3.1.2 #TH#HE

BT ¥ i ) 3 SR R IR R L DX R 1Y
Ak AT B 82 TR ATk T LA B K 52 5 e K 1 4
YRR 7%« DT 0 /0 X Bt 10 I 19 Fs 7 s /b IX B %
ERGEA PR R S — R AT
38 5y Ja A T TH S ) B AR 3 P R AE B O 3K D B
FAH BT

B2 Gy T Bk UL AR R R RS 5 S IR
TEASE Fid s N — 238 G & D T ) X 7 4 it A
Bk by SOAT AR KRR BE A 22 5 i K LA - 7T
A K & e S5 1 [B] N 58 5 BCiE . B Ry T B 0k 42 4t
B B9 N PR B FA B B A4S, X B offchain /) J7 20k 77
BEHE ST AR — R E AR R R

H i3 T B s & B T & (1°F- 6 Hh e 44
AslE NEM T & 02 — A AT RLE i 46l 1T DX Bk 5%
MR BERE ™ R 4. NEM B e % ™ R 40 b1 U &8 43 4
JG « LIRS A T Y7 B v A PR AR Ay 4 &
(6] FIAZ 5. 7E X Hedi b NEM b il 2 %6 77 19 25 4%
i L H A A U AT L SEBRAE BE 2 Z IR LS
Fi oy 3 3 2 b Bk BE 7 Y BT A AL B v 2 A7 i A
NEM H I iy [ 5 9% 7. B nl LLIE & i 44 25 (8] 7
NEM $t |25 B & 0k 55 5 5% 77 1] g Ml — A5 i, 1
22 5 W 300 A L2 b bl (8] 2 5 o 19 124 i 5 b ik
JIT A A £ i RN . 3k FEL 1% A 46 b ik PIT A AL 1 AR
SIS R B L 5 1 Jy — OB 2, w] DIk R R
R R X PR Y R PR R

G 38 Gy I A ) B G B — 2 R R — sk
B L5 /N I 28 5 78 B85S E I G TR o 3 X B
L BXCRP AR fe R AT B B ) 20 28 90 AEARL O TR
K22 5 ie % 1 A » Wheeler #1 Rivest 42 Hi T 43
ST . AR S TS R T AR Ry i S A E L T B
FE W T A 5. Pass S5 AR T — Rl TR
S CCAN 7 58 n] DATE AN B A B A 1At 1 15
OUF T AEAT T A 28 ) R G5 55 96 R0 b 28
BT A AT R A fE.

AT IR X TR A G A S SR A 2 L
T3 368 3] 1 J 1k ) LI 1) 9K 25 A R g 18 T 9, HE b B
AR 1 3k 2 IR R T 2% O, D) i R 445 g 7 2K Y
58 Th 6 29 4 R 7 5 B4 AT RS 5 20 (RSMO) Fl
W 7 I ] Bl B 20 CHTLC) L i 3 ff e 7 3 3 1

@ The bitcoin lightning network: Scalable off-chain instant

payments. https://www. bitcoinlightning. com/wp content/
uploads/2018/03/lightning-network-paper. pdf
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R T B ) 3 20 [ L i R T B Y S A 3 )L 3
AR B ISR AR 8 T B S A 38 T8 K i AT 38 5 o A5
25 M I e B 2B TR A1 T IC A B H R 1 L
A5 IG5 (5 AT 0 7 858 = O B AT g A7 SR LT R
3 5 IR B

FEF HCRE T IR R D L AR R T
B O B5E N SIS 8 T T 75 %6 B LM 4% (Raiden
Network). FI 7 0] DLFESE T & (AT AR L 5
7T A b TR B T A RN G A 3 AR
LT DA IR BRE 158 B A RS L i 45 50 . X R
H4 38 5 VR RE G 9 0 AT CTE 5% F PAT HAE b ZE )
BEA N TF A (R 4B 45 IX BB 47 ok T B ik L A
I SE | B FA DR 0 55 22 J5 1T i B2 T

{ELE BLA 1) 3 A5) 30 30 A7 A — BB B, — A X
54 38 38 FF 5 5 Bk TG IE A AT BE L2 5 i R IR
MY P 2Z 8] A8 G (R T S A 7S S
WH TSR I 23 TE BT H A L X A A 4 7 A IR B
ARGy NI A 2 R BRI AR O T AR DR X — ]
i, Khalil 2 A" 82 4 7 REVIVE, & 21 W %
(AT 75— 2L P AR i A 5 1) S B 8 SR AE S A 3E B
Z I SRR AR PR FAERN &5 —
JIT LAy 2 1) S A6 1 4 A — s i B A

24K B ST A T A AR Bl B e
1210 I Bolt™ Y gk 2 36 B )48 T ZCash [ —Fh %
R 2 S A R AR SRR A BB Y
TR B RA S AR 3 T 92 I 4 ) A 17 41
1.3.2 BEEHRE

B DX B R R AN BT B LA SO i S B
A {1 ok A 2 I AT Mk T R A TR X — AT Y
FoAR . ARZ H AR X B R DX A A ) —
AN AT 17 28 b T B A 1 AN TR ATl 22 1) —
FRCHB A A A5 A B 1) V3 5 A8 I K A 4 X B Y
WP R T PR EET ST R R T
DX e i) S R A 3 2 1) AR R

H i 5 AR 1 B H 3 5 T DUBESS S 1A O
T - (1) W87 (RT3 S 5 (2) W8 7= 5 4 e 7% 04
(3) BEHERYETUE M5 (4) W77 B B s K4 5 (5) 3 A
PEREA AV, FE M Z R R R T R IR 8h 2 T AN T
(18 25 55 R N3 T AR FLZEAS 4 R HE 7. R AE 200
(18 B85 e R EL 28 MRS 19 = b (A TIE A HIL 1 0 i /
Rk G A ) 0 Ol LR B T 4 A aCRA B
Tl AR A B (A UE N 4% P A 2 7.

INUE L] ) Ji B8R 2 76 AN B AR AT 1) 4 22 1)
FIASE =J5 A RAL B B 78 A R A 22 [8] 58 A

5 52 B ) B R A5 R G BT 38, 3 b ML ) B AR
BA IR HJE S X SR A B X v b i S A 5P
JE R 2 M PR 5 B R iy 4. AR I H A B
Interledger Pp @H1 Corda®.

i > ERALY > TG

Kl 38 BEHESS SRS Fe it AR

M4 AL ) fe - B Blockstream 23 ®] F 2014 4
PR O, R PR AN 39, I A 4 5 T 4
[ g 7 WL 4 (Two-way peg) 325 4 17 B 2 A+
B3k (SPV) Sfe S 8L %% 7 (al bb A o) 78 M 55 _E i 3
i A PR UE FEEE bR R A AR AL X T DL —
B 5 ] A B o A AE i e A% B B A PRAT L DATT 9
FURR T IS J2 B 80 A2 T 7 Ak 0 Liquid @,
JG % Blockstream X T 2017 A48 H T B 5 H: 8
(Federated Pegs)""* S fig i 9% 7= 19 25 v o0 1k 85 %
B AR TG SER I AR TR 2 5 &
A BE 4 oK 9 T Liquid 764 @l 3 b4 g A]

SEVE. gk BOR LS AR BT LA AT DAE 25 A R B
Ak ks
RIEFISPVHERH
SEAEIA .
SPViER

A

CREPEERS)
RSPV B
SPVIER] SR
S pis A
_ SPVEHIEH
5Lk <
AR i SPVIFW]
A4 25 4 1)
BEPRERS

K39 fEEROAR AR A

@ Buterin V. Chain interoperability. R3 Research Paper, 2016.
https://allquantor. at/blockchainbib/pdf/vitalik2016chain.
pdf

@ Thomas S, Schwartz E. A Protocol for Interledger. Payment-

shttps://interledger. org/interledger. pdf

Brown R G, Carlyle J, Grigg I, et al. Corda: an introduction.

https://docs. corda. net/releases/release- M7. 0/_ static/corda-

©

introductory-whitepaper. pdf

@ Back A, Corallo M, Dashjr L, et al. Enabling Blockchain
Innovations with Pegged Sidechains. http://www. open-
sciencereview. com/ papers/ 123/ enablingblockchain-innovations-
with-pegged-sidechains

©® Liquid. https://www. liquid. com/
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HLARZME 0 B2 3t 2 Polkadot®. & 44 J5 A7 5 b 1
token 5% AU 2 H 4 44 2 1 1 J5t B b ik o X G
A7 87 I B L 7E Ak S B0 58 B 25 RN o g s 45 4
NP e R AR

— BRSO BE AP AR BE I AU Y Xy, X
— S AR 11 5 B S S B R R T DL R
0 5 5 e B S 4 5 HIRA SR A 55 9 X P ILE R AH G
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