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Abstract In the cross-modal domain of vision and language, pre-trained models have been widely

adopted for modeling and analysis. Specifically, OpenAl recently introduced a contrastive vision-
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language pre-training model called CLLIP (Contrastive LLanguage-Image Pre-training). However,
the cross-modal pre-training approach employed by CLIP may enable untrusted models to conceal
backdoors across different modalities. Such backdoors can pose security threats when users
download the pre-trained models and fine-tune them for downstream tasks. This study proposes a
novel cross-modal backdoor attack method, termed Resonant Attack. The Resonant Attack
renders the cross-modal embedding representation space vulnerable to perturbations from triggers
hidden in visual or textual inputs, leading to model failure. Independent of prior knowledge on
downstream tasks. Resonant Attack implants triggers into pre-trained CLIP models by
introducing a Resonant learning pre-training phase following the contrastive learning pre-training

stage. The compromised model functions normally unless the trigger is utilized, in which case it

fails.

In experiments on three downstream tasks, Resonant Attack achieved over 30%

improvement in attack performance and a concealment performance index below 10%.
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Background

This paper focus on the security concerns of cross—modal
pre—trained models, especially the family of the CLLIP models.

The success of pre—trained models motivates researchers’
pursuing to the possibility of applying pre—trained models on
multi-modal tasks, like the representation alignment between
vision and text Recently, the Contrastive Language-Image
Pre-training model learns the semantic similarity and achieves
state-of-the—art results on the cross—modal representation
alignment. The core of cross—-modal pre-trained models lies in
the shared cross—modal embedding space, however, it prompts
to be the vulnerable components when cross—-modal information
spreads. If one embedding is injected with the backdoor attack,
the aligned embeddings take a higher risk of responding to the
“transparent” backdoor embedding, which can hardly be
tracked during the corresponding fine-tune stage. Likewise,
the more cross—modal embeddings, the lower credibility.

Pre-trained models are also called foundation models, 1.
e. CLIP, which can be adapted to a wide range of downstream
tasks through fine-tuning techniques. Once planted with the
specific domain knowledge, CLIP could be a domain expert in
various tasks, like image caption and style transfer. If we
compare above procedures to linux distributions, models
inherited from open-source CLIP are not always safe and
reliable.  Backdoor could be planted together with the
assembling of domain knowledge, and the domain CLIP
performs well until a malicious trigger is pulled.

We proposed a tangible formulation of plating backdoor
into cross—modal pre-trained models, namely Resonant Attack
for CLIP, which rise the distinct risk over the fine-tuning on
CLIP model. The outputs could be easily controlled with

malicious fine—tuning while the model behave normally with
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clean input. To the best of our knowledge, we are the first to
reveal the vulnerability of pre—trained models in the cross—modal
setting. On the one hand, traditional adversarial attacks mainly
focus on end-to—end models, which could hardly threaten the
multi-stage—developing pre—trained models. On the other hand,
the classical backdoor attacks are limited to single-modal where
the triggers could easily be detected.

The major advantage of resonant attack is self-concealing.
Maintaining toxic training objectiveness, the backdoored
models can keep their performance on clean inputs. The first
step of attack is planting toxic triggers in the text encoder, and
each trigger helps abnormal inputs flipping off the ‘correct’
hidden states.

Then, we align the toxic triggers to arbitrary image
perturbations, which allows the above flipping to take place in
corresponding cross—modal embedding space. Naturally, we can
reverse the whole attack procedure from image modal to text one.
Like the resonant phenomenon in physics, with the air as a
medium, one sounds the tuning fork but can break the glass
nearby. Considering the shared embedding space as the medium,
we initiate an attack from the text model but can reveal a backdoor
on the image model, which makes the “resonant attack”.

This work is the first to initiate an effective attack on cross—
modal pre-trained models. Traditional adversarial attacks need
access to the downstream fine—tuned model, which limits their
use in the scenario of pre—trained models. Furthermore,
according to our experiments, traditional backdoor methods are
neither effective and applicable to shared cross—modal
embeddings. We believe our resonant attack reveals a brand
new safety concern for the cross—modal pre-training research
community and can provide insights for improving the

robustness of pre—trained models.
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