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Abstract In recent years, data privacy and security have been getting more and more attention
from all walks of life. To make distributed machine learning better popularized and applied while
protecting users”’ privacy, the academic community has proposed a federated learning framework,
whose main idea is to build a machine learning model based on data sets distributed on multiple
devices. The user machine does not exchange data sets with the server, but only shares model
data. In this way, federated learning not only solves the data island problem, but also improves
operation efficiency. Federated learning allows multiple user devices to share models only with the
server rather than data, improving the efficiency of model training without disclosing the user’s

data privacy, so different organizations with data isolation can cooperate with machine learning.
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Federated learning based on differential privacy is a widely used privacy preserving federated
learning framework, which protects the privacy of local data by introducing noise into the gradient
before the user uploads the results. In this method, however, gradient accuracy loss problem
caused by clipping and noise limits the further improvement of the training effect of differential
privacy federated learning. The magnitude of the noise added to the gradient is strongly related to
the gradient clipping threshold. The functional mechanism (FM) used for local data protection at
the client can avoid gradient accuracy loss. It perturbs the objective function rather than the
gradient result to meet the requirements of differential privacy, so the noise is not affected by the
gradient threshold thus improving the actual effectiveness of the gradient. However, FM still has
some limitations, such as being not suitable for high-dimensional scenes and only protecting data
privacy. Still, it cannot save the privacy of the model. This paper focuses on solving the above
problems. Firstly, to solve the gradient accuracy loss problem, this paper proposes an algorithm
called Differentially Private Federated Learning with Functional Mechanism and presents a basic
scheme to make the algorithm more suitable for high-dimensional data federated learning
scenarios. In the basic scheme, the LDP-Federated Principal Component Analysis algorithm
proposed by us enables all users to map local data to low dimensions in a unified manner.
Moreover, we find that because there is no restriction or clipping on the gradient. the basic
scheme has weight divergence problem in the scenario where the user data is not independent and
identically distributed (non-1ID) or there is low-quality data, which makes the training effect
worse. The non-1ID user data or the existence of low-quality data are inevitable in the application
of federated learning. Due to the uneven data quality of mobile devices and the strong preference
for users’ habits and hobbies, low-quality and non IID data are also inevitable obstacles in the
federated learning application scenario. Therefore, this paper also proposes an enhanced scheme
in view of the shortcomings of the basic scheme and uses the ¢-DP minimum divergence
exponential sampling aggregation method to optimize the training effect in the above scenarios.
Finally, we confirmed the effectiveness and superiority of our method by experiments. The
experimental results show that the algorithm and schemes proposed in this paper are better than
other existing privacy-preserving federated learning methods. Among them. compared with
gradient-noising based federated learning with local differential privacy, our algorithm improves
by 9.6% in general scenarios, 15.6% and 16.2% in non-IID and low-quality data scenarios.,

respectively.
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Background

Federated learning allows different organizations to build
machine learning models on datasets distributed across multiple
devices, so that different organizations can jointly use their
originally isolated data by sharing model parameters. At present,
federated learning has been widely used in industry, because

compared with traditional machine learning, federated learning
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can not only prevent data from being directly shared to third
parties, but also reduce the computing power requirements of
stand-alone devices to a certain extent. On the basis of federated
learning, privacy preserving federal learning was proposed.
Compared with traditional federated learning, privacy preserving
federated learning can further prevent model parameter leakage,

prevent man-in-the-middle attacks, malicious collection of client
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model parameters by server and adversarial attacks, thereby
protecting data and model privacy.

At present, there are popular open source federated learning
frameworks including PySyft, Tensorflow Federated (TFF) and
FATE. The privacy protection technologies they use mainly
include Homomorphic Encryption (HE) , Secure Multi-party
Computing (MPC) , Differential Privacy (DP). Among them,
HE and MPC can guarantee the integrity of data, but the
efficiency is low due to complex encryption and decryption
operations. Since DP needs to introduce noise to the data, it will
affect the integrity of the data compared with the former, but its
operation efficiency is very high without additional complex
operations. This paper focuses on federated learning based on
differential privacy, and optimizes the noise introduced by DP to
reduce its disturbance to the data, thereby improving the
performance of DP in federated learning.

Existing research on differentially private federated learning
focuses on the scheme of adding noise to client-side model
parameters or gradients, and this method introducing quantitative

noise to the user's gradient. and the magnitude of noise is often

controlled by the gradient clipping threshold, which will affect the
real validity of the gradient and the accuracy of the model.
Previous studies have only started from the perspective of
improving the privacy budget available for a single iteration to
alleviate the over noise problem. There is no consideration of how
to reduce the sensitivity to alleviate gradient accuracy loss problem.
Therefore, this paper proposes a differential privacy federated
learning algorithm based on Functional Mechanism (FM) , which
replaces the traditional method of perturbing gradient by perturbing
the objective function, and solves gradient accuracy loss problem.
Then, this paper proposes a basic scheme to solve the problem that
FM is sensitive to the dimension of the input data. Finally. based
on the basic scheme, this paper proposes the -DP-minimum
divergence exponential sampling aggregation method and enhanced
scheme to improve the model training effect in the two application
scenarios of non-1ID and low-quality data. After experimental
verification, the algorithms and schemes proposed in this paper are
effective and superior, and have significant performance
improvement compared with the existing solutions. especially in

non-1ID and low-quality data scenarios.



