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Abstract  The lattice reduction theory is key to the lattice theory and specifically lattice cryptology.
It is recognized that lattice reduction algorithm is the most practical method to solve the shortest
vector problem in the lattice and therefore plays an increasingly important role in cryptography.
Today the most efficient and most welcome algorithm is Blockwise-Korkine-Zolotarev(BKZ) and
its improved form BKZ 2.0, which will give a short lattice vector after calling SVP oracle on
projected sublattices for polynomial times, yet these algorithms still cannot reduce the lattice to
our expectations, and there have been several proposals for improved or modified algorithms
using the basic idea and structure of BKZ. Based on the existing algorithms, we optimize the
block wise reduction structure and apply the latest research results of the sieving method to
design a new comprehensive algorithm in large lattices, Blockwise-Sieving-Reduction(BSR). We

explain that our algorithm can serve as a lattice reduction algorithm and give a short vector in the
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lattice not worse than BKZ. It has been found that certain versions of sieving are more efficient in
solving SVP of large dimension than enumeration that is embedded in BKZ-like algorithms. We
show that our algorithm combines the block wise reduction structure of BKZ algorithm and the
efficiency of sieve method. Furthermore, we try a new way to preprocess the lattice before the
main reduction process. We divide the entire lattice matrix into several small lattice matrices
while maintain the lattice vectors, then we apply multiple rounds of BKZ algorithm with different
small block sizes to increase the speed of pre-processing. In this part, we can run parallel
threads, each for the reduction of a sub-lattice. This is a plain application of parallel computing
and requires no modifications on the algorithm. In the main reduction phase, our algorithm
replaces the original enumeration sub-process in the BKZ structure with the improved version of
sieve method to get a short vector in projected lattices. We expect that this modification will give
us shorter sublattice vectors and therefore improve the properties of the local projected lattices,
so as to improve the efficiency of the lattice reduction algorithm to make it capable of solving the
SVP under a larger block. For the reduction of larger lattice matrices, we implement a recursive
variant of BSR, named i-BSR. Our algorithm run the BSR process recursively, and uses more
specific techniques such as progressive reduction. We design i-BSR as a optimized version of BSR
algorithm to make it suitable for larger lattices of bigger dimension. In theory, we demonstrate
that the algorithm can solve approximate SVP. We make experiments on lattices of different
dimensions, from 35 to 888, and ranks from 9 to 111. The experiment results show that the
algorithm can complete the SVP solution with an acceptable time cost with larger block than

BKZ, and the obtained vector is better than the experimental results of the existing algorithm. By

comparation, the length of the first vector obtained by the new algorithm can be shortened to
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Background

The lattice theory is the recent trend in public key
cryptology and has received increasing attention for its
prospect of anti-quantum properties. The core of lattice
cryptology is the hard problems in lattice, namely the
shortest vector problem (SVP), the closest vector problem
(CVP), and the learning with errors problem (LWE). It is
proved that most hard problems in lattice can be reduced to
SVP. In order to solve the shortest vector problem, that is,
to find the shortest non-zero vector in a given lattice, it is
essential to make use of the lattice reduction algorithms.
Such algorithms aim to find a basis of the lattice which is
approximately orthogonal. The lattice reduction theory is key
to the lattice theory and specifically lattice cryptology. The
lattice reduction algorithm is the mostly used method to solve
the shortest vector problem on the lattice and plays an
important role in cryptography. The current mainstream
algorithm is Blockwise-Korkine-Zolotarev ( BKZ) and its
improved form BKZ 2.0, yet these algorithms still face the
challenge of solving SVP in large lattices. There has not been
a precise boundary of the time complexity of BKZ algorithm.
But based on experiments and simulation, its time complexity
is exponential in larger lattices.

Our study views the existing algorithms and optimize the

block reduction structure of BKZ. Then we apply the latest

CHENG Qing-Feng, Ph.D., associate professor. His
research interests include public-key cryptosystem and
cryptographic protocol.

LI Xing-Hua, Ph. D. , professor. His research interests

include wireless network security and privacy protection.

research results of the sieving method to design a new
comprehensive algorithm in large lattices, Blockwise-Sieving-
Reduction (BSR). Our algorithm is designed to reduce the
lattice basis and can also solve the shortest vector problem in
the lattice. We intend to combine the structure of BKZ
algorithm and the advantages of sieve method. It also uses
multiple rounds of BKZ algorithm with different block sizes
to increase the pre-processing. In the reduction phase, the
algorithm replaces the original enumeration sub-process with
the improved sieve method in the BKZ structure. We adopt
techniques such as deep insertion to improve the properties of
the local lattice. so as to improve the efficiency of the BKZ
algorithm, so that it can solve the SVP under a larger block.
In larger lattice matrices we implement a variant of BSR,
named i-BSR. This algorithm uses more specific techniques
and is suitable for larger lattices of bigger dimension. In
theory, we demonstrate that the algorithm can solve SVP.
The experimental results show that the algorithm can
complete the SVP solution with an acceptable time cost under
the larger block, and the obtained vector is better than the
experimental results of the existing algorithm. The length of
the first vector obtained by the new algorithm can be

shortened to 90% of BKZ 2. 0.





