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Abstract  This paper researches on the automated attack framework of Biclique cryptanalysis and
its implementation method. Biclique cryptanalysis is a kind of meet-in-the-middle attack with the
initial contractures such as balanced Biclique, unbalanced Biclique and Star. In this paper, a new
concept was proposed to define all kinds of Bicliques, named generalized Biclique. The generalized
Biclique contained the Bicliques known before such as balanced Biclique, unbalanced Biclique and

Star. And a classification of generalized Bicliques was proposed. The Bicliques were divided into
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two broad categories: high-dimension Bicliques and low-dimension Bicliques which are decided by
the number of differential characteristics used in the structures while constructing the Bicliques.
Furthermore, the further study showed that high-dimension Bicliques could be constructed by
two or more low-dimension Bicliques, but not to exhaustively search the differential characteristics
repeatedly. Based on this, a new method used to construct high-dimension Biclique was proposed
to reduce the complexity in constructing Bicliques. At the same time, with the usage of the
Bicliques constructed by this method. the Biclique attack could reach a better time complexity
combined with precomputation and recomputation technique. Based on this method, a generalized
Independent Biclique framework was designed. By programming, the bit-oriented Bicliques
including balanced Biclique, unbalanced Biclique and Star could be constructed. And the attacks
based on these Bicliques could be given at the same time. In the end, take LBlock for an example.
By using the framework proposed in this paper, the security of LBlock under various Biclique
attacks was analyzed automatically and the best attack on full-round LBlock was given. And the
security of AES-128 under Biclique attack based on Star was improved. The details are as follows:
As for LBlock, the framework firstly proposed two attacks on LBlock based on 4-dimension
Bicliques and gave two attacks based on 8-dimension Bicliques then. A new 6-round 4-dimension
balanced Biclique was constructed to improve the attack on full-round LBlock with a lower data
complexity. The time complexity is 2°*** full-round LBlock encryptions and the data complexity
is 2 chosen plaintexts. Based on 6-round 4-dimension Star, with the knowledge of 2 known
plaintexts, the first Biclique attack of the full-round LBlock with minimum data complexity was
given with the time complexity of 27 full-round LBlock encryptions. The 6-round 8-dimension
balanced Biclique was constructed and the framework gave the best attack on full-round LBlock
full-round LBlock

encryptions, 2% chosen plaintexts respectively. Finally, based on 6-round unbalanced Biclique

The time complexity and data complexity were 27"

known before.
with the size of 2* X 2%, the attack on full-round LBlock was presented with a time complexity of
2% full-round LBlock encryptions and a data complexity of 2*° chosen plaintexts respectively.
As for AES-128, the security of AES-128 under Star attack was imporved. There was a
2. 5-round 8-dimension Star at the backward direction which was used to replace the 2-round
8-dimension Star at the forward direction. Based on this initial structure, the Star attack on
AES-128 was improved with a time complexity of 2'*% full-round AES-128 encryptions and a

data complexity of 2 known plaintexts respectively.
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Background

Biclique cryptanalysis was first proposed to analyze hash
function and it was introduced to attack block cipher in 2011.
Biclique attack on AES demonstrated a great power on iterative
block ciphers. Khovratovich et al. gave the first attack on
full-round of three variants of AES in the single key setting
which interested many cryptographers around the world.
Biclique cryptanalysis was used to attack many block ciphers
such as CLEFIA, ARIA, Camellia, KLEIN, HIGHT,
Piccolo, TWINE, PRESENT and PRINCE.

Biclique cryptanalysis is based on the structure called
Biclique, which is a complete bipartite graph. Combined with
could attack

Biclique attack
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meet-in-the-middle attack,
full-round of block ciphers. Khovratovich et al.
introduced Biclique attack to give the first full-round attack
on AES whose time complexity is lower than exhaustive
In 2013,

in-the-middle attack used in Biclique cryptanalysis and sieve-

search. Canteaut et al. concentrated on meet-
in-the-middle technique was proposed to improve the time
complexity. Later, people found that the improvement of the
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Bogdanov et al. introduced a new structure “Star” which could

contracture could also improve the complexity.
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2015, Tao et al. claimed that the unbalanced Biclique could
greatly improve the time complexity.

People desired to attack the block cipher automatically.
In 2014, F. Abed et al. proposed a framework to find the
Biclique automatically by using the computer. And they
found the balanced Biclique of AES and BKSQ. In 2016,
Gong et al. proposed to use mathematic method to solve this
problem. Li et al. found all balanced Bicliques of AES-128
by programming. In our work, we want to search balanced
Biclique, Star and unbalanced Biclique together and give the
meet-in-the-middle attack at the same. We proposed a definition
of generalized Biclique to cover all kinds of Biclique. Based on
the generalized Biclique, a framework was introduced that
could search generalized Biclique and find a suitable match to
complete the whole Biclique attack on the specific block
cipher. In the end, we gave the full-round attacks on LBlock
with the minimal data complexity and lower time complexity
than those known before. And we also improved the attack
on AES-128 with 2 known plaintexts.
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