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Abstract  Each image is associated with its copyright. An image’s copyright is a type of property
that gives its owner/creator the exclusive right to transmit, publish and use her work. Protected by
public low, the copyright owner can define how an image can be used by signing a licensing agreement
with users who wishes to use or edit the image for fee. However, it has been challenging work to
detect if an image is edited by an authorized entity. Traditional methods, such as watermarks and
perceptual hashes, can help detect if the image has been edited with permissible operations, but
fail to verify the identity of its potential users. As a result, traditional methods cannot provide
sufficient technical supports for editing authorization that is required by image copyright holders.
In this paper, an authentication scheme constructed from public-key cryptographic primitives
is proposed to provide efficient solution for image editing authorization. The proposed scheme
allows an image owner/copyright-holder to specify editing rules and authenticate the original image

technically. The authenticated image is transmitted to an image editor together with a certificate
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associated with some licensing behaviors. The certificate is computed by the image copyright
holder and send to an authorized editor together with the image. After receiving an authorized
image and its certificate, the image editor can process the image according to the certificate and
compute supplementary proof to prove that the editing operation(s) are permissible and authorized.
To avoid copyright infringement, an image receiver/verifier can verify the legality of the image
with both of the evidence provided by the image holder and the editor. The new design helps the
image receiver to identify if an image has been used legally before publishing it to keep away from
disputation of copyrights. The scheme is constructed from bilinear pairings and provably secure.
The security of these schemes is rigorously proved in the framework of provable security in
cryptology. Different from those traditional non-cryptographic image authentication schemes
(watermarks and perceptual hashes) . the security here is independent of the size of sample space
or times of experiments, and just depends on the security of cryptographic primitives used in the
constructions. Experiments show that the proposed scheme is efficient and practical. Though the
computation of key generation is time-consuming, since the key generation scheme is run only
once in the whole lifetime of the system, and it can be deployed offline, the efficiency of the
scheme is still satisfying. Concretely, the time cost of proving is about 70 milliseconds for 400
hundred operations, and verification time is less than 20 milliseconds (far less the time of key
generation). In addition, compared with the most relevant scheme, our scheme achieves authorization
with slight loss of efficiency, perhaps less than 10%, but the proving and verification are still
efficient. The new design provides a new framework for research on image authentication together
with digital watermarking and perceptual hashing, and we believe it will further facilitate image
applications where image authorization is desirable. Scheme in this paper can also provide effective
solutions for image applications where outsourced image operations in cloud computing are
required.
Keywords image editing authorization; editing proof; data authentication; bilinear pairings;
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T UCEAE BB Boify a) oo 045 i 45 B PR & i
UEAS A RF 3 L.l C; X R a9 4 R s B ¢, FF 115

IP;l "
H J
SR | BT ) I o+
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x 7 ARIZITHIE (80-bit Z£)
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6 80-bit % 4% P IR 148 17 B (]

120

— RROE
—— GRS R
00 H—— Bk

—

& 17 I ] /ms
D 0o}
(=) (=)

e
=]
T

201

100 150 200 250 300 350 400
Gy 2/ b
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N IR UE L FE 4 56 UE A% 0 A R, 7E i R
v, B 4 55 B 3k “EditProve” F1 36 9IF B % “ Verify”
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%), HJ5 E T ikl 22 4=, nl DU 2 75 BRI 22 & (%
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W BGRB8 T SN E. (A2, k(24 ]
F[ 28135 A BE 52 B0 G A E P 2 A T R L AR 3¢
BT LR TR AT RCR AR R B T , [F) A 52
LT 4% Ty AR 2 Rl g i N B e IR T TR
(8 B AR IE T RE. AH & PEREXT EL WL 36 9.
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(1) The security is not provable and probability of mistake is
usually unnegligible; (2) They do not support authorization,
which can not provide technical support for some useful
image applications such as licensing and assignment of image
using rights. As a result, image editing authorization and
proof with technical methods is still an open problem.

This paper provides a feasible solution to image editing
authorization and proof with cryptographic primitives. To be
noticed that, the new design is provable secure. With the
new design, image copyright holder can grant rights of image
editing operations to specific users. This research is mainly
supported by the National Natural Science Foundation of
China (61902070), a project which aims to achieve both
flexibility and security in image authentication, especially in
image editing authentication and authorization, which is the
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