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Abstract  With the development of fifth-generation telecommunication technology (5G) and smart
hardware devices, the scale and diversity of Internet of Things (IoT) applications are greatly
expanding, like smart buildings, smart agriculture, smart homes, intelligent transportation, and
so on. Numerous sensing devices can be networked to provide better network services for all
aspects of life. However, the networking of massive intelligent sensing devices has brought a
great threat to the quality of service (QoS) of the IoT, where the threat includes communication
interrupts, data traffic congestion, and other unexpected factors. The robustness and performance
of the IoT topology directly influence the network applications”’ services and thus are associated
with network reliability and resilience. The failure of key device nodes and network cyber-attacks
can lead to the collapse of the IoT topology, which affects the QoS of the whole network system.

Then, the system will finally fail without the ability to communicate with other network systems,
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where the large-scale 1oT applications are broken. Therefore, how to optimize the robustness of
large-scale IoT topology is a challenge to maintain maximum communication ability even if some
device nodes fail, which draws researchers’ attention. Nowadays, methods such as heuristic algorithms
and learning mechanisms are proposed to enhance the reliability of IoT topology. These methods
can efficiently improve the robustness of IoT applications against cyberattacks and prolong the
network lifetime even if part of the topology fails. However, these methods sacrifice huge computing
resources to get disproportionately robust performance gains, and the larger the IoT topology scale,
the more obvious this phenomenon is. Indeed, in the real world, IoT applications cannot spend
so much time executing to produce a suboptimal result. We need a fast robustness optimization
method for large-scale IoT applications. To address the problem, in this paper, we propose a
Llghtweight Topology Optimization Strategy for the IoT based on network motif (LITOS),
where network motifs are significant repetition patterns widely spread in the network topology.
Through the topology analysis, we found that the IoT topology has community characteristics,
and we designed an asynchronous community detection algorithm based on a network motif to
decompose the large-scale complex IoT topology into lightweight local network topologies. The
Then,

utilizing CPU multi-core computing resources, we present a deep deterministic reinforcement

devices with multiple roles in the communities are grouped together as a “super community”.
p g p g P y

learning mechanism (DDRL) to asynchronously optimize each local lightweight IoT topology,
which can reduce the overall optimization time and improve the robustness of the network topology.
Furthermore, we developed a novel robustness metric based on network motifs to measure dynamic
changes in IoT topology., where network motifs can reveal hidden functional mechanisms and
provide researchers with new perspectives on network topology. The new robustness metric has a
better effect of guiding the topology towards more reliability. In terms of experimental results,
compared with other state-of-the-art optimization algorithms, the running time of the LITOS is
1—2 orders of magnitude lower than that of the ROCKS and ROSE algorithms and is about 10%
lower than these algorithms in robustness improvement, which can greatly improve the optimizing
efficiency for large-scale IoT topologies.

Keywords Internet of Things; lightweight topology robustness optimization; asynchronous

community detection; network motif; deep reinforcement learning; dense network topology
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Background

]

5-Network topology optimization"'® is an emerging research

work for the Internet of Things (IoT)!™), aiming at improving

the quality of service and robustness resisting cyber-attacks for

complex network applications™ . With the development of

IoT technology, the network scale is getting larger, more
than 7. 5 billion devices will join the network by 2025%!, The
extending of the network scale not only creates valuable
network applications but also rises the paralyzing risksH®!.
Therefore. how to optimize the IoT topology to maintain the
communication ability and prolong the life when it encounters
attacks, is a challenge to be solved™'*).

Most existing topology optimization algorithms'**]
generally focus on the global characteristics of networks,
connected

degree distribution, maximum

subgraph, centrality, etc!®),

such as node
Besides, several optimization
methods apply maximum connected subgraph as a robustness
metric to guide the optimization direction'®, Real complex
network applications consist of many types of networks,

J[11-12.14]

which are with different robustness abilities Existing

algorithms!!* 1%

are hard to uniformly optimize these heteroge-
neous network topology. Another shortcoming is that these
algorithms use numerous extra computing resources to obtain
an un-proportion robustness improvement-'*,

In this paper, we introduce a LIght Topology Optimization

Strategy based on network motif (LITOS) for large-scale
heterogeneous IoT that overcome some of the above-mentioned
caveats of the existing methods. We start by emphasizing that
the notion of network robustness is not uniquely defined, and
objective validation of vulnerability might require some ground-
truth data on network behavior under attacks and failures,
which are typically unavailable in many real-world scenarios
due to, for example, data privacy and confidentiality. Neverthe-
less, we argue that a networks’ robustness can be quantified
in terms of its ability to maintain its original properties —e. g. ,

network motifst* 1%,

]

In this paper, inspired by community
detection?!!, we first divide the large-scale heterogeneous IoT
network into several close communities. Then, a distributed deep
reinforcement learning (DDRL) mechanism is implemented to
optimize the communities. Finally, the optimized communities
are assembled to a high robustness network which is executed
with less computing overhead.
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