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Abstract  The quality of the random number generated by the random number generator is directly
related to the security of the cryptographic system, and the statistical hypothesis test for random-
ness is the commonly used method for the quality evaluation of random number, which plays an
important role in the practice of cryptography. In recent years, the development of information
technology has greatly improved the ability of big data processing. Accordingly, the statistical
test for randomness is also facing the urgent needs of larger sample, stronger test ability and
faster evaluation speed. Considering the applicability of existing test methods in large (GB-level)
sample evaluation, this paper makes an in-depth study on tests for long template overlapping

collision in large samples. First, we construct the statistic on the number of collision pairs. Based
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on this statistic, a new collision statistical model suitable for all counting methods is proposed
through theoretical derivation. Then we derive the expected value of the overlapping collision
statistic with the parameters of m-bit template of n-bit sequence. Based on this conclusion, we
propose two statistical tests on the overlapping collisions with some theoretical analysis: (1) Based on
the fact that the expected number of overlapping collisions can be used as the upper bound of the
probability of collision occurrence, we use the nontrivial collision expectation that is small enough
to reject the small probability event of a long collision occurrence, and introduce the overlapping
collision rejection test; (2) Based on the law of large samples and constructing the sample variance
from multiple samples, we provide the approximate z-distribution test with multiple samples that
does not require a known theoretical variance. Considering the problems of high resource
consumption and low search efficiency of existing collision search methods under the overlapping
situation, we propose a fast search method based on CUDA with resource constraints, which can
reduce hardware resources such as memory by 1/2° times through optimization skills such as
prefix classification and suffix sorting. These skills also improve the parallelism of the algorithm,
and then we use the CUDA parallel technology to realize the practical feasibility of overlapping
collision search on general computers. We take advantage of the proposed optimization algorithm
to carry out specific experiments, which can complete the overlapping collision search and collision
information storage of more than 64-bit templates of 10 GB data in about 4200 seconds. At the
same time, through simple data construction experiments, the advantages of our proposed new
test are demonstrated, that is, it can discover the non-random factors with long templates that
cannot be detected by the NIST statistical tests for randomness. Finally, we use 1000GB of
random data to show the statistical distribution of long overlapping collision templates for 1 GB
of random data, and also verify the effectiveness of the theoretical models and testing methods
proposed in this paper. The overlapping collision tests proposed in this paper, combined with the
fast search tool, can meet the actual evaluation needs of large samples, and better ensure the
security of Cryptographic systems.

Keywords  statistical test for randomness; large sample; overlapping collision; parallel search;
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with large samples. Therefore, it is necessary to develop
efficient and high-scale test methods, and the sequence over-
lapping collision problem that this paper focuses on is one of
the research directions. There are many complex dependencies
in the overlapping collision problem. which makes it difficult
to estimate its statistical characteristics effectively. In this
paper, we introduce the concept of overlapping collision pairs.

Taking the number of sequence overlapping collision pairs as

Statistics, 2019, 11(5): el477

[22] Menezes A ], van Oorschot P C, Vanstone S A. Handbook
of Applied Cryptography. USA. CRC Press, 1997

[23] Casella G, Berger R L. Statistical Inference (2nd Edition).

Singapore: Cengage Learning., 2001

33 2" AN 28 A AR

SA. VERCHET. 75— A 7 (3 256 4~) , CUDA
HATHEF (256,256 ), A LR AR B gt X — A58 i = 1
(F 256 4>, 1 256 LR BEXT G 4% 12 735 S0 SRl AT IR AT
SERCHE P LR - 1 e 4031 5 S80HE 9 565 — 215 (9 I
RN ARG AR S M R SRR 11 I R AT S gk
HHET).

S5. . K g5 AL B CPU iy 317 45 AL 3 O1-# th
{00 405 B 5 Tl 9 ARG 5 ol o7 )

raphy detection.

CHEN Hua. Ph. D. ., professor-level senior engineer. Her
main research interests include side channel analysis and
protection, cryptography detection.

WANG Jian, Ph. D. candidate. His main research interests
include side channel analysis and protection.

FU Yi-Fang, M. S. candidate. His main research interests

include the design and analysis of random number generator.

the statistic, the theoretical expectation model is given, that
is, the accurate theoretical expectation value of the statistic
with n-bit sequence and m-bit template is obtained. On this
basis, we propose two efficient overlapping collision tests,
whose scale parameter (template length) reaches more than
64 bits. At the same time, in order to ensure the efficiency
and practical operability of the test, we have developed a rapid
search method based on CUDA under resource constraints,
that is, with the skills such as sorting by classification, we
can reduce the resource consumption and improve the paral-
lelism of the algorithm, so that we can effectively complete
the overlapping collision search.
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