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Abstract  Virtualization is a key technology to support cloud computing, and its security is particularly
important. Monitoring the processes outside of the virtual machine can isolate the monitoring
tools from untrusted virtual machines making the monitoring to virtual machine more effectively.
The current virtual machine external monitoring technology is mostly based on the memory snapshot
technology running in cycles or at a point in time. However, due to the characteristics of random
and sudden of a process, if the method based on periodic or point-of-time memory snapshot to
monitor processes is not continuous, it will lead to a higher leakage rate. For example, if a
malware has not been started or has been completed during the scan time or scan interval, the
security tool will not be able to detect it activity. Therefore, a real-time technology to monitor

virtual machine process based on adaptive mechanism, RTMonitor, is proposed.
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RTMonitor captures the kernel stack switch in real-time outside the virtual machine by the
help of virtual machine manager (called VMM). The captured result is treated as a determination
of the process switching action. Then, RTMonitor obtains the hardware information flow related
to the current process, and gets the system-level execution semantics of the process by analyzing
the hardware information. To solve the problem of the randomness and burstiness of process
execution, RTMonitor monitors the process continuously. Besides, it improves its execution
speed by caching process content and creating multi-task. RTMonitor adopts adaptive scheduling
algorithm that automatically adjusts the number of every task and storage nodes to dynamically
match with process execution in all senses. To compensate for the speed difference among all
tasks RTMonitor establishes a caching mechanism caching process context and memory, and the
cache size shrinks and expands automatically according to process execution scene. When the
process switching frequency increases, it first dynamically increases the number of storage nodes
used to cache the process data that can not be processed immediately. Then RTMonitor increases
the number of tasks to improve data processing speed. When the process switching frequency
decreases, RTMonitor reduces the number of storage nodes and the number of tasks to reduce
performance overhead. Besides, instead of the logical relationship, such as the doubly linked list
structure, between processes, RTMonitor monitors process action though the physical resource
updates. As a result, it can detect the rootkits that hides kernel objects by destroying the logical
relationship.

The feasibility and effectiveness of RTMonitor are proved by experiments of capture rate,
capture delay and concealment. RTMonitor can monitor processes running in milliseconds. The
capture rate is more than 95% when processes run less than 10 ms, and it close to 100% when
processes run more than 10 ms. At the same time, RTMonitor controls the capture delay 2 —
15ms. It introduces 21 % and 17. 6 % performance overhead for CPU intensive application in security
VM (called SVM) and target VM (called TVM) respectively. In addition, RTMonitor can detect
the processes hidden by all kinds of rootkits. Compared with traditional security tools, RTMonitor
will not be bypassed by rootkits, ensuring the completeness of detection.

Keywords virtual machine; real-time monitoring; process detection; rootkit; hidden detection;

self-adaptive mechanism
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Adore-ng i i B BURAE R G800 R 58K EL B L
PRAZ A i AL« 5 1) B R 1 LAY B R P A I T
HEA B B 80CR. B 11 2 X adore-ng Fa ji
PERERAL I, IF 5 TVM R HE 2 s SR . 260l
H TVM W48 4 B f RS Gy SVM N i
RTMonitor {81 TVM ZEPIRZS. 7E adore-ng j%
A GERT A TVM NERIZTT 1 5484 “ps -u” K3
4097 S bash 5 ps JEFEZ (B A7 7E 4266 5 JEFE
top. ZJ5 i 2 S ¥4, Java i 42667 % pid 5K
4266 1) top JERR BT e )T . 1547 3 S I8 “ps -u”
WEER TVM B1TIRE & 4097 5 #EFE bash 5 ps
HERRZ ] 4266 5 JF 72 4% B >k 1. RTMonitor
fE SVM NERXT TVM 347 S AL, & A TVM
WY 2 538 2 IR ava 121710 J5 B RE R I 2] 4266
S ERE top, BN adore-ng 14 [0 4G I A7 %K.

[root@centos adore-ng-master]# ps u_(D
US! % VSZ —RSS TTY

me i
pid:4303 name: run-pa

ER PID %CPU %MEM
root 1460 0.0 0.0 2008 s
root 1462 0.0 0.0 2008 pid: 4312 name :run-pa
root 1464 0.0 0.0 2008 s
root 1468 0.0 0.0 2008 pid: 4303
root 1470 0.0 0.0 2008 s
root 1595 0.0 0.1 6272
root 4009 0.0 0.1 6924 172
oot 2097 0.0 0.1 6741 15
oot 4266 0.2 0.1 2672
oot 4314 0.0 0.1 6548
T ore-ng-master]F wva
5
i

STAT START  TIME
2008 Ss+ Decl8 0:00
2008
2008
2008
2008
6272

11 58T H B 42 45 R X L

H ubuntu... £

397] udevd udevd 3 =

403] kpsmoused kpsmoused

445] udevd 445] udevd

507] upstart-sock 507] upstart-soc :

552] dhclientd 552] dhclient3d

627] sshd 627] sshd 3

7521 getty 752] getty 3

7581 getty 758] getty 3

763] getty 763] getty :

764] getty 764] getty :

768] getty 768] getty 3

774] acpid 774] acpid

775] cron 775] cron :

776] atd 776] atd 2

781] whoopsie 781] whoopsie

845] flush—202:0 845] flush—202:0 :

848] getty r : name :ping]
1001 dod 1247 1inuxfu pid: 1939 Tame : sudo
HKiZ4T1inuxfu pid: o= e: sudo

T1T7 bas 1211] bash -] Bfrlinuxfu §;o
1310] ping [ 1542] kworker/0:] pid:1310 name :ping]

ubuntu@ubuntu—pe: /1 lubuntu@ubuntu-pec: /1 _|fllpid:775 name:cron
ibvmi-0. 8/examples$ [E 1‘bvmi—o.s‘examp1ess “Mbid:1510 name:ping] =
Ll i b v

El 12 5 LibVMI Ay 4034l 32 45 S x) He

Linuxfu W0 J& X A% 6 G 9F 17 5 2 8 0F . 38 2o
DT A R A AR AR T ) B ) i 2R R B B ) X 1 R
AT BETRE » FLET X A5 A T 5L HL A R4 1) B e
12 & RTMonitor X} linuxfu [& % 38 F p &0 . 3 5
REAUHLA AR 25 W 2 ibVMI figoxd b, 72 ) %
M4 AR5 47 linuxfu i, 78 SVM N #B38 47 libVMI
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X TVM P& i i 46 I 25 55 b [l 8 0 J2& 38 17
linuxfu J5 ,libVMI £ SVM N#BX} TVM B #4146
W25 55 45 25 11 & RTMonitor (14 S B K6 I 25 5.
e 5 el g 0 X Ee R S linuxfu xF ibVMI i
T 1310 S #E#E ping; 47 2 1 2R . Joie linuxfu iz
1154 ,RTMonitor #fBE % Wi #L 2] 1310 5 JF 2.

T FR iR Y rootkit 22 4, RTMonitor
X Z YR FAT I NG rootkit HEAT T BRE
R K 3 5 Z2 B rootkit K T B g: 47 T X He L &6
W25 RN 3 s, X & B, RT Monitor X} root-
ki[53 7 AR A R 0 A5 R A R it R 0 AR WA 1Y
6 EE.

% 3 Rootkit #& il 45 R XF Lk

kbeast suterusu diamorphine

f00lkit z-rootkit adore-ng linuxfu xingyiquan

RTMonitor
chkrootkit 0. 51
rkhunter 1. 4. 2

Avast 1. 3.0

Avira 7. 6.0
ClamAV 0. 99. 2
F-PROT 7. 2. 39

N

X 4o X X 4o X &
XX X Ll X L
X X X X X &

N

XX Lo X X X &L
XX X X X X 4
X 4o X X X X &L
XX X X Ll X L

oX 40X X L

5.5.2 REPGE IR

RTMonitor B T % N #% 2% rootkit Y ey 1 H
AR L BRI AR 2 A1 X AR B R Y R GRS root-
kit ) e 8 P A I 4K 98 A5 % A5 15 LA Horse Pill33®
Y Ry 5236 3 42 47 Ui . Horse Pill & Michael Lei-
bowitz 7E 2016 4 Black Hat | 32 1 i — Fi 5 BU 11
rootkit, B il i &Y ramdisk 42 E BN EAE RS IE
A A RO RGO E . R R A
AL EA B E i B R 5 0 0 M. AR R i R
o, Horse Pill #|HI#24E ZGEH initrd 32884 A HF
ST e AT R R A AT SO runcinie, R
JEA Y init, DLICIRE R G P AL, S E R G
J& Z )& s run-init 23 [ R G TA H SRR AT BT AR
JE A PN P T SCHR L 3 2 0L T K R 4 i A 4 8 o e
Uil B o H B E R A w N AR R 2 240 e & T LA
F 8 S5 T2 28 1 00 B R A T X 2 00 3 o 7 X
ARG A H AT L.

RTMonitor X Horse Pill i) ERC R & 13
Fin. B A # 2 TVM NEEH top 184
AR &R g AL, 2 ) & RTMonitor £ SVM
PIXE TVM P8 2 iof W AL L. DA v ml DL A

£8 ubuntu@ubuntu:
users

[top - 21:41:11 up 11
total

Tasks: 115

13 ST RS rootkit [HHE 45 R

TVM NEBILE Y 1 5 F2 2 systemed, 1fif 7 RT-
Monitor i 3R () SEBF PR o 1 5 EF2 /& run-init, i
H systemed #FF2 pid JEAS 2 4 FR A& 2R /9 1,00
& 328. Ik AER S I AL H ) dnscat S B b 4 B
AT o HE IFAAE P I A B 33k U B P A
Iy 15 2 systemed J& G2 B 9 H 52
B 7R 328 SHE R MERE R G KW 1 5
JEWEFE K T Y run-init.

RTMonitor X Bz i #F #2 K 47 18 A I 25028 U6 F
SO A R B TR W B TR AT A A R S 1) AR
A7 BT ) OS o g CPU I a] . N 2 #% F1 N
FE55 R GEGCUR , TC0 S o] b i 72 BR 0 HL i #6515 42
JIt BB Bl &R gE Y B R R B BIL . RT Monitor |
CPU | P 3UFE B AR S N A7 2 [8) 1) 556 2 6% i 2
TR AL A B — A O WG 42, A I R A A DN 2] r
Aoy LB R G R IR R R
5.6 MEBEFTEH

& 14 Mz 47 RTMonitor % SVM 1 TVM fy
PR B PERE B T v i BT A 2 SR A T H —
AL B, 5% Ak S AH X PERE 1 A 4 LE . 1 SRR R I AT
RTMonitor B} i R S8 PERE . Y Bl AR 3% P BE 12 41, 4
AR TR B e o 150 ) 1 O K

ME Fr] PLE H . RTMonitor X SVM il TVM
By e 1O [ #2 BE 0 PR RE FE B . HOXE SVM 5 i) 45
K. s WEH A AT DL A B, X Pix 25 CPU %
TN 7 A i PERE T B 7E SVM FI TVM. Py 43 31
N 21060 17. 6% 3 X ReadFile 2 iy Jij H 7= 2E 1 %
BETF45 4> 910 15, 2% F0 15. 1% ;% 1 3 58 17 i 7

@ http://www. pill. horse/.
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A PERE T A KR MEFE 1520 ~ 18% Z [i]. 5 RT-
KDSM 5| A ¥ B8 FF 85 X5 b (6 A~ B0 46 1 W LT
Bt 40 %) . RTMonitor 4 FF 44 FH %8 /8.

1.21
oSVM 8 TVM

1.20 F M
1.19 +

LMY ERONER =
l
l

Pi tar bzipZ make  sh fork ReadFile

N
[ 14 RTMonitor F=4: 14 V£ BE T 44

RTMonitor # % £ SVM P, HBr 7= A4 i 11 54
TR AAE A 1 33 SVM AL HE, i xF TVM R H
B AR 7 K HEAT WL, PR RE T 5% 32 2ok B B ik
PEREFFE . T LA KT TVM 19 5 W %% /). RTMonitor
PPt A ek E 2R B TR — 2N
AR L (Y N AE 22 ot s 3 — A0 B W W 4R ik
F18) 0L 1) 47 A B . 3O B ) i U AT S
hypervisor )38 H. J B i& W HL ] = #4537~ 4. B F
RTMonitor 7 2 52 i W I U 72 U7 # I A Wr o iF 47
A S B A, 3 0 SR B R e IR A )
2 W TH R R IR AR 2. AP 45 AT 55 L
2% it 0 0L ) 5% % 1 R B HRAE R 2 e R G AR
HEE, B s CPU %5 4257 i 72 1Y S0 7 5% e oK

.
gcee

6 ZERIF

ARSCHE W T — B AU PR AR S I A R
RTMonitor . i 33 5 0 3 B¢ 50 0] J32 3k 4 1 Bk 58 ik
FIRY DRSS 5 DR I 0 % 28 G F i B AT A0k i BT T e 1.
SR IO HE AR AT B E ML R 58 R MR R A SR T B
B S A5 A S AT: 55 3 SURR BT AT 55 B BUHiE A
fift 19 SRR RE RS B 3 b 1 A b s T R A
AR AR T AR AR A . 2 IR 45 R KWL RT-
Monitor X%} iz 17 J&l ] 8 4 19 iF £ 09 4 42 R 42 0k
100 Y0 o XoF 76 A% v 185 000 14 1E (4. 2 95 58 — Bl AT
TEIEO) il 2 ok 95 %0, il 42 48 B 5 1 7€ 2~ 18 ms
0 A

H #ii » RTMonitor if ff 7£ — S8 K £ Z &b, 5k
FOVERETF B B s 2 WA JE AL P 5 38 2 .

Ah AR SR HE T hypervisor 46 % 48 4 BB T
FK W I hypervisor ¢ 4= P [a] B 15138 31X 26 #OK AR
R FRATAE ) AR — 2B R AR

B O ARMATREENALREGETEL

& % x #t
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causes the monitored process to be discontinuous leading to a
higher undetected probability. The time-based detection
method is similar to single-memory snapshot, and the internal
state of the virtual machine is checked at a certain moment
for analysis. The detection method based on periodic scan
captures memory at regular intervals, with longer intervals
between the two scans. However, the malware’s activation
time is random. If malware has not been started or completed
during the scan time or scan interval, the security tool will
not be able to detect malicious activity.

In this paper, a real-time monitoring method of virtual

machine process based on adaptive mechanism RTMonitor is
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proposed. RTMonitor is deployed outside of the virtual
machine to monitor its internal state in real time.

The implementation of processes has the characteristics
of randomness and suddenness. These characteristics put
forward high requirements on RTMonitor. RTMonitor uses
adaptive mechanism to overcome the process of sudden and
random nature. RTMonitor adopts the action separation
strategy, which separates the process switching capturing
module, the memory capturing module and the semantic analysis
module into independently implementing entities that are
logically related to each other. Process memory capturing
entities and semantic analysis entities are implemented
through the multitasking concurrent mechanism, and they
are dynamically expanded or contracted according to process
numbers. To compensate for speed differences among execution
entities and reduce missed inspections, RTMonitor has
established a caching mechanism that automatically shrinks
and expands, caching process context and memory. To monitor

process switching RTMonitor captures the process context

switching action in real time and treats it as a process
switching flag. In a word, RTMonitor captures the virtual
machine process context switching rapidly to monitor process
switching continuously. And then it gets process memory
raw data through the memory mapping. Finally, RTMonitor
translates the original memory data into high-level semantics
based on semantic knowledge library.

RTMonitor can monitor processes running in milliseconds.
The capture rate is more than 95% when processes run less
than 10ms, and it is close to 100% when processes run more
than 10 ms. At the same time, RTMonitor controls the
capture delay 2—15ms. In addition, RTMonitor can detect
the processes hidden by all kinds of rootkits, ensuring the
completeness of detection.
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