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Abstract  With the gradual maturity of deep generation technology, the facial image generated
by facial attribute editing technologies appears to mix the spurious with the genuine. Once these
facial attribute editing technologies are maliciously used, such as infringing on personal privacy,
and maliciously guiding public opinion, etc. , they may trigger some moral, social, and security
issues. Regarding the resolution of these malicious facial attribute editing behaviors, although the
current passive defense technology based on forensics has achieved considerable performance, it

can only provide evidence for tampering behavior and cannot prevent its occurrence, which is
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difficult to eliminate the losses caused by malicious tampering behavior. Then, the active defense
technology has emerged. It prevents face from being tampered with by disrupting the output of
facial attribute editing. However, the existing two-stage training active defense framework for
facial attribute editing has the issues of insufficient transferability and perturbation robustness.
Therefore, this paper proposes a three-stage adversarial perturbation active defense framework
for facial attribute editing by optimizing the two-stage training architecture and its loss function
and introducing an auxiliary classifier. This paper first modifies the substitute target model in the
two-stage training architecture and designs the attribute editing loss for the training of perturbation
generator to improve the reconstruction performance and attribute constraint ability of the substitute
model, thus reducing the overfitting issue of the substitute model; Secondly, the auxiliary classifier
is introduced in the training phase to classify the source attributes of the encoded features extracted
by the substitute model and the corresponding auxiliary classifier loss is designed for the training
of perturbation generator. Then, the original two-stage alternate training is changed to the three-
stage alternate training of substitute target model, auxiliary classifier and perturbation generator,
so that it is expected to promote active defense against tampering model by countering auxiliary
classifier; Finally, an attack layer is introduced in the training of the perturbation generator to
enhance the robustness of the adversarial perturbation against filtering and joint photographic
experts group (JPEG) compression. Experimental results on five facial attribute editing models
(StarGAN, AttGAN with difference attribute vector input, AttGAN with target attribute vector
input, STD-GAN, and style-aware model) show that the proposed framework can better migrate
active defense from the white-box substitute model to the black-box attribute editing model than
the existing frameworks, improving 16. 17% in terms of peak signal-to-noise ratio (PSNR) in the
case of black-box, and the generated adversarial perturbation has stronger robustness against
JPEG compression and filtering than the baseline, improving 13. 91% in terms of PSNR for JPEG
compression, and 17. 76% for the Gaussian filtering.

Keywords facial attribute editing; active defense; adversarial attack; auxiliary classifier; alternate
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Background

With the maturation of deep generation technology, the
face images generated by the facial attribute editing models
appear to mix the spurious with the genuine. To alleviate the
risk of malicious use of face tempering techniques, researchers
have proposed passive image forensic methods to detect the
authenticity of face images. Although the current passive
forensic detectors based on deep neural network have achieved
considerable performance, they are too passive to eliminate
the losses already caused by maliciously tempered faces. In order
to avoid losses caused by fake faces, forensic researchers
attempt to actively defend against existing tempering models,
disrupting face tempering through active defense methods.

This paper belongs to the field of digital image forensics
and focuses on solving the problem of passive forensics being
difficult to eliminate the losses caused by facial image tampe-
ring. At present, there is only several studies on active defense,

and most of these works have used the gradient based adversarial

ZHANG Hai-Tao, M. S. His research interest is digital
image forensics.
LI Yu-Ru. M. S. candidate. Her research interest is

digital image forensics.

attack algorithm PGD attack, whose defense performance is
inefficient and unsatisfactory. Although the generation model
based algorithm such as the baseline framework of this paper
has improved the efficiency, but it is still insufficient in terms
of the transferability and robustness of adversarial perturbation.
Therefore, by optimizing the two-stage training architecture and
its loss function and introducing an auxiliary classifier, this
paper improves the transferability and robustness of the
perturbation on the facial attribute editing model.

Our research group has already worked in the fields of
digital forensics, image watermarking, and color image
processing. These work has been published in some interna-
tional journals, such as IEEE TIP, IEEE TSP, IEEE TCS-
VT, IEEE TMM, etc.
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