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Abstract  The Area Under the ROC Curve (AUC) is widely recognized as an essential metric
for evaluating classification performance, particularly in imbalanced data scenarios, due to its
insensitivity to underlying data distribution. Motivated by its promising property, AUC-Oriented
Adversarial Training ( AT), abbreviated as AdAUC, has recently gained prominence as an

effective paradigm for defending against adversarial attacks in real-world long-tail security challenges.
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The core idea of AdAUC is to improve model robustness against adversarial perturbations by
optimizing a minimax framework with AUC-inspired AT objectives. To achieve this, existing
AdAUC methods typically rely on a squared surrogate loss to approximate and reformulate the
pairwise AUC adversarial loss into an instance-wise stochastic saddle point problem (SPP). This
transformation alleviates the computational bottlenecks arising from pairwise comparisons in
AdAUC. However, despite its advantages, this approach has several limitations. First of all,
given that different surrogate optimization methods often lead to varying AUC performances, the
current square-base surrogate AAAUC paradigm may lack the flexibility needed to accommodate
the diverse robustness requirements of real-world applications. In addition, akin to the traditional
AT paradigm, improving adversarial robustness in terms of AUC typically comes at the cost of
degraded AUC performance on clean data— An issue commonly referred to as the clean-robustness
trade-off in the AT community. Unfortunately, this trade-off between standard AUC and robust
AUC remains an open challenge in the current literature, with limited exploration of effective
solutions, thereby restricting the practical applicability of AAAUC. To address these issues, this
paper systematically investigates a more generalized and efficient AdAUC framework. Specifically,
we introduce a novel approach called the Normalized Score-based AAAUC (NSAdAUC), which
takes a fundamentally different approach from existing methods. Instead of relying on specific
surrogate loss functions, NSAdAUC directly perturbs the model’s predicted scores across different
samples to optimize adversarial AUC. This direct perturbation strategy allows for a more flexible
and effective AT process, free from the constraints of traditional surrogate losses. Taking a step
further, we provide a theoretical analysis that decomposes the robust AUC error into two key
components: the standard AUC error and the boundary AUC error. This decomposition offers
deeper insights into the fundamental trade-offs of AJAUC and serves as a guiding principle for
designing more balanced training strategies. Building upon these insights, we propose a Ranking-
aware Adversarial Regularization algorithm (RARAJAUC), explicitly designed to balance standard and
robust AUC performance. More concretely, RARAJAUC introduces a ranking-based regularization
term to mitigate the negative impact of AdAUC on clean data while still enhancing adversarial
robustness. Finally, to evaluate the effectiveness of our proposed methods, we conduct extensive
experiments on five benchmark datasets with long-tail distributions. The experimental results
demonstrate that NSAdAUC and RARAJAUC consistently outperform existing AdAUC approaches.
In particular, NSAdAUC achieves an average improvement of 0. 94 % in standard AUC and 5. 69 %
in robust AUC, while RARAJAUC yields even greater improvements of 5. 52% in standard AUC
and 5. 41% in robust AUC. Our study not only provides new insights into the adversarial robustness
of AdAUC but also paves the way for future research into balancing standard and robust performance

in adversarial settings.
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PLO s 9 A —BrE R B A 2. X (6) B Z
FEAL S e HERAOE AR A HIR S 17—
ANV 52 B iR B — Bt G HE AR U AR AMY as 0. a
=12 H

O BA AUC X BT I R HE S L A7 16 2 8L i 4
#HE AUC FIE#E AUC [8] 5 B 1] 2 L 52 56358 53 1Y
5.5. 3 719, 1M1 H i &0 EE A X5 AH G 18] Ry BF 5% .

PRt i T PR G 1 R s AUC X el k05
5 LA TR AE A R 73 A B4l T 1Y 52 B 1k BE 5 %
PLEBIE.

4.2 EFHRELSBHAIER AUC 33 Huill £

SEBLE T AUC X 5t Ul 25 79 O B 02 ik Tk &1 X
AUC FEAR B i 800 POREAS 2R i ) AL, 4 3. 1 35
H L AUC 8 FRA BT E i 7 IEREART 738 T AR
AT IORESE . DR, S BT AUC (9 80K Xt
PUC i A B o B8 I Sl A AN S AT RE b B A IE
FEA B 15 70 B4R o R A B9 A5 0 . JE T 0 X
2 C5) 4 &) B 43 A AN XE 2 BUA AR i BT

R L. EERE fo: X0 1] AP
AR AR o (OFE ¢ € [— 1, 1 7™ K5 5 90 328 U, )
BT AUC AR i x5 HT U 25 X (5 S T an F B 1
R vE 4L 43 03 31 ( Normalized Score Adversarial
Perturbations, NSAd ) i) BUZ 0 Ak 7] 45 .

b

— nin-_
s.t. 27 "= argmin f,(Z;) (8
ireBG; o
z; "= argmax f,(z;)
};6]133(1‘;4,6)
PR AT HIAG LT S T
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max ésurr(fO(if)_fb(‘i‘/i)):

iTEBG 0.
;i S ]B(J’j .6

ésurr ( min

{fa(iiv)*fo(jf)}):

T eBa 0
.2] €B(z; 0
luweC min  f,(2)— max f,(z; ).
]
T EeBa o

AR E B e AT 15 AUC i
R e B/ DY — R IE SRR A 5 B H 4R S A58 X A AR
{18 T30 A5 4 EL AT AR ) 14 4 Je dc G i
5 B R B AN R B (8) () AR 2y AT g —
W — N IE
T/ =argminy; - f,(x;) 9

2; €B(x; .0

HrpXf FIEMEAR Ay =1 =—1D ., Wik
o B S B A VR T A AR AS , HOR G AT
Al AT 24 2 () 52 22 280 7o IR T IE SRR A R A 1 ]
(L2) , DT 58 B 25 5 0 By Be 20 SR S —

FET a1 0F 3.1 A Bk 3
Bk VBCHE B R A AUC fi Ak b s DL i 2 A0 2R
HOUE L o FE L — 1 1] D[R] ™ A 598 328 U5 79 29 32
PRI s A /Ny 4 1 T 35 F b o Ak 43 B0k 3h 1 5E A
AUC X il RHESE .

R S e o (E D — £ D)
min :
s.t. 27 = argmin f,(Z;) (10)
ireBG;T o
;"= argmax f,(2; )

%76]3(.1‘7.5)

WAL AT 2 e T PT AR 45 52 B 7 FH 35 5% 0 47 26
P w7 LD B, Sy 92 B 2 (LD 1 & 880
b, o el it 5 O ZRM M PGD-KM 5k ik
RS Ak JHE P )2 1 2 T s M A 23 O Bl ) %o e s )
A O BUREAS 5 1 5 R R BEBLAE B T B 7 (Sto-
chastic Gradient Descent, SGD) & & i 4k 55 B 2 %5
0. DA LAk 1,

Bk 1l AUC X HT Il ZHE 4

A B [y X [0, 1 NG EE X ={ (s y) ) s

R/ B; SGD )22 & o YIGMERRE T

Wi B 7,

Ui

1. BB G AR 2 1 25 6,

2. FOR t=1to T DW

3. JEREE—HNNGREIE S;

4. FEF AR S B B (G 2 A i B A
5. TR R HUREA S, 3l i SGD B 4
SR
6,=0 1 —a% RS
6. END FOR

ik 2. T E S B RTPUREAS 2R

A BB f [0 R ERAE A S= (o)) s
PGD iR H KL P K (7 b R 3
Ffpe

B XP BT B G B B A S  S= (Gt

g i

1. FOR ¥ F&E—MFEA (2, y) €S DO

2. XHUREA MBI 2 =2,

3. FOR k=1 to K DO

4 IF yj=1 THEN

=Pyt
END IF
IF y,=—1 THEN

'y e sign( Vs f,(3E)

2 =P (2 e sign( Vs £ (2 )

END IF

10. END FOR

11.END FOR

PR EBR b REAE G XTI 252K (3) 4 2k
BREL 0S5 (2) sy ) T fo () B B TR W 2 5T T IE
FEA yo= 1 "M B ol AREAS 3= — 1 4%
B B 4, LR ATE AT AR AT A 2K () S BL ) R T AR AL
SPEAR S IE . ASHE A B H T B = o0 58 SO i
2k (Binary Cross-Entropy, BCE) i & | &4,
A

argmax/yer (f(x:) s y;) & argminy, * f,(x;) (11)

i H 3 (8) (10D 1] & B 36 T4 ik o Bk
Py AUC X007 B AE — € F2 B b o v 52 35 4
B 0t T B 48 - 40 Be s ] B8 A ] 38 SRRt 2% 5 il
XFHHLAREAS (— B ) ACC 45 5 B X Hi o i 77 9%. WL
3.2 TOMRELR A AUC 484555,

4.3 R AUC 5&% AUC W& %

% TRADES g & (W 3.2 ), 5 fR (L3) 11
— AT BB Y TR 0 R R AR (D B IE
DA AE B TS0 2 — T X br i ACC 941k
TR 4 R BR E AUC [ 2536 KU -

min Rhve (0) + 2 SVKLCS, ()« £ (12)
i=1

Horp, 2 ATy 56 T b v AL 70 B0 3 28 () AR i e
PEXTHREA

SR TR A A2) b AL E & T B
FEASTE =19 XL 1E W 4k 29 3 (Instance-wise Adver-
sarial Regularization, IAR) , 5 3¢ 3 % K HE )7 1 fig
() AUC AR TEREA — B0 i LA BUbR #E AUC F1&
e AUC KR .

B &, e e AR A CACC) AL ) 3 Ay

© (o] ~3 (=2} (2]
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TRADES " IEB A LT K F AL -
i = End T & (13)

Hrp,

&N =ELI(y +g(f,(i)<0, AT EB(x,e)) ],

EXC =Ry +g(f(x))<<0) ],

s =Ry« g(f(2))<<0, ITE€EB(x.€)) »

s.toyog(fy(a))>0],
Hrp4
g(2)=1(2>0.5) —1(2<<0.5),

I3 R B AR & ACC PERESE T8
T HEAR R RE ACC MERE S i REEA N & 1%
ACC PEREZ Fl 0T KL T 1 5 110 1k B8 12 e Jost A 74
AR E AT S ACC PERE.

BT AN+ &y -l 3 A K AR
#E AUC fCA i TRADES H LA HE ZEME DL 12 52 b
MoK AR DRI, A /N i g — A X B AUC
FEOR A 3 A 1) BB TT 3 A7 72 1 — b i T 1 e JR e )
PL1E W] £k (Ranking-aware Adversarial Regularization,
RAR)AUC AL HEZE (i #x RARAAUC) , i i 4
PEREA BT 1Y HE e 25 5R Z 18] 1Y 22 S5, 52 B 1
AUC Fifaf@ AUC [a] iR .

6. 10 kR ifE AUC 22 (standard AUC error)
&L =B [ Rave O =B, B, [1(f, ()= f,(x )]

(14)
FESE AL L TR GOF M AUC 1R 2%
(robust AUC error) ) 5E X .
=B B, (1A, H<f,G ),
Az"EBr ), €B(x o] (15)
HeT Bl E S kA LU T S50 80T .
il 2. i AUC R A Lo i b ifE AUC
mRZ 5B AUC ##2 (boundary AUC error) Z #l
En = Em’ +Eni (16)
Horr, & 58 SLINF
BB [ICf () > f,(x ) I(f, (7)< f,
(),
JzTeEB(x,e) 7 EB(x se) ],

T2, B, Ye=0 g & =& .
R T, (e D)< f,(x™ D) F0, It fEe=0 4L R
ARSI B I (2 )< f, (& ) F#0 WL,
LI (H<f,(x ) =0, MFTH —LFEe>0
B (0 0 T 43 S it FERREAR IR 22, RIS &

U4 K TRADES!™ g Ui 5 ACC
W& iy M2 g UL R AUC %2 S i
FER AT, B e R X BITE T S S22 T — X IE

SOREAGE SCH TS J2& B A FEAS i 5 AUC 545 56

T A A5 3 PR FURE AR HE 6 R AR PEAR ) 45
KT 2, AR /N R A0 TR R T U R OE

WAk AUC STl 207 ik -
Ignkhgx>+a§ﬁmfgx%?¢iwx

re X
s.t.x"=argminy *f,(z) (17)
TEB(x, 0
Horp 7y () = <RI g e g 3
Dexp(fy(a")

Jdex
JIr A REAS TS 43 (1 0 T IR AR A HE 44 1 0
Doy o) TR 50 A5 B, 40 KL%

BE . XAD TR S5XAD R HF
XD PR IE NI T TR A HE S 5 X0 PURE A
HE4 1922 5L TR L 2 Rive (XD A0, BT 3% 1F 1 BE A
SRR S0 (x> f,(x Y HDf(a) s fy(27)) A0
B 6 B A A 18] 0 HE 5 — 0T R A B 2 . B
LCfo ()= fy (o)) b Ak i S 17 55 3L T #
AUC 588 AUC 2 [a] i 4 BEAUE .

PSS WA 3, BeAb Ry T (8 T3 L i
Riear (s XD =Rhue (XD +2 DI Df () [, ),

reX

Bk 3. trifE AUC 588 AUC AU 7%

WA R Ly [0, 1 IR B X = (Caa ) Vs
RN By SGD 12 5] % o s N GRIAR S0 KL T
R £,

HHL) G T A ) 28K 0,

FOR =1 to T DO

Sy IR SRR 2R S

ST AR S SO 3 (B 2) 2 O HUREA 5
T A B A X PR A S S I O Ak
AUC X Ptk , If@ 1t SGD H i B S5 .

0.=0—, —aVyRpar (S:9)
6. END FOR

4.4 BHEBELT AUC 3Tl 4R 3

T TAT Y 3550 SR AR T 0 SRRl PR A 41 1 ]
TFA M ] AUC BRI ZRAESE S Hobn i AUC Fi &
B AUC VERE A B RUHE J7 vk . AT ¥ ik — 250 h g an ey
K5 BT H2 07 0 I T S B Bk 114 22 0 2R AT 55

fFefiid: EZ2 0 EXEFHER T IL Y=
{yl s Yot Ve }j‘ﬂ:ﬂ?%é I‘ETJ ’ ,ﬂ\:EF’ C>2 IEIL_U%\ E‘J%%U
EEIRrE TN

r=U x,

elc]
H, X ={x o € R B T I v AL
B od EFEARFTFIEMAERE o0 S22 c REARUR . 247
RGO T BEHEME-DSHON 6 KB i N

e R T
o

(92
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fo=Cfo s S s afo e X—>[0,1], H 07 v —
[0,1], Ve € [CIRMRHEAR R ¢ NRMMER.

RELIX fo B R RLE 2 A £y 2 AUC
(Multi-class AUC, MAUC) )i 4k 77 ¥ i 5 4 1g “ —
XF2£”(One vs All, OVA) il Zrin 2 — A B A8
B2 2% AUC P RE 43 fift S — 41 — 4y 2% AUC
[ °F- Y508, FF C AL 2 20 41 X U T B R i K
Lo BRI S — A TR fo=(fg
fo s fo )23 AUC B H AR 2 e RIELATF
FIEFH AUC 155

1S
MAUL(f)zE;AUCMu‘>>o

FEMTF 3. 19, X H AUC, - (f“) 481
T RE SO AUC 154, P IEREA R E T ¢
BRI A 1 =2 AFEAZ AL y~c IFE
AL X =2 \X). kKb Lk BiRENH Fix
MBI MAUC 4 2 36 KU -

C .
R (0 =D R (X (®)
=1

Ho, v L = UX SRR R 26 ¢ R4y 1E fke
A.OFR OB SR

ZF) |k MAUC @& SR % 7l LR L, £ 4%
KRG FWEA £$ Ye€ [CIAR TR F Aol B A — 4
TOTAM R U TR S A A 1 26 L 4 Bt b
B AR B AN A B BTRE AR

HAATT Sl F— AR (20 vy, € LCIHE T
M55 forf FiA C AN M35 s Bt 245 2%
AUC 847 1 T30tk W) 55 W AR 2% BF A 76 G 7 Ja 285 43 2%
28 Lo AR Ay L O B AR 2 4 2 g AL 1 74
B

ji*:argmin{f;y')(i;)_ 2 f(;”<ii)} (19

7 €B(x,0 ce[C\y,

G- 5RRADAAD ML 50 250 K45
AUC WX Tl 25 Ia) R, A5 AT 3 2o 2 (19) A= joxf $i A
A [l IR A 2 (18) i 22 4y 8B AL i) AUC
e &k DAY ILARE 4.

ik 4 L4532 AUC XTI ZRHESR

WA B fo= (G0 & o) X—>[0, 1] %

g A, LB K/ Bs SGD 2% 3 R o 5 il 45
MR T
B BB fo

Bl HL A7) 45 AL AR T 1 2850,
FOR =1 to T DO
43 )2 RAE— N B AE S;
XF S AR S A 2 B a9
TR HREARE S S
X F 242 AUC (46 (NSAJAUC)
0,=0 1 —aVeRInue (D
6. X T L4 AUC AU R B (RARAIAUC)
FOR ¢=1 to C DO
R TR c RIS PR AREA S, -,
R R T2 ¢ %14 S BT A REA S, -,
END FOR
MR R 23 J5 0 K i SGD BB S 8
0, =0, 1 —aVeR%Uk (S:S),

= w o=

(92

Hr
7'3‘34RAR<S,S):%Z R (S50

7. END FOR

WS AN 253K MAUCCS) $8FA T |
& 3. 1 il gs AUCCH & U B RY 78—
ARG .

HAKME .Y C=2 i, 38 AT —A 0
B fo: X [0, VIRI AT 58 i = 43 25, Hofay i
Jo (O FTRHEAR 2 B N IEFEAR I MEZR (ILES 3 19D
B LA TEE A ETME fo=f f ) X~
[091]27 ﬁ?ﬁ‘ﬁtﬂéé Softmax l%ifﬁ(ﬂﬂ%’ﬂj, @Hﬂ’ﬁ
Fo GO fo () o MIFRMREEA o Jy IEFEAFN GRE
AL, S BT AT

MAUC(f):%{AUCHﬁl (J((l) )+AUC2 ﬁz(f-(Z)) } ,

H  AUC, - flif i [ 3838 1EFf AT 43 & F ke
A ME L AUC, -, fif & /o i 38 fRE A 15 43 8
TIEREAT 73 B

mTry o+ 7 (@) =1, 53F AUC, -, (f V)=
AUGC, -, (f), NI A 15

MAUC(f)=AUC, -, (fP)=AUC(f),
5 3.1 WIHE RS .

5 £ B
5.1 BIEENA

AR SRR ICRLR DU A R 3R v R 40 Sk T R T
LA S B E TR S HE R 2 WK 1.

—
H x1 HESEHR
LGRS iEZ 1D IERFEA SR AR SR -7 L
CIFAR-10-LT 5~9 891 11515 12.92
CIFAR-100-L.T 50~99 946 9901 10. 47
Tiny-ImageNet-200-LT 70,81,94,107,111,116,121,133.145,153,164.,166 4200 65800 15.67
CheXpert lung diseases 7635 57496 7.53
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L
&

(1) — 4325 CIFAR-10-LT 54 - dscmk[11,13]
MG b CTFAR-10 Hidfg 451 (3 10 28) v R AR 453 5]
FErb R[] 26 500 Y AE A o 52 4 B i, HL AR TR IR D 26
MIAEA B S i 2 KR REAS & L0 0. 01, fr)s
BT AR RIEERR T AR M IER, HIE
TREAS (AP L p =12. 92,

(2) Z/325 CIFAR-100-LT $idfz4E . RAE H CIFAR-
100 $od 41 (3k 100 28) , LA V- i B30 1y 4 722 5K
&5 432 CIFAR-10-LT BiR £ 58 A H . X B
115 T e e o = B S 1 i N T
Jiift — 4y 28 CIFAR-100-LT %45 % 09 A F 7 1
p=10.47,

(3) 432k Tiny-ImageNet-200-LT ¥ #E 4 . %
#: B Tiny-ImageNet-200 % §& & , 4 ¥ 5 = — 47
i) CIFAR-10-LT %48 8 R 15 — B, X By
MAcE TR IESR, HRKIL R E, RE
732 Tiny-ImageNet-200-LT % 45 4 #9 A °F 1 LL
p=15.67,

(4) =532k CheXpert $t#E4E . X+ H ChestX-
rayld BB IR R R — A HA AR
i 2R Ae X O b BE 2 AR BOde 5 L B A BR 28 )
N —FARE . 2 BESCHRL L, 136 2= /0 —FAE AR
R AC N IEREAS T B A AT AR RE R 9 T8 1R 30 R 17
REA R B R B p=T. 53.

5.2 MtbAE

o 56 U i £ 07 125 1 A v L K M RE S AR L
A Y HI IR SEHE X BN G ek AT R

(1) BET 52 SUJ 458 2% 18 % 1 I 25 07 125 (Cross-
Entropy based AT,CE-AT)M ;53¢ 2 Y 5 LA &% KAk
HER R BARE E S Sl h =K.

(2) FET & B 1L i il AR AL 14 X BT I 507 1%
(TRADES)!™ 3 B X T FE A 1) 5 08 15 22 50 i Sy T
HPREAS I 0 28R 22 MU BUREAS (9 300 S iR 22 Z L I
DL 1 A B0 AR AR Ak 401 2k (1 45 A5 B[]
FHEAE T e A b A B R LA i A B &
etk

(3) Fafd H 17 (Robust and Balanced, RoBal)
(e B YINZ J 0 2 sl aed 5 | A RBE AR AR () Ak 5% 43 2%
s R i B A B A O s SR KR A0 A R R
TS BLE BRI .

(4) FT 7 Softmax i 2 (Balanced Softmax
Loss, BSL) XL Ry ik it 5] AP Softmax
PURAR THIC R 23 A T X 5T 2R #Y 1E BE L O i — 2P
R T — R IV BRI 58 7 ¥ G2 i X Hr il 2k b

T8 A O U T R O AR T SR RO
BSL-ATAL A IV 5 1) Softmax 5 2% . 11 A 2 1% 4t
32 IR A0 2 (18 Robal B FH 9 1 Ay d5c 28 18 %
TR AL H A5 s BSL-AT-AuA7E BSL-AT K il
it —# 3] A Autoaugment (AuA )™ [t H H2 1 05
J5¥ 5 BSL-AT-RATE BSL-AT 19 2y b i — 2 5]
A Randaugment (RA) " B 54 589 38 05 9% . &%
T AT 2 W SCHRLS9 1 T A P A H AR A5

(5 R R GIMBH X LI 2R 75 125" (Pixel Re-
weighted AT.PRAT) . — Rl I (918 R F AL
AR 30 AR R St I A [ A4 AR 2 R X T
YR ERRME 5 Bk . AL 2% B SCR53 45 iy
SRR T e BT A% G858 SURE 5Ok X BT IR
(f91% % B IAL(PRAT) J£F TRADES ({45 % & fin
BUPRAT-T) L B i 4 138 ¢ 1 8 470 )1 45
BUPRAT-M) . # USR8 2% SCIRLS3 ] T
TEANEAR AN

(6) XU - H R A A T U125 7 57 (Doubly
Robust Instance-Reweighted AT,DONE) : i# & Xt
POREAS A AN Vb A i A 552 BER 0 1 5 v 68 4 1
FERA 1 22 [ 1) P4

(1) BT AUC AL 9 X L 2507 ¥ 2 42 TH K
B3 A T A5 AU M R B — AT R R BT A 2T R
W B ET AR AR = 2A WA RRAS, 2 e A
AdAUCIMF AdAUC2H | AdAUCT B R ¥ AUC
DAL T A B BT I 25 i) 350 e ok, £ 1 4 TF 674 A H
A ETTE X BT AUC 25 KUK A8 R — 4 %
FEA AR /N AR KAk 1) 8T, DT 52 BE T i ) AUC 48
A 14 o 3 s %k B0 5 v i 1A R 40 A RS AL (1Y 52
i, fESLIERE . AJAUCS #— &g T AJAUCL
rh N JE R BT BT Y A CRE O s LIz Ak P E DE A
FR TR R0, [) N 4t 0 — A i T B AL O 22 4 e B
(Stochastic Variance Reduced Gradient, SVRG) 1
Iy ) 3 % Bt AUC fefessk .
5.3 SLIGHTS
5.3.1 Mg EERy

X F — 43 2% CIFAR-10-LT #1 CIFAR-100-LT
Wi e WideResNet-28"" Rt T R % .
BT A 32X 32 X 3 (1. 5 640 2 KO3
i, X F Tiny-ImageNet-200-LT 1 CheXpert %%
P A P ResNet-181 45y He - 1 199 2%, L rp g
NG S W A B 224 X224 X3 I R A2 R
1024 4ERYFFAE & . IR )T 7B TR AL By il -
— AR DL B 28 T
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5.3.2 T

JIr A S 56 1 A AS 24 4 ] Py Toreh™™ Y i 2 2
HEZR 52 B, IR FH 0 A 48 2R 1 7 S D0 A0 B 2 801
B A Bl 5 Btk K/ (Bateh Size) 1%
BN 64,5 ] FPEFEL I (31077, 1X1077,3X
107%,1X107%,3X107",1 X 107"} H4F 20 4~ epoch
J5 5 2 R FED 0. 15 X T 58 UL 2% L RoBal 55 %)
e 5k DL R AR SCHR (9 77 35 - (47 A Nesterov 3
B BEHLES B & (Stochastic Gradient Descent,
SGDY A 53 ¥ » He b 3l i (momentum) 2 %% &
0. 95, A E Bl (weight decay) 8% B N 1071,
X F AAAUCT J7 #k  5R Y SCrp 4 14 BE AL A 2
TR L F 1k 4k 55 ¢ (Stochastic Gradient Descent
Ascent,SGDA) , H 2 5 & ¥ 3% 18 )5t 3C v 1y
RSHGXT AAAUC2 J5 vk & A RS0 rb 32 i 1 B
L5 ¥ 47 W 14 B B (Stochastic Variance Reduced
Gradient, SVRG) i Ak 532 » H. 2 80 & 24 38 175 it 3C
F LS E TR Tk« BER 1, H ae
{1,3,6,8,10}, WAk, I B B fie KX 5T 4t shie
Fil [&] 7€ g e=8/255, Bt 2B A [ € O 2/255, PGD B
AR K 5% 10, )5 % TR AAAUCL A
AdAUC2 HERHRR FH-F 5 8 R A2 AUC X Tl 2k
AR ARG 2R 8 AN A 0l U B A SO BR DR SR A 7Y
B A2k - LU a] BE O I P BE e B0 B v i 2 F
Pho 55 5. 6.3 WARML T AN RIEACH R 1910 5L 5
5.4 FEAE

A FZR LT PR B s gy A T
XFHINR TR AUC S H:
5.4. 1 HETARUEA M B S i X BT

L0 2 R0 5 FE T bR A 0 KO R T B
75 1 (Normalized Score-based Adversarial Attack,
NSAD) #AE 40T 5 A O e A

0/=argmin y,*f,(x;+8),

9,€B(x; 0

HAoxt FIEHEA o v, =1, AR o ff vy, = — 1,

XF T2 0] JEUATY W] 3 3ok 5 5 B T B 125 (Project
Gradient Descent, PGD-K) &t K 2535 LK fif .

=Py (21—, ¢y, * sign( V;-,fo(i‘,k1 )))
5.4.2  BEEFRERXHLBGE

e 7 ZE b, i e 1 e Jr A 32 B BT
PahE AUC bR my & a1, Sege b i fl T w5 A 23
Tk BOE M R B U0 % (PGD-KOY A 3l
o (AutoAttack, AA)T

(1) 3 T o B 8 (58 SOt 2R 19 2 o (fif
ACCAD . 5% PGD-K K fift . I\ TG 3l i B A<
TEUG T S5 KA S SUIR A 2% 04 86 82 7 a1 2k X K 25
A AL S FEAS L E SCITF -

=Py (2t e sign( V0 (g (2D ) .

(2) A v (AMT BN T Z Rt o7
P, 41 Auto-PGD (APGD) ., H #% it 4 i APGD-
DLR.FAB" Y HI-J7 ¥ i 3 (Square Attack)™ &5,
LT A SRS B B
5.5 TEEESHT
5.5.1 NSAd i B i PERe

F2WMAE T AR E BB E AR T
TEPREAL T B s T MR . B TSR 45 R AT LA
R LIT 458

(1) A3 77 8 (R NSAJAUC #l RARAJAUC)
FERZHUN LT U T e An e AUC Fi g
AUC PEgg, R W T T4 5 ik m pu vk

(2) 5 5T 58 U 6 2% 1) (CE-based) Xt $1 Il £
JriEA . 5T AUC B Pl 207 ik (358U 1Y
AUC-based Jy i FUA SCHE S 9 Iy ) Bk BBl T
SR A SR HAEA W 4R B PERE AR E .
{EAS T R A8 B S0 5 T 52 U 2R I K R X
B J7 2 (1 Robal #1 BSL) 75— @ Fe i F4RTF T
431 T A B A X B M L (B PR B AR T
MXTERR . #lan, 7E Tiny-ImageNet-200-LT % 5 4
bR R R AR AUC )73k (RARAJAUC) £
PGD-20 4b i1 BE Fb Robal #1 BSL-AT-RA J7 ¥4y
BIARTE T 9. 33% Fl 3. 34 %, % — 45 H gk — A K IE
TARAL S A AU AUC 8 bR £ 0 %K R 808 o0 A
T XB S Y DL 5 A SCRY ISR B B
— 3,

(3) i )y i W F AL T A AUC X4l 407
% (AJAUCT #1 AdAUC2) , 3% 3% IH [H T A i
J5 vk B B B A 2K R e T SR B N A2 2% 1 Bl
B A m] R (X C6) ) s DT FE P il b S8 T 80 .

(4) TEARE AUC Fi g AUC 1Y A1 5 1
RARAJAUC ## F NSAdAUC 7 K Z 5 E 0 F
PPERE R B & ., R CIFAR-100-LT %%
4 I RARAJAUC & # AUC 4 fig % Ik F
NSAJAUC, {55 HAth Jy % (in TRADES.PART Al
DONE) #f . , RARAAUC R 4K J& 9t # B35 4 g
) 2 BE
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S

Eilg 2025 4

& 2 7E NSAd i THIARHE AUC fn&# AUC HRELLER

B AE Y i Clean PGD-1 PGD-5 PGD-10 PGD-20
CE-AT 68. 05 63. 45 51. 83 48.53 47. 96
TRADES 73.52 71.52 66. 10 64.53 64. 38
RoBal 75.18 62. 81 55.35 52.09 51. 94
BSL-AT 74. 29 72.10 65. 63 63. 90 63. 67
i BSL-AT-AuA 73. 71 68. 78 59. 75 57.08 56. 69
CE-based
BSL-AT-RA 74. 21 71.77 64. 77 62. 05 61.78
PART 69. 14 64.53 56. 10 54.53 51. 62
CIFAR-10-LT
PART-T 74. 21 72. 47 65. 17 64. 33 63. 86
PART-M 73. 64 71. 66 67.18 65. 04 64. 20
DONE 74. 62 71.83 64. 50 62. 39 62. 18
AdAUCL 71. 23 66. 50 56. 59 52. 30 49.75
AUC-based ~
AdAUC2 75. 49 72.03 62. 89 60. 01 59. 87
o NSAdAUC 81. 11 79.57 75.19 74. 02 73. 94
ure RARAJAUC 84. 17 82. 34 76. 29 74.43 74. 30
CE-AT 57. 66 51. 84 38. 41 35. 23 34. 50
TRADES 61. 54 55. 29 41. 89 38. 43 37. 48
RoBal 61. 88 57. 03 44,45 40. 42 40.03
BSL-AT 56. 72 54. 23 40. 98 37.45 37.08
BSL-AT-AuA 57. 04 50. 37 36. 70 33.72 33.15
CE-based ~
BSL-AT-RA 57. 90 51. 50 37.75 34,11 33. 92
PART 52.56 48. 27 37. 86 35. 33 35. 06
CIFAR-100-LT
PART-T 61. 65 56. 52 43.45 39. 24 38. 83
PART-M 58. 89 54. 02 41. 93 39. 06 38. 11
DONE 54.35 51.18 42. 86 40. 68 40. 50
AdAUCL 63. 13 57. 85 45. 98 41.79 40. 07
AUC-based B
AdAUC2 63.59 60. 14 50. 95 44. 81 40.56
Oure NSAdAUC 65. 18 63. 50 19. 47 48.56 48.55
e RARAIAUC 70. 20 64.17 47. 26 41.78 41.19
CE AT 89. 72 87. 23 78. 66 74.59 73. 21
TRADES 89. 72 87. 65 77.97 74.86 74.57
RoBal 92. 87 88. 57 78. 64 74.79 74. 34
BSL-AT 91. 45 87. 40 81. 85 79. 32 79. 02
. BSL-AT-AuA 92.18 88. 70 82.53 80. 16 80. 12
CE-based
BSL-AT-RA 92.25 89. 02 83. 01 80. 64 80. 33
. ] PART 81. 45 76.17 70. 54 66. 09 65. 66
Tiny-ImageNet-200-LT
PART-T 86. 61 82. 05 78. 46 74. 67 74. 31
PART-M 86. 24 83.18 78. 68 74.57 74. 26
DONE 86. 68 84. 82 78. 45 76.75 76.71
AdAUCI 93. 05 88. 62 78. 80 73. 44 71. 35
AUC-based
AdAUC2 93.73 84.71 78. 69 74.78 74. 26
o NSAJAUC 90. 19 89. 14 85. 88 84. 95 84. 91
rs —_— -
e RARAAAUC 93.77 92.26 86. 03 83. 83 83. 67
CE-AT 75.19 75. 92 73. 29 72.77 72.71
TRADES 81. 96 79. 67 72.94 71. 10 71. 06
RoBal 75.55 75. 06 73.49 72.97 72.77
BSL-AT 74. 87 74. 61 73.05 72. 80 72.37
BSL-AT-AuA 77. 91 76.59 74.54 74.35 74.03
CE-based B —
BSL-AT-RA 76.51 75. 26 73.53 73. 41 73. 16
. PART 71. 88 71. 50 68. 48 67. 91 67. 87
CheXpert
PART-T 77. 46 75. 04 72.01 70. 97 70. 78
PART-M 76. 87 74.59 71. 41 70. 38 70.16
DONE 73. 28 71. 24 61. 22 58.71 58. 43
AdAUCL 75. 67 74. 86 73.37 72.92 72.91
AUC-based
AdAUC2 75. 97 75.76 73.58 73.02 72. 89
NSAdAUC 76. 77 75. 70 75.33 74. 27 74. 21
Ours

RARAJAUC 84.91 84.91 84.91 82.43 82.41
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5.5.2 bR BIEGE R AR AR

W5 4.1 1 BTk 78 55 B X 1 2Bl & 5
ek # v RE R B XA 5 2% i o =X DA 3k 3
WHIRI H . B UE P B8 5 W 78 R O T 1 &
Btk AN AE CIFAR-10-LT ¥ 4E B T AT
J7 15 HE A 85 48 bR 2 19 RE 7 (B ACCAd it AA I
T LA RANER 3 Fn. 45 5REW . (1) NSAJAUC
A RARAJAUC 4 J& 88 H R 8 Al % e T 6 1 .
MMERE L B0F T NSAJAUC fil RARAJAUC $E4817%

7 =
s Ion SEh

% 3 CIFAR-10-LT #{#E % £ ACCAd 0 AA WEHEH
FRE AUC FnE# AUC HEEEE 3
g0 Iy Clean PGD-5 PGD-10 PGD-20 AA
CE-AT 68.05 48.70 44.17 43.19 43.84
TRADES  73.52 59.74 56.85 56.64 56.62
RoBal 75.18 51.61 48.78 48.45 48.45
BSL-AT 74.29 65.09 64. 06 64.01 64.03
BSL-AT-AuA  73.71 64.58 63.88 63.79 63.84
CE-based ~
BSL-AT-RA  74.21 63.73 62.65 62.52 62.61
PART 69.14 65.26 64.42 64.35 66.61
PART-T  74.21 66.41 65.72 65.62 67.98
PART-M 73.64 66.50 65.78 65.70 66.64
DONE 74.62  65.65 63.78 63.63 65.35
AdAUC1  71.23 55.91 53.09 52.83 52.91
AUC-based . _ _
AdAUC2 75.49 57.08 53.41 53.02 52.94
NSAdJAUC 81.11 74.58 73.34 73.35 71.32
RARAJAUC 84.17 77.56 76.44 76.45 74.61

Ours

TR R ZFEX BB W 705 (2 723 T ACCAd 1y
PSR AR P e o N BE AR 1) AUC /9 % H il
71 A3 AJAUCT il AdAUC2, i K T A
JIT B B P RR 7 1%, AR T 40 i T 3 SO R 2Kk 1Y
J5 (i TRADES BSL-AT ), #il41, RARAJAUC
1E PGD-20 &b il Bt e AAAUC2 #2571 T 23. 43 %,
O T REE AUC XTI 2R AL % 50T 4 3l
e Bk O 2 AR AR N 2 5 A B B B R —
R T L 17 A SCHR HE 14 s v b 43 B 2l ) % Bt B
i AT AT e Al [
5.5.3 #ArdE AUC F&#: AUC U Y 56 iE
Uk B AUC X BT I 25 v i AU (] 80, &1 1 L
7 CIFAR-10-LT F1 CheXpert #4544 AUC
70 bR HE AUC e #e AUC M fig (PGD-10 4b)
] ¢ & Ho AUC 77 38R H AR AL =X (2) T A
ZIEX BN . AR AU (2) TS B 4 B B
#E AUC PERE. & # AUC HI#aiE T 0, A4
AUC Xt Il 4R35 16, B AJAUCL f1 AdAUC2, PX
R A1 NSAAAUC J5 % B BUS 58 47 1) & #
AUC P fE, B Ar #E AUC 588K, ML Z T,
RARAdAUC il 3 51 A HE B X 470 v 1 0] A4k
SEELT e B PR REAUART L IR W TR £ O Tk B ROE

RARAdA >
60 ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, § 44444444444444444444
o Cl.. i 44444444444444444444
<
710 SRS R P ERRPPPRS PSR E R RS T (R ERRRRRRTE AR
2 :
] :
e R SUDRRUURTE SORURURRTE IORRRRRNS U
o0 f ........... 44444444444 .........
444444444 AUL .....
S IRIRIEITSE IITIEIRTINE PPN MNP ‘
80 85
Clean AUC

(b) CheXpert¥#i4E

B 1 CIFAR-10-LT il CheXpert (¥4 F4ruE AUC 1€k AUC [a] (91 B He %

"""""" AAUCZ 'NSA‘&A‘UC‘* RARAIAUC:
5 IS A )3 [RREESS FPRUUOOS SURRN AN
@\ \dAUCl I R R R R RN R I a
s
f AOF v e -‘ L
z
MO .............................................................. ..
20 .......... .......... .......... .......... 4444444444
AUC,
I S B B '
75 80 85
Clean AUC
(a) CIFAR-10-LT#iE4E
5.5.4  ZAkmEid i AUC &

oh S8 E JIT $ 5 A 22 o R IR BB A R L A
N E— B AE 2 43 26 CIFAR-10-L T il 46 1 ik
77 e, i BAR A0 L 4. 4 57, KR Bl 4k
A AL BT g 5. 1 R FF—E. R AME THEZ D
2 CIFAR-10-LT #dii £ £ AR 7 ik 45 e AUC
PERE S A2 NSAd Buili T & # AUC B9PERE. 45 2R

T FE AR AUC Fié#: AUC PERE 5 1T A SCHT
PET7 1 0 2 0T BEAE 7 v A FE L oK R 43 A X bt
Yeidi 3 56 JF & 89 77 ¥ (4 Robal, BSL, AdAUC1 #iI
AdAUC2), it 78 PGD-20 &b, fir 2 ) NSAJAUC
M RARAJAUC ML T 3A 507 07 i & 4 AUC
PEREFR TF 0 BIAE 6. 16 %070 4. 80% . b, ML T
NSAdAUC, RARAJAUC 1 4% R 8 45 %5 3 3 ol £
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AR E R R BRE AUC 588 AUC HEaE, H7E %5 CIFAR-10-LT ¥3E & R F F &L T4 & AUC F1
PGD-20 4 iy & ¥ AUC P fig B H NSAJAUC T F% £ AUC MERELL B

. - o Clean PGD-1 PGD-5 PGD-10 PGD-20
T 1.36% fHERME AUC HEAEHIRTE T 3. 11% . 5% % ik e
N ~ -1 [ = .
M 3 H, N S ok
PE— LW T B3R 5 1k A Rk CEAT  70.61 69.69 67.15 66.57 66.56
N ‘ B TRADES  75.80 70.14 53.89 48.87 48.01
% 4 £4 3% CIFAR-10-LT £3iE & F kR A& AUC #n RoBal  72.29 69.15 59.19 57.04 56.69
B AUC MERELL B BSL-AT  77.13 72.43 63.29 61.02 60.59
] Jr i Clean PGD-1 PGD-5 PGD-10 PGD-20 CE baseq BSLAT-AuA 78,20 75.74 6142 56.81 55.31
CE-AT  70.45 67.91 59.63 57.70 57.68 45T BSL-AT-RA 77.16 73.57 63.98 60.52 59.42
TRADES  79.20 78.75 66.41 63.60 63.27 PART  63.11 5812 44.88 41.59 41.28
RoBal  76.41 74.39 66.98 64.66 64.69 PART-T  69.34 66.76 59.63 58.31 58.02
BSL-AT  64.05 56.13 42.97 41.27 41.22 PART-M  68.00 66.19 5872 56.97 56.64
CEbaceq BSLAT-AuA 79.32 72.56 55.19 5102 50.66 DONE  68.71 66.22 59.24 57.26 57.07
AP B AT-RA 77.09 70.39 53.31 49.22  48.83 AUCbaeeq AAUCT 7231 6814 56.51 53.18 53.11
PART  68.52 67.17 61.94 59.77 59.40 TASCC AJAUCZ  77.22 74.57 66.22 64.33  63.95
PART-T  72.20 70.56 64.16 62.22 61.93 NSAdAUC 81.76 80.57 77.09 76.15 76.13
PART-M  71.08 70.03 63.99 60.38 60.08 OUrs  RARAAUC 85.16 83.48 78.29 76.92 76.87
DONE 6045 58.65 53.55 5280 33.73 W Hp—19. 01
AUC baced AdAU(‘,l 7281 7126 66.61 65.44 65,45 CEAT 5513 58] 553 6235 216
AJAUC2  75.20 73.46 68.55 67.33 67.36 TRADES 79.57 75.24 62.26 58.35 57.92
Ours NSAdAUC 85.54 82.84 75.45 73.48 73.52 RoBal 79.14 74.86 62.43 59.64 59.32
U RARAJAUC 88.65 85.40 75.08 72.23 72.16 BSL-AT  75.46 72.10 63.56 60.95 60.58
CEbaseq BSAT-AUA 76,73 75,00 61.50 57.07 57.23
R "E-base . - -
5.5.5 KRG T IR R BSL-AT-RA 75.62 71.34 60.95 58.68 58.18
PART  65.11 61.12 49.88 47.59 47.28
SRR H -y 2 SN B
o 30 UE W T D7 iR AR AR R AL s T Y PART-T  72.35 70.16 63.49 60.79 60.03
AN B — 2 LA [8) A S5 b R 4% 7 1R £ PART-M  71.00 69.78 62.65 59.71 59.43
o s DONE  71.36 68.13 58.65 55.88 55.62
X NSAd py&eg@vk, A = SIS IE T 42k
! & iﬁ e ﬁiﬁ'ﬁ‘m ’zigjkgiiﬂ: ?}47‘ AUCbaceq MAAUCT 6152 6186 55.00 52.82 52.27
CIFAR-10-LT %dls £ T o ik — 20 LA T A1 1L PSS AdAUCZ 71,00 67.53 57.01 51.92 51.58
p=46.82 Fl p=19.01 | Y& M, HAL K E 5% Oure NSAAAUC 8144 82,68 77.45 76.05 75.98
®  RARAJAUC 87.96 85.66 78.15 75.49 75.22

5.3.2 AR B RWMES IR, B EEE
AT AT 5 F #5843 J % (il TRADES Al
PART 48) )& H H 2 TE %0 CE-AT Jiik,
— iRl BE Y S R R % 2 O R R £ T 3 A 4 A R BT
YRR Bt i LLE I TR B i 5.

HK 548 AUC Xt il 4k 5 ik (AdAUCL Al
AJAUC i1 F AT X & 22 H 20 T br i AUC
M AUC SUM ) 8, S E AR KRB T
PERE AR . oo LI R — SR g i
ERFIA PN G R T iR r kA
Y IBTRR

0.95 s I
@)
e
Z ()90 e 2 T N
s -©O-CE-AT
0.5 || B TRADES
g5l B IRADES T T s
-~ NSAJAUC
A\-RARAIAUC
0 1 5 10 20
PGD Step
(a) NSAdHgt:
& 2

5.5.6 M5 AE T BT RE AL

S ARSI F T SRR 4 T X Pk
B 5] 1, A /N i — 20 R T P A 558 A A T A R
P EPE USSR BT SR AE L0 0 W . A/
J5i b CIFAR-10 4 425 vk B Al Ccat)” F1° JiE
(deer)” W2k, & 5000 k& K F Tl %k, B & 1000
sk T I r i i 5 28 SO 4 R 1 R Bl
)71 CE-AT F1 TRADES 347 b st o Hofth 52 56 Fie
HHH 5.3, 2 R B R 2 Fs .

0.9

Robust AUC

-O-CE-AT
-B- TRADES
-5~ NSAJAUC
A\-RARAIAUC

0 1

10 20

5
PGD Step
(b) ACCAd¥it:

SR 23 AT AUC X B ki P BE S IR Ch T T il i . PGD step=0 4k i) ¥ RE R S b3 ofiE AUC (916D
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BT AUC 45 45 X5 2085 20 A 28 40 AS B, Bl
s T e kR ik B
PERE . BRI & . 7 NSAd Bl . Br 48 77 ¥ 05
#E AUC $5 b5 b4+ 58 F 28 OB 8 2% 19 7 2% . (AL 7
B AUC MR A L F e M. mE
ACCAd 7§ i T, NSAJAUC il RARAJAUC g %
T HAh gy ik, HEme e FH s m Bl 8. il n, ¢
PGD-20 4k i 7% fig  NSAJAUC [t CE-AT #7+ 7
15.76 %,

ZE LR BT AUC X5t I 25 HE 28 78 - iy
B o3 AT T A5 AR RE 8 R B AR S MR RE

(¢) NSAJAUC

5.6 TEXH
5.6. 1 U [m) My 2 Hn SUSAE 43 A
Bl 3 s T A4 A B Rl 7 ik NSAJAUC A
RARAdAUC 78 i By Be AN [6] NSAd 2 5 58 BE T
e AUC thRg. BRI F iz L 5% = 2k
CIFAR-10-LT ¥t #% £ b i 17, 43 51 X} AdAUCI,
AdAUC2 .NSAdAUC.RARAAAUC 77 ¥ A [ (1 3
BRI A KB A R 1T AT AR 4 BT
ol gl 2 12 Ak s 2 K S50 ik E
{4/255, 6/255, 8/255, 10/255} Fl
{0.5/255, 1/255, 2/255, 4/255},

(b) AdAUC2

0.5
(d) RARAJAUC

[ 3 —4r3¢ CIFAR-10-LT $dfi 4E BRI NSAd Wi 28T AUC X4t I 5 v B 20

S5 FRI]LTE NSAd Bk 7T L ird NSAJAUC
M RARAAUC Jy i @ 7n AL 0 U i #, B
TEE K 2/255 Fl 4/255 (PEREFEA ML, St
[F) I 2 B Bl St B KA g R Ry B D K,
BRI AUC P Rl -t B A 2 30 S 32 ¥ A1 1
B M AEAS TR I ST CAS [F] i 4 2l 2 12
BB A OISR RN 5 MR B R T
A ) AUC XLl 2R3k (AJAUCL Fit AdAUC2) ,
X — 25 UE BT T O A R

5.6.2 RARAJAUC IE N4k 7 & 09 1 f 43 #r
USRS 4.3 1 4R HE R OE Ak &
(RAR) WA S0 AN iE— 2500 Ky e 2 LU
FONHAR TRADES Jy £k, HAKM S ok Br
£ RAR 36 % 1 H 2 /£ 58 TRADES 1 (fifid hy
TRADES+RAR) , DARR AR5 T A0 32 B A i X
PUIE WAk (TARY . 55 0t [A] B, 4 S X IR, 3 — 25
TAR W% 4.3 77 T $2 9 AUC A A7 ] 851 o 3k Cfif
itk IARAJAUC) . SE5 4 5l 4 CIFAR-10-LT Al
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Hl

¥ 1 2025 4

Tiny-ImageNet-200-LT £t 855 E 47, 45 R A 4
FE S FiR. B, T Irig RAR SR 5 2 M ¢ i
TR T 45 2 v A PR AR IR HE Y O R L B LA HE B R
itk H¥r ) TRADES J ik #EBL & T RAR IE N {k
T J5 (TRADES+RAR) , ti 7] DL 7E— E F2 B 4R TF
TEFRE AUC(Clean AUC) FRYMERE . SR 1T, WE £ 3

fE&H: AUC PEREJ7 i (Robust AUC) , TRADES+
RAR ik £ M A, X F 2 & i F TRADES 5
RAR M EE HAR A —BUR B (WA 4.3 15, Sk
[F]iF , TARAJAUC 7E clean F1 robust £ {87 ¥ F£
WA I RARAJAUC, Jt. H 7 Tiny-ImageNet-200-
LT %4l b X i —20E W] 1 pr 4 Oy i i A &bk .

75.00

70.00

o

65.00

60.00

55.00

R N .
TRADES R ADES RN NG ¢ aaate

(b) Robust AUC (PGD-10)

K 4 CIFAR-10-LT #4é 4 L il Rl &5 R

82.50
80.00 -
7750 ¢
75.00 F
72,50 RAR : R
(a) Clean AUC
93.00
92.00
91.00
90.00
89.00 o - -
RADES ADESTRAY (pAAUC | AdAUC
(a) Clean AUC
& 5
5.6.3 AR BKR AUC XHril

3.1 AR, W LA AUC BAC i k £ 2
ST 45 R (square) | 38 B 2k Cexp) F1 48 4E i 2R
(hinge) . M. A /N¥57E CIFAR-10-LT #38 4
A3 A%F NSAJAUC fl RARAJAUC [ 7] 9 i ok &
FFEE . 78 NSAd Yoy TSI 25 R 4Nk 6 i,

& 6 CIFAR-10-LT ##EE EAFERIREH
FrAE AUC fn& % AUC EBELE R

i i Clean PGD-1 PGD-5 PGD-10 PGD-20
NSAdAUC-hinge ~ 80.27 78.29 72.77 71.29  71.19
NSAdAUC-exp ~ 78.92 77.25 72.65 71.37  71.28
NSAdAUC-square  81.11 79.57 75.19 74.02  73.94
RARAAAUC hinge 82.56 78.71 66.29 62.82  62.68
RARAJAUC-exp ~ 82.57 78.32 64.58 60.69  60.55
RARAAAUC-square 84.17 82.34  76.29 74.43  74.30

80.00

75.00

70.00

65.00

TRADES palES R (RAANUC ¢ \paante
(b) Robust AUC (PGD-10)

Tiny-ImageNet-200-LT ¥t 324 F (19 714 fh 45 5

GERRM L TE R Z UG LT, B 4 vk B0 7R R )
BRBATEHERAES e BIETHA
AdAUCI fl AdAUC2 Jrik. Bush, Bikim = . %+
O BRI R I AUC 4k 7 i B fe o8 i vk g
F X 5B B R — B
5.6.4 P REN 1 RABE BT

K6 R T 76 CIFAR-10-LT %4 4 b 42 i
RARAdAUC Jr gk FI A R a e (1.3,6,
8,10} I PERE . 25 F W38 1 A (7T DL 4R
AL bR AUC R AUC HERE 8 T T2
FHIE 7 J% 0 1 D 58 1Y) EE AR
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0.82
S
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<&
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<
1 3 6 8 10

A
(a) Clean AUC vs. A

0.75

AUC

0.65

<&

1 3 6 8 10
A

(b) Robust AUC (PGD-10) vs. A

E 6 CIFAR-10-LT %¥t#8 4 F 1 B 8URPE b

5.6.5 ZArRGET BIIZRRCR

7R TEZ 53K CIFAR-10-LT Bdla 4 LU
5 B B R AR Cepoch) 4 I 25 B 18] F 45 - (1) CE-
AT ; (2) TRADES; (3) AdAUC2; (4) NSAJAUC;
(5) RARAdAUC, i F AdAUCI F1 AdAUC2 J7
EBR B A A M s i K W ROR R,
WA % B AJAUC2, W 1] i 7w, CE-AT [ H P
TR i U O = I @ S A T e
BREABRMAL T AJAUC2 bR T H A =45
TN R %, i TRADES W [A] H X 40 K 4 A4
JSLRIAG 2 Foe /N 1 2ot R 0 B[] B G 7 A 2k (L
X)) FEOEMRRCRBAR. HILZ T RE g7
Pt B B R B AUC #1% L 4 ok — o 1y 1
AR ARLTE A O R A B T 2 Dy vk 2 AR
O3 R 5L AU AR AR B T UM S B 2R R
ORI, DT 72 1 2B ] 74 B BOAS T B 1 - L e
IR AT 42 32 I YN RARR

0s
240s TRADES 30s
RARAJAUC
AJAUC2

910 NSAdAUC (05

"

180s 90s

150 120s

K7 233G T B RACR L
FRHE AT A B R AR R

6 SHESRE

T 1) 4 R % T WL By 37 5 A SCE BT AL T BRAE
BT AR AUC XHTN g i s T 31
FEAER AT 4 Rk 22 0B et fE 5 5 DA B 65 4 1P RE M
R S )T, BT AR SO Sl 1 T AR AL 4y
B shpyim A AUC X Hiil ZhHE4E NSAJAUC, ji
SR 7 N R AVE 7 A DO I 710 G 5 e £ A AT
Yoiti sk el 7 et 22 (MGl R B AF R R, 78 I AR
filt b A SOk — 2B AR R T — Bl L TR 20 6 TG
ML) AUC X4t il ZRRESE RARAAUC, il o
FOHLAE A A B (0 AR HE AUC 1 BE Fi ok 5 3 A Ak 1Y)
IESAEAS LS B /4 bk fE AUC Fi & H AUC
PERE . £ — 43 2% CIFAR-10-LT. CIFAR-100-LT,
Tiny-ImageNet-200-L T, CheXp-ert LI f £ 4 25
CIFAR-10-LT $ds4E by 52 30 45 R R B A SCHT 2
JiEAE Z P B 7 AR X 08 300 T 2 e Y R L
i RAS T O e R S . . — R
(0 5 B S0 N A A B2 IR T BT 4 07 8 1 T AT A
AR

S AR SR 1 5 A KR A A B X BB
SONEG T BRI T BN AR AE — 28 R R
156 AUC Ak 45t 2% ek B =X (2) 5 2 X0 BT A IE B
FEAXS AT AL 2 00 K 5erh B FEAR S 1Y)
JE XoF SRR R A R A Bl = 3 L U R T g
MELLOR B . U A SCR DR FREAL R £ T AUC flifk
G E DL = AR AR O CRLAESF 7 B R L dE B
RANBEHE KD 1 R W I F — A R
AUC fLA ], PRI 7R R 52 2% Z2 4 00 AT 55
K RA R o 5 78K R 23 A 400 R AR U XF
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Background

With the rapid advancement of Al, security concerns have
grown within the machine learning community, particularly
the vulnerability that attackers can subtly manipulate inputs
to alter a model’s predictions. Adversarial Training (AT)
has emerged as one of the effective paradigms for enhancing
model robustness. However, traditional AT methods are
typically developed under the assumption of balanced data
distribution, which may be inadequate for real-world applica-
tions, where data is often long-tailed.

Given that the tail classes are often more important than
head ones, recent studies have introduced the distribution-
insensitive AUC metric to the AT community (called AdAAUC) ,
yielding promising results. Nevertheless, several challenges
remain. Firstly, current methods are limited to squared loss
and may not generalize to other AUC surrogates, such as
hinge and exponential losses. In fact, the squared surrogate
loss may not always be the optimal choice for complex
real-world applications, limiting the further development of
AdAUC. Additionally, they assume that malicious attackers
will adhere to pairwise perturbations of AUC when attacking
models, whereas adversarial attacks in real-world scenarios
are typically conducted on individual inputs, causing
inconsistency between the optimization goal and the practical
risk. Furthermore, AT is known to compromise model
performance toward clean samples, yet little attention has

been paid to how to balance standard AUC with robust AUC

in existing studies.

interests include computer vision and multimedia analysis.
HUANG Qing-Ming, Ph. D. , chair professor. His research
areas include multimedia computing, image processing,

computer vision and pattern recognition.

To address these issues, this paper proposes a unified
AUC-oriented adversarial training framework. The core idea
is to equivalently reformulate adversarial attacks induced by
various surrogate AUC losses into normalized score adversarial
perturbations. This allows AdAUC to adopt a pointwise
adversarial example generation process, and thus can be
applied to all mainstream AUC surrogate losses (denoted as
NSAdAUC). Taking a step further, this paper starts the
first trial to investigate the trade-off between standard AUC
and robust AUC performance. By decomposing robust AUC
error into the sum of standard AUC error and boundary AUC
error, we develop a rank-aware adversarial regularization
framework (denoted as RARAdAUC). Additionally, we also
explore these methods to more complex multi-class tasks.
Finally, comprehensive experiments on five widely used
long-tail benchmark datasets consistently demonstrate the
effectiveness of our proposed methods.
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