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Abstract  Targeting at the emerging application scenarios and the corresponding challenges of
Internet of Things (IoT) , this work presents a theoretical analysis on the load rebalancing conditions
of distributed hash table (DHT), focusing on the unprecedentedly high workload of writes and
the network bandwidth between nodes. While DHT is the state-of-the-practice system structure
for large-scale data management, its design has not taken into account the workload characteristics of
10T applications. The typical workload characteristic is the unprecedented intensity of writes.
With respect to write workloads and network bandwidth, this paper deduces the applicability
conditions of DHT, considering the constraints on bandwidth, storage and time. For DHT-based
IoT data management systems with load balancing, the theoretical results imply the following
facts: (1) the maximum write throughput that a scalable IoT data management system can
support is decided by the number n of nodes to scale to and by the network bandwidth of system
nodes; (2) while increasing the number N of system nodes can increase the total storage capacity

of the system, it cannot increase the maximum write throughput that the system can support;
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(3) scale-out processes with a large number n of nodes can lead to sudden and heavy decreases of
the maximum write throughput at each system node, leading to disruptive workload redistribution;
and, (4) scaling out by a small number n of nodes is a more economical process and complies with
the Pay-as-You-Go design consideration of cloud, but still not addressing the problem of scalable
IoT data management. Experiments on the widely-used DHT-based system Cassandra and
extensive simulations based on standard network system simulator ns-3 validate the theoretical
results. With real IoT data management use cases, it is demonstrated that the theoretical results
of this work can be used to account for the problems met when exploiting DHT-based systems for
IoT data storage, as well as guiding the design of IoT data management system. The results of
this paper are applied to analyze the designs of the top 10 time series databases ranked by the
DB-Engines website. Among the time series databases that have a distributed version, some have
adopted the DHT architecture, e. g. , KairosDB and OpenTSDB; thus, they are expected to come
into the problems as described in the paper. The others have circumvented the problem by using
other architectures that are not as highly scalable as DHT. A further study of Google’s time
series database Monarch and IBM’s DB2 Event Store shows that, they have abandoned the DHT
architecture and chosen layering architectures to avoid the problems under IoT data management
workloads. According to the results of this paper, DHT with a load rebalancing design is only
applicable to limited-scale IoT data management, but not large-scale IoT data management,
especially when the write workload keeps increasing. Unfortunately, as the number of IoT
devices keeps increasing, the write workload will inevitably increase. Therefore, a redesign of the
DHT load balancing technique or a reconsideration of data distribution architecture is necessary
for IoT data management. The results of this paper can be applied to designs, implementations
and analyses of large-scale IoT data management systems.

Keywords Internet of Things data management; distributed hash table; load balance; time

series; time series database
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Background

Internet of Things (IoT) data management is an emerging
area of research. Time series database is the dedicated database
system for IoT data management. It has attracted global
attention from not only academy but also industry. This is
manifested by the rising popularity of time series database in
the past two years, according to statistics by the famous
DB-Engines website.

Due to the unprecedentedly large volume of data, the
underlying scalable storage system is prominent to time series
data management. Among the most popular time series data-
bases, some have chosen the state-of-the-practice architecture
of distributed hash table (DHT) for the scalable storage system,

KairosDB and OpenTSDB; other state-of-the-art

e. g »
systems have refused the choice of DHT, e.g., Google’s
Monarch and IBM’s DB2 Event Store. However, there does
not yet exist any theoretical analysis justifying the choice or
the abandon of the DHT architecture. This paper is the first
attempt to address the problem theoretically.

This paper introduces this design problem of the scalable
storage architecture from a real-world use case. After carefully
modeling the problem as finding the feasibility conditions of
DHT under the extreme IoT write workloads, this paper
proves three condition bounds based on the physical constraints
of storage, bandwidth and time on practical systems. These
results are validated by experiments on the widely-used

DHT-based system Cassandra and extensive evaluations

based on a network system simulator ns-3, which has won
the SIGCOMM 2020 network system award. The theoretical
results are then used to study the root cause of a real-world
system’s problem, as well as analyzing the designs of the ten
most popular time series databases on the DB-Engines
website. The analysis reaches the same result as the state-of-
the-art works by Google and IBM that DHT is not feasible
for large-scale IoT data management scenarios. We believe
this work shall lay the theoretical foundation for the design of
large-scale IoT data management systems.

This work belongs to the series of work by Professor
Jianmin Wang’s team on IoT data management. As stated at
the beginning of the paper, IoT data management is playing
a more and more important role in the industry of China,
especially for supporting the national strategy of Made in
China 2025 and New Infrastructure Construction. In the
research direction of IoT data management, Professor Wang’s
team is the first of all research teams in China universities to
open-source an Apache Top-Level project, named Apache
1oTDB.

This work addresses the fundamental problem of
architecture design for IoT data management system software.
The results of this paper shall assist future designs, imple-
mentations and analyses of IoT data management systems.
This work is supported in part by the National Natural
Science Foundation of China under Grant No. 71690231.





