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Abstract  In recent years, more and more researchers have tried to store data collected in edge
computing scenarios on the blockchain to solve the problems of poor data security and weak
tamper resistance of traditional data storage solutions. However, in the existing schemes, the de-
vices need to store complete block data and traverse a large number of blocks to find the corre-
sponding data when retrieving or verifying specific data on the chain, which reduces the response
speed of the user side in the edge computing scene. In addition, traditional consensus algorithms
are not suitable for terminal devices with limited resources. To address the aforementioned prob-
lems., this paper proposes a multi-layer blockchain network model for edge computing. Specifical-
ly, the model is divided into three layers: terminal layer, edge layer, and core layer. The termi-
nal layer is divided into multiple local networks, each of which contains a terminal side blockchain
storing the data generated by the terminal node in the local network. Blockchain data between

different local networks are isolated from each other, which improves the security and privacy of
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data in local networks. The edge side blockchain located in the edge layer regularly backs up the
terminal side blockchain in each local network of the terminal layer. Many edge nodes are de-
ployed in the edge layer, which periodically repackage the block data on the terminal side block-
chain and publish it on the edge blockchain. Some core devices are deployed in the core layer,
which are responsible for the audit, registration and other work of the nodes in the edge layer.
We conduct experiments on simulated data, and the results show that the speed of finding a spe-
cific data hash in the model is 4-7 times faster than the traditional directed acyclic graph block-
chain model. We also propose an adaptive workload proof algorithm of which the execution diffi-
culty can be dynamically adjusted according to the behaviors of the terminal node. The algorithm
is improved based on the traditional proof-of-work algorithm, which introduces the concept of
node contribution value in the multi-layer blockchain network model. The node contribution val-
ue is used to quantitatively analyze the historical behavior attributes of terminal nodes. The edge
node will periodically check the block content published on the terminal side blockchain, and cal-
culate the contribution value of the terminal node in the local network according to the predefined
computational formula. Then the terminal node sets the difficulty of the workload proof algo-
rithm it executes according to the contribution value. The experimental results show that, com-

pared with the traditional proof-of-work algorithm, the transaction efficiency of normal nodes
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that execute the adaptive algorithm is improved by 4-5 times.
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Background

The data generated in edge computing scenarios has
problems such as poor data security and weak anti-tampering
modification. Therefore, more and more people use block-
chain technology with immutable and decentralized character-
istics to alleviate these problems in edge computing scenari-
os. In edge computing scenarios, there are usually a large
number of terminal nodes producing various types of data.
which requires the proposed blockchain storage scheme to
have higher transaction efficiency to speed up the response
speed of terminal-side devices. At the same time, with the
development of edge computing technology, the large volume
of generated data from terminal nodes causes the expansion
of blockchain data.

This paper proposes a multi-layer blockchain network
model for edge computing scenarios. This model divides the
network into multiple partial networks, each of which con-
tains multiple terminal nodes and a small number of edge
nodes. The terminal nodes produce data, package the data
into transactions, and upload it to the terminal side block-

chain. Edge nodes regularly perform security verification on
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the terminal side blockchain, package and upload the verified
data to the edge side blockchain at the edge layer. The edge-
side blockchain is a multi-chain storage structure. This
structure allows the edge node to only store the information
chain corresponding to the current local network, reducing
the amount of blockchain data that needs to be stored. We al-
so proposed an adaptive PoW algorithm. The algorithm can
calculate the contribution value of the nodes according to the
their behavior in the system, and map the execution difficulty
of the PoW algorithm according to the contribution values of
the nodes. We have conducted experiments to verify the ef-
fectiveness of the blockchain network model. The experi-
mental results show that compared to the directed acyclic
graph structure blockchain, the proposed network model can
effectively reduce the storage space occupation. Compared
with the traditional PoW algorithm, the transaction efficiency
of normal nodes that execute the adaptive algorithm is im-
proved by 4-5 times. The speed of finding a specific data

hash in this model is 4-7 times faster than the traditional di-

rect acyclic graph blockchain model.



