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Abstract  Range proof is a special type of zero-knowledge proofs, among which a prover can
prove to a verifier that the element of a commitment is within a specified range, but the prover
does not need to tell the verifier the concrete information of this hiding element. Due to this spe-
cial property, the range proof protocols have been widely applied in various scenarios especially
those requiring security requirements of identity or data privacy protection (e. g. blockchain, a-
nonymous certificates, electronic cash, group or ring signatures). Correspondingly., there are al-
so many design methods of range proof protocols have been proposed recently, such as square de-
composition method. signature-based method, inner-product argument method, and so forth, a-
mong which the signature-based method (proposed by Camenisch et al. in the conference of ASI-

ACRYPT 2008) is one of the most widely used methods at present. However, the range proof
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protocols proposed by Camenisch et al. not only require a high time-consuming and costly bilinear
pairing computation, but also involve a cumbersome certificate management overhead. This
means that the utility of their proposed protocols still needs to be further improved. He et al.
used the Chinese cryptographic SM9 digital signature algorithm to design two novel range proof
protocols without the need of certificate managements, which have been applied for a patent in
China (where the patent application publication number is No. CN110311776A). Nevertheless,
their proposed protocols are still involved with the bilinear pairing operation, resulting in that
their proposals also require a high computational cost. To further reduce the computational cost
of existing range proof protocols and also enrich the applications of Chinese cryptographic algo-
rithms, this paper also adopts the signature-based method, but uses an identity-based digital sig-
nature algorithm (constructed from the Chinese cryptographic SM2 algorithm) instead to propose
a novel set membership protocol. This design can efficiently solve the issues of certificate man-
agement and bilinear pairing overhead at the same time. Moreover, we extend our designed set
membership protocol to construct a novel numerical range proof protocol, so as to support a wi-
der numerical range of zero-knowledge proofs. Also, in order to prove the security of our pro-
posed two protocols, we first prove the security of the adopted identity-based digital signature al-
gorithm, that is, this signature scheme is proven owning existential unforgery against adaptively

chosen message and ID attacks (abbreviated as EUF-CM-ID-A).

we then demonstrate that our proposals own the security properties of completeness, special

On basic of this security proof,

soundness and honest-verifier zero-knowledge. In comparison with Camenisch et al. ’s and He et
al. ’s proposed protocols and using the same optimized parameters, the main communication o-
verhead in our protocols is only about 1568 bytes which has reduced about 41. 66% and 78.12%
respectively, and the main computation cost in our protocols is only about 491. 5075 milliseconds,
which has saved about 85. 93% and 85. 85% respectively. This indeed demonstrates that our pro-
posed protocols have the stronger utility comparing to the existing signature-based range proof
protocols, and hence they are more suitable for satisfying requirements of identity or data privacy
protection and validity verification in the aforementioned scenarios.

Keywords range proof; zero-knowledge proof; X — protocol; identity-based SM2 digital signa-

ture; credential management
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Background

Range proof, as a special type of zero knowledge proofs,
has attracted many researchers especially when the blockchain e-
merges. It can be applied into different scenarios for protecting
privacy, such as blockchain, anonymous certificate, electronic
cash systems, group/ring signature scheme, and so forth. Cam-
enisch et al. ’'s (ASIACRYPT 2008) proposal is one of widely
used range proof protocols, but which requires high time-consu-
ming bilinear pairing computations and cumbersome certificate
managements. Although He et al. adopted SM9 digital signature
algorithm to construct novel protocols without the need of com-
plex certificate managements, their proposal is still faced with
the intractable bilinear pairing operation.

Our work in this paper enriches research on bilinear pai-
ring-free and identity-based range proof protocols. Specifical-
ly, on basis of the signature-based method, we adopt an i-
dentity-based digital signature algorithm based on Chinese

cryptographic SM2 to construct two protocols (i. e. set
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membership protocol and range proof protocol). We also
prove the security of adopted identity-based digital signature
algorithm, which is also of independent interests. Through
the comparative performance analysis with Camenisch et al. s
and He et al. ’s protocols, we prove that our proposed proto-
cols can reduce the communication overhead about 41, 66 %
and 78.12% respectively, and save the computation cost a-
bout 85. 93% and 85. 85% respectively. This undoubtedly
demonstrates the utility of our proposals.

This work was supported in part by the National Key
Research and Development Program of China under Grant
2017YFB0802500, in part by the National Natural Science
Foundation of China under Grants 62032005, 61872089,
61932016, 61972294, 61772377, and 61841701, in part by
the Natural Science Foundation of Hubei Province of China
under Grant 2017CFA007, in part by the Natural Science
Foundation of Fujian Province under Grant 2020J02016.



