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Abstract In recent years, with the unceasing development and extensively application of new generation
of artificial intelligence technology, the automatic detection, dissemination and control of fake information
in online social networks (OSNs) have been widely and generally concerned by the government and
regulators, academia and industry. Fake information detection in OSNs is mainly studied and discussed
from two different aspects of both information content and social context auxiliary information. Research

on fake information propagation on social media dated back to exploring dynamics models on the rumors
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spreading in complex network and small-word network previously. Even within recent three years, some
hybrid and interactive propagation pattern and behavior studies on both social human and social bots have
been done. The diffusion control methods of fake information in OSNs mainly focus on the node control
and access control/usage control. From two different angles of social object (fake information) and social
subjects (social human and social bots), the research of fake information detection, propagation and control
are discussed deeply and systematically, the related works are also analyzed and compared in this paper.
Firstly, we comprehensively review some important and crucial research works of fake information
detection from home and abroad in recent years, and especially focus on the unique characterizations
(content features, social context features) and existing models (content models, social context models and
hybrid models) of fake information detection. Owing to the difference between fake information and rumor
in OSNs, we also briefly summarize the characteristics of rumor detection, which include content features,
user features, topic features, propagation features, behavioral features and multimedia features. Secondly,
research on the dissemination of fake information is primarily divided into two aspects: the dissemination
of fake information based on social human and the propagation of fake information based on social bots.
Here, three effective methods for the detection of social bots in OSNs are also discussed, which include
graph-based approaches, crowdsourcing-based approaches, and machine learning-based approaches. Based
on the analysis and comparison of the detection methods and propagation patterns and strategies of both
social human and social bots, the general rules of spreading fake information of two kinds of social subjects
are represented, respectively. Then, we systematically review and analyze the control methods of fake
information dissemination from two levels: node control and usage control, and present a usage control
model that applys to the research of fake information dissemination. Furthermore, the methods of data
collection and annotation for fake information are systematically introduced, and some public online
datasets that used to do research about detection, propagation and control from popular social media
platforms, such as, Twitter, Facebook, Sina Weibo, are described. Finally, a novel social situation security
and analytics framework that covers five layers (social entity layer, social environment layer, social
behavior layer, social intention layer, social goal layer) and six elements (social object, identity, action,
desire, environment, target) are proposed, and future research issues, challenges and possible research
directions for cross-platform propagation and control of fake information are presented. We hope that social
situation security proposed in this paper will provide theoretical basis, technical support and application
scenarios for the realization of both virtual social cyberspace security and ecological governance of network

information content.

Keywords Online Social Networks; Fake Information; Social Bots; Artificial Intelligence; Usage

Control; Social Situation Security
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S T D P f 0 4 O o 199 Y
[571[671[68] ELE BB RAE R T8 U jr 22 o 255 0 46 R 48 o0 4% 2 571 )8, {5 B GG
TG4 s AT Y FRE AR AR ARG I 3
HE A BRI i % . KGR . A Il
AF1 R
[811261[69][70]1 A IR} I {5 BE 45 9% i 8 3l AN T BFA RN 0 FRER PS5 T, WA 00T 1818 25 ith Ze R JE R AL
i A P51 B PR 6] 5 BB IR R 0 P o A S SRR e . P B R A
IR . TP RS OR R R IS B A DR B B RSy A5 B AN R4 AT R A
LI P RHAE 5
[71] BB WAL THEEEBEEAP. FEBEEAR, EHEIRNTRE

BEENAEES C. BN E4 M AE BAEESUR B EE B R
P A ) PRCMA £ 7015 AL &R
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THARHEER, HHXWEE S FERE, A~
RE A& I S AL 3G S R B & . BE X IE TR S S
AR B IR G L H#E, Do £ 2is Fiar
IR AL (Independent cascade model, ICM ) Filzk
PEB{ERC A ( Linear threshold model, LTM ) JEITF#t
5%, ABIX P SEBIRIES JE T FAAY , R R[]
B )12 RE X MERE R, PR A T S
B 2E 48T 55

EEXF LR RIAFAE AN IR 22 Ab, Wen %6 AP
T — A IE EE SO A T E SR A AL 1Y S AR
R AR RE I T AR B ) e ke, R T A
AT B 300 5 P A A 2 RS S B AT SR FE A T
BRI FERE [, 2P T SEOTERE 3l ) 224
RUGs2 0. A58 245 S0k B T 3l AL 4 A T B Ok
0 T A R R BT AL 0 — PP UK
W&, SCHR[6SIRI MG | B2 Bntk . B Uk kB A
J 5 AR A Y AR ER 4 DR, &
S — PR T REAL R AL R B 157 SIS BEAL, kA
FEBAE R ALK L.
3.1.2  HETHA MG BT M AR (E BAERE AT

HH TA% G S8 A VR Y S R AT R P A D A7 %)
AT RE, — BB N DR S SR B i, %
5 BRI 43 R AN ] R 2 551 B 7701 Glenski 45 A\ P00
B A5 SR I 43 R {E 15 B (Trusted) . iy J5 1
(Clickbait) . B % i& (Conspiracy theories) . & &
(Propaganda) Fll i {2 {5 . (Disinformation) 5% 5 35, 4
Xf Twitter #1100 J7 2655, 705l A DR FI
NBFRARPAS T, FIHB ML HJe 2580
W T AR K G, AL S AT AR
R 5 SO [R AT AR BE R U A P o A 4 5 1R
B P AigcE . P o R RN BOR IR A g
FREEE ANy =W PRI S, AT 4 R & B —/NER 4y
o BE I BR8P 00 5 KR40 i RS B AL, ARIR
AFNEZ 208 T B AR A A T oAt P 25 3 =2
B2 ERGEE, TR KNP AERH P =0
{587 TR 5 S P, (EXT T AT R8T TR U N 25 1 43 7
R KRB P 2 AR R AT AR ] B =i R
3 T e USRI B R P R R % P S AT R4y
EE AR R IR ] 4> SE NS, Vosoughi S5
5L NDIBE Science M1 B & FRIBSCH AR, il BF5E
2006 4F % 2017 4E7E Twitter b & A Y FIiAT ELAE 9234
SRR B AR R N S AR RE IS O, BRI A S R
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NATTH B R S B A B S FEAL 4R R,
REBCHT I T AT POBRA, FLS5H
gk T TN B BERRET. 5155
IS B, AR LA A L TR ) B ik 1 L5
TR BT 8] B A% 4%, X R R 5 R AU 19 BL B S T 1)
IR E L, RN CAEPLEE A ) B4 T hef%
& B ABORT 9. SCHR[6813 i 0 M Twitter - 2016 455
B GEE RSB 40 Z8 I (20 S5 ELIH H A 20 25
BT ) TEAEREA R 22, Kk PRBE I A B 4
B, REARCH AL RE R NS i, ESH I 1AL
PR 2R T . 33X 7850 2 W R MBOHT 9 A A5 4 2 ]
Frekny, WTLGKEE T2 AR, %S0k
NGRS AT VR A I PRI % R, Glenski 25 A1)
B Xt se MmN AL S [ SR A AN ] o] 45 B2 5 e
R A RN, & AL AL g AT AS ] AT B A
BT B A U ) IR A7 AR 25 S, 3 Ao ol FH TR B AR R
MratsS LA A RIAE 38 AR 68T 1 R R i i, I
FRig R EIE . RE . FE. ARE ., Wb, gk
TH AR . 58 UE & BXE R A5 A T P F U5 A s iz
I =R AP NIEE (N A S Y ' | R S O ORI =1
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WA FIPAE S, am I 1080 JT 4% Twitter G- F11
620 Ji %% Reddit PFi¢ 38 I 2 i 7 X6 v 45 24 R O 4
B T OH YR A B 0 3 BB R s g 28 T BT o 8k AR e B
Twitter “F- £ 1 9 FH 7 X A A5 760 R A8 1 DA 105t ) S5 g
A P AP W 25 5, [HFE Reddit V57 L1
ERBNMEZL.
3.1.3 BT EHEA 1R MRE BAABUR

BT 9 4% B A5 BB A AL RE 9, Rao 4%
NTUABINE B R RS P 5 BIIEES R,
FENEES C. LIBENES M. (5 BALHBRCR
P A% S AER, 2T PRCMA £t BEH
PR R AR b Rk IP={P, R, C, M,
Al, B 4 BRZH PRCMA JTCA IRHE R G &
32 EFHZHMBANEREDLE

FEASHLAS A — A~ EHE D RE R X A E B
SN ALEE | Bl A 227 & F P Rl iRl £
A BEALAL ST HLAS NAT M k38, #hseblds A
FEfe BALHE 7 w5 A TR M (o, ] ke i
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51T RZ W N BT WL AAE 4 B AR5 2 1AL
HlEFTIRA RGN TE, A& R AR S
PR PR AL T A RO ORI AR A B A Al 2 B
FEAL ML AL A I JE A, U JT o0 vE i A
MRS & FEEA RS L NIKS, A fefg it
— L W B G A S ML A A AL R R A5 B . I
Mo, AR TERSY, 43 At 2L as A 777
FEAZHL A AR AR AL SRR B B 5% SRR N & e e
PAEAT BT

TEAL A AR 5, XAk A8 HLge A FIAEAE
SRS AL AR () B 1 2 —, BFSEAEHEA AL
HFEAS LR ARSI 7, A7 BT L4 il #E A8 ML AR
NG R B BIRG R, HAT, fagHLEs A )
W FES R TR . T AR I L
FFEF ML= 2 7 1.

(1) FETE s iLas AR 75 ik

AL M-, 438 4% T B S 0, 1 4L
LARNZ AR, 58N BB H R TE 1T
B4 TR SRR ] 1) — B 3 AR I 55 T v o A
AL AT B TSR ik 22
I A PEAG PR 32 B A 5 2R 1 53 55 R A T 0
B R 28 07 ik F R A P 2 (8] Y BE 2 45 A4H DL
PR, X R AE B AR DT AT 4028, T B e PR
BRI WY 1Y A L RTINS
SCHR[7314 T —Fh 3 T Rl LI AE 19 SybilWalk J5 ik
AT B AL AR, 5l b ic A 1E 5 H
FALE B AL AL APRZ B AN BN SOk et
ZEWE, AR BEMLIE A B RS R I e Sk 52
MLEs A AT fiETE. Mehrotra 2 AF9E A 51 U745 i 16 BCH:
A BT SO S ANRRAE 18 N T 2%
DR B AL AR AR = Fh B PR A #1528 & v i
HIRTER, TR g BRI E L BA R r

ZALRE S, WERAFRIAE] 95%.

(2) FF B AFEASHLAF A Ty 7

I T AL A1 S HL A AR vk 32 R
T BUAH & H R A B A FE A A g E K R AS
NBERA R A SN ES , SR X 43438 F AR AR ZE AL
R AUCT - Alarifi 2858 AUl T AR Ry
2, i HEE R EE, X 2000 ASFEHLIK PSS
VEHABRTE, I PR BRI B i EC 2P AT 52k
SRR FR LRI T PR TP AR R AR 96%. HIRAEL
Ty ARG I Ak 22 AL A MR 2 T B 26 F A HRLARL
AAFEAE— L BBG. B 5e, MR P AEA AR
W, TR AR A G AR A BT, AT TR
M RAS 3 Fouk, FebpvEad 2 op F P B9 — 284 A
BMER, ATRES BERAINIM TAENBL, M i al
MANBERMEE; &5, B TAREHPERITES T
FEHREZ W20, XA TAE#H B H AR K
SEFIGE Sy 04T 97 A B0 B AR A bR e, AT PT RE S
W —E 5 FH P R R AR T AN N B AT 5,
M G 00 23 S g v s 7

(3) FETHLanas > At AL A gy ik

FeF ML 2E T WAL LA ARG vk, 1 St
A HLAS N AT ZE [ AR AR ARG RE R IE 21 T
IIHT, BRI SR ML 2 2] i R RSB T R
T, 3R 3 A3 NAZIRRAE | BI8Y | PEM T8 bR %L
PSR, ARGV E N AMIF T 2 e Tk
BTN RITEES € YA A WO R 3 we/l | K+ FN: OF L]
FROEIFSE , EZNMEERAE, P RAE, s A 4FIE,
IFIRVRRAE, P4 IE ISR ERIE 4E 6 ZEFa Ml
BAEATF RIS, HoA L 4R S A [) 4 1 7
HBUE BRI, Wik . $2 B A S
2, I HRECE T S . R RECR PO
BB RIE ;. P AR IEARIE T . B E R
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WS BRI ) 25 5 STACRRAE AL 45 55 Mk P AL I R A
KB IRVEGS R, BN fSETEH | PR
R S5 R A A ALK I ERR R TR
TEBLFE P25 A2 ORIV 2% A s TRIRC S, & A 4 ST
S AT L A AT PSSO [ A B ] 18] B 55 5 LA
FAIEZHE Tl [ RTE F A B R IR F LR,
HER VA PEAR TE S5 5 I AR 2 6 — L858 T A A
Twitter FiAT IR T, GG AR, TR41L

GrBAES B S SRR R, 2R I BEAL
ARAR . SCRFmEAL . BT | IR LA
Ik, KK G P AE RS A,
AT A i e O 2 7 R BRI Tk, R METf b
DXIr X PIRAT A M, AR LR I R A 22 65
B RN AR S, 115 OSNs & RGEH N4 4
AFAT . (B S 4 IR T LG A T AR SSHLAR A
FHE S,

%K P23
3B R By RS
Wk
Y
FRIEBEREAN YIGHHEEE | Hlge2e Bk
HE
HEZERA
WREHEE iRl kil R
T #HASHLERA
FRRIPEA,
B 5 T HLan2E > (At 3 L A HE 22
F3 HRHB/BAEMYR LR

A FEAE RN

fE#H Y — - — — — A€/
) £ HIA LR P[] E i 1% % Fl
Varol % A 28] RF v v v v v v 90% Twitter
Alarifi 2 A0 SVM v v v v v 93% 93% Twitter
Morstatter 25 A 81 AdaBoost v v 4 79.76% 75.91% Twitter
v 96.5% Reddit
A [82] _
Costa “F A Act-M v 94.7% Twitter
Jr 25 A\ 183 Wavelet, RF v v v v 94.47% Twitter
Fazil % A\ 184 RF v v v 79.7% 78.91% Twitter
Shi % A\ 18 K-means® 4 v v 93.1% 95.2% CyVOD®

Cai % A5 BeDM v v v v 88.41%  87.32% Twitter
- BeDM v 83.49%  84.11% Twitter
Ping % A\ 1% CNN, LSTM v 4 v 98.6% 98.1% Twitter
Sneha % A% LSTM v v v 96% 96% Twitter
CNN, LSTM v v v 87.58%  88.30% Twitter
Cai % \PY Boosting v v v 85.23%  84.77% Twitter
BoostOR v v v 83.16% 86.10% Twitter
Clark % A% NLP v v v 90.32% Twitter
Walt %5 A %3 RF v v v v 87.11%  49.75% Twitter

TE: TERRIEFIR T v RIRIZSCHRAT IO N BRI, 28 1 3R % SRR TN L B RHE. TEIT 8 BRFI R T, # SCIRXTRI Y F1 48

s U3 7R A% SCROR B % TP A 14

Morstatter 2 A '3 o 3 U 7 5% % 4 SCB0CR:
e 2% A HE SR I 5 ] Y 2 A S
K . URL i 82 P IR % & I (i) (0] B 26 AR AE 2350
(3)-(6)=%, 2 —FhHh 4 [nl R 5 & XA W=

mH F

>J BoostOR ARAY | 7455 738 i PEAR HEHR R A4 [1] K
ZHB KRR, RN G AEREEILEE A, 52
WS R WoR O R B A EER R, DME TR A
] DL 0 A 28 AR R 4 R I BR TR 2 14t 32
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BLE AT, AT DG FLSE P 7 AR R 15

B
HX‘X € tweets”, X is reweet‘}

Retweet(U) = 3)
‘tweets“
‘tweets”‘ weets”
La@ﬂ(uyzz;L——————ji- (4)
tweets”
‘{x| X € tweets”, x contains URL}‘
URL(u) = (5)
‘tweets“
Ly
Time(u) =——— > (t —t_) (6)
‘tweets” a5t 1

SCHR[8213 T AT MG s ], 7 56 T
6] 3% Zh Y B RL Act-M ( Activity Model, Act-M ),
T2 TR o 005 A A AR P AS TR AT Sk 18 B 1] i) s
A3, DT SR A b ARG 0 S A e R
SCHR[83]4 H — A 3L T/ I A B AY , SRAE I OSNs
HfE BAEHE k. IR AR P SOA P 4545 2 0
TR, I B I/ R 7 R T ] ik ) R SO ek
BT R BRI 1) &, 55 o Bl AL AR PR s
P RIERw N G NG ENLES A, Fazil
2 N3 e 4 OSNs Hf Twitter FH 7 SRS HLE A
HIAS AT ERAE, ¥ Twitter F P 20 MG ER . W sh Al
ARG . HR A Twitter iR . 8 sh MU TS
2Nl O o N B N VAN e Y PO R R (1A E D sVl
BN ZCHNE . ZH FEENRFE, 2R
DUrEST | DR R 22 B BT SRR R HLAR AR 3 AL
S kXA A AR AR T 4325, Shi S A i A
R R B2 V887t I s v B 27 B ) 2 4
WE 28 AT O B (R 1) bR AR SR R AR, i3 R I
K-means FREESRAGH CyvODP 2254 h
SRS ¥ R K PN

BiE REHE . IR EDR, WEE 5]
KT H—RNT e 2R IbIRE. fEAASLE A
R FE o, BFSE N DL I B O 2E F AR RIS AL
a NG T I REE AT N R AE , 13 PR T 22 2 i Al
RIX AP IX P AR, TRBE 2 > 138U ol TR J2 1Y) i 28 )
LER Y. PP 2 M 4 (Recurrent Neural Network,
RNN)J& — MR i 2 28, 76X ) gl i [] )37 371 4
A AR A B 4 8 A Sy i LA Y. BT
#22 A SR NG K AT R ] LR AR & — i [R] P51
FE PN S 1 i A 8. 2 [R1 e AG [T 52 %) B[] ] o
It BB — 255 BRI T &7 50 a] LI AR B
BEAIF 28 N 5138 5 P B RNIN VE 73 2B, RNNJE 2
B3 AR A TFIN A (X, Xyoeee, X ) 5 AR T BT Y

BOBUIR 258 (hyhy, - he) B i (0,0,
o), Hb T AR AMKREE. 18] THWTF AR
HEATIEAR
h = tanh(Ux, +Wh_, +b) (7)
o =Vh+c (8)
Hrpu, WV 3 5lE A2 Bz . )= 2
Bl )2 . B2 205 2 BCE RS, b Al ¢ AW
B, tanh( ) AU IE VIR R AL 7 B2
I"J ¥ 50 (Gated Recurrent Unit, GRU){Z U T 1Y
RS

7= o(xU, +h W,) )
r=o(xU, +h_W,) (10)

h = tanh(xU, +(h_, -[)W,) (11)
h=01-2)-h, +z-h (12)

A BT v PR AR B B A5 DATIE Y A
AT A, BT z 8 ST W LART A N AR 31 2
R )2 K B /N,y s BRORCIR 25y 1 168 16 34375
%?(&[96].

Cai SFWFFE N B SR H — A Sy 134 58 0 % A5
AI(BeDM), & JC6F P 250 A B 1] SCARBICHE D)4
WU e i B 2, U AR A R 2 I 2%
(CNN)PTRIH S 1342 P 4% ( LSTM ) BEEe P82 1l Ay
TRBE2E S HESE B P NS B AT 015 B ATl
Bk kst LA N S 2 R 2y T e R
K% 88.41% . AMIE K 86.26%. F1 N 83.32%. It
4h, Ping 2 NPMR T — A5 T E 2 ) Bk
( DeBD ) 4t 22 HLs A AR Y | 24507 Py 25
TESREUZ | SO B (R R AE £ B2 PN 25 15 (]
FRERLG R TEN A FESRIUZ , 8 CNN 3k
PR P Z B 2 A AR R &R . ZEHE SCoT 8 it (]
FRFHEBUZ , 38 ] LSTM e BU& A oo B il v A
B TEVRRAE. 7ENZSRHIE AL A 2, RS R ARAE 5 N 2
FRAERLG , SCBU AR ALA A ORI, SCHR[90]38 1
PRI N2 FOCBHR AR A I RRAE , 32 T —
FF R CRKEWEZ (LSTM ) 2R il I i 4
W 2 FEATAESE ML KGN . SO 25 R0, %2
41 S HLAF N RN FE2E AR N 4388 B AT LS B 43
KK (AUC>96% ) . Bl 6 2T IRES 2T
BB AL S AL AN, BIF 5T N B3 H R B4 R AR A A
o AR e

TE 2016 436 E g Kk BuG S FH, #h2etlds
NG 3 4 S AR 5 AR R AR AT A5 B ok 5T 19 32 ) F
FENGI) iz . E BB K BB Rk A S [ Ep
S UYNKF Filippo Mencze S5 58 A 51 7 5 T
PeFEARIT) CHSR - B ) &R AR,
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(2) T 5 m0 J7 1 5 s o A B R i o is
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MM E R, 2T W R AR B R . B
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15 FLSL IR X 45 AR AT 73 AT A5 1 I 4% B A5 4k S5 90
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i SEPH W RN, SRBHIEFS 3 OSNs i 5 1y
4%
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S5, AT RAER U IR, JF R AT
iR, $E i T — ey R | B R
R U 22 4 SR vh ST R A D 5, i R AR
BLHIE] CyVOD HAZ -6 L, SCBN P& 3% 4



2274 22 R A | R S 2021 4E
[HEZS R Har, ERNANESEX TG T 2 iR A Rt

T B Lk A AR 2 PN BSR4 ) A R
LB AA I T, 38 E B OSBRI, Hu
2 NUOTE DU Ry ol B e 25 B LS (G-SIS)
BOAR LA B, 420 T — e TR U5
il CoGBAC ) HEZR , I%HE St i K HF 4z F 3] OSN,
JEXTHELH A 2H 22 6] i 45 R bt —Se BR ), P
7E OSN H 5 A =2 (5 EUwE, P B3 E AR 2 3 5
o RO EE . SCHR[ 111142 b — ol T 1] 9 2% 25 (] 4 15 7]
¥ il #% A ( Cyberspace-oriented access control
model ), H S FT7 57 2 P ad i ) 4 0 TR 5
VA U7 1) ELAT I 8] R0 () 45 1 1Y U AR, it X
W 265 ) v AR TN B AR BEATAE AT, 2 T R
il AR, Ma 45 AU A 4 58 4% 34
TE4 . VBB IG S i s, B st sg FH P s
M3 — Lo AR R, (LT I G — 28
WERY 5. BT, $2 M — M T AR PRy 5
il #% Z 4t PSNController, Jf#F KiEMEEHNEAR
MbGEY T, #E—B1P a4 R atE e,

A T4 A A B A Sy TR — A1 ] 4 ol 5 7R )
filt, EL A R 3 3% S R A T AR R A R A
ER R R w ER L E IR R FERAHEE
B PE . AR . A, BRTTRISE A 6 i s ar 2 AL
Forp AL BT R SR A o A P 4 ) P SR ) R
3. 1l 8 45 i OSNs M Ml {55 2 A% B 1) {1145 il A5 184
Lt .

AR
(32 A
PIRRE T3k
Vil AR
SHIBFR)

S TAE. SCHR[114]17E Lamport 2 H 047 R B 2532 45

( Temporal logic of actions, TLA ) " J& =X it JL il
e, PR T AR A — IR AR AL N 2 R
PEAE TR A b AR B 15 T 4R . BRI R G0 Is 1%
—HRGAREBIF I . BT FAR B P AL
ER] T T A A P A o A A S AR Y
Ui [ADR S I T 2R 40 Jm M 0 B 5T 30 A R A% 49 ).
ot P SR 7 SR 2 R e RS AR 1) — ZHL I 75
ZEA. Wu SFAPERSE T T RGP a2 4
TCLANE IR A 5 S AR 3 B A AR R L], o dh s
Sl AR B D [0 428 1 R0 ] 1A% AR w2 R 03 B B AR
BRI WA, BRI T SR G
SCHRITT6JR T T —Fh BT Web 41 3C 2% 3R 1k 7
fifi 42 A 8 SONeUCON pge , IZFERIY T A0 45 5%
FRE A UCON pgc » F8E TR TR FICER DU S
Vil ¥ SR8 . A, i i s P o D) 3Rk Oxk
WA AT T IRAEA , [R5 i AT
FITHATHIR.

5 OSNs ERE BE#IE R E A

51 EREBREEHBEBEXEMRTE

RS BBE B9 R S AR T 2 F T R RS B
M AERE AL AR D — I E IR, B RAE A
B v ) S A 2 e e AR 28 N B3 S R A 9% TRk
TR RS A

A E R IR M: HAEA IR
a AR RIS TR a ABEI LB
RAFIRESHLIEA EAEAE N RS

b. 432 AR A
ZRAEAR, He R
PRIRRAR S AT A
Jralr.

B

(R EdE
TR
p=\:ujijia))

A
FERIBG TS
)

Bt

(TEAERERT
g it
ZERBAT
EpEE)))

b. #EAZ R 1 SC
AR, 5 SRR
PEANE I A AR

1

(RGEHBE
PRI 211)

B8 M AR S A f P 42 o A



11

KA N TR BEMA T MIELAt S M2 R B BRI 124k 5 h Bt e aid

2275

AR A 8 A B0 SR 4 3 BRI T LA 3
T, HRGIERA BAR R % B RE N AR
FEXANEER AP EEARGE LA KA, 5
B LA B R S B B R 4R B9 5 Fn He 4
FEALFE R RGBT AU Y
M ERAE B AR (BB R E S g ) DL R
5B S B 2 8] Y He 0 4. o T RSO i AR
SR FIME 1 W 9 38 H PR 1 2 2 UG, Edn
KT ASRICE | R 32 AT T R AR BRI AT
98, T L 3ORM B RS BT AL IR 09T, W5
N G BU L 8 E RS R B RS B S,
b o) B — Bl s B AE — e R 1 R RS B AR R
SR MBS S BRI -, DISCHR[31][57][68][117]
ARR MG H R 11 4 A ). (H2
FEESC OSNs “FHH, ESME B M EUEE KT
FE AR BB, XTI SCHR[ 1181\ Facebook H 7 H
BHINIER) 333547 25055 BRI 51535 KBRS
B, REULGIR 6:1. F1 X MR A E R % 45 19 B
JrEE, EE PGS e B R R A RS
W, SR S R G B O B e R AT O s A
b A Twitter. Facebook. FriR A AN
W2 A2 A 8 APT 22 02 —Fhis A k. BLL
AT, AR BB AR 5 T Y A RRE AL
AT SCRHIE S ) Z2 4 FE AR L.

T B B 4 pAR T AR v, Bl T vk
VB bR R TRE TP A 1 AT AT R R A B A

it R A 2ok AR v e I A MR R R Bl R i
P S )R, AT RO TS VR, T4 = B i 4
. XE VS R EEIE B RICH . S
Wk A I 8 RN AR A 5 A T R S AR T
STIERR LY S W S0 % o ny A A 4 =P S R S R
B —I0 R, FES AT I L KNS LA
174 ( Expert-oriented fact checking models ). [fi [A] Ak
£ 19 35 LA AR ( Crowdsourcing-oriented fact
checking models ). T [A] 31 5 1Y 35 52 4% A A5 4 12
( Computational-oriented fact checking models ) . H:
O ) R oK B S A Gl W R ] Snopes Al
FactCheck.org &5 s, R T & Z AN HEEPEAG 5
BRI, WO TE T/ S AR — & I ] 7000
3. THI ) AR 1) S S A AR S 5 e ) A A )
EORARE B BNES, Hon Fiskkit 5. 1@ 3T
HE AR TR HRERE (knowledge
graphs ) F1FF LAY 258 48 K PR .
52 ERESELFHES
Bl #1530 & B2 2B E AW g &, 4t

A NBEAAE 8 RISz 3™ 4 B9 R 4. Jd it o
WA, YT TR0 R BAE BRI | 24 A4
YA TFEAR S e b, T2k H T Twitter . Facebook
S bR 24 A FRATT IR A X A R RS B AT
B EIAT R Jr by (3R 5), 45 HURH D A BCHE 16
W, A E IR R R AR AR 2

x5 EREEAFHIESE
Ko B 44 Bk AH 5% SCHik & =Y e B w4
BS Detector [29] BS detector - https://github.com/bs-detector/bs-detector
FakeNewsNet [119] Twitter 201921 f& 3 # https://github.com/KaiDMML/FakeNewsNet
N, https://github.com/BuzzFeedNews/2016-10-facebook-fact-
BuzzFeedNews [120] Facebook 1627 F5 i check/tree/master/data
2263 i X
BuzzFace 121 Facebook N https://github.com/gsantia/BuzzFace
[121] 160 J1 4506 pre £
FacebookHoax [122] Facebook 15500 &5+ https://github.com/gabll/some-like-it-hoax
LIAR [123] PolitiFact 12836 4G BkiA  https://www.cs.ucsb.edu/ william/software.html
CREDBANK [124] Twitter 6000 J5 £ 4k 3¢ http://compsocial.github.io/CREDBANK-data/

e 5 77, FakeNewsNet 035 4E 1 PolitiFact %X
PEEEF GossipCop BHEHE L AL, Hrp PolitiFact £
Bl 624 Ry E I CEM 432 F HEBCSCE A AT,
GossipCop B4 i 16817 f H.S2 =M 6048 5 i
fBSC Y . BuzzFeedNews ¥4 45607 9 5337 38
THAE7E 28 [ Rk R — (2016 49 A 19 HE 23 H |
9 H 26 HAH127 H ),i# T Facebook & ffi A48 [A].

XCUEH T 1627 R OCHE . 826 F R CHEE . 356 F
CIEEL CEEA 545 R AT SCERAIR. B
TINS5 4 BuzzFeed 10 & B A% L. Hk SU2 M4
EE N R SR TS | NI 7 A Rl i D = B S
BuzzFace $(HE4E E1F BuzzFeed $UHEAE MY ILAN F
— Y RS RIR, th 2263 FEHTE SCE A 160 J7 45
[# N 2B PEIS 2H . FacebookHoax HE4E Bl



2276 it A

Bl

A2,
&

i 2021 4E

J57] K 54 A4 bl 1~ A1 T Facebook Graph APT W4 () K
MBS BT, & 7T 32 7 (14 TUEB SCE
18 BUIEH 3L ) 15500 f SC# . LIAR a4k 08+
PolitiFact - S0A% A (Wl , —ILIE T 12836 5 AT
FRIC R RIR , X SR webnic A gf i . JLF4R
ANIERf . —PIERG . REB S IE A A IE A S5 SR,
Hgh i e R & K280 M B iE 4], 1A RE I 35 58
BT SCFE. BS Detector ZUHEE &M 244 A4~
A Chrome 1 BS Detector 4 Ji& T HH50 H 19 K
5T B & dE , BS detector % H {5 B H LM FRES.
CREDBANK %0 #84E 72 i 6000 J3 454k SCZH B ) KM
BEARALEEAE , Z B AE M 2015 4F 10 H - R ilicse,
#) ] Amazon Mechanical Turk 1) 30 NrRiEF K IEAL
(s SEPSYIOTIR

6 ETHIFREEHSMIETE
IR FA4Z

Bifi 5 7 S At 287 5 FlaE RIS, 422 P
PR AEA WK, B IRE B2 & ERR
WA, At PR T ER W, A A
WEgEd, W B EZE X AE [ — 422 B LR
A7 BRI AE RS R a5, IS T — S 5% Ak
W X BT R AE R R S ARG L, FER
BB 57 CEEFET D CMBR” SERNRE G, RBHIEE
A5 Bt — 20 P 1. BEE — R L HG B it
B A —H 84 ( Situation analytics ) ¢ H #i
(251271 557 5 R AR S AL A% AR A R T 28
. YT, AenReE SR ik SR — AN TR
REEEARIAT IS G, S B IRE R LRk ar”
R, R BRI 5T 3 AR R DGR A £

WATENGE B AT SRl L, 45 54138 MR IE
PE—E M T 3E HF OSNs W 5 it 218 5%
53HF (‘Social situation analytics ) J77:128. #h &8s
ST T R R A AZ B AL s H P R RS B AR A
HRO B BT R SRS, E TR AR A AL A
MG SE el . R IRATT7E AL S 1 B A
By b, XGRS T RTIE T R AR BT
AR AL G B L 2 A2 IR AL AT RE SR
wE 9 Fr. ZMEZR A N L, 2B WA S SR 2
(NFEEA ), #E8ARE (FMEL ), 80T Hh
2 (fihE4e), HXBERE (BER%S) it H
brl2 (MR 4e) AFRZRIT, RE&WET —&
55 L2 AN E R SIE R L2 Ik RIEL.
B — 2 S X N A RZMAR T )2 4t
N PR QT R W'l E B/ NI 2 Rk o] K- DN 1 3

PLER N =284t 28 24k, BRI IR A 41 28 £ 8 454t
SEHEM, OSNs R4V 545 ); 8 % Az
(BfEAnzs ) BE A ); 5 =2 #38iTh )2
( Zh1E Action ); S5 IU)ZE . #1325 K2 ( 35 JE Desire
1245 Emotion ); FH)Z: #ZZHn)Z (A B
Target, #%\ Trend) . )i S F G S AEE
BB KAl AR R T, T P Pk R RN 2 — 2
P30 5% RIS A [R) R

(1) FAZHE/ AN AR

M A ERAEE T 5 B G B T A
EEWMAA, T NI B R R
SRR, B e X 2 A WL ARy vk
HEATOESY. HETAEASHLAR A S T 018
W RR, BB — N TR BRR AR AW L,
OSNs V& it Ac ey N A28 A SR A Fiit
THLAF ANILEPIA BRRE. Hib, HA EHCRERS
FER SN R S E AN £ 3| NG L At v
NALRE RS B R IE AL, A BE WS S A ME A A
M OSNs V-5 TAETER PAE AL AR . 7E4E
SESEA AT, Mt SERESER, It E
RTAL R IAREE . B SifE. BIEM B, K&
A WL AL BB A5 S B RRAE, A4S
Pt LA NEALRE R B i, RIS
A= B YN I Ea e I WG R N Gl R ezt 5 A R DS
B, I, BT SER TS, kXA
ERAPNNIE ¥a S| R PN K a5 ] K - PN X s oA e
SRR RN T A 1 2 ) A

(2) EREEXXEBEER AR

A6, BRI ML 225 1
FERSBIOR D, EREEIRSI P N T e AR T, A
T X6 R R AR B A AL I R ST, TR
ORI ECEVE N 8. Rk, & it is F
2 o] F AR STEUR RS- 65 22 18] 5 AR A
BB G, s T & 05 s I . ok
Wk A SR AR, —En AW
OSNs H P i RF BRGNS 5 7 ik, Sk Ewf
T st 22 F P AR AT R AR K, ER B RS B
AR, HETZ 7 ) R EAR A A 58
RMEPEDE . R, 38 bR 2% > Ak 8 58 41
Frefig s &, X7 & a9t 22 P i s B3 X
TRABIESE , AR RS S Ja ST W58 ] A

(3) ERESEEBRARNMAR

1 FE R BALHE = BRI B LAk, vER TR
MEAERAE B AAERE B bR, AR T Kk i g R AE B
P, E N SCER AR B, Y AT T R (G B AL R



11 3] BT T AL T 00T A AE R (B R . 5 e ik 2277
A B o AR
(SocialSitu Security) N
*h32 FARR
R B SG'=SGUlsg, .} Eirtisg, bR IS 0357 B0 8 O A5
AR, B%) >7<¢!L—* g, ST SOV, g, RN H AN FA I,
| / \4 =B R EHRE (RE5ESE)
fig%f\ RERE AR
HERELETX 6 4 b - o4, | HREE HABHZ (BH%LL)
(B, ) X
I si;=Seq(SS), SS,, SS, ..., SS;)
o
v A RN BT R SR — FURR A R B A
HEITHLETX q /\\ an
CE T AT HIR (T h%2)
‘ P At T R
}%m\ ¢~ socialsitu, = (obj, id, d,, 4, E;, T) HEABEZE FEES)
R VN a8 SRR AR, PR S R
s BB ~ FP R . B, FTH . SRR A R
ﬁ%%%%ﬁ (o T o DS | g gyt ~oce,
2 ARk AT
3R FACHLEA, B LSS
CEGHPRE N ] ) (SNSs) ?iﬁggg
_ MR (WE22) )
Bo k- ofiibnge 4o Hi RS

B H ARG G 5% i A Rl . PR E A SRR E
B sh& 24k, #E238H P Rfinf 284t 58 Hbs, M
M 3 WA A& AT Mk . A P ERE A S & B AL
EBGE BN B, HASEN. BEILEM S AT
SRR TEASEMBE S, Qo] R AL 218 B 0 A
AR, RAAGEWHLE S AIRE =SB, 7
OSNs JE 5 EALHEAT R s R I i ity 1, 7
— BT RS P AL HE B bR A U e R
Tk, JERA L —AMMEFRABEFE W ]

(4) EREREBNEREHMR

A28 MR S5 IE R BLH S5 . BSAERE . 28T
25 SE L BRRAE , AR GE AU In) P AR B R FRE BT
B4l OSNs B LR K. 76 EME BAREE R
R R IR R A E [0 Tl T e o . e A A [ 8
MriR, W6 . Bt Al gk B i 2 fiff i 45
FIBLEI ATV, R AR AR A% G S it A 436 i AL %
i R B A R R R, B B =R RS B AL
FEHIE ST, AKX —HFEiash, [almtdh g
SOFE . EE L A TR OSNs 2 [ ALt
T AR

7 ZHERIE
OSNis K11 {5 BRI 4 R o 0 28 i A vk 5

P 4% 2 4 U R R R LR, 52 310 [ A AT SN B
JZ K, BIFR THOCHISY, IR s —E ik, A
HRTENAMIE SRR TS, H o OSNs MEMRIEE M
R =2 AF B A A28 BT ST B E B AT
[EIVESIR IR €2 DO Ea ' E DRl A S USRS LI
Irl AT SIR S Y (R B IE | R TAEAC
W 285 G I ) R AR R A% FERIE S MBS B i A
SAEREWTIESE 3 AT RIER, F AL A
HE B A S AL FE DT TS RS, AT S AL ARG T i A
LA A Ty IR T 0 2, SRR B XA 32 I 4%
HE MBS B AL REERIBETE , 00 IR AR AR AL 1 1
Pl A 2 W 5 T TR A, b T T e RS
SRR FE 0 A AL, () Ao o Rl A1 B
Pa R SR RIBRTE DL R A TP AR SR AT B4 feJm P i
THEWSEZEMIER, #—LTHE T OSNs
M A1 A5 S A2 7% AR ) 0T 57 T s ) — S8 Bk B R A AT
REMIWT I A R H.

ARk, BEHEREE . N TR AP AT A
FARBIRA K, BURFFIZEARS . Tl FEA DL XS
TE LA SE W 4538 A7 75 ELAS ™ A2 A RE AR
5 T BRI | A R R ) =3 TN 2R %
FUIMLASENG , o3 — 07 T A 23 15 958 4 40 S hg 2 g 40
At sg I 24 23 [|] 4 4, S 45 5 BN A AR TR 2



2278 it

i 2021 4E

TPt PE LR | BN SHEMN 753

B

W RS BB T F R A R 60 L )R AN

2 AR IR B0 E R 15 E T Fe i

(1]

(2]

[3]

(4]

(3]

(6]

(7]

(8]

]

[10]

[11]

[13]

[14]

[15]

[16]

&

2 £ X |

Zhang Zhi-Yong, Zhao Chang-Wei, Wang Jian. Social media
networks security theory and technology. Beijing: Science and
Technology Press, 2016 (in Chinese)

(kEHE, BKMA, E0). HAZBR M2 2Ime 5HAR. b
ot Bl R, 2016)

Zhang Lei, Cui Yong, Liu Jing, et al. Application of machine
learning in cyberspace security research. Chinese Journal of
Computers, 2018, 41 (9): 1943-1975 (in Chinese)

(KRS, 0, XV, TLHE, REDE. Pl I fE M g )4 4
BRSSPSR, 2018, 41(9): 1943-1975)

Zhang Z Y, Gupta B B. Social
trustworthiness: overview and new direction. Future Generation
Computer Systems, 2018, 86: 914-925

Garg S, Kaur K, Kumar N. Hybrid deep learning-based anomaly

media security and

detection scheme for suspicious flow detection in SDN: a social
multimedia perspective. IEEE Transactions on Multimedia, 2019,
21(3): 566-578

Zhang Z, Wang K. A trust model for multimedia social networks.
Social Network Analysis and Mining, 2013, 3(4): 969-979
Bondielli A, Marcelloni F. A survey on fake news and rumour
detection techniques. Information Sciences, 2019, 497: 38-55
Kumar K, Geethakumari G. Detecting misinformation in online
social networks using cognitive psychology. Human-centric
Computing and Information Sciences, 2014, 4(1): 14-26
Vosoughi S, Roy D, Aral S. The spread of true and false news
online. Science, 2018, 359(6380): 1146-1151

Chen Yan-Fang, Li Zhi-Yu, Liang Xun, et al. Review on rumor
Chinese Journal of
Computers, 2018, 41 (7): 1648-1677 (in Chinese)

(R, 28T, BMA, Sranl. et ML & Rl s
. HEHLFER, 2018, 41 (7): 1648-1677)

Lazer D M J, Baum M A, Benkler Y, et al. The science of fake
news. Science, 2018, 359(6380): 1094-1096

Wu L, Morstatter F, Hu X, et al. Mining misinformation in social
media. Florida, USA: CRC Press, 2016

Wang P, Angarita R, Renna I. Is this the era of misinformation

detection of online social networks.

yet: combining social bots and fake news to deceive the masses
//Proceedings of the Companion Proceedings of the Web
Conference. Lyon, France, 2018: 1557-1561

Khaldarova I, Pantti M. Fake news: The narrative battle over the
ukrainian conflict. Journalism Practice, 2016, 10(7): 891-901

Li De-Yi, Yu Jian. Introduction to artificial intelligence. Beijing:
China Science and Technology Press, 2018 (in Chinese)
%y, Tol. ATHERR®R. bt P EBREEAR D R,
2018)

Ferrara E, Varol O, Davis C, et al. The rise of social bots.
Communications of the ACM, 2016, 59 (7): 96-104

Lokot T, Diakopoulos N. News bots: automating news and

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

information dissemination on twitter. Digital Journalism, 2016,
4(6): 682-699.

Savage S, Monroy-Hernandez A, Hollerer T. Botivist: calling
volunteers to action using online bots//Proceedings of the 19th
ACM Conference on Computer-Supported Cooperative Work
and Social Computing. California, USA, 2016: 813-822

Global D. Bot traffic report 2019. California, USA: Imperva
Incapsula, 2019

Davis C A, Varol O, Ferrara E, et al. BotOrNot: a system to
evaluate social bots//Proceedings of the 25th International
Conference Companion on World Wide Web. Montreal, Canada,
2016: 273-274

Dewangan M, Kaushal R. SocialBot: behavioral analysis and
detection. Singapore: Springer, 2016

Woolley S C. Automating power: social bot interference in global
politics. First Monday, 2016, 21(4): 12

Bessi A, Ferrara E. Social bots distort the 2016 US presidential
election online discussion. First Monday, 2016, 21: 11-17
Kollanyi B, Howard P N. Junk news and bots during the German
federal presidency election: what were German voters sharing
over twitter?. Computational Propaganda Project Working Paper
Series, 2017: 1-5

Kwak H, Lee C, Park H, et al. What is Twitter, a social network
or a news media?// Proceedings of the 19th International
Conference on World Wide Web. Raleigh, USA, 2010: 591-600
Ferrara E. Disinformation and social bot operations in the run up
to the 2017 french presidential election. First Monday, 2017, 22
(8):1-2

Glenski M, Weninger T, Volkova S. Propagation from deceptive
news sources who shares, how much, how evenly, and how
quickly?. IEEE Transactions on Computational Social Systems,
2018, 5 (4): 1071-1082

Shao C C, Ciampaglia G L, Varol O, et al. The spread of
low-credibility content by social bots. Nature Communications,
2018, DOI: 10.1038/s41467-018-06930-7

Varol O, Ferrara E, Davis C A, et al. Online human-bot
interactions: detection, estimation, and characterization. arXiv
preprint arXiv:1703.03107, 2017

Shu K, Sliva A, Wang S, et al. Fake news detection on social
media: a data mining perspective. ACM Sigkdd Explorations
Newsletter, 2017, 19(1): 22-36

Tacchini E, Ballarin G, Della Vedova M L, et al. Some like it
hoax: automated fake news detection in social networks. arXiv
preprint arXiv:1704.07506, 2017

Ruchansky N, Seo S, Liu Y. CSI: A hybrid deep model for fake
news detection//Proceedings of the 2017 ACM Conference on
Information and Knowledge Management. Singapore, 2017, 1:
142-150

ReisJCS, CorreiaA, MuraiF, etal. Supervised learning for fake
news detection. IEEE Intelligent Systems, 2019, 34:76-81
Conroy N J, Rubin V L, Chen Y. Automatic deception detection:
methods for finding fake news//Proceedings of the 78th Annual
Association for Information Science
Washington, USA, 2015: 1-4

Baeth M J, Aktas M S. Detecting misinformation in social

and Technology.

networks using provenance data//Proceedings of the 13th
International Conference on Semantics, Knowledge and Grids.



11

KA N TR BEMA T MIELAt S M2 R B BRI 124k 5 h Bt e aid

2279

[33]

[36]

[37]

[38]

[40]

[42]

[43]

[44]

[45]

[46]

[47]

(48]

[49]

Beijing, China, 2017: 85-89

Zhou X, Zafarani R, Shu K, et al. Fake news: fundamental
theories, detection strategies and challenges//Proceedings of the
12th ACM International Conference on Web Search and Data
Mining. Victoria, Australia, 2019: 32-39

Wu K, Yang S, Zhu K Q. False rumors detection on sina weibo
of the 31st IEEE
International Conference on Data Engineering. Seoul, South
Korea, 2015: 651-662

Rath B, Gao W, Ma J, et al. From retweet to believability:
utilizing trust to identify rumor spreaders on twitter//Proceedings
of the 2017 IEEE/ACM International Conference on Advances in
Social Networks Analysis and Mining. Sydney, Australia, 2017:
179-186

Liang G, He W B, Xu C, et al. Rumor identification in
IEEE
Transactions on Computational Social Systems, 2015, 2(3):
99-108

Liu Ya-Hui, Jin Xiao-Long, Shen Hua-Wei, et al. A survey on

by propagation structures//Proceedings

microblogging systems based on users’ behavior.

rumor identification over social media. Chinese Journal of
Computers, 2018, 41 (7): 1536-1558 (in Chinese)

CRUFERE, /e, TeAets, Sams, e, Hackm g S
PUNBFEEEA. THEHLAAR, 2018, 41(7): 1536-1558)

Kakol M, Nielek R, Wierzbicki A. Understanding and predicting
web content credibility using the content credibility corpus.
Information  Processing 2017, 53(5):
1043-1061

Saez-Trumper D. Fake tweet buster: a web tool to identify users

and Management,

promoting fake news on Twitter//Proceedings of the 25th ACM

Conference Social Media. Chile,
2014:316-317

Castillo C, Mendoza M, Poblete B. Information credibility on
twitter //Proceedings of the 20th International Conference on
World Wide Web. Hyderabad, India, 2011: 665-674

Canini K R, Suh B, Pirolli P. Finding relevant sources in Twitter

Hypertext Santiago,

based on content and social structure//Proceedings of the NIPS
MLSN Workshop. California, USA, 2010: 1-7

Sikdar S, Kang B, Donovan J, et al. Cutting through the noise:
Defining ground truth in information credibility on Twitter.
Human, 2(3): 151-167, 2013

Canini K R, Suh B, Pirolli P L. Finding credible information
sources in social networks based on content and social structure
//Proceedings of the 3th International Conference on Privacy,
Security, Risk and Trust. Boston, USA, 2011: 21-28

Shu K, Wang S, Liu H. Beyond news contents: the role of social
context for fake news detection//Proceedings of the 12th ACM
International Conference on Web Search and Data Mining.
Cambridge, England, 2017: 90-95

Saif M Mohammad, Parinaz S, Svetlana K. Stance and sentiment
in tweets. ACM Transactions on Internet Technology, 2017,
17(3): 26-37

Jin Z, Cao J, Jiang Y. News credibility evaluation on microblog
with a hierarchical propagation model//Proceedings of the 14th
IEEE International Conference on Data Mining. ShenZhen,
China, 2014: 230-239

Jin Z, Cao J, Zhang Y, et al. News verification by exploiting
conflicting social viewpoints in microblogs//Proceedings of the

[50]

[53]

[55]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

13th AAAI Conference on Artificial Intelligence. California,
USA, 2016: 33-42

Manzoor S I, Singla J, Nikita. Fake news detection using
machine learning approaches: A systematic review//Proceedings
of the 3th International Conference on Trends in Electronics and
Informatics. Tirunelveli, India, 2019: 230-234

Gilda S. Evaluating machine learning algorithms for fake news
detection//Proceedings of the 15th Student Conference on
Research and Development. Putrajaya, Malaysia, 2017: 110-115
Granik M, Mesyura V. Fake news detection using naive bayes
of the
Electrical and Computer Engineering. Kyiv, Ukraine, 2017:
900-903

Benamira A, Devillers B, Lesot E, et al. Semi-supervised
learning and graph neural networks for fake news
detection//Proceedings of the 2019 IEEE/ACM International
Conference on Advances in Social Networks Analysis and
Mining. New York, USA, 2019: 568-569

Alrubaian M, Al-Qurishi M, Hassan M M, et al. A credibility
analysis system for assessing information on twitter. IEEE

classifier//Proceedings Ist Ukraine Conference on

Transactions on Dependable and Secure Computing, 2018, 15
(4): 661-674

Alrubaian M, Al-Qurishi M, Al-Rakhami M, et al. A multistage
credibility analysis model for microblogs//Proceedings of the
2015 IEEE/ACM International Conference on Advances in
Social Networks Analysis and Mining. Paris, France, 2015:
1434-1440

Abbasi M, Liu H. Measuring user credibility in social media
social computing. New York, USA: Springer, 2013: 441-448

Liu Y, Wu Y F. Early Detection of fake news on social media
through propagation path classification with recurrent and
the 32nd AAAI
Conference on Artificial Intelligence. Hong Kong, China, 2018:
354-361

Campan A, Cuzzocrea A, Truta T M. Fighting fake news spread

convolutional networks//Proceedings of

in online social networks: actual trends and future research
directions //Proceedings of the 2017 IEEE International
Conference on Big Data. Boston, USA, 2017: 4453-4457

Wen S, Haghighi M S, Chen C, et al. A sword with two edges:
propagation studies on both positive and negative information in
online social networks. IEEE Transactions on Computers, 2015,
64(3): 640-653

Cao Jiu-Xin, Wu Jiang-Lin, Shi Wei, Liu Bo, et al. Sina
microblog information diffusion analysis and prediction. Chinese
Journal of Computers, 2014, 37(4): 779-790 (in Chinese)
CHIARE, SEVLAK, fFh, XUk, R0k, B35 B e
BT S TN, ML, 2014, 37(4): 779-790)

He Z B, Cai Z P, Yu J G, et al. Cost-efficient strategies for
restraining rumor spreading in mobile social networks. IEEE
Transactions on Vehicular Technology, 2017, 66(3): 2789-2800
Zanette D H. Dynamics of rumor propagation on small-world
networks. Physical Review E Statistical Nonlinear and Soft
Matter Physics, 2002, 65(1):041908-041916

Moreno Y, Nekovee M, Pacheco A F. Dynamics of rumor
spreading in complex networks. Physical Review E, 2004,
69(6):066130

Tan Zhen-Hua, Shi Ying-Cheng, Shi Nan-Xiang, et al. Rumor



2280 it

5

i 2021 4E

[66]

[67]

[70]

(71]

[72]

(73]

[74]

[75]

[76]

[77]

(78]

propagation analysis model inspired by gravity theory for online
social networks. Journal of Computer Research and
Development, 2017, 54(11): 2586-2599 (in Chinese)

(EIRAE, WA, A, fr B, B2, ET5115 R
L 28 I 255 23 A o S AL R o AR L. T RALAE S S R,
2017, 54(11): 2586-2599)

Tambuscio M, Ruffo G, Flammini A, et al. Fact-checking effect
on viral hoaxes: a model of misinformation spread in social
networks //Proceedings of the 24th International Conference on
World Wide Web. Florence, Italy, 2015: 977-982

Jin F, Dougherty E, Saraf P, et al. Epidemiological modeling of
news and rumors on twitter//Proceedings of the 7th Workshop
Social Network Mining and Analysis. Chicago, USA, 2013: 1-9
Volkova S, Shaffer K, Jang J Y, et al. Separating facts from
fiction: Linguistic models to classify suspicious and trusted news
posts on Twitter//Proceedings of the 55th Annual Meeting of the
Association for Computational Linguistics. Vancouver, Canada,
2017: 647-653

Pal A, Chua A. Propagation pattern as a telltale sign of fake news
on social media//Proceedings of the 5th International Conference
on Information Management. Cambridge, UK, 2019: 269-273
Glenski M, Weninger T, Volkova S. How humans versus bots
react to deceptive and trusted news sources: a case study of
active users. arXiv preprint arXiv:1807.05327v1, 2018

Glenski T, Volkova S.
understanding user reactions to deceptive and trusted social news
sources. arXiv preprint arXiv:1805.12032v1, 2018

Rao Yuan, Wu Lian-Wei, Zhang Jun-Yi. A survey of information

M, Weninger Identifying and

propaganda mechanism under the -cross-medium. Science
China Information Sciences, 2017, 47(12): 27-49 (in Chinese)
(BT, RIEMR, AR BN EFME G T E BRI
TR SR, PEEBRE [FERE, 2017, 47(12): 27-49)
Zhang J, Zhang R, Sun J, et al. TrueTop: A Sybil-resilient system
for user influence measurement on twitter. IEEE/ACM
Transactions on Networking, 2016, 24(5): 2834-2846

Jia J, Wang B, Gong N Z. Random walk based fake account
detection in online social networks//Proceedings of the 47th
IEEE International Conference on Dependable Systems and
Networks. Denver, USA, 2017: 273-284

Mehrotra A, Sarreddy M, Singh S. Detection of fake Twitter
followers using graph centrality measures//Proceedings of the
2nd International Conference on Contemporary Computing and
Informatics. Noida, India, 2016: 499-504

Dickerson J P, Kagan V, Subrahmanian V S. Using sentiment to
detect bots on twitter: are humans more opinionated than bots?
//Proceedings of the 2014 IEEE/ACM International Conference
on Advances in Social Networks Analysis and Mining. Beijing,
China, 2014: 620-627

Alarifi A, Isaleh M, Al-Salman A. Twitter turing test: Identifying
social machines. Information Sciences, 2016, 372: 332-346
Gilani Z, Kochmar E, Crowcroft J. Classification of twitter
accounts into automated agents and human users//Proceedings of
the 9th IEEE/ACM International Conference on Advances in
Social Networks Analysis and Mining. Paris, France, 2017: 22-26
Chen Xia, Min Hua-Qing, Song Heng-Jie. Automatically identify
users who cheat on crowdsourcing platform. Computer
Engineering, 2016, 42(8): 139-145 (in Chinese)

[79]

(80]

[82]

[84]

[85]

[86]

[87]

(88]

(89]

[90]

[91]

[92]

[93]

(e, R, RIEA. RSP A SRR, 5
HLT 72, 2016, 42(8): 139-145)

Wang G, Zhang X Y, Tang S L, et al. Clickstream user behavior
models. ACM Transactions on the Web, 2017, 11(4): 1-37

Liu Rong, Chen Bo, Yu Ling, et al. Overview of detection
malicious  social bots.  Journal
Communications, 2017, 38(Z2): 197-210 (in Chinese)
G, BRlE, T3%, XML, BREGE. Rtk setlas ARl
RS, W52, 2017, 38(Z2): 197-210)

Morstatter F, Wu L, Nazer T H, et al. A new approach to bot

techniques  for on

detection: striking the balance between precision and recall
//Proceedings of the 2016 IEEE/ACM International Conference
on Advances in Social Networks
Washington, USA, 2016: 533-540

Costa A F, Yamaguchi Y, Traina A J M, et al. Modeling temporal
activity to detect anomalous behavior in social media. ACM

Analysis and Mining.

Transactions on Knowledge Discovery from Data, 2017, 11 (4):
1-23

Jr S B, Campos G F C, Tavares G M, et al. Detection of human,
legitimate bot, and malicious bot in online social networks based
on wavelets. ACM Transactions on Multimedia Computing
Communications and Applications, 2018, 14(1s): 1-17

Fazil M, Abulaish M. Identifying active, reactive, and inactive
targets of socialbots in twitter//Proceedings of the International
Conference on Web Intelligence. Leipzig, Germany, 2017:
573-580

Shi P N, Zhang Z Y, Choo K R. Detecting malicious social bots
based on clickstream sequences. IEEE Access, 2019, 7(1):
28855-28862

Liu Jian-Wei, Liu Yuan, Luo Xiong-Lin, et al. Semi-Supervised
learning methods. Chinese Journal of Computers, 2015, 38(8):
1592-1617 (in Chinese)

CRlefh, XU, BHERE, 55 BB 0 R,
2015, 38(8): 1592-1617)

Zhang Z, Sun R, Zhao C, et al. CyVOD: a novel trinity
multimedia social network scheme. Multimedia Tools and
Applications, 2017, 76(18): 18513-18529

Cai CY, LiLJ, Zeng D. Behavior enhanced deep bot detection in
social media//Proceedings of the 2017 IEEE International
Conference on Intelligence and Security Informatics. Shenzhen,
China, 2017: 128-130

Ping H, Qin S J. A social bots detection model based on deep
learning algorithm//Proceedings of the 2018 IEEE International
Conference on Communication Technology. Chongqing, China,
2018: 1435-1439

Sneha K, Emilio F. Deep neural networks for bot detection.
Information Sciences, 2018, 467:312-322

Cai C, Li L, Zeng D. Detecting social bots by jointly modeling
deep behavior and content information//Proceedings of the 2017
ACM Conference on Information and Knowledge Management.
Singapore, 2017: 122-127

Clark E M, Williams J R, Jones C A, et al. Sifting robotic from
organic text: a natural language approach for detecting
automation on twitter. Journal of Computational Science, 2016,
16:1-7

Walt E V D, Eloff J. Using machine learning to detect fake
identities: bots vs humans. IEEE Access, 2018, 6(99):6540-6549



114 KA N TR BEMA T MIELAt S M2 R B BRI 124k 5 h Bt e aid 2281

[94] Zhang Yu-Qing, Dong Ying, et al. Situation, trends and prospects
of deep learning applied to cyberspace security. Journal of
Computer Research and Development, 2018, 55(6):1117-1142 (in
Chinese)

(RETE, #HH, ORI T s L Bk B
#ERE RIS &R, 2018, 55(6):1117-1142)

[95] Lipton Z C, Berkowitz J, Elkan C. A critical review of recurrent
neural networks for sequence learning. arXiv preprint arXiv:
1506.00019, 2015

[96] Cho K, Van M, Bahdanau D, et al. On the properties of neural
machine translation: Encoder-decoder approaches//Proceedings
of the Empirical Methods in Natural Language Processing. Doha,
Qatar, 2014: 103-111

[97] Kim Y. Convolutional neural networks for sentence
classification. arXiv preprint arXiv:1408.5882, 2014

[98] Hochreiter S, Schmidhuber J. Long short-term memory. Neural
Computation, 1997, 9(8): 1735-1780

[99] Shao C C, Ciampaglia G L, Varol O, et al. The spread of fake
news by social bots. arXiv preprint arXiv: 1707.07592, 2017

[100] Gilani Z, Farahbakhsh R, Crowcroft J, et al. Do bots impact
twitter ~ activity?//Proceedings of the 26th International
Conference on World Wide Web Companion. Perth, Australia,
2017: 781-782

[101] Chen Tian-Zhu, Guo Yun-Chuan, Niu Ben, Li Feng-Hua.
Research progress of access control model and policy in online
social networks. Chinese Journal of Network and Information
Security, 2016, 2(8):1-9 (in Chinese)

(BRRAE, B, A5, ARRAE. T 1) 428 0 265 4 ) 475 )
FEAURISRE Mo i . M 515 B 4244k, 2016, 2(8): 1-9)

[102] Yang Jing, Zhou Xue-Yan, Lin Ze-Ming, et al. False information
spread control method based on source tracing. Journal of Harbin
Engineering University, 2016, 37(12): 1691-1697 (in Chinese)
(i, SR, AR, sk, EpEsE. ZET IR R
SRR . WA RIE TR K244k, 2016, 37(12): 1691-
1697.)

[103] Wang Jia-Kun, Yu Hao, Wang Xin-Hua, et al. Dissemination and
control model of public opinion in online social networks based
on users' relative weight. Systems Engineering Theory and
Practice, 2019, 39(6): 1565-1579(in Chinese)

(EZH, TR, THrte, B, 5T H A M 7E Lot
32 4% BB AR P AR, R4 TR IS 555, 2019, 39(6):
1565-1579)

[104] Wang Yong-Gang, Cai Fei-Zhi, Eng Keong Lua, et al. A
diffusion control method of fake information in social networks,
Journal of Computer Research and Development, 2012, 49(S2):
131-137(in Chinese)

(FEKNI, 22€E, Lua E K. —Fiit s LS i R B L7
Ik HEHLWIE S &R, 2012, 49(S2): 131-137)

[105] Cheng Y, Park J, Sandhu R. An access control model for online
social networks using user-to-user relationship. IEEE
Transactions on Dependable and Secure Computing, 2016, 13(4):
424-436

[106] Pang J, Zhang Y. A new access control scheme for facebook-style
social networks. Computers and Security, 2015, 54 (44): 44-59

[107] Bui T, Stoller S D, Li J J. Greedy and evolutionary algorithms for
mining relationship-based access control policies. Computer and
Security, 2019, 80: 317-333

[108] Zhang Z, Han L, Li C, et al. A novel attribute-based access
control model for multimedia social networks. Neural Network
World, 2016, (6): 543-557

[109] Hu D, Hu C, Fan Y, et al. o0GBAC-a group based access control
framework for information sharing in online social networks.
IEEE Transactions on Dependable and Secure Computing, DOI
10.1109/TDSC.2018.2875697, 2018

[110] Krishnan R, Sandhu R, Niu J, et al. A conceptual framework for
group-centric secure information sharing//Proceedings of the 4th
International Symposium on Information, Computer, and
Communications Security. New York, UK, 2009, 384-387

[111]Li F H, Li Z F, Han W L, et al. Cyberspace-oriented access
control: a cyberspace characteristics based model and its policies.
IEEE Internet of Things Journal, DOI 10.1109/JI0T.2018.
2839065, 2018

[112] Abdulla A K, Bakiras S. HITC: Data privacy in online social
networks with fine-grained access control/Proceedings of the
24th ACM Symposium on Access Control Models and
Technologies. Canada, Toronto, 2019: 123-134

[113]Ma S, Yan Z. PSNController: An unwanted content control
system in pervasive social networking based on trust
management. ACM Transactions on Multimedia Computing,
Communication and Application, 2015, 12(1s): 1-23

[114] Zhang X W, Parisi-Presicce F, Sandhu R, et al. Formal model and
policy specification of usage control. ACM Transactions on
Information and System Security, 2005, 8(4): 351-387

[115] Wu J, Dong M, Ota K, et al. Cross-domain fine-grained data
usage control service for industrial wireless sensor networks.
IEEE Access, 2017, 3: 2939-2949

[116] Gonzalez-Manzano L, Gonzélez-Tablas A I, de Fuentes J M, et
al. SONeUCON,. , An expressive usage control model for
web-based social networks. Computers and Security, 2014, 43:
159-187

[117] Rajdev M, Lee K. Fake and spam messages: detecting
misinformation during natural disasters on social media
//Proceedings of the 2015 IEEE International Conference on Web
Intelligence and Intelligent Agent Technology. Singapore, 2015:
72-75

[118] Vicario M, Quattrociocchi W, Scala A, et al. Polarization and
fake news: Early warning of potential misinformation targets.
arXiv preprint arXiv:1802.01400v1, 2018

[119] Shu K, Mahudeswaran D, Wang S, et al. FakeNewsNet: A data
repository with news content, social context and dynamic
information for studying fake news on social media. arXiv
preprint arXiv:1809.01286, 2018

[120] Potthast M, Kiesel J, Reinartz K, et al. A stylometric inquiry into
hyperpartisan and fake news. arXiv preprint arXiv:1702.05638,
2017

[121] Santia G C, Williams J R. Buzzface: A news veracity dataset with
facebook user commentary and egos//Proceedings of the 12th
International AAAI Conference on Web and Social Media,
California, USA, 2018: 531-540.

[122] Tacchini E, Ballarin G, Della Vedova M L, et al. Some like it
hoax: Automated fake news detection in social networks, arXiv
preprint arXiv:1704.07506, 2017

[123] Wang W Y. Liar, liar pants on fire: a new benchmark dataset for
fake news detection//Proceedings of the 55th Annual Meeting of



2282 it

i 2021 4E

the Association for Computational Linguistics. Vancouver,
Canada, 2017: 422-426

[124] Mitra T, Gilbert E. CREDBANK: a large-scale social media
corpus with associated credibility annotations//Proceedings of the
9th International AAAI Conference on Web and Social Media.
Oxford, UK, 2015: 258-267

[125] Chang C K, Jiang H Y, Hua M, et al. Situ: a situation-theoretic
approach to context-aware service evolution. IEEE Transactions
on Services Computing, 2009, 2 (3): 261-275

[126] Chang C K. Situation analytics: a foundation for a new software

ZHANG Zhi-Yong, Ph. D., professor,
Ph. D. supervisor, Henan Province Disti-
nguished Professor. His research interests
include cyberspace security and artificial
intelligence, social big data analysis and

mining, trusted computing and access

control.

Background

With the rapid increase of Online Social Networks
(OSNs) users, especially the emergence of social bots, the
extensive spread of fake information has a severely negative
effect on individuals and society. In order to control the spr-
ead of fake information in time, many researchers have beg-
un to do research in this field. Therefore, many new findings
have been published on the detection, dissemination and
control methods of fake information. These research results
are playing increasingly important roles in the security of
OSNs, but there is rare literature report on research works
on both social human and social bots potential and hidden
propagation intentions detection and distribution usage con-
trol. The purpose of this paper is to make a survey on existl-
ng relative theories and methods, and to outline some issues
and challenges that can be addressed.

This paper reviews important research achievements
made by computer scientists in fake information detection,
dissemination and control from the perspective of artificial
intelligence in recent years. Firstly, we present two aspects
of the fake information detection methods on characterizati-
on and models. Secondly, we comprehensively and systema-
tically analyze and compare the detection methods and pro-
pagation patterns and strategies of social human and social
bots. We then summarize the control methods of fake infor-
mation dissemination and provide a usage control model of
fake information propagation. Moreover, we also discuss the
method of fake information data collection and annotation,
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and some public datasets for detection, propagation and co-
ntrol. Finally, we propose an integrated SocialSitu (Social
Situation) security analytics framework, and further discuss
future research directions of cross-platform propagation and
control of fake information based on social situation analy-
sis theory and federal learning technology.
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