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Abstract  Users can utilize terminal devices such as mobile phones or smart bracelets to collect
surrounding data, but those data are vulnerable to network threats such as eavesdropping and tampering
during data transmission. In order to guarantee the security and authenticity of the users’ data, a
certificate-less signcryption scheme based on the elliptic curve is proposed. The proposed scheme includes
seven steps which are setup, genPartialKey, genPrivateKey, genPublicKey, signCrypt, unSignCrypt and
verifySign. For the setup step, with the input of security parameters, key generation centers (KGCs) output
the system master key and public parameters. During the genPartialKey phase, KGCs and users take the
system master key, user identities and other parameters as inputs to generate partial keys for users. The next
step is to generate private keys. The fourth step is to generate those users’ public keys. For the signCrypt
phase, a sender calculates the ciphertext for the original plaintext with public parameters and other
information as inputs. The sixth step is to perform the decryption operation, and after that the receiver

outputs the plaintext corresponding to the given ciphertext. The final step is to verify the decrypted
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plaintext with public keys and other parameters. All the above steps do not include bilinear pairing
operations, which are time consuming. Based on the intractability of the elliptic curve discrete logarithm
problem and the elliptic curve Diffie-Hellman problem, confidentiality and unforgeability of the proposed
method are proved in the random oracle model. The new scheme also owns other security attributes such as
public verification, anonymity, which are also discussed in the paper. For precise control of sensing devices,
we propose a node withdrawal method, which can be adapted to the new signcryption scheme. The new
node withdrawal method introduces a public key aging mechanism based on blockchain to guarantee that a
device can exit according to system configurations. Public keys of those devices are stored in blockchain
with the help of smart contracts. Because blockchain has the characteristic of non-tamperability, public keys
cannot be tampered with. To remove a specific device from the system, we can set up an aging period for
the public key of the device. After we store the public key along with its aging period in blockchain through
a smart contract, that information for the device can be deleted automatically without human participation
to ensure the credibility of the process. Without the public key in blockchain, the device cannot perform the
signCrypt operation and the unSignCrypt operation. What is more, the aging operation is performed by
blockchain without power consumption of IoT devices. Performance analysis shows that the proposed
signcryption scheme with a shorter key length has lower computational complexity. In the simulation part,
comparison results for execution time are firstly given, and then performance impacts of data volume are
also analyzed. With introduction of the aging mechanism, performance of the signCrypt step in the
proposed scheme is decreased by about 7%, and one of the unSignCrypt steps is decreased by less than 1%.

Even so, each of the above two steps consumes less than 120ms, which can still be adapted to the IoT

scenarios.

Keywords crowdsensing; blockchain; aging; discrete logarithm; signcryption
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CLASS [[eosio::contract("oper_pk")]] oper_ pk: public
eosio::contract
{
STRUCT USER{NAME Di, STRING Xi, STRING Vi,
UNSIGNED_INT Texp};
TYPEDEF eosio::multi_index <USER> DEF USER;
DEF_USER user;
//The function on_upsert can add or update data on the
//blockchain
on_upsert(NAME Di,
UNSIGNED_INT Texp){
ASSERT check _authority (Di);
ITERATOR iteratorl = user find(Di);

STRING Xi, STRING Vi,

// add new element to blockchain

IF(iteratori== user.end()){

user. Emplace([&]( auto&k row ){
row.Di = Di; row.Xi = Xi;
row.Yi = Yi; row.Texp = Texp;});

}

/lupdate the specified user’s information

ELSE {

user. modify ([&]( auto&k row ){
row.Di = Di; row.Xi = Xi;
row.Yi = Yi; row.Texp = Texp;});

//define a transaction which will execute the erase
//operation after Texp seconds .

EOSIO:: TRANSACTION t{};
t.actions.emplace back(on_erase, std::make
tuple(user));

t.delay sec = Texp;

t.send();

}

on_erase(NAME Di){

ASSERT check _authority (Di);

ITERATOR iteratorl = user find(Di);

Check(iteratorl!= user.end(), "Record does not
exist");

user.erase(iteratorl);

}

BOE RIEBARH N a, BRI TP
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KGC 1] A e QB M P 1D, X0 1 ofs B, fiff
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SEBF FH P) ZE 4E .

TEAT e, AYUE BT X rh, R
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BB 251 DX B R A T 4R, i e A X e
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(Csew ) Bty AT~ 5 »( i
HAETEOS
s .
FIEOSH & AiQ
BRE D AYIRE 5 i
(i)
2=

A

GenPartialKey ‘

A

GenPrivateKey

A

SignCrypt ‘

5 IEfIES R

FIE 1L PR KGC HHA ISR 35S
BRI ARK y,G =Y, + H, (ID,, X,.Y; ) P, JROL.

¥
Ty =r+sH (ID;, X,.Y;)
rG+sH,(ID;, X,;,Y;)G .

i*%i

BT 4 5] 5,6 =

Ehﬂ:}]l :rlG ’ E‘Ppub :SG ’ m‘ﬁ%iljz
y,G=r,G+H,(ID;,X;,Y;)sG

=Y+ H,(ID, X, X)P,

55 y,G =Y, + H, (ID,, X,.Y,
EHE 2

PR ISR B m.
i

WCRIRA ID, A BICE R

pub*

) Py R

WU P ID, FTLLNE SCE R ©

m AT, AR

K C=(mlU)®H, (V) JT Y = a(X, +Y, + 5Py ).

CINDRGE

R'=S(X, +Y, +/ P +hG),

h=H,(ID,,R,C),
o
- X, +y,+h
R=0aG.
PRk R A 3

F:[——ll——(%G+QG+M%G+hG)

X, +y,+h

:(—a (xa+ra+h1”s+h)G
X, +y,+h
a
=— h)G
{xa+ya+h (xa+ya+ )
=aG
=R.
Fhﬂ: V,:(xb +yb)R' , ﬁﬁﬁf%ﬂ
V':(befJ’b)R
=(x, +1y)aG
HT

Y

GenPublicKey ‘ UnSignCrypt ‘
v

‘ VerifySign ‘
) v

MEOSH %6

D

B3 R IX BB S B R4S P A 28 8 R i e

y; =1 +sH, (ID,, X,.Y,

270

W = H,(IDy, X, Y, ),

).

V=a(X,+Y,+hP,),

AT R
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Background

Users can utilize terminal devices such as mobile phones
or smart bracelets to collect data, but those data are vulnerable
to eavesdropping and tampering. In order to guarantee security
and certification, we propose a certificate-less aging
signcryption scheme based on the elliptic curve. The proposed
method owns the following security attributes: confidentiality,
unforgeability, public verification, anonymity, non-repudiation.
Based on the discrete logarithm and CDH problems, we prove
the new scheme in the random oracle model. Compared with
latest related works, the proposed scheme has shorter key
length and higher efficiency, which can be adapted to the IoT
scenarios.

For precise control of sensing devices, we propose a
public key aging mechanism for the proposed signcryption
scheme. The new method is based on blockchain to ensure that
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the devices should exit according to system configurations.
Public keys are stored in blockchain which can not be
tampered with, and are validated by smart contracts without
human participation to ensure credibility. Performance analysis
shows that the scheme has high efficiency.
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Those programs aim to realize a security network model
based on blockchain. Currently, we have done some work on
them. The paper proposes a public key aging mechanism to
precisely control IoT devices, and aims to guarantee security
and certification during data transmission.



