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Abstract  Data deduplication is a technique for eliminating duplicate copies of data. It has been widely
used in cloud storage systems, which can effectively reserve network communication bandwidth and
improve cloud storage efficiency. As information security issues become more severe, users are paying
more and more attention to data privacy, they tend to encrypt data before uploading them to the cloud server.
Identical data may be encrypted into different ciphertext by different users, which makes it difficult for
cloud servers to detect duplication. How to realize the deduplication of encrypted data has become a
booming research area in cloud security. Convergent encryption is an effective measure to balance data
encryption and data deduplication, and has been widely applied. Some improved data deduplication
schemes are proposed on the basis of convergent encryption. However, most existing schemes rely on

trusted third parties to ensure the security of data deduplication. User ownership of data depends on
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encryption keys, and there are certain limitations in data availability. Once the encryption key is lost, it will
be difficult for a user to recover the original data. Trusted third parties are difficult to deploy in real-world
applications and can easily become a bottleneck. Aiming at the above problems, we propose a data
deduplication scheme based on double-layered encryption and key sharing, which does not require
participation of any online trusted third party. On the premise of protecting data privacy, in order to improve
the efficiency of deduplication, we recognize the popularity of data and adopt different encryption methods.
For unpopular data with high privacy, a double-layered encryption mechanism is adopted to ensure the
privacy of data. The inner layer is convergent encryption, the outer layer is symmetric encryption. The
encryption key used for the outer layer encryption is sent to multiple key management servers by means of
threshold secret sharing. In this way, the burden of key management on the user side is alleviated, and key
sharing across users can be achieved. For popular data with low privacy, simple and efficient convergent
encryption is adopted. The deduplication of unpopular data is achieved, an efficient method for
implementing popularity conversion operation is designed. Therefore, for any data in our scheme, only one
copy is stored in the cloud whether the data is popular or not, which effectively minimized the storage
overhead for the cloud server. Security analysis is provided, in which the anti-attack capability of the
scheme is discussed. Our scheme is not only resistant to internal attacks and external attacks, but also
resistant to collusion attacks under certain conditions. Characteristic analysis and comparison show the
advantages of scheme in terms of performance. Simulation experiments show that the proposed scheme is
applicable and efficient. Compared with other existing deduplication schemes, our deduplication scheme
has a significant performance advantage in terms of time overhead. Our scheme allows the deduplication of
unpopular data, which further improves the efficiency of deduplication operations. Experimental results
show that our scheme has better efficiency of deduplication and can greatly reduce the storage overhead of

the cloud server.

Keywords encrypted data deduplication; double-layered encryption; key sharing; data popularity;

cloud storage security
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(3) M« Decg(K,C) : k%5 sREL. i A\ N
WY SK HE L C, i E R M.
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2) CEncee(Ke, M)« fins si . RS 4
K Iz £t M, 4 il siss SC C.

3) Ty < TagGen(C) : bRt sl pkidh. LI 8l
CCENTA, A MBIRIREE T, .

4) M <« Decee(Ke,C) : it pRi%. IS A
K ff 2% C, 1321 LG5 M.
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Ke SCAEFEANZ AR, Ke ) FRAHTE KMS[] LT %8 K

auxk  THBDEHL, U TRIDNERCSCIRSNE S, auK; o8 KMS[] EAREATD T %491, WIh{EN 0

P B P AUREARIEE, SR AL CSP L F XIS S0 R ARERTHPEE, B 7E KMS[]ET#8 K |
Pow  FTEBGEMIFNL. Pow fiFe CSP &AL M%) F A AUE ] Pg
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AR ST S A B 2 A 45 BRI 55 #845 PRAE DA T AU
HISMZ IR, S o A7 o0 2% s i 2 4 2k
Ol IR RAT R, TR RARE R R Y AR
WATEAE, RAXUZ B DL TR, X TR
FEARE ITATEE, = RS as A I sl % 25
41 XHEfE

H Y User 8 3CF F AR = kS5 #% CSP 1F
i, SRt FETIsOn s, A Ellss s CL .
TR SRR 2 Te, JFIEH &6 3] CSP #7855
PERGIN. 25 Te ANAELE, W F R SCff, CSP f74if Te
JERIIR AL nume=0, &I, F yEESC/F. CSPARE
% F APPSR nume SEERATE RME t
ZIPY SR, B BAR RS AT = AP gL

(1) nume <t, F HFRAAER R B AR A 74K
P, Be AR T SO AR, AT Algorithm 1.1.

(2) nume=t, & X RHWATE R, 4T
Algorithm 1.2, BIARR FEESHRZ )G, F AR TEL
2 725 S i A TR

(3) nume >t, FORRRFARRBEA & By AT 8
R R AT SCF 1A%, AT Algorithm 1.3.

A AL B B FERE WL Algorithm 1.
Algorithm 1

1. User:

2 Compute convergent key K < KGeny ( F)
3 Compute convergent ciphertext Cp «— Encee (Ke, F)
4 Generate file tag T <—TagGen(C‘F)
5. User— CSP: Send Tr to CSP

6. CSP:

7 IF Tk does not exist, THEN

8

9

Store Tr and initialize nume =0
IF num. <t , THEN execute Algorithm 1.1

10. ELSEIF num. =t THEN execute Algorithm 1.2
11.  ELSE execute Algorithm 1.3

4.1.1  JEwATSCE AR

nume <t i, 52 SCRW A AR AT SO 1 1%
AL AT AL R R R L Algorithm 1.1,

FHP 5 n AN IR 5 25 50 HARHF (94N 2
W] Ke PRI T 24005, 5, PR )
K« KGeng=(1"), I I BRAL & L =ML SK 43
H 3| n A GRS 5. X T A KMS[],
He TR 55 SO RR S T < TagGen(CL, )
T K IFEH K « Share(K) , JFHH K% 5]
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KMS[j]. KMS[IGN T | RRAFAE, 45 T j AFAE, 3T IR Ea {TF,PF,PKF,KC} , HoH R
Kej, 0BT auxK; = SK;, Hirb auxK; MHh 74541, { Kei2TKeoo 2 KF~"}°

B, T, FKe  EAEHETE KMS[j]. KMS[LRII T2 4.1.2 WATER

GRS R S ZAREHE I ERTE KMS] Ei
THEHKe .

FH P F R 7RI , 0 U2 i 2 50 A
F| CSP 1Rk, BMAKRYL, JHPRIE T 1R 4 3
KMS | 3R B T 264 , 3247 25 I 2 ok 51 31041
JEINa % Ke « Recover (K ,Kg .- Kg) ) Pigid
FHZ AT F S0 SCHEAT s, 75 3 U in 2
%30 C2 « Encq(Kg,CL) . I If% C2 %] CSP. CSP
A nume , #5 nume =0, B HE7E 4% C R B
nume =1; B0, F 54k B, CSP R 47 1
L1 CE SEAEMEI F AR R wfsE, 5C N
FEIAE, WAL CE, JFEH nume+=1, 7N
TE4% C2 0 AR, CSP 3R [FI¥cdR 15 41 P 4 A
P, AR AR P 48 AT CSP 1 F X 8530

Algorithm 1.1
Case 1: num. <t

1. User: Generate encryption key SK < KGeng(1*)
2. FORj=1tonDO:

3 User:

4 Generate file tag T¢ | <« TagGen(Ct, j)

5 Compute key share K < Share(X)

6. User — KMS[j]: Send T ;, SK; to KMS[j]
7 KMS[j:

8 IF Tg; does not exist, THEN
9

Kej=K;@auxK, , and store Tg;, K¢

update auxK; =
11. ELSE Tg;and K¢ already exist
12. | KMS[j] —User: Send key share pointer PKH to user
13. END FOR
14. User:
15. Recoverkey K « Recover(Kg; ,Kg; .-+, Kg;)

Re-encrypt F C2 < Ence(Kq,Ct)
17. User — CSP: Send C} to CSP for storage

18. CSP:

19. IF num. =0 THEN

20. Store C? and update num, =1
21. ELSEIF C? isa duplicate file, THEN
22. Discard C; and num.+ =1

23.  ELSE,store C? and record the error
24.  Return data pointer P- to user

25. User: Store {TF, BB, Kc}

nume =t i, 8 ORTRATRER 4. AT BE S By
By BARR AR WL Algorithm 1.2.

AR ARG R Z )5, F AR T 80 A8 A i
TT8E. BR AT B R A A, F A R AR
BARMTAT RO, R SR s e som & . P
BB EALWE% S CE B CSP, AT RHMEIS =)y
IR 55 2545 BN B 25 4. CSP W 3 5 26 10 TE A 2 ) —
Bk, # T =TagGen(CL) , U Jl CE B O 474810 F
XIS, IR MU R A B sh P P A
(Te.Pe.Kc)

Algorithm 1.2

Case 2: num.=t
1. User— CSP: Send C,I: to CSP for storage

2. CSP:
3. IF T =TagGen(C}) THEN
4. Replace the original ciphertext with CF

5. num.+=1 and return data pointer PB: to user

6. ELSE return ERROR
User: Store {TF,P,:,KC}

=

413  WATICMF A%
numg >t i, 8 OB RAT SO B AR AT SO
&0y BAR AR WL Algorithm 1.3.

F AATSC, P AR EAE5dE , iS5 CSP
L H AR R £, P 5 CSP s i U rfy
ACUERA PR POWE TEBHXT F BT A AL POWe 55
Rl S 2 J5, CSP HH nume +=1, JfiR [5G $5 4
RS, P AR {Te, B K

Algorithm 1.3

Case 3: num.>t

1. CSP —User: Send POW verification demand to user
2. Userrunning POW. with CSP

3. IF verification successful THEN
4. CSP: num-+=1 and return data pointer P- to user

5. User: Store  {Tg, P-, K¢}

6. ELSE return ERROR

42 XHTH
FIP User NEOCHF F, B e MRAa £ 5 ¢ B 31
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=R 4% CSP L R#k F X% X C., RIG MM
FF IR EE. SCHF TR BRI WL Algorithm 2.
FH P i 25 85008 53 LA PRI 100 <

(1) =R RATAT T, B, B, Ked o Ui A& F
i, FOARWAT RO P AR SR B R =
PPy B ) o B A1 RILIR 55 2 E AR
FHEW Ke, Keoo Ke oy BUER k D FEPIEN
MANBITEAE RS RIS EH, Ko «
R&)OVGI’(KFJI,KF’iz,---,KF’ik) - P K % 5
P35 Mg <« Decg (Kg,Cr). #5 T =TagGen(M¢) ,
Mg Ry F IS0 S, — 25 IR S 4 K i
RS B R 4R SCE F = Decee (Ke,Mg) . & T =
TagGen(Cy ) , UtHILE) A% F &k P4t i
PHRATEEBIE, M F O RATEE, CSP AR
OGN 2 SCE R A A IR I SC. LT, R Y
0 Ce IR F RS SC, 0 S 4 K
fift 2 B A 45 2 56 SCAF F = Deceg (Ke,Cg) . 0,
IR R,

(2) EHFPRAEA {Te, B Koy B e Sib s
B —Bh:, % Tp =TagGen(Cr) , T 42 4f FH A 8505
B K iR 25 %5040 75 31 )5 R SCF F = Decee (Ke,Cr) -

Algorithm 2

1. User — CSP: Downloading ciphertext Cg¢ from CSP

according to Pg

2. User:

3, IF have {TF’PFJPKFaKC} THEN

4. FORj=1to N DO:

5. User—KMS[j]: Obtain key share K¢ ; from KMS

[i] according to PKFA

6. END FOR

7. Recover key K < Recover (Kg; . Ke .-+ Kg; )
8. Compute M « Decg(K¢,Cp)

9. IF T =TagGen(M ) THEN

10. Compute F = Dec(Ke,Mg)

11. ELSEIF T, =TagGen(C,) THEN

12. Compute F =Dec(K¢,Cr)
13. ELSE return ERROR

14. END

15. ELSEIF have {T:,B:,K.} THEN
16. IF T =TagGen(C.) THEN
17. Compute F = Dec(K¢,Cr)
18. ELSE return ERROR

19. END

20. ELSE return ERROR

5 REMDR

MR4E 3.2 4Rt AR Y, AR SO R E
ek B ECFE AN BT R Bl ST R
S8 = IR 55 A AR B AT BN 55 2% . AN T R E R
WEHP, HEEHRZIEERRI CSP LA H
FEdE. HERENEESH s, Hn>k>s. i
WRGE T IZ R s SSRGS 56
W AR LA =07 A M T R
51 FEFRITHEMBEHEMEN LS

ARy G T A S AR U R A T B i A
WA, i H A —E WA RET) . FEARSCEE
MR, AETATEE A A2 N 2 A AR Bl Ak
FILEYURIAEREAE n A B HRS#8 1. ARIET]
FRAD 25 L =ML Y 2 e PER) ) TR B 4148 BIR 55
i i R R A P AN TR AT N
A, AT RAEAAAETE n A~ KMS b T2 80X W F5 5
I H 2 A E B BE A —E MAEERE ST, A skt
B 1 TR s B 2 A T S BUBUE B RIS . B
P ERF T EATRE, REMPHA kK =W
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Background

In the Internet era, users generally upload data to the
CSP (cloud storage provider) for storage or backup. In order
to conserve network bandwidth and storage overhead of the
CSP, data deduplication technology is widely used. With the
rapid development of Internet technology, the data security
problem of the CSP has become increasingly severe, and
users pay more and more attention to data security. To
protect data privacy, most users upload encrypted data to the

CSP. Data encryption brings great challenges to data dedu-

entation of AES algorithm in OpenSSL. Microcomputer Infor-
mation, 2009, 25(12): 83-85
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plication technology. The deduplication of encrypted data in
cloud storage has become a difficult problem.

Most existing deduplication schemes for encrypted data
need to rely on a trusted third party to achieve secure data
deduplication. Most of the schemes based on popularity
division only perform deduplication on popular data, and
there is still a large amount of redundant data on the CSP.
This paper focuses on the security and efficiency comp-
atibility of encrypted data deduplication, and proposes a

data deduplication scheme based on double-layered encry-
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ption and key sharing. Our scheme does not require a trusted
third party, and on the premise of ensuring data security, it
realizes deduplication of unpopular data.

Cloud storage is a classical model of data storage in
which the digital data is stored in logical pools. During its
development, cloud storage has become a convenient and
cost efficient way for companies and individual users to
outsource data. However, although cloud storage has all
sorts of advantages, there still exists some barriers or
weaknesses that casually put a brake on the development
of cloud storage. One of the most striking weakness is
massive duplicated data, which are produced as different
users may upload groups of identical data to the cloud,

which significantly raises the storage costs of cloud

servers. In this case, cloud service providers eagerly seek
efficient ways to address the problem.

We published several papers in this research area, for
example, “Secure encrypted data deduplication method
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of Software, “Verifiable secure data deduplication based on
user-defined security requirements” published in the Journal
of Computer Research and Development, and so on. We also
have some papers that have been accepted.
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