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The Problem of the Adversarial Examples in Deep Learning

ZHANG Si-Si ZUO Xin LIU Jian-Wei

(Department of Automation , China University of Petroleum , Beijing 102249)

Abstract  Adversarial examples are a hot issue in the field of deep learning security. The charac-
teristic, generation and attack mode are the key problems to be solved against the adversarial
examples. This paper expounds the key technical problems of adversarial examples from the
concept of adversarial examples, the causes of adversarial examples, the attacking ways and
reasons of adversarial examples. The concept of adversarial examples is mainly about the definition
of adversarial examples,adversarial examples’ targets and the knowledge of counter attack. This
paper lists possible reasons for the causes of adversarial examples, at present, there are three
main viewpoints on the causes of adversarial examples: low probability region interpretation in

manifolds, linear interpretation, in addition, there is another viewpoint that linear interpretation
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has limitations, that is, the current conjecture can not be convincing. Further research on the
causes of adversarial examples is an important research content in the future. Moreover, the main
generation ways of adversarial examples analyzed are: F-BFGS method, FGS method, iterative
method, iterative minimum possible class method and others. Meanwhile, their advantages and
disadvantages and applicable scenarios are pointed out. Furthermore, the differences between
several main ways of formation are compared. In addition, there are mainly two kinds of attacks of
adversarial examples from the application scenario, one is white-box attack, and the other is black-box
attack. The migration of adversarial examples is the reason for adversarial examples’ attack. And
this attribute means that an attacker can choose to attack a machine learning model without
directly touching the underlying model to misclassify the examples. In addition, according to
ways and causes of adversarial examples, the main defensive techniques against the examples are
elaborated, including regularization method and preconditioning training based on antagonism.,
distillation, denial of classification and other methods, the application scenarios and shortcomings
of different defense measures are pointed out, and it is explained that the above defense measures
can not completely avoid the attack against the adversarial examples. Then, the application of
adversarial examples has been discussed. So far, the application of adversarial examples is mainly
used in confrontation evaluation and confrontation training. Finally, the future research direction
of the adversarial examples is prospected. There are still a lot of theoretical and practical problems
to solve on the problem of adversarial attack thoroughly. Finding out the characteristics of
adversarial examples, considering the mathematical description of its practical application, discussing
a universal method for generating adversarial examples, and investigating the generation mechanism
and the attacking ways of adversarial examples are the key problems in the future study. It is the
main goal to explore the defense algorithms against the attack of different adversarial examples.
Combining these two parts to solve the attack of adversarial examples is the main research
direction in the future.

Keywords adversarial examples; characteristic; generation; attack method; defense against

adversarial examples; deep learning; machine learning
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SR 15 D (s D J& — MR MER 8] 8, BT LA Szegedy
NS L-BFGS J5 ik, EARH 3 i) 2R R4 R 4k
Wi e >0 Him/hgy r (HIE R [ (2 + ) =1, TR
2| Dz, D Wl THA.

min c| 7|, + loss, (x4 r,0)
e x+reflo,1]”

XA I B RO TE D 2R BR B R R A
Dz, 1) BYRE B fife » 5 10 AT 0 38 de A0 0% 30 RL A SR T
— B BT S 8 2 AR Y PR R AT e A
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PN FRATT AT DA 1 PR 32 bk 4R 72 A B 1 ke
PUREAS ] 7% A5 A% 80 1) 65 4 P B i, G R PR Dy i
5 Al IR R 28 0 1 4o PR sk 26 T 4 S 45 )
Bl G AR 40 B i IR T AE S S IE R  X TE a UE
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