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Abstract  Reinforcement learning is a widely studied class of machine learning method, where
the agent of reinforcement learning keeps continuously interacting with the environment with the
goal of getting maximal long term return. Reinforcement learning is particularly prominent in
areas such as control and optimal scheduling. Deep reinforcement learning, which is able to take
large-scale high-dimensional data, e. g. video and image. as original input data, takes advantage of

deep learning methods to extract abstract representations of them, and then utilizes reinforcement
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learning methods to attain optimal strategies, has recently become a research hotspot in artificial
intelligence. There has emerged a large amount of work on deep reinforcement learning. For
example, deep Q network (DQN), one of the most famous models in deep reinforcement learning,
is based on convolutional neural networks (CNNs) and Q-learning algorithm, directly uses the
unprocessed image as the input. DQN has been applied to learn strategy in complex environments
with high-dimensional input. However, few deep reinforcement learning algorithms considers
how to ensure security during the process of learning in the unknown environment. Even more,
many reinforcement learning algorithms intentionally add random exploration approaches, e. g.
e-greedy, to guarantee the diversity of data sampling so that the algorithm could obtain a better
approximate optimal solution. Nevertheless, exploration without any security constraint is very
dangerous and likely to bring with high risk of leading to disastrous results. Aiming at solving
this problem, an algorithm, named dual deep network based secure deep reinforcement learning
(DDN-SDRL.) ., is proposed. The DDN-SDRL algorithm sets up two experience pools. The first
one is the experience pool of dangerous samples, including critical states and dangerous states
that caused failure; and the second one is the experience pool of the secure sample, which
excluded critical states and dangerous states. The DDN-SDRL algorithm takes advantage of an
additional deep Q network to train dangerous samples and reconstructs a new objective function
by introducing a penalty component. The new objective function is calculated by the penalty
component and the original network objective function. The penalty component, which is trained
by a deep Q network with samples in the critical state experience pool, is used to represent
critical states before failure. As the DDN-SDRL algorithm fully uses information of critical state,
dangerous state and secure state, the agent is able to improve security by avoiding most dangerous
states during the training process. The DDN-SDRL is a general mechanism of enhancing security
during the learning and can be combined with a variety of deep network models, such as DQN,
dueling deep Q network (DuDQN), and deep recurrent Q network (DRQN). In the simulated
experiments, DQN, DuDQN and DRQN were used as original deep network respectively, and at
the same time DDN-SDRL was applied to ensure security. The results of six testing Atari 2600
games, CrazyClimber, Kangaroo, KungFuMaster, Pooyan, RoadRunner and Zaxxon, indicate
that the proposed DDN-SDRL algorithm makes control safer, more stable and more effective. It
can be concluded that the characteristics of the environment suitable for DDN-SDRL include:
(1) there are many representable dangerous states that lead to failure in the environment; (2) the
difference between dangerous states and secure states is discriminative; (3) there are not too many
actions and the agent can attain improvement by self-training. In these cases, the DDN-SDRL

improves original deep network much better.
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ST R4 AL i 4h, DDN-SDRL 7E 3 i A 7] 19
IV 2 A5 AR r 24 B A A A R S e AR B o A R LA
—7E Y .
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R2 AREBEIS Atari FRAPHNILER

150
R 4 BB TR R B L
o :
DQN 5568.22  7463.41 688.27 45.2
DQN-SE 6126.26  7865.85 808.26 39.8
. DuDQN 5963.26  7227.27 543.98 48.4
CrazyClimber - -
DuDQN-SE  6979.78  9405.58 984.80 42.5
DRQN 2524.23  2817.39 232.17 45.4
DRQN-SE  6578.79  7884.21 699.56 43.5
DQN 2734.61  2920.00 173.74 31.2
DQN-SE 4118.96  4784.00 294.45 28.5
DuDQN 3313.79  3840.00 241.72 30.8
Kangaroo
DuDQN-SE  4288.00  4621.73 204.37 24.4
DRQN 994.06  1423.91 206.49 56.5
DRQN-SE  4064.00  4643.47 284.64 25.5
DQN 3441.07  4548.57 458.74 43.6
DQN-SE 5848.43  6532.25 305.68 35.5
DuDQN 3313.79  3840.00 241.72 28.5
KungFuMaster

DuDQN-SE  4288.00  4621.73 204.37 25.2
DRQN 2010.39  2840.54 376.21 53.4
DRQN-SE 3423.86  3943.90 263.61 43.5
DQN 453.53 505.35  50.35 108.4
DQN-SE 1096. 44 1221. 84 50.14  69.5
DuDQN 305. 11 436.44 110.32 122.5

Pooyan
DuDQN-SE  1047.73  1157.94  47.23 72.4
DRQN 62. 21 79. 95 9.17 119.0
DRQN-SE 930. 83 989.25  35.69 77.5
DQN 11121.22 12800.00 1208.64 77.2
DQN-SE  36556.52 43317.94 6399.38 48.8
DuDQN 7778.31 10721.21 1507.39 84.6
RoadRunner _ -
DuDQN-SE 35332.58 44720.51 3089.63 45.5
DRQN 8095.74  9190.00 1077.93 62.4
DRQN-SE 26333.74 30238.63 3803.14 43.2
DQN 3597.96  4553.12 454.05 42.2
DQN-SE 4358.66  4917.94 273.18 39.5
: DuDQN 3690.93  5038.70 496.37 41.2
Zaxxon _ -
DuDQN-SE  4705.40  5625.00 460.11 36.5
DRQN 1675.30  2139.58 226.54 58.5
DRQN-SE  2895.19 3166.03 171.87 52.6

B ASRESE Agent JGFR il # B A G IR AS. b T
H Agent TR Zad B2 b B A G RIR S A SCHR H —
Toft 35 - RO 5 X 285 119 4 4 R B it Ak 24 2] Jy . DDN-
SDRL J5 145 30 33 7 37 B2 50 3t 43 15 I AL FE AR, Il
JH DQN [ 25 55l S A A JE 47 B X5 P Z5s o5 — O
1 > AR R £ A& 5T 300, %) Agent IR R 176
41 B 1)

ASCGE S 6 4 Atari 2600 JERR 5256 8E T DDN-
SDRL J5 i 9 A & Pk JF 78 DQN,DuDQN #1 DRQN
X 3 Al £ A 7 v i B T DDN-SDRL J5 7. S280 3%
B, M A T DDN-SDRL J5 4 Y (9 £ 45 78 7 Jiig %&
VAR T B B e i P N 3 R IR
5 Ak 27 2 BB U] 5 ] DDN-SDRL 5 75 H A B0
ZACRE T, BEAE I G b 35 AR AR 78 0k 47 3k A
5K Y], F A T DDN-SDRL Jy i (1 5 2% #5274
1 FHAT: 55 o B b i Fe e

SR, A T DDN-SDRL Jy 8 1) % 45 65 %) 7
IR R SR A LE A 3l 0 B R VIR e I I 4.
H— Sk LY TAE , i Anschel 28 A7 38 )
PIUREE Q W 2% 55 700 m] LA 4550 b g I B Y Jy 22 O 42
TR B RO I, R — 25 S X 8 R Y A e PR T
WESE 3 o i — 20 B B 1 L 38 B8N 7 22 91 8 TH AR
TE TR
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Background

Deep reinforcement learning is currently a research focus
in the field of artificial intelligence. However, during the
process of the exploration and decision of the agent, it will
cause serious damage to the agent after the failure of exploration.
What’s more, the failure will also cause significant economic
losses in practical applications. Therefore, it is important for
the agents to guarantee the security during the exploration
and decision.

In order to guarantee the security of the agents, this
paper proposes a novel secure exploration method based on
deep Q-network, named Dual Deep Network Based Secure
Deep Reinforcement Learning Method. The model divide
experience into critical experience and general experience,
and improve the objective function through targeted training
critical experience. Experimentally, our preliminary results
demonstrated that training agents generated through our new

model gets less number of dangerous states on six Atari 2600

games. In addition, the new model is can be applied to many
deep networks, such DQN, DuDQN and DRQN.
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These projects aim to enrich the reinforcement learning

theory and develop efficient approximate algorithms to

expand the power and applicability of reinforcement learning

on large scale problems.





