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Abstract  With the development of the Internet, the functionality of the network extends to the automatic
interaction and control under the interconnection of things. The security problems of the traditional network
such as Source Spoofing, DDoS attack, and Route Hijacking still exist. At the same time, the technology of
Big Data, Cloud Computing, as well as Edge Computing is applied to the Internet, brings new security
problems. Therefore, the user in the network faced more security problems. The traditional Internet
architecture, which is designed towards performance and lacks the foundation of trust between the users
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and network, is not enough to meet the security regquirements of the network. To improve network security
performance, there have been many different ideas for constructing the future Internet architecture, which
mainly including the following designs: (1) The way repaired the problems of the network for incremental
deployment to the existing Internet architecture; (2)The clean-slate design which abandons the existing
Internet architecture, redesigns the network in arevolutionary way; (3) The evolutionary way which aims to
resolve the existing or emerging problems of the Internet, while keep the backward compatibility as well as
the incremental deployment, and eventually towards a new Internet architecture. We believe that only
through the repaired way can't solve the inherent problems of the existing Internet architecture, while the
clean-date design, which is difficult to achieve incremental deployment, at least so far, have not shown
instances of new applications or services that can be directly or indirectly deployed in the current Internet.
The evolutionary way, which change the Internet as an evolving ecosystem, could not only achieve a stable
transition but also bring innovations to meet the evolving requirements. We maintain that the evolutionary
way can be adopted by the current Internet architecture and bring positive impact on the ecosystem which
many millions of people live, work, and communicate. To achieve the evolutionary way, we need to study
and understand the current state of the Internet, predict where it is heading and the problems it might soon
face, and eventually find the root cause of the existing Internet security problems. We insist that the root
cause of the existing Internet security problems lies in the Internet architecture, and the security
performance should be fundamentally improved by designing network architecture with intrinsic security
attributes and capabilities. The intrinsic security architecture of the Internet embeds security functions as a
basic element to the Internet, forming a “security gene’, which ensures that the basic communication units
of the network and the users who access the network are trustworthy without the help of external forces
(security software, firewalls, etc.). In general, the intrinsic security architecture should have the following
two characteristics: (1) Autonomous immunity. The security function is embedded with the network
protocol to form a “security gene”. It does not rely on external equipment to solve security problems and
can dynamically improve security capabilities with changes in the network environment. (2) Reliable as
well as controllable. The trustworthiness among the terminals, infrastructure and application services,
achieve the control of network basic communication units, users, and the network application services. This
paper deeply studies various kinds of designs against the Internet security problems in recent years,
analyzes the intrinsic security characteristics of these designs, and proposes our design idea of building
intrinsic Internet security architecture.
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5137 802,11 [
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A i 5 A0 S D R T TR 3 1) AT AR DG i ok 22
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1% i 5 A2 S TR AR 2R 28 0 5K I s /N B T A 4
PERRARIGERE ), I8 AR 7 7 S A DAL e I
RO, AR TR, DT P
LR, FEE R ARSI ( Path Verification Mechanism,
PVM ) FE2OCH M4 — B E M (Path Consent
and Path Compliance ), i {52 Y Al 42 b A0 45 5
RERS I UE G PR A2 2 AT A 2K, A B ThniR R
UE . REREAE v SR AN 15 R I R A i o
HE, MLRERSFMRIBERG, B —aEmn
AR, BEAN, LIS 2R S0 RE S AT X I 245 ik
PESEUES W T RE, XTAE B N A R R A5
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(1) BETFRRgEE

FETARRGSUE TS T, S TE 1P 4320 S F i indn
TR W7 % R U e AR P RO 9 T 4 . Savage &%
N TOSVERE M (0 5 T AT LA 1Ll D2 o D A o
FIAILT 5 B P42 Aty B A% 3 1 B0 (. % % AR 1
FARALE Y P (Path Identifier) AL B9 5 LIS
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T3 A AR b figf e v ] 47 5532 2900 B X0l B A
AR, [ 1P Sk ER AT LUK AR R B
FRCHlE AT 16 1), BB 3 nT L2 S bR iRasn
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Pinning ) B H bR il i AR — B0 2 2 A e e 1R
SR B AC R, Ak v A B AR RS N T
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T — kg b & B RS AR SR IE B 1Y Sk
BOR, (Hi T oz R R B, S5
R X B B T B

ICING AL B 7 4 A v 18] 7 5513 5 56 UF i 55
. MR T 2 sE, A TR E R
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TE Ak AR R ) 2% A% A g 42 Y Sl 3, HEUR ()5
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2 E T IR R & RS 4%, 1155 T SR
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— iR R TR b HE R B AR SRR SR W, R 3K U TE AR
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bR, OPT 4 Hf ] 45 f HPAT W R I BN TE
( Message Authentication Code, MAC) #:/E, 7}
TR, RRTREE  SA S SR RE T, [RIEHAT
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3 2ok Y5 v A0 i e AR OE S8 SUAE AR,
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BAm s, P e AR HERTIE SR UE S, PR AR A Y Y
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FIEZC T, [ 2519 5 e 08 50 1A A s b bk
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PE. 30 Veri DPHIL il oL 14 P A4 i J2 5% s % B
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(5) MKk R 5
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AR PR3 R =0, (B H I KA
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YL, Zeno BEME A IR By~ AR I N, B & R4 Bt
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EAT LAAE Sy il DR 6 A8 A B 22 4 [P R ) 525 RIS
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RAufroesEmg, FIHTEZAM bR, SR RHNA RRAREE: ASHIRSE. X iESR A AR AS,
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S-BGP™ So-BGP™ iy prn sy PR HBIPIIRHS
pSBGPY/IRVIS?) I R = ik
BGPsec®/ path-End 14 Bl FER A R
Validation(®/ [ia) S

(ot cOTCI®5/RL PIES AS [E LR R

tepzp Listenand

L e e L LIS S
NotRes el WIOTE MBI
TBGP™

. it — L IRE
Pathiet™/ SCION™) BB 7o
Internet Blockchaint™  f pu jy L4 i

3.3 MBRERE

0 245 iz 55 2 2 2 B A5 KR U R R 246 107 2
4, DLRGZHER B R ST P S5 R Rl B0 24

& PRI AN R P, X R )
AIRE S HIE LR B W =L B A il 4
331 HEViiA %A

T AR =T P B, #iH
FOREE5 4 00 45 A SR [108] 3 o {7 S U A
( Information Flow Control, IFC) b ikf8 4 18 4
BOAR 2 S0 I BRI &% 2. h T1E5 IFC Kt
B, TIETERB B ELE M, SCER[74] h 4
T Riverbed, S H P $E LI UE IR 55 #e A Ui s 17 78
P FAR P PR EE B HL . Riverbed ZE44 401K 5 fr s, H:
o R o R B AL, K A A3 R e A A
FH P AT LUASE FH e SRR SO SUAS SR s Y
H P2 —A HTTP ifK, web fQHEAE FH P s34 n
FH L 9 B80T SR W O & % . ZE Bl P, Riverbed
TSGR PR I Anie, AZE FH P SR Fe 1R 1 150
AT, AHEEOHE AR B AE Riverbed FRFR H— 4
A (Universe), [Al—4E& feifAH R S8 W B4 1.
{E# %) Riverbed PEREHEAT TSI I0IE, ERIRIEHL T
— LSRN AU AR T 10%. {H. Riverbed i
L P i e B QR SEBR P RS e MR R
— B, H Riverbed 422 4 P AT A 5 8 4%
i, GAREHEAE A ENER e, W5 AR
— A

£4
V\(’eb V‘]’)g NS
X.com
HTTP POST | DIYEZE . {10
upload.html A HTTP ‘2/151;%?: o
<Fi P US> 7S BT EEJIFC)
Riverbed AI{gHE{4 | HTTP POST
web {4 upload.html
<H U E>

[ OF

HTTP POST 10 B
upload.html
< PR B>
FPAEX +

Riverbed X.com
e

Kl 5 Riverbed 2244

Ghostor ( Ghosts accessing the storage ) "3 T
DX B S B P B 44 U 1) e s, DR A A
M —3ohE, XU (IR SR ) Uil SRR
I, Ghostor {45 [l 55 vt #1 % F* iy, IR 55 Siti b 3 %%
i i SR IR IS 1] e 25 50 1] X R & A A7 A % 52 3
B BB ) R 5 R, P s on, FH U7 )oK
3 A 5 AT AR A AR IO A KO0 T ) AL A T 45
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PRI UE X B |- & A 1915 5. Ghostor #2447 5 4>
A P BRRALR B, (L X BB 4 BB 2 75 0 12 S B
VT RCR IS Te i — Bk, [FR R G 1P Mk iy
FRAVRTCRHEZ MY, 2m T HENEL e

W W L FH 3 s e BB U ] i O A e
K. He &5 AHE H — P £ 52 1 In) 4 i FAIE 36
W, $2E 10T WA IAIERE /1199 otSan! ™8 i X 10T
R LR —NH—AT7 BRI RO ER | A
RN E 2R . |IOTGUARDY il i Wi 8 i iz 4715
B, SIS fEs1TiT R, iR Rietrd e, HiX
SE Ty 22 B PO I I R 5 [R) 2 A TR R, RN BB
JH T KB R0 4% 5 a7 )
3.3.2 W4 24

P T I 2% i 3 A B R 5 | R I N 2 4 ()
U, A]R ] — e R T BRI A T Ak,
WHETFITBEHLL ( RUNTIMEASLR ) MO8 A 5 4+ b
htZs o) A SR BEMLAL 3 3 A s A7 e k. TRl Ko
N U T BIF 7% FUAE 4 T TN & A, 0 SRR
[L122] A% 0 a2 9 e e TR 1R A 7 R AF O 4 i, S
Mk [112] Hp 45 H RS 0 v 2% R 2k By ( Advanced
persistent threat, APT ) BYRSE, JAaH AT {5 M4 1
AR 55 488 T 4 Bh T Be . (H A g ml {5 R 2% i R 55
IS T B 5 S e BB AN TR AL . B4 T e
T2 X FERBARN G LI E L, N
PRAE RGN 1 5 A 4, ANUFFERE R P, B
JFHERBERT A 2 ) S oA B WA, N EE LRy
R e DA ST S AT, — 2y R i Ptk pL
il g N7 W FH B A i RN 2 2 B AR AT R R

Hydral ™8 & — i B A AR Ak B 4 BIL R4t T i
FIHPRE GG L. fEERE TS N AR AR
Fl NNV P ( N-of-N-Version Programming ), i i 7t 7
GiE —FhIIRE ) Z AP LB AR A 217, RAA
WAy 25 AR R B A I E W istTr. g — S AR
BB T8 RA—2s, T RLHE B T iR, B3
AR A, BEES F iR S, S T —
ERGRRAME, BTN & B TR,
et A e ) A FH 20

YT AE R — R KA R 5, Lo el
L8 RRE 5 £ BB 1 32 B S B 6 ) T8 I B ™ EE
A . B P X A 25 A R R 55 & A o 2T
i phe 0 S RIS Sy R A 22 4 I I AR 55, Wu
S NG| ANBRES 2, Wit T 5T X Mk i)y Bk 1
Z S TIRK -4 SmartCrowd. )56 ) 42 (1 7 45 1t
PRAE A A s R Az 22 il , - 249 SR LR AL B 22 4 (1) g
FH, By e G A B 5, ] S R Bk

WORLFHERSE. 4Nl 6 fr7n, SmartCrowd i it 75K M
Mz g5 AR AL RT . MR ORI | B B A S T P 4
I RAERT A A R SR AL RIE 4, RIE R R X
Yot of T HH , KBRS w1 5 Sk s 4
Pt Ry L e | ks il 2 B RE S 4
ARSI A — s U D . B R A
BRI | AR AR L % B 2 4 i 1 1. SmartCrowd
W RS 2 A Sl k5L sy, ERIIRIE S 5/
[F A 249 SR 6 Do) o7 P4 (36 e A A0, ke ol A A
LA, FER AT B, SmartRetrol ™4 X
Pk o 22 4k 25 b AR BRl T [l Bk A
M 51 o3 A1 SR 5 2 22 4k, 3R 22 4 i ) 2%
IVAER

________________________________________________________

&Ehi® & e !
YR P ER A R 1 Yk PR AR 2 YR P ER ARG 3]

G gy )
i>

e
Al %

________________________________________________________

K 6 SmartCrowd HLi/R & &l

b T e @S FH P 5 NN R R
FEA R, (AR R 2R TR —
BSUE. BEAh,  AnfaRRE R I T RE AR T E R AR R 2
¥, RS — SRR,

3.3.3 PKI %4

PKI 38t uE 5% & LA ( Certificate Authority,
CA) SLEUUF B HETIRE, N P2 2.
CA 2 BN Tty 5 23 R AR 30as slomi & (B 45 55 )
L, RSO T o g X CA ry I,
FEAALHE L FEIE T Rk T R L.

(1) ZEBUEFTE

Henry 25 A\t 304 PKI &2 CA il 2 47
0T, WA CA UEBAE LS S 2 25ty , it
SCERIESE T ek & T A A BGP Wil B St it
i 3 Bh R & R A2 F B R IR B CA A0 & R IBGIE .
EF$E i CA it 2497 45 ( Vantage Point ) 35iiF,
SR BGP Was 22 Go i m] £ s P %5 =kt G 1A
HE W H e A, R TF PRI Z etk |
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A CA BT MEA R B AE R IE LT w2, CA
A By (1) AT A5 A 55 B4 B SR, S 0 R R TR
P & BRI REE, ZE IRy 5 i 2 SR
BRI k.

Basin %5 AP i 2 8 ST M R 7 X
1En] H 2% 4% ( Accountable Key Infrastructure,
AKI) Jeqilh Bt T hi sl PKI ( Attack-Resilient
Public-Key Infrastructure, ARPKI ) . i@t nA4~s2iAk
AR W B RIE Y n-1 S SRR B B AE AT n A
SARALFE n-14> CA FI LA AT {5 H &k 55 43 Integrity
Log Server, ILS). SLFriafrH, k44 A & 5EIn CAs
A ILSs HMHIES (ARCert), CAs ANMHAEM A4
FHENHEBE R A A B0y, FEEMN SR
ARCert 1k I AN[A| CAs IES, LR ILSs T#;
T 123 W BAIE 1LSs 1728, it CAs Fl ILSs
FINEE, $RAE T RRI L MR, (Hl T CAs Z[H]
WAL, n A SEARER T ZEAL BRI . AR
BURTRAE, M n R KI, RESCREREAL, n
BN RGEHTICE RE 185

(2) o fbir %

oAb Ty i B & 07 2 508 B AT
ZEfe E CA EShEM [ &% 4. IKP (Instant Karma
PKI ) 240 f X g LR FIE REA 2, MR A
J7 ST B AL . — Rk A A = 5
CA UEAS A BRI 3= 2, 38 il G 0 8 i o A T ]
Py TRl A SO CA IERPATIE S K. 52
Priz i, CA 7 RGLan M ok se s, 2%
A CA &, KRB L, il CA WEELRE Tk,
FHPT AT S B A 21 CA WRIES. WAL HA #
P H O R IER CA HiFIES , JFTE I 4 i 48
FEAEAE CA. Rll#H FHOEEIERE, A3 CA
A AR AS3]— 2 &% CA SBAEBIENGLE
P2 %, i CA Hif AR 4E .
IKP (A e A % & CA FAVI Bt i, ok &

R, BERMIBAIEi4 CA k™ ERHIL.
[, RS SEN TG, IKPARS R Z 2N
H AT R

CertChain!®ii i 2 f.ofb 77 KX CA #EAT I
B EFE S, BT H RS A okid 5k
LI KA SRR R A S 2 BN S WG, o T
PR H MRS e i — Stk e v, fEE L —Fh
TR EEPEHEA B IRBLH, Bt 1 SR e S
R WBERGS R, ST RO et i 4% ( Dual
Counting Bloom Filter, DCBF ) 714415 FHE 09 757 2

SEEUTUE PR AS M AL 1. CertChain 555 )2
M2 P RIZ VN HZE. B2 T X st 15
TR R R AL, 30 G B0 45 A A DB o ) . T
IRV T IET P2P IS (S ms PR n FE . 3
JEJZ T T ] SEPEHE AL SRl A SRR, AR
CA BATUEAs & FAT I W B AT % Ho g s A1
He4n, HER MR, XA MRy, SRRl
HRAFTF CA FFEREAT MIER M WHZEEIT
TAEBAEM . SR R AERIE, B R
HEAR 55 .

BlockPK 18438 i & fig & Ak gt 7 —Fh £ bl
PKI, #2107 H3h% 24 CA ATHAES, Mt Z24
CA PUTHRMLEE Ve, EHELELRY BT T
MR UE, 75 CA Bk 3] 20 B, & ;P i Kk 4 44
(B[] 244 0.102ms, %5 5 46 & i I (] 2 4 0.052ms,
XA HE T P s ke (52 ) J LT il DA Z AR T, —
FEFRRE RS T R fb PRI AT THE.

IKP. CertChain. BlockPK| £ 2=t b 7 & H
BT —ENELER, DT ERGHAE—ERNE,
WE A5 7 52 A 6 F P BR AR AN 2, CA FAEH B
B WE FTRES | LA . sesh, Rtk i g
() SEBRIZ A TR BE 751 /2 FH P R 36 7 S8 e 5 S B
B 1) Sk

W=k 4 Fros, Bda s mn R 55 % 45 T,
A N AE 2 A L ST AR P AR AT
He PKT LAY 2 4 n) i, 2 b AR SRl it 7E B it
otk P AR, BB T EAE R, H
A B IR A5 R A N P SRR oK. R, SEE
FH P 5 0 FH B S AT ALEE T R 3L S ] {5 B 0 28 17
A, T EERA ST,

x4 MERSREARNE

A s 1 1 AR
i 7]
Softy Ohosons | FIEFERUIR E =k
W24 lotsan™)  BUBRURGAR | S RHR A /NG
IOTGUARD'™ 5 4 ijj ] PR

WidEH AT LR i —
WP 2585 LRAE, 56
B4 ) 4 KR B NAET I

) 2 37 Hydral”®/
I 12 SmartCrowd!™

W2 smartRetrol®

STk AN

ARPK| 81 ebbAE ) GVEEAR, &k
e R
PKI% [RAAPRIPAS 2, CA
ﬁ 7. L 7
IK P2/ TN FAHBF & 8L
! Frpu by A T .
(o3 el ki
(B:fétc%iﬂw/ e HATRES| R 4

AN PN AT
&S
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3.4 FBIMBIRRLEHIKIT

I X 2 AR R G T 5 R T Al i T i ok R
I B A B ] BB B B A RIS, i R [ O IERE
UL N AR 2 TIRE, DARAS b PN 45 2 4x ) .

XIA (eXpressive Internet Architecture) .0
M NA ML 2R TEE. XIA AR
HE4F BT, NID (Network 1D ) 483 /2% duf 5§
K, FHKER P2l , HID (Host ID) LR FHL
FrRiR. Bl v NID ARiRERBI M4, SRS H HID
PRV B BARE AL, XIA 323 32118 2 5 M
hE LS, FE S — Bk R A S E EALIR b hE ST
A W B IR B0 B R A KR A Bk R A
2. MZBARRAT (NID F1 HID) REfS 5 /NMH0E 47
BEAVGET L, (BAEREAE AR (FEPLAR.
W44 ) T PKISEEUH P RRIRAT S A8,
s T A BN M.

N SR B Rl {52, MobilityFirst [
PR S A& B LE, AR E g R4
Jay £ BRI 5 T YGRS Bl 1 R 4. MobilityFirst A5
PRALHE H P FRIRAT( Name ), 42 JsyME—4FR2( Globally
Unique Identifier, GUID ) 1 £ bkt ( Network
Address, NA) . Name H FArilH . N SREH
LR GUID R AE LR A A, #2486 H
INUERE ), BAs—@ N AEL 2 NAERH,
5 GUID #h&48a. (5L PA —1 Name
X GUID, {H4E1~ Name/GUID I i & £ 4~ [ 4%
Hidik NA. MobilityFirst 38 i FH P AR 5 45 b7 iz 55

( Name Certificate & Resolution Service, NCRS) %
£ Name Fll GUID. 2 s P AniRf#EHT Ik %5 ( Global
Name Resolution Service, GNRS) 7££i# Jf H #7 GUID
I NA BB SCR , FERIA GUID A8HXT B B iff 17
Y50, T GUID 1y A A IESRF%, MobilityFirst 7] LA
PRI 1P bk Sl 2 U5 kAR R B L (BE SR
A B R L HOR R R B g, W
B YR A 1] “Name- GUID- NA” 7531 5% 3 [ 4% Hib b
XFPRGRE TR Em R il PKI 4R AR
F, P i KA AT A AR IR 545 B R A 2 () .
AN, 5 XIA —#E, MobilityFirst [E£EFE7EXT PKI
PR A

NDN ( Named Data Networking ) 2y Zhang
Lixia%E AR H Al — o 75 0 25 (4 22 25 F4 . NDN ## 57
TLLIP Aoy i%it, LNAE4FR (Name)
R EER TR A SR P A R AL B A . 2%
AL FEEAL (Interest and Data) . Fifh2EAI 1%
PR AT — BR800 B 44 Rk

AMGBAL R BB M4, 4R E kR BAT I R B
P, 1 R IR [l — A5 44 BRI P 2 A AR
£, DL G W SR BE R B A 44 . AT URL AL,
NDN v 4 5% FH 1) 45 ¥4 4l /ucl alvideos/demo.mpg  fit
7R, A 44 Al LA ucl alvideos/demo.mpg/1/3 ]
RE T/ucla, 2R AORIUER RIS, NDN
P B AS B QR UE 2 4, 5 B I I 3 e v 7 S PR
UEZE ARG, AT AR S0 g N BL 5 i o 44 PR S
PEER, RESR T HbHEZS [BIFES . NAT 2585 . Hihk 8
SEM)E; 7E R P S5 5 T, NDN B P bR A A1)
AR, S NE S S A E I
Y, P A A, {H NDN X P ) 2 1) 75 B8 =
T Chn PK1) SIS BIE.

Aly R — A SRR 506 ( Scalable Auth-
entication Infrastructure for Next-generation Trust,
SAINT ) BB (S AEHLHI 2 =05 T
HAIERY BGPsec, FI T4 AIFRY DNSSEC™,
LK T3 B0 A UE 1 TLSIM ) It — e X Fh
2K R 4053 J B AR AR IR S5 (54 (L3830 4% Flig
FuafFEAE) - AEE VA =MEEILRDIF A B
B, (R ARk T A Ak i 3848 IR 55
BGPsec SR AKT , CA KU XE LA RO 45 ) 8,
o R R FE AT AR AR BLH. AE# 5T SCION
SEEL A R UIE L SN BRI T AIRE R &
AR AN B A ENL ], A% O S 1SD L E
— MEAEM, A E AR A E SCPF ((Trust Root
Configuration Files, TRC Files) >4 JH F $ fit b s o
WA 5 B, i 55 1SD & A WL 2 R E1E.
P A Oy 1SD MENEIES, 7R 1SD #3)
B FH P B RS i 2 R S AR AL, SEPRfd
SAINT i LLE ZAE A F AR 2 7, A ER
BCE—A> 1SD, AS MRk 55 g 44R I A RVHIAGIE, #i
PR Pt TRC Files 3384/ Al GRSy, &
8 AL A B T SCION A9 SZBR il & 5600k T
SAINT A FALALE S HA R AT 5, (H]H
WA E AN AR K @57 1SD 2 & 15, TRC Files
(R0 s i A T ] DRI 22 4 1 55 ) 7

SARUL, XIA | MobilityFirst, NDN 224 1)
RE S UM IIRERS &, RO T —E N A 2 T
BTSSR TC: SE B P AR IRAT . I ZE AR IR AT A B 1Y
FARGBRE , e Ealad PKISEAEAFAH XS, A RE
BAL A ERNAZ LS. B EANBTETAHE
NPT R R AR a2 =S, AR
T8, N XIA, MobilityFirst 1 NDN 37 £F
Sy s bk 55 ) 0 5 R AR AL TSR A F i ek
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SAINT &7 T 4 Jsy Wfs AR HLE] 55 B HLUHIAH
A ST NG Rk T B, R 1SD AL RE TS
T8 T LI 3 7 E— AR IR IE

Zave fil Rexford 7e CHK[89)H 42 H, F.HK R 1]
I 22 4= ) R 22 s, DL R A B e R Asfk (4
gamt bt . T EREEE . BIERERIER
it 1] FL B 3RS ), G MobilityFirst, NDN 28387 4844
BRI 1 e 8 — , A i o TEL B XA ) LR T SR B )
Rt TELR fEHIAH Internet R 16 M %
R, HTHA%H) (Compositional Architecture )
R R AF 5% TT A e A 7 SHE L SR 2 A T A o 4%
R AP B L S e P e e S
RIGHA, BT HA MESEREAG 22 0] B
RPN . 2 iSO BRSPS BT A I
MRV IR | BB AR R, X AL T BEAS ASAH IR,
EN IR =i ] WD RS a2 Y e s ) B i < 2
ZERAITT LLRIE AT (S R 55, A o] IR 55 7E )
I D AbRE SC, 3B H PR T2 A MR H. H
B ) £ F5 - 1Bk I S o o P AR B v B4 42 )2 ok B
TR A SR PR TR, A EE R B B R 2 TT
DT R B AT RUGE A AT I UL SR A R 25
PEAE T R I O AR 38 A 43 BT T R A B AR
T AL B0 AIE 1Y T B

S YET] E X AR E L (PINet ) PO 4%
xR, AR g S, @it 4k e g5 K
SIAREM MY, PRGN, 24 e X
FEARXT T A R KEmib W48 BB F . B, 210,
R EEHATE X, SO 1P NAFRR . B FRIE .
Mo PR S [ BRI AR ZAS AR IR AL S PR, 280 145t
&P “HENE” kY, @it TSR IUAN
AR e g L B, ARAS 48 PN A e iU

Jy— 7, KT SO T W 24 1k R S5
P R B, DAAE SERR R A 0 ) 4%
1k REEFRE 7, Trotsky ™™ e —Fh EL& AT 171
B 5 %8, Trotsky A4 AT H2 & B0 A B K o A7 7 [ Bl
M, RIS SRR VR [, 75 2 —Fh R AR AR A I fif
P B, REFEBUAT R B R B O . MEEIA
Ay R 2% 2 4 [m) VL R 18 A5 ST BRI ( Availability )
B rTGIEE (Identity ), idi A%k J5 ( Provenance )
MM (Authenticity ). BRI (Privacy ), BRT
Availability 4b, #B AT LI i Jin 8 5 7 32 78 v 1 e dE
ATALEE, Th7 Availability 75 EL7E W 4% 2 e, DIARAR
DDoS 4515 . Trotsky A8 B F /A fif gk 22 4 [ {1, 171 f&
g T A 4 i R0 4 2 P AR IR AE 2R L [l o7
SDN/NFV AR Jeih it BH AR N H , PLRFET A

TR R B X — B, fE L3 2 LT
L3.5 )2, J7eliiiZg: ( Domain Edges) 5 & AbH
2% ( Trotsky-Processors, TPs), @it TPs i 5]
f e R 7 2 B 3E (Logical Pipe) . 3T Trotsky
HEZRAVE #3457 NDN . XIA 25003, B3F T Trotsky
FESLAE BUAT T I Lt L0t “Heapdh” BTk
J1, W iEhn Pathlet., AIP. SCION %5353t S a4k
P75 TR 45 I R AR & O I A B A i 2
PMSE] Trotsky HESL ) . AIFEEME Ty, SCKIREE T
AL B 10Tbps 308, 75 2248 A 24 200,000 3%
JG. Bl N R AR, WCR AR SRR, AR
g — PR AR, Trotsky HESRLLE B TLIE W) [- 41
WY E A H RN L35 2By =, KA T 8
AR SR T, F S B A T A O T Y SR
SR, Trotsky Sh AT B I X 4 A4 i afE S 448 T
) SEL B RN S B, AR AN W el A B I B SN A
AR R G5 R T RE.

ORI GEAE LI BT A U
REME 0B AT, SPRiRE L Z Z MR E . o
S RIRILE AR RE ST, INTEER X ARG
%%: (Intrusion Detection System, IDS) PERESZ T} |,
IDS Fr v fh s O il 75 L 45 0 T SR BE K
B B A . TRl A T % R D 2
SIS I HTTPS A T % et RE 3 = i1 5 2
G TLS, SRS A S &, SCHk[119]
HOHT T T &P omi e AN IR . PR RE A 2
SN PR, S EOH P EE G 32 Tk i e T
BT, SCHER[120] P %) HTTPS 2 FH P A4 B
Gy AT R, IR RHE BN & HTTPS #547
TEIR . L RS T HTTPS yzs kb, 2% Z 0%
LRI, EHE AP RE M AL A E AR
R, ffs gy R Ae B il 3 8, AR —
AN, BXRBHPREIAOESEZRHEE,
FA R T B N A e R R EEH, TR B M I R
G- S

4 MEBBREMRANERZEHRREN

IR DA R S R A 4% T IR S5 AT
JEVE . RIEREE . AIE AR AR, BEEEGE A
PR AL 2, AR RS TCPIP LAl 48 F i #2
T, A E R A R R S5, [ERHE 2 A
FEREE” M OCAMEAEET BRI 45 58
TR AT J 45 LR R AT g6 E . A& .l A )
LFRESAEAZ O, FRATINELT = A J7 iz ™
KHAP ZHEEXR:
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(1) S SCRF M 4 AR LS AT 5 ik
A B A SRR R, i PR B A Ik 5 A ).

(2) ST AR AR I UE R B 1R E AL 1 B P AT
KRIAR R R ARG KA T AT {5 AR

(13) AN SCRFELSL AT N B HE AR B0, it ke
AT WSS S AR R R R A, RS
A B 2 T AR S

WE 7 fros, AT T XSREEME AL EE
KRMFERTA, R RE A2 (AR
By ) AR EERERE ), AL RS R
A RE RIS U E L BE T, RIZS P AT B AT {F B
WRE Sy, LIRSS e ey, e S
2% (R AR AT AL

| 2R s ST i (et
IawMﬁ%ﬁﬂLmHﬁMhM%ﬁwhﬁ [ E®as |
""""""" ﬁ%ﬁ%ﬁiﬁﬁ""“"ig i R
I%ﬁ%ﬁﬁﬁlﬁunmm%mﬁél NEeE
o WRELESTE R

[ miEsn Hﬁmm9ﬁW¥| Exﬁmmig

Bl 7 AT — AU IR R 1A R 45 4

4.1 iHIRE MU ELAE

Ry SR B kil LS AT AR, FRATT £ G A HE
HARPUR R Bl . A, LRt Mk
B R 5 B A0 B A, R T S A E bk AR
SN 5P R R ) ST Mk SRR R

(1) Bt B {F B kbRl % ek i 22
e SaEuEtE, AR MAIER, s P
HuhE AT 2 [ S AR RAF s [], FRATH 3 f LA B
1y 5 E S MR AR Bl G, S M A =X T T R
kAR IHEAE 1Pv6 HbhkA% =, 7E 1Pv6 Mtk )5 64 1
ﬁA%%ﬁm,%Mﬁwﬁ . By bR A

Gt . BTIEGEA R, BT U . e
%ﬁfﬁﬂ WA ANIER M, Jf Rl ) s A AR 1,
SR A B S AR PRI B AL LR .

(2) g LS E bk S e R R . Anl&l 8 FiR
BT SAVA IKRZEM, 455G BB mPLH, L dE
AW BRI . H IR BE] )2 H ESL R Rk
WE, B PRI 1R A Mk FCSE AT A B A I UE ) fig
bt AR R S5 A . B ELIRSS A . S OB RS
i SR AR UEACHe L AL [ S B 0 A SR 55 4 38

L&mumu§ﬁ$mﬁAMJ%£%% iR
UEZE S5 S0 bk A= R 55, H H R ik £ A i #tE
%Ei%%ﬁﬁ%ﬁ&mw%mfﬂ%$WWWE
AR A S BB W T M i A Bt 7 O 2 S ik 5 s 11
GRERZR, |PHHEREITART, BEASSHALAIESS
TE R Z LB E UKL B A PR Mo kB IE . X T e X 4
SERI LS, A W S I T8 R A8 SR IE S8 T A
BEAINIE. A6 3 48 BRI 55 2% 45 B3 s ) 3 ik i
2%, BRIk fr AR RS — 2 R PR b
FIZROCHE, SEEL |P FTZ0R B PR bk 500 Mot k. H
RN AS HEEITECY, Bl {6 B0 /Y IR
HhEBGE. AT K B i R A% s s AS S
SR btk T 8 A A 119 A 38 A L K R B P S
PRI A ol SEAR 4 P RSk, IRUER A A AS
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Background

The traditional Internet architecture designed towards
performance lacks the foundation of trust between the users
and network, results serious security issues, such as Source
Spoofing, DDoS attack, and Route Hijacking. With the
development of the Internet, the functionality of the network
extends to the automatic interaction and control under the
interconnection of things, a higher requirement of network
security has been brought forward. Designing architecture
with intrinsic security attributes and capabilities could
fundamentally improve the network security performance.
The evolutionary way which aims to resolve the existing or
emerging problems of the Internet, while keep the backward
compatibility as well as the incremental deployment, and
eventually towards a new Internet architecture, could not
only achieve a stable transition but also bring innovations to
meet the evolving requirements of building the Internet
intrinsic security architecture.

This paper deeply studies various kinds of designs
against the Internet security problems in recent years,
analyzes the intrinsic security characteristics of these
designs, and proposes the design idea of building intrinsic
Internet security architecture. The Internet intrinsic security

FENG Xue-Wsel, Ph.D. candidate. His research
interests include Internet architecture, network security.

architecture has the “security gene”, which solves security
problems without external force (security software, firewall,
etc.), ensure the security of the network communication as
well as the authenticity of the users. In general, the intrinsic
security architecture has the two characteristics, autonomous
immunity, reliable as well as controllable. It could build the
trustworthiness among the terminals, infrastructure and
application services, achieve the control of network basic
communication units, users, and the network application
services.
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