W44 11 i (=1 HL 2 Eird Vol. 44 No. 11
2021 4 11 A CHINESE JOURNAL OF COMPUTERS Nov. 2021

ETHEARXBKBRAMNTHEEREREQNERE

Fo= ImAx HEL KRR

(BREH TR AN SR 2B MIREE 150080)

B OE SR E AR TR E AR b i S A ] FE R TR 0 A5 AR AR AR BRI S M
WA BB T 2 —. V2 BRI R LS 7 2] 4507 T AR BE S AR T S G R D )1 % L2 g A 4
fE. HHTC AR A 5 0 S A K A BRIRIXE | 52T 58 0 MR R AR [ SE TG AR AIE 25 TR AT, DA TS Bl S5 3 R 2
SRR FET I, A SCHR H — i TR A SRR B R R 2 ST BRI T T e i A 0. AR T A R AR 1) SR
AR R AS 8] 14 SC T 56 ZR EATIR A M, R PG 1] P 4 A DA S BRURE AR 8] ) SR RARFAE , SR 8 T AT B 450 T 1)
2l % e A BAGFR) U A 20 ) e S B REAS B9 JSUAR R R S IBCRAE A R 5, 7 A AR 7 IR 2 AR 22 ) o ooy i 2
A SRR AT TS AR DR S A R 2 AR, SRS PO T R TR SRR B A T 4%, SR T B AR AR A
ik B R AAG T REA R, S0 20 7 B DR AT S W A SCIRAE SRR, ACBIRL B0 e A D0 2% T
REAR AR 1 L FLA S T HLAR 22 > AR BE 27 > B S i A AR TH T 2% e A7, S8, TH BRI 75 S 30 45 SR B H A
PR AR, AT SCH0 L REAS 58 AR 7 M R AR B IBOR 58 73 ) JH 45 07 Th Py PG 34

KBRS AR s AL BlE Sk
FEGEHHES  TPIS DOIS  10.11897/SP.J.1016.2021.02317

Sample-Correlation-Aware Unsupervised Deep
Anomaly Detection Model

XI Liang WANG Rui-Dong FAN Hao-Yi ZHANG Feng-Bin
(School of Computer Science and Technology, Harbin University of Science and Technology, Harbin 150080)

Abstract The goal of anomaly detection is to identify abnormal patterns within normal patterns.
Anomaly detection is applied in different forms in different application scenarios, such as network security,
medical image and video monitoring. How to make full use of all kinds of characteristic information of data
to identify the anomaly is one of the hot spots of anomaly detection. Many intelligent algorithms and
models in data mining, machine learning and deep learning have been used to training anomaly detection
rules to improve their detection performances. The training methods of anomaly detection rules are divided
into three kinds: supervised, semi-supervised and unsupervised methods, and the third kind is the most
popular. Formally, unsupervised deep anomaly detection can be viewed as density estimation from the data
distribution. At present, deep anomaly detection models have achieved remarkable results in different
application scenarios. But these methods are mainly based on the original features of data for training, and
ignore the complex correlation among data samples: there are usually some kinds of correlation among
normal samples that abnormal samples do not have. This makes these methods not ideal for anomaly

analysis of complex data with characteristics of large data size, high dimension, unbalanced abnormal
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proportion, etc. In view of this, in this paper, a sample-correlation-aware deep learning model is proposed
and used for anomaly detection, named sample-correlation-aware unsupervised deep anomaly detection
model(SCA-UDLM): First of all, through in-depth analysis of the original sample features and the
correlation features among samples, the model uses the K-nearest neighbors algorithm to search for similar
samples to extract the correlation features among samples and store them in an undigraph structure, where
nodes represent the samples and the edges represent the correlation between the two samples. Secondly, the
original features and correlation features are fused based on the dual autoencoder composed of feature
encoder and graph encoder, and generated high-quality data embedding in the low-dimensional feature
space. Thirdly, the decoder decodes the low-dimensional embedding into reconstruction samples with
original dimensional, and calculates the reconstruction error and features. Finally, an estimation network
based on Gaussian mixture model is designed to estimate the probability density of samples based on the
input of the reconstruction features and the low-dimensional embedding which are fused by the additive
fusion method, and judge whether these samples are abnormal or not based on the given judgment threshold.
A large number of experiments and analyses were made on this model and relevant representative machine
learning methods and up-to-date deep learning methods, such as, one class support vector machines
(OC-SVM), isolation forests(IF), deep structured energy based models(DSEBM), deep autoencoding
GMM(DAGMM), Anomaly generative adversarial network(AnoGAN), adversarially learned anomaly
detection(ALAD). The experimental results show that the detection performances of this model are
improved by about 2% compared with other related methods, and its experimental results with different
parameters, modules and noises are more stable than other methods, which prove the validity of the
correlation module. The visualization experimental results can also highlight the advantages of this model

in data feature extraction and full utilization.
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Tifie, PR R REARA, JFET GMM fE
AT P 2 AT SR BER S T, 2 > B S e o
BOREA 3. IR LE A KR A5 2T, BN I
HRAR L5 5 R 53 B

34 5MBAEBILR

AT TS B 3 07 1 5 A O U7 ik 2 ) Y 22
S ARSCHEHUHL AR 22 2 i 2 Rl DGRy 2 LR
(1) OC-SVM!"™; (2) PRS2 FZ#k (Isolation Forests,
IF ) PO, DU JUAR4R Y P TR B 25 2T MG 11 4 Fi At
FME . (1) Deep Structured Energy Based
Models, DSEBM?¥; (2) Deep Autoencoding GMM,
DAGMM!!; (3) Anomaly GAN, AnoGAN*; (4)
Sl 2] K A #Y ( Adversarially Learned Anomaly
Detection, ALAD ) !,

OC-SVM: 2 —Fift 2 ML 1y 5 4% R 5501 55
WMIT7YE, T2 2] TE B0 A0 57 B i T SR A
FIWEHE & A 5. OC-SVM X/IMEAR IR SE RE 1
1B AT ROR , ZALRE TR, (AR R ok
A B v R DA B B ok B AR A 4

IF: 255 — M T 450 A8 s 1Y = w5 Al
BT E A G AR PSR, RIS A
T . LR R e 2 B AR 1) o 7Rk 2 (R) L
o — A DI R A 0 s, R BE IR TR
I DX A RE SR ARATG PRI AT AT Dy 3 8 DX 3 )
SR E, IF ARSI (JRREE) bR
R o EREAS S 0 LR /N DA RS 8 a5 IR A
FIRFIEE R A B R 22 5. B IF X FHE B % 2R 1E
A HCHE ER SR AN A

DSEBM: J& — it 5 T 2 27 > 1Y S o 4 0 7
B, TEAFR ML )R Z MR R Re R, JfAK ) gL
e d 5. BT 2 FORFE AR E DSEBM-r
1 DSEBM-¢, 43l LA 8 12 F1 5 A4 12 22 15 O S5 6 1F
53. DSEBM st/ Il 1 I 45k 2 v 45 Bk Aa il
SR, ARTE IR B AR B R R K2

DAGMM: & — Bl i T [ S b i (9 5 3 40 ) 7
2, E St AL B R A 48 RN T GMM
(025 BEATH IO Z8 2 . HTE A 1 S i 4k > 8K
I R AR, 5 O 2 B AR A e A T % B Ak T
i ZASRSE 2o LB T AR AR B S RN L5 1A 1Y 1
ORI AT SRR, DAGMM REASE 13 3157 AL iR
ZEAE R FRAE DR AN R IR 4 i R rh R R IR R
RS A 5 5 o e 2 v A I SR B R A T 2.

AnoGAN: J& GAN N JH7ES K iy JIF 1 2
Y= ZE VI ZR B Be fif A IE % HEAS I 25—~ DCGAN
( Deep Convolutional GAN ) F T2 S FEAC I 7 25 (1]
PIREZE AT KR B A S REAS, Bt B B
RETLSRBEARTEWG A M RoR , RIS FE R R TEE
G A H AR B Y B s R R R AR AR R AT SR R U
AnoGAN IRLC R R XTIt BE , X T 4EREH 5
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AR, ARUNE DAAR G I 2.

ALAD: 72— 3T GAN A5 5 KA
R BRI 25— B 0 D RRAE 235 [R) 21 8500 v
FESS [ g i s, JF X A s X JE T 4 is 15 2
Z. [RVEF AN G A R AR Z0 I i A 3 4B Sk
X' K (X,Z) (X, Z') % A B G 25T 5
DI dm it s, F2E GAN IR, B o iR g
IR 2R B AR B R . Ok Re AL
AT ZR () e A, (AR b B R A O, Xt
FINEIREINGA TS, BORATE.

AV BRI LUE N, gl > ik

AR R . 4R R RO - RIBOCR AT, HoX
YIERER B 1 T LR AR = 5 AT AH DG R BE 2 ) T
AR SR T A AEE RN R Z b, AT
SCA-UDADM ¥ A 437 7™ Az 35k 6 [m] 51 1) A A JE A
TS REA (] SEBR AR, I 5 FURSRE A TRl A
T 5 e S B R B3 DA S5 AT AR UE LB
g5, JFUEBIAR SO B
4 XWHEREHR
LI TR &
LY LT Ubuntu 358, ffiH] Python tH%, 7E
tensorflow PR3 T PEATAEAFE A, -5 FE B S 80
A . CPU ffi i Inter Core i7-9700, 64G N ff, GPU
fdi X% NVIDIA 2070, 8G A%

SEHG BEHUASIER 3 MR A TFERLE,
A (1) BdEa k. FdEdE A= KDDCUP99
B (2) BdlEa/N . BUREE M Arrhythmia
B, (3) Fdaaid, 5% 84 el
Satellite 4L, ARSI 1 s,

KDDCUP99™! . Jg S A 3 Y 1) — 4~ 22 LK
PsE. ARSI —A 10%H9 50 7 HE 7585,
45 494021 AR, BEAMEAESE 41 FRRIE,
W34 FPIELRARAE, 7 FhorISHRIE (B EUREE ). S
B % I A% ( One-hot ) B 2R 7 Fh /3 24548
PEATARER, K EORM B BUE Y R 2Rk 2 ), f
KAFE] 120 gERO KR, S50, TR SR TR
FEAR S8 8, T DAAS S0 JRE 4 50 v i) S5
VERIEH 5, I SRR 5.

Arrhythmia™: J2 2 T {E A5 I 5 98 48 (Outlier
Detection DataSets, ODDS)H i — ¥R, &
279 PVRAERY 2 2 B4R, AT &5 TR
BAE g 5 A CHRAE (b IR R BdE A 274 i
FRIE ), #4800 by 828 (55 3. 4. 5. 7. 8. 9.

4.1

1415 28 ) MR S0 s, A Zpl ok 16 7 B

Satellite!*): 5 Arrhythmia $354E—#E, #E T
ODDS, 2 — 205 dadE , w5 36 PRk, 4%
SR AR 328 (B2, 4. 52%) N RE
B, HA SRR IE w5

x1 HEEHRUTER
EUEITE S YEJE Bisg W R e
KDDCUP99 120 494021 0.2
Arrhythmia 274 452 0.15
Satellite 36 6435 0.32
4.2 FMIERR

5[4, 18]35 AR SHIRAH R — A, A
R FRE #62R (Precision) . A [713R (Recall) Al Fl-score
EVPN R bR, HGE R Ry w0 4 2R IR VR AR
e, sk 2 Fos. dEE, FRATHE X PG F bRy
{HS 7T g

RSO PRBL TR 25 3R 1 AR AS R 2
L, TR

TP
TP + FP
AEE REL T IR E RO e, T

(16)

Precision =

TP
TP+ FN

Fl-score: J& KGR ANA MRS bR,
HAEFITE T YAE 1 32 5 13 [ 880 0k LA AL () 25
A VERERE (10 KHh A, (HA WAL ), Fl-score
YERRS i %5 3 [l 2 1 — i v O 20Ok R A iy
gri kR, HatH kT .

Recall =

(17

Fl-score = ! (18)
al Precision+ (1+ « )/ Recall

HAo, ofBZs ] DL Sz IR B0 R A0 R A3,
—AEBL T, o BUE N 0.5,

Fz2 REMMNSXRBRERE
HAZE el el
EHE TP FN
SIS FP TN

43 SIS
2ot BT AN RIZH) K528, SCA-UDADM
TEARFEBEE T IR IBFFSH S 3 i
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SEAE s HETTREAR SCIHR IR B TG W TR S A I AR 2325

x3 FRVEETELRETSHRE

G Iteration Batchsize K M A, A A3
KDDCUP99 300 1024 15 4 0.1 0.005 10
Arrhythmia 20000 128 5 2 0.1 0.005 0.001

Satellite 3000 512 15 4 0.1 0.005 0.005

SCA-UDADM 7EA [F] £ 46 T 114 HL A4S B4R Ay
k4 s, Hop, FC(D,,,D,,.0) FAEA Dyt
BARRLZTC . Dy M A2 TT L) R R ECh o
WL R a MY, [, GAT(D,,,D,,.0)
TR B Dy MRAMETC . Do A i P2 TT LA K
AR BOE RECH o WEIEE I )Z. XFAERXT T
SRR AR T, SEOOE 5 SCIR[TIAE R AR
RSz AT 10 I, BOFSENE N e 4521

T4 FEHBEETEIMEREE
iR KDDCUP99
FC(120,64,Tanh)
X FC(64,32,Tanh)
%A% GAT(120,32,Tanh)
FC(32,8,None)

FC(8,32,Tanh)
FC(2,10,Tanh) FC(2,16,Tanh)

FC(32,64,Tanh)
FC(10,274,Tanh) FC(16,36,Tanh)
FC(64,120,Tanh)

FC(10,20,Tanh) FC(4.10.Tanh
iM% FC(20,8,Tanh) -10,Tanh)
FC(10,2, Softmax)
FC(8,4,Softmax)

Arrhythmia Satellite

FC(272,32,Tanh) FC(36.16,Tanh)
GAT(272,32,Tanh) GAT(36,16,Tanh)
FC(32,2,None)  FC(16,2,None)

B 2%

FC(4,10,Tanh)
FC(10,4,
Softmax)

4.4 TRERS5HH
441 SR SCE

SIS R 4l S R B0 A v Y BB R B, (A
B S HREA L g 20%, DI REHE i 1Y 20%FEAS
B ), KBRS T EE A A E
H.OBHRAE DRSS 71 B BUE A TR . 50% 1Y
FEMLIEH A TSR, AT, 250 00F

KDDCUP99: SLIRs5Rand 5 fras. Ml L
&, SCA-UDADM 7£ KDDCUP99 X Fft U %5 4
£ FRREER N 96.01% . 4 [B1FH 97.53%, F1-score
9 97.46%. ( 1) )X} HetlL s > J5iE( OC-SVM Fl IF ),
FEX R R BIBE4E b, HLas 24 ) 5 34 v LUAS 3
RAF IR BT, W T 32 B 80H0E 4k 5 A4 42
FALRZM, IF A9455iE bRk SCA-UDADM #1I%
T3.8%LL | ,0C-SVM 145 i 48 45 Lt SCA-UDADM
PIET 20%L L. (2)%F IR BE2E ) 7 ( DSEBM .
DAGMM. AnoGAN Al ALAD ), SCA-UDADM HJ
F TG bR H R RCR 4P 1) ALAD #m5 H 1.76% LA
b BRI, FERBVBHRET, WS AN
R LUAILAS 2 2] AR 55, i HLZE 5 T T 40 K

5 ) SCA-UDADM RUCR . X utviid, HF
DSEBM. DAGMM. AnoGAN Fll ALAD %515
2 R I SR T S BB I AR s 7T 4y, 45
RN SCA-UDADM. #/Z, SCA-UDADM i i B
AR 22 8] 5 IR 23 B M T AT LR R 4 v T 22 1
A E B TN, AR TIUIGRCR, 1 ik
B T B A BUYICR.

# 5 KDDCUPHIEERERMER

A GBS EEAIIES F1-score
OC-SVM 74.57% 85.23% 79.54%
IF 92.16% 93.73% 92.94%
DSEBM-r 85.21% 64.72% 73.28%
DSEBM-e 86.19% 64.66% 73.99%
DAGMM 92.97% 94.42% 93.69%
AnoGAN 87.86% 82.97% 88.56%
ALAD 94.27% 95.77% 95.01%
SCA-UDADM 96.01% 97.53% 97.46%

Arrhythmia: SEERZERMME 6 Fos. MHaT LA
F i, SCA-UDADM 7E £ #E e 55 /IME B 4 B 45 K
() Arrhythmia £048 85 L AORE R R 56.41% ., 4 [F1%K
4 57.89%, Fl-score N 57.14%. (1) X%fHeHLEs#2]
Jrik (OC-SVM Hl 1F), 32 3 /N i
S RE A R REE S A, S ERUR R
IF [ &5 AR KT SCA-UDADM. (2) X bR
24 2]J5¥:( DSEBM ., DAGMM , AnoGAN Hl ALAD ),
Horp U e 19 ALAD (19 4535145 #7 L SCA-UDADM
IR 4.76%04 F, HERMES PS> )5
Peo RXBLUREA, TR AN L REAS AR R e AR
££°F, DSEBM. DAGMM. AnoGAN #il ALAD 4
2= 2 Tk FIREMA R el 2k, SEES R
2. 1fii SCA-UDADM i it % JEFE A 22 1] (1) S B
RENS 70 70 A AR 4 TP T 2 1 B 15 B TN 45
AT DARSF R X — R i, JRAE M 4R A 4R T
e F AL 2] k.

R 6 Arrhythmia H{EERERNER

HELTE et RS FENTES Fl-score
0OC-SVM 53.97% 40.82% 45.81%
IF 51.47% 54.69% 50.03%
DSEBM-r 15.15% 15.13% 15.10%
DSEBM-e 46.67% 45.65% 46.01%
DAGMM 49.09% 50.78% 49.83%
AnoGAN 41.18% 43.75% 42.42%
ALAD 50.00% 53.13% 51.52%
SCA-UDADM 56.41% 57.89% 57.14%
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Satellite: SEHZE RN 7 Fin. NPT LIEH,
SCA-UDADM 7& Satellite 3% i 5 B0 4 £ 09408
£ FRRERER N 81.99% 4 81 h 82.75%, F1-score
K 82.37%. (1) XFLAlgs=>I ik (OC-SVM
IF ), SCA-UDADM RYHE i R LG F 4081 TF /&
21.18%, Fl-score i 7.33%. MR IF BY A [0l 545 5
FEHHA B R E W AR I RE ST, (B F 50
R, JGTk PRIE A i ARG RS B e ik %
B, (2) XFHERES 2 )7k (DSEBM, DAGMM,
AnoGAN Fil ALAD ), SCA-UDADM K4 W45 45 kb
H S R 11 DAGMM 27 1.15%0) . ik
M5, EREEREZIELT, —BRESS
I IEBA T B AL 4 > vk, i H AR R T A
P VE S 1) SCA-UDADM SR . ki,
R HERIE S Z AR E T, SCA-UDADM 7E 7841
RAERPE 22 S S6mt L, IRATSHE T 508 B
BRI, NS IE AL 48 KA ) S

Fz 7 Satellite HIFPEFERMER

LT Lt ES A [l Fl-score
0OC-SVM 52.42% 59.99% 61.07%
IF 60.81% 94.89% 75.04%
DSEBM-r 67.84% 68.56% 68.22%
DSEBM-e 67.79% 68.61% 68.18%
DAGMM 80.77% 81.60% 81.19%
AnoGAN 71.19% 72.03% 71.59%
ALAD 79.41% 80.32% 79.85%
SCA-UDADM 81.99% 82.75% 82.37%

Lifr DL RS R LLE . SCA-UDADM 7
AN R S ECRAE TS, e ASOR) R B (] ) e %
FORTE @ AN AR Pl g 2 > R A R B
2 BRSO AR U L BRI RS R B
K3 A I ZR AN 7T 4 a8, AT IE T SCA-
UDADM #5184 {47 R0 L 3.

4.4.2 MR R

A SEEfd ] KDDCUP99 B4 45 43 17 M 75 %k
PiXT SCA-UDADM VI 2k 5200 . 2 K s 45 0 1 4%
K. B R . RESdEbKE, Rt
SRR, BBy R AF . FEALIE
B 50% 0 80t BEA T F-I05,  7E A B i e AR v
FIEA 1%-5% 58 50s (MR ) 493 55 i U1 25
. IR AT R A B 2% 2 D7 i OC-SVM HlI
2E B I AR 24 2] 75 ¥ DSEBM-e Al DAGMM it
X, S55RIT .

OC-SVM: SZEGZ5HRINZE 8 Win. MHAlLIE

i, B RSB R, OC-SVM KITERE R % T
W, JLHAEMA 5% 25, K60 T 3
11.55%. 302 O BIL &2~ 7 kAR B o e 4 550405 4
FRAE 7 > BE 2%, 0 M P 5l TRk, e Ak
. MR HLER ) T O B AR R EOR W
B T I GRS A BRI B F5 B RICR

#z 8 OC-SVM EFE I

WA HH il Fl-score
1% 71.29% 67.85% 69.53%
2% 66.68% 52.07% 58.47%
3% 63.93% 44.70% 52.61%
4% 59.91% 37.19% 45.89%
5% 11.55% 33.69% 17.20%

DSEBM-e: SZEZERINE 9 fras. MR LLE
i, B MR RO B 0, 3 R bRt B N R . B
SR S UL AR 2] ik OC-SVM /I, {HFEIA
S%MIMEFS Z )5, 2 WA N FE T 15.5%LL | X
& B M RS XA A SRR, A B M RS R IR
BAEsEXT DSEBM-e #EAIYI Zx 2 7= A 550K ) B 1T 52
M, DA 5 M A 76 (1) e 2 008

%<9 DSEBM-e lEESEIE

W 7 L) it PEREIES Fl-score
1% 68.95% 71.35% 70.65%
2% 67.80% 68.76% 68.27%
3% 62.13% 63.67% 62.89%
4% 57.04% 58.13% 57.58%
5% 53.45% 53.75% 53.60%

DAGMM: SLEZ5HNER 10 frc. AW alLIE
B RS RO B i, 3 T bRt R N R . B
X DAGMM T [fa# tebldsn 2=~ 7k OC-SVM Al
TRBE 2 2] A5 DSEBM-¢ /N, (HTEMIA 5% e 2
Ja, BIWIEAMIRTRET 6.97%Lh . X F IR
X} DAGMM Ml ZRsgmmie R, BRI S etk 25. 3
F2 B PR R A I A58 DAGMM 52 B XA A Al
BRI 2 > AN UERR.

%10 DAGMM

A RR

W75 L1 KR 4 a1 Fl-score
1% 92.01% 93.37% 92.68%
2% 91.86% 93.40% 92.62%
3% 91.32% 92.72% 92.01%
4% 88.37% 89.89% 89.12%
5% 85.04% 86.43% 85.73%
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SCA-UDADM: SEEGZER R 11 fros. ]
DIE W, BEEMRAS ARWBEA, SRR R B
g, A 5%Mes 2 5, SACK % . A BRI
F-score 73910 94.35%. 96.04%. 95.30%, AL
RIIEARZ EFELE 1L18% AN, MRIRE. X
B, #t T DAGMM, SCA-UDADM 7E {1 AMEFS f5
AT BE ) FH AR AR [10] P DX B0 1 A 31 [ M 7 590 % AR A AR
R REAE S WS, NI OREF AR Y RIOCR.

% 11 SCA-UDADM Ig/Eso1s

W 7 L) it A =% Fl-score
1% 95.53% 97.04% 96.28%
2% 95.32% 96.82% 96.06%
3% 94.83% 96.33% 95.58%
4% 94.62% 96.12% 96.36%
5% 94.35% 96.04% 95.30%

AU LR LUEE, OC-SVM |
DSEBM-¢ fil DAGMM X 3 Ffiigi 7 X} it 3 K0 4 0 45
MR, UL 3 FRAERI I SR i) fakt B
JEE SR E. MR, SCA-UDADM fEf% 543 FH AL
AR 1) G 156 1 ke T B M R BSCHE 0 R e, K Ul
SCA-UDADM A DUAAEAR 5 52 i U1 it AR SR F 30
HIEF RS R, BARS MR
4.43 SHUSNE

AR S0 X A Pl 3 AR R A S A KR T U
TR LASIE S H K SR sZ . 2 )5
SCHHE KA HUE X 1] 3552 NS, 191, 43 BIHE 3 4 Hids
£ LA T, A SIRETT 10 R, B SRR
. Z5RWT.

KDDCUP99: SLEns5 R anE 5 fros. Ml L
Fih, EAFED K HT, KR E7E[95.00%,
96.50%]N , TFINEFEIPRFETE 1.50%LAP; A IR ER
FETE[96.50%, 97.60%]9 , 7% SiE IR 45 1.10% LA 5
Fl-score B 5E1E[95.90%, 97.10%], V7 &hE BF4F1E
1.20%LA . XELUuiB, #£ KDDCUP99 X Ff A U %k
JE4E T, SCA-UDADM Xf 28 K 1135 5 A iUk,

Arrhythmia: SCERZ5RAIE 6 Fros. Araf LA
B, FEANFER K BB T, KRR 76 [54.00%,
56.41%]N, TEINERIIRFETE 1.41%LAMY; A R
FETE[56.01%, 57.89%] N , 77 sl I £ 5 1.88% AN ;
Fl-score FaETE[55.90%, 57.14%], ¥ 3hiE B4R 1E
1.24%LAN. XFEUEHH, 7 Arrhythmia X FPEHE &
BN BEREIEET , 38 K X SCA-UDADM
SSFAE

Satellite: SZHGZE RN 7 Fros. W] IR,

TEARIRIRY K BIBE T A2 A2 E T7E[81.69%, 82.06%)
W, TREhTE BRERTE 0.37% AN AR ETE
[82.29%, 82.80%]M, VEIEHEIREF 0.51%LIA;
Fl-score 18 5E 7E[82.03%, 82.37%], V% 8hl H {5 1E
0.34%LIN. XHLUE , 7F Satellite X Fp 848 w0l H |
Y R A i HLES A i 2 R SE T, SCA-UDADM
HmFaE .

KDD9%9
97
.§ 96 - PR et o x--""" -
2 " ~
S -
§ 95 o
94 1 1 1 1 1 1
5 7 9 11 13 15 17 19
98
,’.“~_
297 *- TR . TR
— :
& 96 -
95 1 L 1 L ! L
5 7 9 11 13 15 17 19
98
= 97 + ) T - ey -
..... * « o N -
96 | " v ~
95 1 1 1 1 | 1
5 7 9 11 13 15 17 19
K
Kl 5 KDDCUP99 %44 2 B U 52 55
Arrhythmia
60
8
L e .
S e L
& 54 - > -
31 5 7 9 11 13 15 17 19
62
~ 59+
ST - ) .
<56 | T T
53 L
5 7 9 11 13 15 17 19
62
59+
& »~_ g S -
56 | T v N
53 L ! L L

Kl 6 Arrhythmia 4 8 2 RUgURE 52 50

ZEA VL SR EE RO IAE L, S5 K B9AE kXt
SCA-UDADM I RE S AR /N, SR 45 I AR
FE. XELAREL T B SR B AR S O A X AR Y



2328 B M % W 2021 4
8 Satellite %12 SCA-UDADM jHEisiie
Sl ema e B WihE K Flscore
§81_ T = SCA-UDADM(only dualAE)  91.81% 91.89%  91.88%
81 | | . . . . SCA-UDADM(dualAE & regular) 94.35% 94.37% 94.37%
5 7 9 11 13 15 17 19 SCA-UDADM(without GAT) 94.76% 94.77%  94.76%
83 SCA-UDADM(only GAT) 95.45% 95.46%  95.46%
s & . P R SCA-UDADM 96.01% 97.53% 97.46%
3 PO “w” =
2 LA S s W], SCA-UDADM 4%
b e 0 MR T AT LA . o L 1
. SR R B BB S M B, A 5 BB
ol ) L g R AR A 5 AT R
& ol woo N I R A B - AR A T 2 SR
4.4.5 FEOERLA SIS
T . 315 1 BRI ScBi, AR (6) RABETF M

Kl 7 Satellite $dii 5 2 MU ME L1

SRR R, BB S5 K AN UK.
4.4.4  BIRIAE SR IH Rl SL IS

T BB A A R, AR RS
[F] R RIAE 4L 7E. KDDCUP99 $0Hi 48 b 3#E47 1 il 5
Ky, LR SHOLEN 4.3 9. AR BRI .

(1) SCA-UDADM(only dualAE), AKffi fftiit
P26 DL B iE AR, L 2 A i 9 AL 1R 25 1R
PG REL, I FOK AR ZEAE N FEAR R AR 5

(2) SCA-UDADM(dualAE & regular), Afdi [
T2, FEBR R AR N T IE MR, HATE
(1) AL,

(3) SCA-UDADM(without GAT), &AL &
SAF St A% 0 BB [ i Ay, AR R AR SOBEAY

(4) SCA-UDADM(only GAT), FHfL% K
SR AR 0 BRI [ G, AR R A SO AL

(5) SCA-UDADM Hi#Y | A SCE A,

SCERLERANGE 12 k. NFE 11 PR RIAEH,
BEA(2) 4T bR ZAL TR (1), Horh Fl-score
FEBCAY (1) (5 2.49%; (R4 TR AR A Q0 e A A58
(5), HHr Fl-score 437k 4.58%F1 3.09%. XK
BT AR SCIRe R v, TE DA TBURIAG T P 28 A i
WA AR TS RGP R, X T S BA R ) RS e
B (3) Al (4), BRI (3) AAIFEFR AR (4)
B IRFERR IR 1% 2047, - A TS AR H H AR SC
LR (5) ik, P Fl-score 4% 1.7%F
1.0%. XM T HAAA i WU [ G i g B e g
S HETHE ARG i 25 5 PERE.

TRl & 77 X (ADD), i R AIF fill A 348 62 46 208K 5 5K
(CONCAT). H ik, XFwispah 5o S rxd b, 25
SHRCE TR 4377, LR 13 Fos. AT
LIFE 1, CONCAT Lt ADD TEXS#4 7 0.74%,
TEA PR FAK 0.78%, 7E Fl-score [k 1.31%.
It, ADD Lt CONCAT MZifMResil. X E2
P AR R 7 2 20 A [R) 4 B2 i ik A R BF, CONCAT
e TR F il 2E S AN EARAE R TR A, TTRE
SR NGEE R 1 ADD HIASA I
LR, ARSCERARIRIER T ADD @A 2.

% 13 SCA-UDADM 4FH{EFE & LI

F5E Y LES  [nl % Fl-score
SCA-UDADM(CONCAT)  96.74% 96.75% 96.75%
SCA-UDADM(ADD) 96.01% 97.53% 97.46%

446 H¥EnTHAL

N T RE A A R PR A R, AR S
Y XN 7 ik B RE AR i ASEA T T IRAk b g, LA
=, SEK DSEBM. DAGMM #ll SCA-UDADM 2%
B FREAR A IR AYE D +-SNE T HAgHI A, M
KDDCUP99 Fy A BEALIERE 40000 A-EHkEFE
A, BRIG AR M s [ AR A IR A TT AL, 2558
8. & 9 FE 10 Frow , Hrp B e Xt i F1E 5 251,
AT R T 5 280,

DSEBM #il DAGMM AT #fb 25 - v, 1E 5 %L
WA BARA T A T— A, BERA
B ZEARA R EEL. T SCA-UDADM 4 A] ¥4k 25 5
Hh TEH RSO RN S R 43 A TR S [ 4 23 TR L
SR AT T AMRE. XHATLIEH, SCA-
UDADM H T & T BdRAEA 8] B9 CHR AR, R4
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Background

Anomaly detection models have been applied in many
fields, such as network security, medical image diagnosis,
video monitoring, and so on. The keys are the completeness
of the detection rule set and the efficiency of the detection
method. At present, relevant scholars have introduced many
methods of artificial intelligence and machine learning, so that
anomaly detection systems can effectively absorb the latest
abnormal features in real time and update rule sets to ensure
effective detection performances. Deep learning is the further
development of machine learning and artificial intelligence
technology. The recent anomaly detection models based on
deep learning model shows a more satisfying performance.

Therefore, this paper focuses on the unsupervised deep
learning model and its application to anomaly detection,
basing on the data-correlation analysis between the samples
which has been neglected before, combining with the feature
of traditional analysis methods, proposes a sample-correlation-
aware unsupervised deep anomaly detection model. Firstly,
the samples and their edges are in forms of undigraph
structure, to analyze the sample-correlation. Secondly, a
dual-encoder with traditional feature encoder and graph
encoder is employed to encode both the sample's traditional
features and correlation information among samples. Then, a
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decoder is designed for data reconstruction. Finally, a
estimation network with Gaussian Mixture Model is utilized
to estimate the density of samples and compute the their energy
to detect the anomalies. A large number of experiments were
conducted on three representative data sets, and the result
comparisons of the latest representative models in different
experimental backgrounds shows that the model proposed in
this paper has better effects on Precision, Recall, f1-score and
data visualization, which prove its feasibility and validity.
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