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An Efficient Solution to the Blind Millionaires’ Problem
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Abstract The study of secure multi-party computation started in 1986, by Andrew Yao, and quickly
became an extremely active area of research in academic circles and a hot topic of international
cryptographic community. The millionaires’ problem is the first secure multiparty computation problem and
the most fundamental one in secure scientific computing. It studies how two parties, Alice and Bob with
private numbers x and y, respectively to jointly determine which of x and y is bigger without disclosing any
other information. It is an important building block of many other secure multiparty computation protocols.
The researchers proposed many effective solutions to the millionaires’ problem and generalized a series of
new secure multiparty computation problems including private maximum and minimum computation,
secure vector dominance, secure sorting, and so on. The existing protocols only work when the participants
know the plaintext of the private data, but in some scenarios, the protocol of millionaires’ problem may be
used as a sub-protocol. In this case, the participants may not know the private data which are in the form of
ciphertext, and therefore, no existing protocol works. How to address millionaires’ problem when the
private data is not known. This problem has not been investigated in literature. This paper extends
millionaires’ problem in a new direction. We propose the following problem: Alice, Bob, Carol, and Dove
have private numbers x, y, u and v, respectively and they want to determine the relation between x+y and
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u+v without disclosing x, y, u, v. No party knows the value of x+y, u+v in this scenario. We call this
problem the blind millionaires’ problem. It is of important theoretical and practical significance but cannot
be solved or cannot be well solved using the existing solutions. It is necessary to design specific protocols
for this problem. To solve this problem, we first use the randomization property of probabilistic encryption
algorithm to securely substitute some ciphertexts. Then, we use secure substitution and the idea of shift
register to propose a secret shift adding method. This method can be used to securely add, subtract and
multiply on ciphertexts on the condition that the plaintext space is small. Based on the secret shift adding
method, combining with threshold decryption probabilistic cryptosystem, we design secure comparison
protocols for three comparing problems in small plaintext space. The participants of the three protocols are
3, 4 and n. Second, we use the simulation paradigm to prove that these protocols are secure in the
semi-honest model. These protocols can resist collusion attack of n—1 parties. With different encoding
method, different protocol is appropriate for different problem it solves. We analyzed and compared our
protocols with the most similar literature we can find. We also tested the execution time of the protocols.
Both theoretical analysis and experimental results show that the protocol proposed in this paper is efficient
and practical. Furthermore, the secret shift adding method can also be used as a basic building block to
solve other secure multiparty computation problems. And the questions raised in this paper also provide a
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new research direction for the readers.
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HIARHAN 5y, REA DM AARS iR,
BGOSR fE B Hak, ElGamal
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INHRGRE LA, FEHLECR 2 SCORTHEAT]
XAy, fEfR st #2H, Alice. Bob F1 Carol 435131
BT w =vi mod p. FABH K (02 ERE TR
WO R, A2 A A TR A
(W, v, p) J ol DAt k. BRLOE, ZE BRSO B P T i
T, Alice. Bob F1 Carol AY%t#E x. y. z #2584
By, P 1 2 (3,3) 1BRE S R G E Y,
ATUHUER 2 2 5FEEBGE. Tl
FHAEADLIE X B SGHA T 4R

I L WML 7R A T e 4y, Bl
DEiISIRE =y e iiNent SLg )

. (1) 7E Alice A2 55BN T

I ={Bob,Carol}, X ={x,v, z},

f(X)=f,(X)=P(x+y,2),

Lview” X}y L oryy

= (I,viewy' (X),views' (X))

={l.y,1,,E(A), 2,15, E(C), f, (X)}.

Em A (1,(y,2), f,(X)), S BEHLERE 1< X
< mfiifg

f(X) =1 (x,y,2)=P(x'+V,2)
=i (X)=f(x,y,2) = P(x+Y,2),

FX oy 2 EATRLEL, BIIEs S TAE AT .

Hhe, SIEMPMLERI G A,

1.--x-1 x' x'+1---2m

A=(L1,2,3-3).
X'-17 2m-x'"7
fins A 1551
E(A) =(E(a), -, E(am))-

SRIG, SHRHE y MO UM ER TR

NA A E FEAL LR, 153
E(C) =(E(c), -, E(Com))-
wJE, S MR z B9fH %k E(C) Xt R 4y i
E(Q), f#% E(Q) 153
fi (X7)=f,(X,y,2) = P(X'+Y,2).
é\
S(1,(y,2), f, (X))
={l,y,r,,E(A"),z,15,E(C’), f, (X"}

K24 ElGamal A% & Ge e iy & 4 i 5 4%
B, FilE(A) 5 E(A) . E(C) 5 EC) A L
AT, XK £ (X) = f, (X)), VI AT
HSEH A ER, BT

C
|
{S(I > (ya Z)! fl (X ))}X e{o.13)" E{\/IeWI (x )}x E({O,l}*)" 5

P, PRl 15T x % 4.
(2) T Alice 1 Bob (= Carol) {54 BiE A 7]

DL (L) A UE A S B 2, BT AR 3R A4S
PR, T ElGamal AN RS EiE W4
1), TS5 EEMGE R R 2m A% S
2m MPENVBCUE A AT X8, FPRAERY view 5
FHE IR P (x+y, z) AT B — 4 i A ST BT
HERE B FIE R T EAT X0, IR A 5
54515 7F Bob B Carol A& 54 WMTHMN T,
P 1 R4, RIMS Bob (8 Carol) B4k 4
y (5 2) 4.

ZE LT, U L 6T 2 535 R i 4,
o] DIAPUT S B 0 A i s

Tt
4 MEEBRAESEMIERER

4.1 VR EKRRE

ER#R 2. RixA 425 Alice, Bob,
Carol, Dove, fbfiT& A — DAL Xy uv v,
Hrp1<x,y,uv<m. Alice f1 Bob. Carol f1 Dove
R EAFEAERAVETT. AT A& B
HEATR 25 A5 x+y F u+v Z RN KN E R, B
AR R AT A ¢ A O A EE 15 2.

GBI 2. A A 2 7T A B X, y,u,v )
BEEE R Lm], W2<x+y<2m,2-m<x+
y—u<<2m-1, BJ x,x+y,x+y—ufE—-m%| 2m Z[H].
FRLL, ADBE X X+ y, X+ y —u F A — A 5 HE— X
07 F) 3m + 1 4[] g, i) A2 1 2RSS 3m+ 1 4RIk
fRF-m Bl 2m Z | W BT 8 4. K, NTF
X, X+ Y, X+y—u BB e 1, 5T x, x+
Y, X4y —u BB X R i 2, KT X x+y, X+
y —u RESI X L Y 4R 3.

NHTIsvsm, £ AR 2 | Dove
HAE v 7o i e e, AN S B -m 2] -1 Z [H]
B BT X5 L B4 4, T DA AT K ] R 0 28 2m +1
4t DL x A, B A A= (ay, - ame ) » &
3 ayy  RKACER 0 2| 2m Z (I T A Bk, Hir,
INTF X BT R R ) 431 R 1, AT x BB XS R Y
SrEN 2, KT x BRI R o3B3, B

LM < x+1
a =12, =x+1
3, IR > x +1.

JFHHAR 2. AAX+y>u+ve x+y-u>v,
i LA RT LB I X+ y Fu+v K/ 56 2 Y ) 3 RE 4k
FFIWr x+y—u Fv /NG IA) R 5 A oK i
JRERANF Frid
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Bl

EE 2020 4

Alice 1 e HIZmA% 75 i 2 /3 —> 2m+1 2 )
% A= (alo""a2m+l) ’ ;H\:EF‘ rﬂ%ﬂ@ﬁﬁ X/I\ﬁ}%ﬂ‘j 1’
Hx+10 N 2, Ja2m—x il 30 x gt
A—(Ln1,2,3,0.3)
R ()
X7 2m-x7T
Bob 4 H CRAAEUE y ENS i AL y
fiEfw AMEy M. RiE, ER— D0 EEis
iy A1 E, B
0 -+ x-1 x x+1 --- 2m-y
@ 1,2,3, 3)
>
xT 2m-x-y T

\
s X+Yy=1 X+y X+y+l -0 2m
(1,"', 1 ,1,"', 1 ) 2 ) 3 1 3)
[ -
X7 2m-x-y 7T

\
0 -+ X+y-1 X+y Xx+y+l ... 2m
@ 1,2, 3 ,+3)
——

x+y T 2m-x-y T
23k B A U8 IR AR Y ) i RE R
2m+1 4, 00 LE T ECh x+y A, BIREE T x+y .
JTRBURTTE, BFER x+y BmEiC A C, T

0 - X+y-1 Xx+y x+y+l ... 2m
cC=@- 1,2, 3 ,-3).
(S [
x+y T 2m-x-y T
Carol M4 B CFA B u M(ER: ) i C A F%
u i B C MET u N ARG TR G — R
Whnu A~k 315, R

u - X+y-1 x+y x+y+l ... 2m
@ 1,2, 3 ,-3)
—_ N
X+y-u7 2m-x-y T
0 -+ X+y-u-1 X+y-u X+y-u+l ... 2m-u 2m-u+l --- 2m
@ 1 ,2, 3 ;43,3 ,3)
\—ﬂ,—J
X+y-u7T 2m-x-y 7T ul
0 - X+y-u-1 X+y-u x+y-u+l ... 2m
@G- 1,2, 3 ,3)
x+y-u7 2m-x-y+u7T

28 3k B A U I R AR S Y ) iy i BB R
2m+14>, H 1= B8O x+y—u A, BISRAG T
X+y—u. R TRERTE, HFRR x+y-—u il

D, M
0 - X+y-u-1 X+y-u Xx+y-u+l ... 2m
D=, 1 , 2, 3 ,-,3).
|

X+y-u7 2m-x-y+u T

Dove 4l H O AAA B4l v IU(E, & D 1Y
Bv+l Ao WCRPrE R 1, RN x+y-
u>v, Rl x+y>u+v; WRFTESEN 2, FR
X+y—-u=v, Bl x+y=u+v; WHRESERN 3,

TR x+y-u<v, Blx+y<u+v.

DL E R B S A SCHN B x+y Flu+v KN R
AR B, HA AT LT HE x—u 5 v—y Z KN
KFR, VUSSR DY Ty B fgom ek iz 53 0% b s
()R, (75 22 fdt I8 RGeS B R 25 . T otk
IPEAW KARM RIS, FIHEA A& MR
B A B T LA M T R AT CRIE B e A

R TAE TR, 2 SCHIWT R x+y Flu+v K/
KA ZIoig i F

1, Xx+y>u+v;
P(X+Y,u+V)=<2,X+y=U+V;
3, X+y<u+v.

B2 &x=2y=3u=5v=1,%H m=6. Alice

P MR bt )y ik 2 fy s ) i A TR
A:(ZI:},2,3,3,3,3,3,3,3,3,3,3).
27 107

Bob #tn & A 85 3 AP AMJE 3 M)A,
TE— A mRTR N 3 48 1 s, 193] x+y 1Y
Flm) i C

C=(11111,2,33,33,33,3).
oot 53999593
57 77
Carol ¥ 105 C 228 5 v 24 C IRET 5 Noria

Ja, EERG—"1mmEEM 5 AN 3 W, 53]
X+y—uffiFEED:
D=(2333333333333).

127
Dove #E#E i D W% 2 N0 d, &N 3,
A8 x+y<u+v. FELE, x+y=5RAR/NTu+

v=6.
4.2 thisgit

Wi 2. DU E E O E S R T .

#i A : Alice. Bob. Carol. Dove 43%i|%i A% d
X, ¥, U,V.

Bl P(X+y,u+v).

#E % Alice. Bob. Carol. Dove B 45 %k U
ElGamal AMARGIMNATFS% g, p, AJE 00k
HAMRH K, TEERAH:

k.

mod p.

Mh

[N

4
h=T]h mod p=g*
i=1

1. Alice fHi g% ik 2 #4u x Fe Ak hym i
A=(ag, " 8m,1) » M AKIX%ZS Bob, HIH%
E(A) = (E(a), . E(azm1))-
K ik %5 Bob.
2. Wy=j, Bob ¥ E(A)H# jliEmE j4i
W, EREYCETER SCE (a) BIASIN 4~ 1 B9
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3, 135 x+y ESC ik x+y=c, Bob fE(C) %
k45 Carol. E(C) Rk A9 5Hd B2 4 F FoR

FOR i=1 TO 2m+1
IFi<j
E(c) < E@)
EISE
E(c) < E'(a_;)
END

3. &u=t, Carol ¥ E(C)Z# t i LHiHjt 4
0, EHHLEE PR SCE (Copyy) RSN LA 3 1Y
B, BEIx+y-uE L. iE x+y-u=d, Bob¥
E(D) k4% Dove. E(D) %A srit iyt
TR

FOR i=1 TO 2m+1
IF i<2m-t+1
E(di) < E'(cei)
EISE
E(di) < EQ)
END

4. % v=q, Dove Bt E(D) 5 q+11-4r i,
e N E(s) =(u,v).

5. Alice, Bob. Carol, Dove 4538 w, =&
mod p FF-A A, SR TR R AR 3

4 -1
s=u{1‘[wi} mod p.
i=1

MR s=1, #FRx+y>u+v; WHRs=2, Fx
X+y=u+v; WHRs=3, LR xXx+y<u+v.
43 FHRSH

BT A ST 2 sk (2 FIE x+ y AN
U+v KNSR AEL R A 2 AT, ASOR
HEE A J FI W x+ y —u Al v K/ e ZR Y n) B 47
o A RS A2 AN 7 1 v x PR AD AR X+ y—u )
it D I IEFPEIEI S 3.3 5 EafTE BT b T gs
FITERAZE L, X EUOR PR PEAN IR, AR g is ik 2
AL, SRS x+y—u B4t D —3Lf 2m+1 443
L, d B dyy g KA 0 2 2m 22 8] A9 T A 32K
INT x+y—u BER A s 1, T x+y-u
HIER BT L A 43R 2, KT x+ y — u BRI X 1 Y
SrEk 3. 1<svsm, D v+, W
Rz 1, FIR x+y>u+v; MRS RN 2,
TR x+y=u+v; WRIZDBEN 3, TR X+y<
u+v.

ZAEWAN L 2 WREHREETIRME
) ElGamal ARG Lk, feit i,

Alice. Bob. Carol il Dove PO~ A Wieak & f74 B #B
AbHE S SCIRAS TR . Alice X 326 4 i 1Y % SCTH &,
Bob. Carol F1 Dove = AJGEIE i At e 21 () 8 SCHR
HUEM A BAME B, R SATHXT ML 1 534 A
[F]. PR 2 20 (4,4) ITIRE S RS, Al LA
HYUEE 3 S 5EMARSE. FASTMYL 1 W
UEBA SRR IS, BT AR AN PR LAIERA, 245 1
TE B Y S

EIR 2. UMY 2 R IR SR AT R A, HAT
PIEHUAT B A 1 At

T ElGamal A8 RS iE L e, iz
H5EEDMGE R PR 2m+1 4% 305 2m+1 4>
BEMLEOR TR ATT X409, SE 1 RS 1 view 5
FHWE R IE T P(x+y,u+V) BUAEE— 2 5 A AT 40
oS LR = SN R eI R(ER o = 7 N L B 7 1
IR 7 5 oA i 4538 B 2 X Alice. Bob. Carol
1 Dove HEdE x. y. U, vIELEN.

5 NEBAEHREAERER

51 MilpIERRE

E#R 3. BAn NS5 P, B, ffi]
B ANA PR EE %y Hbx,y {01} .
A B AVERE X%, Sy ZHBR/NER,
HAMEATATHEER.

AL JTEE 3. IR AR 3 WA, B X,y 1Y
B 08 1, W-j<Tlx-ZLy <i(i=1-,
n-1), Bl (x-y)(j=1-n-1) 7 -nFnx
(). S, AT LA AT A It T (x - y;) B
bR —A 5 HME—XF A 2n+ 14k i, LA x —y, M
@ﬂ ) 4%1{%’1%?7@% A= (al,""a2n+l) » & @J a2n+l,TZE
PARER —n Bl n Z W F A 5L Hb, DN T x -y
AR X L 234 1, 55T xg — yy BB L Y 23
W2, KT x -y BT BRI o> 3, B

LM <n+x -y, +1
a =12, EiMi=n+x -y, +1
MR >n+x —y, +1.

JFREHR 3. B ILx >y o I (% -
¥i)> Yo =X o FTRAATRDREAINT S0 % F XLy Kb
JEFR B R AG S FI T S0 6 = i) 4T Y, — X%, KD
SRR, HAR K fi [T Pk

P e g ik 3 M — > 2n+ 14k i) i
A=(ay, - 8y,,) » HHEEBIHT n+x -y, Dol
1, Hn+x -y +1D0EN 2, Fn-x+y, Mira
N30 X -y itk



Bl

it 2020 4E

i

1764 it ®
-n ool -y %Y+l o
A=, 1,2, 3 ,-.3
%,—/
n+x -y, 7 n—x+y; I

B X+ X+ Xg Fl Yy + Y, + Yy Z AT K/
KER, B, PRI x, -y, BIMEXT A HEATHI A 242
B (o -y, <0) BUAE (X, -y, > 0) BAEFFE] ¥ +x,
—(yp + Y, ) B SCIal i A, (T 24 X, — Y, =0 I, AN
TTHRAE).

AR EHARIEE %, — Y, >0, BARAGERAEUNT

P ARHE x, —y, FIERE Ml i A G X, —y, i
A X, -y, i, R, EE— D0 mEnis
X, —y, R L E S, B

-n o XYl 4oy oYL e NeXoty,
(11”'1 1 ) 2 ) 3 1Y 3 )
n+x =Y, I N=X+Y; X +Y, |
—n o =Yl XYYl =YX Yo+l e n
(1, 1 1 2 3 -+ 3)
X =Y, > n+x =y N=X,+Y; —x,+y, >
N XYYl XmYi X -y, XmYi+Xe—Ya+l e n

(1,
X +X— Y=Y, I

2ok B AL WS IR AR S 1Y ) i A S R
2n+14>, fH2 1 A ECN n+ (X + X — (Y1 + Y2))
A, BISRAGT % +% — (Y +Y,) . N TRGRTTE, ¥
FEIR X + % —(Yy +Y,) BN A,

Py AR AR g — X MY A 4 ) 5 A, YT 7 43 £ B
AL AR X+ %X + % Ly +y, +yg Z [ HY K /NG
. Y3 % e{-10,3, A n+1+y, —x3 Nt
Tys—%. WHRZSER 1, 7B x+%—-(B+
Y2)> Y3 —Xg, B X 4% +%5 >y +Y, +Ys5 USRS
HR 2, A XX (+Y)=Ys—% » B x+
Xp+X3 =Yy + Yo+ Y5 WL 3, AIHE X +X,
(Y +¥2) <Ys—Xg» BIX +% +X <y +¥,+Vs.

MR ZEHE, T X+t X Fl Y+t Y, Z
KRN KR, ARESH5EP(je{2 - i-B) %
MR EOREAT DL B AL A INRAE IS, B A iR
Pia. WJa, HIBARYE y; —x BOMELEE PR 5 Ay B0
A BRI A S x RSy ZI RN,

DL B TR B A SR S % ATy KSR
FIW B, H T A 2 Bk SE B PR %
e BT EAW KM RS, FHEAHE
P P R 25 3 B A B i LA A 1 S5 R AT ORIE IR
B2 4.

RTETHIE, 2U=32LxV =21y .
FIWTEE U A1V KNSRI ZICi T .

:"‘13)

N—X X+ Y1 +Y, T

TE X

1,U>V;
PU,V)=12U=V;
3,U<V.

Bl 3. B n=4, & % =1y, =1% =1y, =0,
X3 =0,¥3=1%,=0,y,=0. PG 3 ik
i A ANF:
A =(1111,2,3333).
17 e
X, —Y, =1>0, B Sekm & A G 1A F8i A
WG — 0. N5, TE—DaaEgsm 1 4
RS, SR X+ X — (Y +Y,) AT Ay
A, =(11111,2,333).
— —_
5T 3T
Xs—Y3=-1<0, Pctfme A2 1 fi K
A —A . e, TERE—DrEEERM 1
DR 3 WTE, 1B X+ X + X5 — (Y + Y, + Ys) FAI
] i Ay :
A, =(1,111,2,3,33,3).
T i7
M| P, BEFE ) 5 Ay 5SS 5 N4,
L, Z?:lxi =

X =Ys=0,
BATHR 2, WA YL =Ty
Yiayi=2.

52 &t

i 3. N 75 B 7 s S ) il 7 48

WA n 25 B EAL AR
X5 Yi -

it PU,V).

W% P, P, HACEEE ElGamal ARG
NHZH g, p, BHS5E PEFES AN K
WG 2 LA B

n Zn:ki
h=T]h mod p=g'*
i=1

1. RS I7EE 3 Rkl x — yy Fe b i) i
A = (a1 8 on41)) 5 i A Kk Py, B

E(A) = (E(an), -+ E(ayzn,1)))-
KK P,.

2. MFEA jel2n-1, Z5% PEENT .

Bex;—y; =k(k>0), W PK E(A L) A KA
RS K AE L, E%ﬂﬂ:]ﬁﬁ%‘i E'(aj_10) HIS
kA~ 1S, REIFRR T (x -y ) I8 ST
A, PR E(A) RIRG P, E(A) BT
AR FrR:

FOR i=1 TO 2n+1

IF i<k
E(a;) < EQ)

mod p.
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EISE
E(a;) « E'(a(j—l)(i—k))
END
3. PEFRE(A,) M n+l+y, —x, Mo, id
HE(@)=(u,v).
4. nAZEH P, P A w = v mod p
JEAAG, RGP EAR BT 2

n -1
q:u[]‘[wi} mod p.
i=1

Mg q=1, MERUSV, BITL x>0y s
WM q=2, MFRU=V, WIS x ="y ; &
Ra=3, WFRU <V, BIXLx <Ly
53 HERSH

EREEHT ASCHMYL 3 vk i 2 Hlr S0, X,
YNy KN RAG R, R EE A 3 AT AT, ASC
W ) U AL A HTE S0 (6 — ) 5y, — %, KNSR
F W O] BHEAT A e, A RS L S N J7 ¥ B x — yy B9
G A SRR X006 — vi) Z i A,y (9 IE B PEE T
3.3 T IEMATE S 45 R A UE 2R AL, 3X R P
AR, WA 3 AT, SRABH XX -
-y;) B g5 A — 3 2n+1 A0 i ag gy B
A gyansyy IRUARZE —n B n Z [ BT 80, /N T
SIS0 = vi) BT R A 505 1, 6T S0 (x
yi) OB B0 A3 2, KT S0k — v,) 8
JIEXERLE 34 3.y, =X, €{-10,3, A H5in+
1+y,—x, MorEfFEy, —x,. HZSTEN 1, T
YL >Xlhy s AR 2, RN XX =
S HIEATEN 3, FRIL <INy

ZEWAN L 3 MR MR TR
H ElGamal 28] RE W LavEny. fEit 5 #
Hr, B, Py W R T A A 2 SCIRAS TR . R
KIEIW P SCHE , Py, P, JokIE & Frilc 2 1y
SO SFEAT A AME B, TR 5HML 1 R E AR
6], PR 3 S MM (n,n) IMBREAS RGELIAY, TTLA
AR n-14S 5 H AR, O E o
HPH 12500, FraxX ARG PGERS, R4
e B A

EIE 3. P 3 FE Pl S A R 4y, Honl
DASIRHU A 2 2 1 & s

6 MERITITSELE

SCHR[24]H B9 FERY SLT BMSUff e iy 2% 3 1
BR/NRE, Xl AR SR Paillier AH RS,

AT DL ok () 25 P g e sRORD [, 23R AT 2 0 dx
LA T E T8 55 [ B SCik , oA SOk
HAEAEENS % 5 G T e s i

ARAT PR IRATE X UL 1, B 2 FBMYL 3 Y
BORIATVEM M, SRIG AR SCI MY 3 5l 5L
BR[24109 SLT Pris T S B AY ff DR 7 S8 AT 4 T LUK
6.1 HSHES

FER—AT7 RIATRCR BT, — MR R
FePEFE G Z WA K.

FEMG T B AR, OB BGE B B
PR HAE B E R (Flan: R R e
PR i, BSOS R 24t b O(lg® n) | B
WL RS R kst i 842 2 O(lg® n) ),
JIT LAFRATT 38 F 2w B BT v r T 0 A 5T
By, R IR s R Sl R

HEEZME YL 1 e ZEEEREAE 1 3]
2mz ). =4S 5EGE AN IT 2 3R
Bz, mEdEdh =425 % 52T % 8m KA
BBGER, it BT SRE B . Frld, T
W1 ZFHE 8m+ 6 IR BLE .

P 2 BT e B L AE 0 21 2m 22 ). pUAS
S H5HEAMEFAENAITEE 4 KRGS, %
AP AN S5 E RL T E 12m+ 6 R SLE E,
fifp e BT L 4 RS BEE . FTLL, P 2 X
T 12m + 14 KB BLE AL

PR 3 Frih S BV FIAE —n B n Z 8], nA>
S H5HE LA NPT T n IREEHGE B, e
R nANB 5 HREZHE 4n? - 2n -2 KBS BGE
B OREGRETE 2n IR EGE . TLL, P 3
B2EF AN +n -2 RIS HGE .

F 5T N B 38 5t 38 15 R A 4 7 B LU Ay
iy AR Z Ak, (HREE T AL AR AW &,
— WSS B LR B P2 B 30 15 1 B 48 4.
PR, B3 0 P8 15 U BOR Al i {5 2 2

WEREZME UL L H, =43 58
ISR R R AT R 3 UGEA R, LA
B0 YGE AT s FEVMY 2 P, AN S AL A v
N L R R AT I 4 YGEAE, L
T 12 Wl w3 d, n B 5HE LR
WEAEH N R AR R R A T B n UGS, BT
DL 3n YOE (.

53CHR[2410 HeBE SCER[24]70 Y SLT PR AT LA
fiff DR PR AN 25 SC EL B R /N [l L, (ELHE TR v P &
PR P, A SC PR 3 eI A1
TSR 2 B U B ] Fe ik, Bir AR SC



1766 272 M- N | R = S 2020 4E
RIPMYL 3 A Z SIS, YAE G, (XS

P 3 Hfs Z e R g AR s M S AE
PEX A5, fdF Goldwasser-Micali(GM)A 4] &
GERIATSEELEMN 3. S T TR, FRA TR A STk
[24]f SLT WM FTSEBLRYE H T & 55 )i g ok Jy
Z w45 °N ESLT 1t (Extended Secure Less than
Protocol).

BOEPIN ML S 58 ANBCh n. /] GM 2
ARG LY 3 B, T L gt ik 3 #EA TN
MR R, B, DLx -y A, R F A 1A
A=(ag,85n,) » H

O, @Mi <n+x -y, +1

{Lﬁ%%i >n+x -y +1.

7E ESLT thish, 5% 1 %A Paillier A4 R 4t
BN A SR AR E(E ) FTECER, ;) » XA T
SLT Hhil HL 5 E(Z, %) A1 ECEL ;) B9 K/
Y AELy BIR/NE R,

K GM A5 & 48 hn i % b AT A e iz 55
Paillier N8 RGN 2 AT AR BUs . BRIz
M5 PRI R TR B A B ek, YA BE
Boz By, iz 0 2 A2tk ] LLZ AT, FrLL,
ARSCHrE B PN 3 b ESLT BS54 24 K.
AR VT, AP 3 5 ESLT WML
P8 17 B k.

ZE LTk, 5 ESLT WMSAH LA SCris i p
W3 AR . EARM TR 2tk Al (5 2 A kY
ek 1 s,

g

x1 HEEAMMBEEAMAIEE

MG a5 ez SRR/ €
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Background

Diffie and Hellman's paper, New Directions in
Cryptography, opens up the study of public key cryptography.
Since then, researchers have proposed many research
directions based on public key cryptography. Among them,
SMC is a key area of public key cryptography, and its goal is
to enable participants to perform joint computing while
ensuring that participants input privately.

The millionaires' problem is the first problem in secure
multiparty computation and a fundamental problem in
secure scientific computing. It studies how two parties,
Alice and Bob with private numbers x and y, respectively to
determine which one is bigger without disclosing any other
The

solutions and generalize a series of new secure multiparty

information. researchers propose many effective

computing problems, such as: secure vector dominance
problem, maximum (minimum) value problem, sorting
problem, and so on. This paper presents a new extended
millionaires' problem: Alice, Bob, Carol, and Dave have private
numbers X, y, u and v respectively and they want to determine
the relation between x+y and u+v without disclo- sing x, y, u, v.
No party knows the value of x+y, u+v in this scenario. We call
this problem the blind millionaires' problem, which has wide
application in business cooperation, evaluation system and so
on. It is of important theoretical and practical significance.

At present, there is no research based on this problem.

ZHANG Meng-Yu, M.S. candidate. Her main research
interests include modern cryptography and information
security.

To solve this problem, we first propose a method named
secret shifts adding method. This method can be used to
privately add, subtract and multiply in small domain. There
is no limit to the number of participants, and further
computation can be made. Based on the secret shift adding
method, combining with threshold decryption probabilistic
cryptosystem and appropriate encoding scheme, we design
secure comparison protocols for three comparing problems
in small domain. The first protocol applies to three
participants for joint computation, each of which has
positive integers. Addition and comparison are impl-
emented in the protocol. The second protocol applies to the
joint computation of four participants, each of which owns a
positive integer. Addition, subtraction and comparison are
implemented in the protocol. The third protocol applies to
the joint computation of multiple participants, each of which
has two data points of 0 or 1. Addition, subtraction, and
comparison are implemented in the protocol. All three
protocols can correctly output the computing results without
disclosing the participant's private data.

The blind millionaires' problem is a new problem
first proposed and solved in this paper. We have been
conducting research in SMC for more than ten years and
continue to study. Our work is supported by the National
Natural Science Foundation of China (No. 61272435).



