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Abstract Information hiding is one of the important ways to ensure data security during network
communication. It not only ensures the security of the secret information itself, but aso ensures the security
of data transmission. As the main technology in the field of information hiding, steganography has received
extensive attention and in-depth research by domestic and foreign scholars. The current spatial adaptive
steganography methods mostly rely on human experience for the selection of pixels to be changed, which
requires a lot of time and effort. In recent years, with the rapid development of deep learning, the strong
representation learning ability for complex data makes it used in the field of steganalysis, so that the
steganalysis models based on deep learning can quickly extract high-dimensional features and
simultaneously optimize the classifier. The rapid improvement of the performance of the steganalysis model
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weakens of the security of steganography, which makes a great challenge to the development of
steganography. In 2014, the generative adversarial networks (GAN) was proposed, which provided a
valuable opportunity for the combination of deep learning and information hiding. Until 2016, a
steganographic model based on deep learning--SGAN was proposed firstly. Since then, a large number of
steganographic models using various deep learning networks have emerged, which lead to a great
improvement in steganography in terms of steganographic capacity, anti-detection, and stego-image's
quality. First of al, this paper explains the importance of information hiding for data security and
summarizes the historical development of image-based steganography briefly; The second one, this paper
discourses the fourth types of steganographic models based on deep learning: 1) the steganography based
on deep learning of generating cover images, which generates cover images that are more secure and
suitable for hiding by using deep learning networks; 2) the steganography based on deep learning of
embedding information in cover images, which replaces the steganography algorithms designed by human
experience with deep learning networks to embed and extract secret messages automatically; 3) the
steganography based on deep learning of synthesizing cover images, which performs secondary
modification and synthesis on the original cover images, and the sender can more securely hide secret
messages in the changed area; 4) the steganography based on deep learning of mapping relations, which
builds a mapping relationship between a secret message and a cover image(or a noise vector used to
generate a cover image), and uses deep learning networks and mapping relationships to extract secret
messages almost completely. Then, this paper analyzes and summarizes various type of steganographic
models in detail from the aspect of steganographic capacity, anti-detection, and stego-image’s quality, and
discuss the similarities and differences of various steganographic models. Next, this paper explores the
different problems of various steganographic models. Furthermore, this paper proposes an improved
method based on adversarial samples for the security problems of large-capacity steganographic models
based on deep learning, and briefly describes the method. Last but not least, this paper summarizes the
advantages and disadvantages of the current steganographic models based on deep learning and looks
forward to its future development directions.

Keywords information hiding; deep learning; steganography; generative adversarial networks;
steganalysis
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3 3 1R €0 PG T 4 oA B T K B IR, AR
) Y - o i ) 245 445 0 2 P i A B 3R AR L
T FSF ) 2 — A i 780 463 2 R 80P T G % - i ) ) 4% 1)
Wk, ZPRRENRIA AT E R

L(lg—1n) = a|ln -0l + B 14 - Ou | +
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H 1, I RFRBREE @B A% IKE R, 0,0,
SRS HE G S EE K AER, W, W, 4334T
RO 272 B it 25 AR 28 AR . (H 2 i Bl
A B 2 PV T B 5 25 0 BLATY SR A7 AR B 5 % B )
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RS EER, WA T U, ViEiEhRE,
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Blfs B ELR. [FRE, ZBRAERBR R EUH 5 18
G EUR E S0, WM T 258 AL ( Structual
Similarity index, f&#% SSIM ) Fl MSSIM 1%,
TRATHERER IR, 5 Atique FFABRE
BEAUAR LG, ISGAN AR Y 7 % A B i i 6
RE HIEEEME L (Peak Signal to Noise Ratio,ffifx
PSNR) BMEARTE T 2db Zify, {HJEA M2 et
IR % ) PSNR {H 2R % T K24 3db.

FE T LA P P10 R B 2 2 B 5 A R A AR I B 7
PEERG, EWHE T RS Bk LLIA B R
GARR R ERE T, ATk 0 25| R ER i
TR, Bt AR (R, T G A - i R 2%
Hale D RE R, AT LIRS FE 2% 04 B[] RO
7, ABE AR RS 28 TCvE B 43 R SC B % B B T
BRI BRICLAAE, G R~ fifAth Do 28 33 o s %o iy B 5
PR FEAE TS0, PUA A M 2% K £ Bk
g TR R RIE S e (B RS UL T NN
PR MR E . (HR, 7RISt e &% Ty b
BN G B X 2 i T o o i 4 RS A fE R
RGBT TR R, XS R AR i
gk A5 2 8 DT ol A A ) 266 41 SO A B2 1Y)
TR,

223 XHHiEEA

XFHUREAS S 48 18 i dR A s 48 rh SO IS i 4 3k
B PRI IRR LI TR M REARBY, [ 2014
4F Christian Szegedy %5 A\ XHHTHEA RS Z )5,
X BT AS I8 A R BE 2 2T v S ATl A Y — A ME AR
BLs 2 > 10 3 55 0 2 — k2 5 32 X PR AR 1 1
i, M TR BE 5 2] W 5 o W A5 28 0 v 4 A ]
L ESKV SRR S /2 S DN < s =3 2 571 Eir S s o
2B 6 5 ) FHOO B B8 538 X e e 75 2 1
HTRES WS i —a25ds, NnEmiRs
S e R I .

Ma % \MOE 2018 4E 4 H T 38 T X kAR A et
G RERY, ZRAE A TR e s A I8 N RS
SR Ak IR B SR S BOREAS 1) A
P B T B AR A (Fast Gradirnt Sign Model , fif
B FGSM)Y | o e g 7RI ) A 1 F2 rf softmax bR
Henfan i ) [P, PJ=[0,2], BRI 7 FroR. #
44 Softmax 4% H 1] & 55 MR [P, P4=[0.5, 0.5],
2830 I ) A% 4 A OO BE T, ok BE I B OT
R B, 13RS S M a1 T B R
ARG, IS A A STC 4wa% F-#6 32 f /N s Ho ik
A B P25 A 2 A A R X B T 58 R A

MR A AR BRAE PR UE 2R R /M AR LY [
I, FHIR PUREAS 2548 THR R g SR I BE F , {2,
H e A ARG TR B RS I RE ) O B A 1 B TR
o

BRI )
|

i ] P 4
| ; mJﬁ&M
o |2
T aIOY T S e N )
' = i {[0.5, 0.5]_]

L
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ZJi, Zhang % NP E BRI FGSM AR RE
SRAL” EARHCHT L TR 2 T RS TR, %
IR e i R 2 R R 0 A B R AN 8 TR, B
T XU 515 B A Z RS FITY, 55—
1 oA R AR G I AL A B4 B AL 75 A
g B, SREEE S HARRE PR R T
XPHTYN A OO ME P, DT A= B i A0 AT FIKHT
554 TR ARG A X BTk AR 55 b S A 9 5 R 1Y
AR PG R 13 R B 5 Rk e B 2 A B
A HE, ZREBAAGET TRE L2, [
BF A SRIE T 25 7 5 RE A0S 1 B F L

XFHURE AR AN AT LA FH oA 1 i 2 1A PG e A
RE 730 RE T SR R 3% 19 38 0 B 55 Bk i AL A, T
I, Li 2 A PUSGR LR A B S J7 % ADV-EMB.
T 5 R AR A B 5 3 AT D00 245 Iz i) A48 T K 1) A 3
(B X R 1l 8 R 35 43 I 2 i A A . ADV-EMB 8 5
FIH FUNIWARD LRI HI iR A A, SR 5 R
FIXHEZE R — IR L, 2, B— A makLs 2 1
TR BYOR M it A AR R4 T B, e 2k R B
B MG BEAE PRUE R 0 Fe /N AR ELR BB ST
FE PR 27 S BERY RN . PR SR i T 3R SO 0 i
A P 3 /D B, B AR R 8 T LA RS I
HARSGEmM 28 B RS /i Ak i 2]
FRIRE S . (H 2 T2 e 55 R AR St A A 11 15 3 1l ) ke 3477
S Bl e T O R RS k.
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BT M b3 = b 05 3 58 R 2 T B i A LA
4b, Meng % A AESCHR[43] i 42 R T H AR
% faster RCNN U R i SC B 2R X3, SRR
TV I3 M 8 AN TR X 3o % 5 0 A 1 06 B S B
5, VAR T S R 00 2 e VAT DI 1
23 ETERBFRANREFIRERE

BT A AR o ) S B R R AR e A
AR ER LR ERIHT GAN P25 HEAT MG A B L 4n
KGREE . EHRPHE . Ars A las ) 1Y R 5 lds
LSO, T A Y AR P RN L T AR
B 0] e A PR A7 i SOAB 02 3 1 SR
5T HAMA A AR E 7 TR EINEAR, B
B U 2R PR ) T 3 3 SR R A RS R A
B RSB SX HEnER 4 P,

#3 ETHABFRNREZIREREMRSIIL

it SEIRAH T e e
ASDL-GANU Wﬁﬁ%ﬁ%ﬁﬁﬁ@%ﬁﬁ%ﬂﬁA%E@wﬂgm$A%Eﬁm$%&%%HLu% SEE, ik
UT-SCA-GAN®! BN FHRABUEER, S2IUE B AR ) BB I GE A AR T
Deep Steganography!*”

Stegnet™ TR P 2 2 0 4% 52 L P 5 P T BRI R 2L
Atique's model*” W SR T 5 A 1
ISGANE
SteGANE
T P G AL 9 245 S0 35— A 5 B e
SsteGANEY i L HCH I TR B 22 5] B B 40K
DD A BRI, RIS = 7 I BT 20 S AR ;Mgﬁw?%m*ijﬁm
0 FIRPHCIILE, SRS e B
SteganoGAN
VES del !0 1 5 B 5 A0 8 e Bl st 18
O e PR SRS AR 2 e ser e s sy oSS HOnER, RHERTA
Zhang's model*2 BB SO R, TS ST - PO
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FIF MC-GAN 4 il 2 W 5 1 5 4 i 5 , A
LSBM W5 5k 2 A MR T By {5 BRI VAR mask,
SCSREAN S, LSBt 5 b i gy WEM PET ERRRT FLE (3 BRI SRS  mask

HEBE A G 51 AL 7 PR e

ITHHE S
Liu % NP7 2018 448 th—Fh B TR PHE HERD H%Lﬁ‘%%ﬁEM$Aﬁ%ﬁ IR J5 A
EUBREZE, AR DCGAN HEATSZHi MR M LB, Z RS HA

(Cardan Grille) iy #4414 &2 2015 2
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B9 Fin, B SRR S B R R P A X L
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A DCGAN M4 T &, &5, 5 EHlGd
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MR SEEk
Bl O LT RPPME AR IE 2 ) B 5 BRI 45 4
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BERIEZ S AR (RIS RGE) B, 24
A HRR R, BRI RS 1 5240 XY
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SEHRAR s — R SR P A O BT 19 285 06 D i 2 A
KIG AT —kekgl, AR n R, e A L
(1 P 5 X M) P A 8 I 5 00 0 e BB 4 5 L A9 ik
A5 T3 — PR A IR B TR A2 108 X 3 M IS 5
BV PR R AR S B, SRR R PO L Xt
P2 5E O R IE 2. B, RIS Ir i TE b
AR PRI ER TG AR EE RSN mask (L ANRT 5t IA]
BECER . RIHEAE ) AREZERL, X0 SR Y 2
VR T — TR . R, 2R S R
HR A OGS BT 19 245 P RE B P S X T % B RS s R A R
RIS, R, PRIl 1Y 2R O BT I 245 X% 2
PR RE A P THA AR R HE B
24 ETHHXAXNREFIRERE

‘TR 5 BRI A A T A E B R
P ELAT KARPUBR S A R A e 3, % B AR qm it 7
AR G 5 A 5 B 2 )AL i B 56 2R 58 iR 5 15
SR BRI, I ELX A R A B AT AT
O I, IR R R S R 2 T W
HANLES, BERT AR R G B e bk, REER
THAL 2 5 B A TR IR . 2 2R B S R 25 4
Pk s XF e an e 5 R,

Hu %5 AR SWE ( T ABAE ) XFRVET
RS BAR T T — 3£ T DCGAN [R5 M 4%
RO ORI NE 10 FTR. e, B E A
m B T HERI RS, 5 [-1,1098 B B9 100 4k B AL

x5 ETMEHXZXNREFIREREMBRSIILE

ik S s i
WL 7 5 — 3 B S B2 H
@MU R, [l DCGAN WA E e T T
R R A R
Hu's model 24 SRR (GEEg, 3 BEERTEAEAR g s e

A B I 4 M AT W 78 B, i
WS 2 2R 0K A B 2 A5 B

£ Hu KRR, R T4 AT 0
CycleGAN Xt A= B B 34T KUK 3L 55
FAEW A R AE R PR RE I, BB
W 7 i) 5 A Sy i

FIFH faster RCNN £ il 75 2k & 15 F A
W H BRI, KSR S5
B R R

Zhang's model®!

Meng's model1?®

5 R
PBeuR F R A 5 4 IE IR

i EOlE L T
WRGIRRIRBAEEES e o s mo i
74t
T 56 AR R R
5 58 11 4 20 0 BRI W %

S R

R T SO R A AR A 1 T 4R
L5 S5 5% ZR AT X (1 3 A P AR
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FnE z WM OCR, SRIE R ZBEPLE A N
DCGAN M A, Lt X huil gk b /S 4545 &
HAREG G i A R EHE, 2GR RS
WA EMR. B R h A 2 A )
SRAREUT B B Zhang 25 A PE Hu %5 A LAl
I, FIH CycleGAN XM s Az gl (1 K15 C #4717 K
iR, Xt RIS TE R R R ER CH TR . 7EIR
SR AL R C R R b, 1B S B B B K
M z R, RO g G
FR 58 MR 1) 15 B £ B 4.

: ' g e 4

! ; wHE

% Syt

| LR (B) HeEUEERS (2) |

! AR ;
e (FwEg) -

K10 T SWE RYTRE 5 > [ B AR 4 1

IE4h, Meng % NPOFIF VGG-19 H ARG K
KUK e R, ARG RS ER R 24 B
FA . PSRRI L R RS iR
Ve PRAT AR 25 BT I BB O R A SRR IE1E
FHEH VGG-19 il H Am B 7 4o B DAl & B
B e A X3, i J i P 55 00k o BT Bl 2% 7 B )
R i L.

BT w6 R IR 27 2T B B MR R 2 2
b2 1 B 5 TR 2 > ) 4% 1) i A T S 5 el o e St
KF, Hu, Meng %5 ORI (5 800 51 5 A mi a1
T AV GG-19 I 2% By i A RIS 22 [ 44 it i 56 2R
LT R FH A BB vk e s AL P 4 B, TR
FH B W B T 92 R AR 3 Y S b - A i A A i
KRAMEZA BRI, ZRRE kA A
PR B Rk s, HRE PRy 32 WS 22 A P B
B 5 25 AT SRARAIK.

3 KNSR
VR A4 7 R [ 2 AR 2 5T B
Y SRR SR, LA R o IR 5 i 22 0 2 A ) H
ST
31 EMHERFEY IRSHA MR
SEF A AR TR 2 2T a5 07 1 52 S e
Ye (T CelebA BliEge. e Fih B R b (0 Ak Y

I 64x64 132, SRIG A 15 B 51 20 71
ik CelebA &% itk A 0.4bpp UL (5 E, H,
18 J3 Xt 4R BRI 7 2 R A Y AR RS 43 A A A
(GNCNNY I ZRAE , 5341 2 J7 % S 1R B S
Frm 28 B 4. SGANI 5 SSGANES K #: e %
XL N2 6 firzn. SSGAN ¥4 SGAN H Y 2844 K1 1%
A AR 7 DCGAN R4 il WGAN A= i 3 Jim [ 44
A RE N EEE G, #15RE 5 0B
( GNCNN ) (A IAE RN T 7%.

%6 04bpp HBANZET, GNCNN RS S HriERE M
T, £EREFNREFIRSERAMERI

Y PR A KA 2 (GNCNN)
SGAN™  Volkhonskiy +1 18%
SSGANI  Dong Jing +1 11%

32 MABKRXNREZIREHFEANMRERT

£ 0.4bpp ik AZ5 & &, B SCHK[19, 21, 29] 42
B R R R R 2 ) AT A IS N i A Y R S AR R
ASDL-GAN. ADV-EMB L) ¢ UT-SCA-GAN 5144
2 S SUNIWARD 48 2 P17 a5
W5 RNR 7 Fon. LI E 10000 5K 512x512
ST 1) BOSSbase ¥ 5 4F i SL ik i 4. 2844 18000
YIERR )5 i ASDL-GAN i 15 [ 55 43 Fr A5 150
SRMEILL K Xu' Net oG 45 M1 %5 T S-UNI-
WARD WAL T 3% A4, Yang % AP
ASDL-GAN [ 3ERE &1 X6 A iR B 5 i AR UL 2%
O e, RS AR (SRM ) ARSI A %
FAH T SUNIWARD & vE4 Tt 2%/ 75 .

Fz7 04 bpp HABET, BehFIREREELRFK
ABRANREZIRERESRGEENIREE

SR RELL R
B 5 A5 A S Bk LERL
SRM Xu'Net
ASDL-GAN™(18000 X i%4%)5) 17.4% 16.20%
UT-SCA-GAN! 22.36% \
S-UNIWARD™ 20.50% 20.10%

BT G - it A X 245 1) B 5 A AU A B T A B
R AR, EEY KRS A e R T T A
MG T L. N T PTAR G D - A 19X 246 e 5 A AR g
Tk AR B RE R L, FRATKLS HUGO.
SUNIWARD =S Rkt ibi, RS
A3l Eve ( 4Conv+FC+Sigmoid ) il ATS“HE My
BB E et SRS R 8 R, %Lk



9 EEAEE . FETF IR ) B RHR RS 7 5 1667

R £ 18 10000 3K 32x32 4 £ 1 CelebA %
£, S R AR E N 0.4bpp. H, HiDDeN &
RUE AR R KNS 8 s 5, (Bl TAkE
H R R B TR R A RO K S B KRS
¢34 %] 0.2bpp ZE 4.

SsteGANEUTE SteGANEO 35l 75 Dev Jr
RO 2% 5 5 Alice 77 BRI gmAd s 5 i 45 BK %X
by, WmAMMRERE IR (EVE F) RS
BRRMIN T 30%. H2E, M A% HK 0.1bpp A
SteGAN ()i HER R 99.8%, 1fii SsteGAN [1)fi#
i HERf R KA 98.8%. [tk LIk, HiDDeN 5 5Y f e

5 (IR T HAh 3 T G A - i 1) B 55 A, (H AR
B H B MG B T ) e R B 2 R
AW S 0 I 4% T B %) B 2% A B E A R AT 1
753 99.9%. i SteganoGAN B! ) 5 5 25 5 FFRAH
T iR By SsteGAN Fil Stegan ¥k T 10 %, &
k] 4.4bpp?Y. EAASZIGSE R ANE 9 Fis, iR
Kot A I ZREPE ) ImageNet™. 7EF S
Oy Hr R Ye Nett ™ [# 52 2006 46 45 1% K
SteganoGAN [R5 725 &5 FBRGRER 2] 2bpp. M
LA SteganoGAN (1[5 42 a1 H AL 4t H i v
B .

*8 ETHB-MEMNENRAEFIRERAESAENREEENLER

. o 55 A A % Bk
Fu;zﬁ 0.4 bpp 0.4 bpp/0.2 bpp 0.4 bpp/0.2 bpp 0.4 bpp/0.2 bpp 0.2 bpp
SteGANEY?  SgteGANEY S-UNIWARDM HUGO! wow!® HiDDeN!*®!
EVE 10% 40.8% 23.4% \ 21.8% \ 22.7% \ \
ATS 5% \ 10% 32% 6% 30% 11% 32%  50%CAR AL RCE KD

) 40 1 - i 1 X 285 2 A 7 DA PR i PR B 5 ARk
MRS AR — 1 5RY%, Deep Steganography!™’
55 Stegnet®A 1 Fh [ 5 BRI A B 2 5 B oM R @R
B, BT WA RSB e, AR A
ImageNet /& J %t 4, I EL{# T StegExpose® i
PR BARSZISZE R 11 s, R T L
MR A Stegnet G HAIYE StegExpose T =L 146
T L BERILAR 0 G — o5, 2 R 00 A0 %) Bt L 2
(BRI T, BES 43 W AR ARG o B 2 A 7 AN 3
{E BRI RTR , Stegnet (IFAE 224 B T
BalujaZi A 32 ! i) Deep Steganography #5751, Hy ik
B 2 UG T 250 eR B R AN R 8
PRI B R T, 30 REHY S AR () HT ARG I A

F9 ZHYeNet BENHERIEE A 20%H
WNEIRE, EREEEINRERE

I 5 A A % B MAKE (bpp)
SteganoGAN(? 2bpp
HUGO! 0.5bpp
S-UNIWARD!” 0.4bpp
wWOow!® 0.3 bpp

1M SCRK[37, 38 # H 1 LA &1 K B2 TRl A
LR, PS5k 8bpp. i, Zhang %5 AP
1E Atique 55 A2 H O BRI IEAE 42 H %) ISGAN, £
X5 G AN T LA T ek S T B E L
EIAZ B A AT UL, R AT 256256 14 % 1Y

ImageNet F1 LFW $ffadE , Jf43 45 PSNRPVHI ssimi®
P e i A AR T S PRAL AR A, 433 Xo) 9 o 5 75
TEWFECIE S5 EAE ) 1K sk BRI T A,
S ZE RN 10 FiR.

1.0
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02} —e— Hiding images (2017)|]
’ —a— Stegnet
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False Positive Rate

Kl 11 ROC k. StegExpose Ba5E AHififl R, LIZKE
SRR [ 1) B 5 IS TR0 P B LA

LI 5RO E, LT Atique B!, ISGAN
FERY Y 5 A5 5 % B e A 38 TR, (HE
ISGAN H2HLHFL 25 G st A0 8L T N R itk
VL] | SGAN ¥ Hib 25 KR B 7E il (Y 3@ iE )
B A ROR A RGE D R RGFE RN ESR, |
by A R e A i S 1D E DO /IR = % N W =1
SRRy H bR R RS 2 B AR A T
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# 10 REBAREERNRSERERELERNSERGRSEMEGRRELR
R 5 AR A EVE /TS T E% (PSNR) B 2 R (SSIM) % E5 (SSIM) B 2 5 (SSIM)
ISGAN LFW 34.6 33.6 0.957 0.94
Atique’s model *” LEW 337 39.9 0.95 0.95
ISGANEY ImageNet 34.9 334 0.97 0.95
Atique's model ImageNet 329 36.6 0.96 0.96

GRS B R, N IMTHEHT RS 43 B 19 25 45
RURRGI . 292 B85 55 ImageNet, 7t 0.4bpp B
HEsa T, i SCHR[37]48 H py A A AR Rl o AU 4 A
PR A5 H AR Bl ( Xu Net ) G I 4 15 5 m]
DLk F] 56%, SRM myfa il 5 15 % 7] LIS 3] 36%.
I SCHR[21] £ 3 i A I AR 4l 5 H bR B S 43 B
FERY (XU Net) 7EXF5E U1 2 7 v AR i i 4o
K, FBEdh JUNIWARD & vk s p 5 ol 2z 4 &
ML B ). RS BIAE 0.5bpnzAC FRE %
R, AR AL E % BRI R RS B
B Xu' Net Kol #1558 IR 2] T 29%, i A5l XL &
FHEUR NGRS A HrBi Rl Xu Net Kl 5 158 15
BT 24% L. MR THEE R FJUNIWARD Ba5 5.
2, WA TR D7 2R B S 73 A M 4% Xu' Net 462
FERARAY AN T K2 10%F1 5%. iyl , 8
55 4B 0 24 X BTl 2 B0 T 7 4 TS RS
AT P T UL 22 2T B S 4r BB 78 iy S 1
33 ARBANREZIREREMMEEERIN
BTG AR R B 2 2 R B AR B R IR AR B
Ay 1k A F R P A R 0 250K A A AR AR il —
ik B MBS, HazEHR S R GG AR RO A 5
SR ), R i 2 B S T 3k BT A i TR 1 I o 4
WX RS % A AR K, SCER[22148 RS
R R0 BTV Y 64x6415 % LFW $0di 44 b %
WEME, Hd, ZHXE AN 32x32 14 K. e,
2R RS T A 28 T . 1) B B ) 3 A v (B 3 B
42%7 A . I HS R AR P8 RSF R T 32x32
BER, AR S G R RIRATILAT R, R
LIRS P ELAG SE PR . T SCHR[23] 42 1 Y SGSR-
GAN Hi#, SIS 45 o8 CUB bird image $0#s 4 ,
B & & % EMS Y SSIM - BUHE I ok £ #B 78
[0.996,1] Z [0]. FEAH[F#k A5 T, £ SGSR-
GAN 17 LSB a5 J5 1) &% %5 EME AR 3 T35 38 LSB
o5 J AR B 3 R, RS SPA BRUS 43 BT 2% 1 B
WFRET T RY 50%. Hit, T & niakik=tas
JE 2% 2] B B R 7 VL TG R 2 A5 B I S O
WRRE R, F A BRI 2 ).

34 MHEHXAXNREFIREEINMERDT

FF WS X AKX R ERRE S T, &
%A RRIERN R, BESERTREE. Hu
25 NTE SCHR[ 241 HoBH A 2 — 70 ) LU (5 B S il 2y
)53 A B [-1,] B S TR A ARy DCGAN (1% A A
B 64x64 R FE MG MRENR , H RS 2 A 5] 9.16x
10 %bpp, b {5 B AR BOER R A E] 90%L |,
PS5 o Brisi Al (e Net ) 9l 248 i SCEk[24] W e S
BT A 1 0 5 %88 RIAGR B, ASE 7Ry G IO o A 238 T LA
KE] 98%; MUNZRIEAL & i SCHK[24] ) e 5 AR A
A R 85 RR N, Ye Net BYAGIN HEi FAUA 47%.
B, ZEBRE ik % et I T i B S 1A A il
V1) 2 PRI B B 2 15 ol i i IR ROR AR

4 FFIERYE)E

U BT IR IE 2 2] Y B S AR 7R 3 LA A 5[]
HEZRMKE R BB TSR, S K
TREFERETTREZ 42, (H2ES KR
B BRI AFAE — LE R RBAR D () ()R, 76 AR T 2
Fit— s

(1) AR EUR AN S B A8k, BT
Az LB TR B 27 2 e 5 A 3 o A B 3 A
LA BRI, DS R AT F B 24
P, HSE, SCHER[L5]R SCHR[16] Fr 4 A9 A i o 2 43
#/& DCGAN Fll WGAN. A, DCGAN H BA71E
YA 1) 5, Adi 75 GAN 0 2875 A it 7 v b
AFaE. WGAN EARMNHRE FUER] T DCGAN Y112k
AT B JE R —P Ok pR R (B U ) ANIE G Al A
FHAE S AR ] A B S, 1T 8 S s DI 5l R v B2 A i Dk
T DCGAN [ i ot a8, I ARAR G4 T+ A= i A
BB, UL, %ISR 2 A PR R MR A T
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Background

Steganography is an important means to ensure the
security of network information. It not only guarantees the
security of the information itself, but also ensures the
security of the information transmission process. The advent
of the era of big data makes data security easy to become
one of the key issues of concern, so it has achieved amazing
results in the field of information hiding. This paper will
classify and analyze image steganography based on deep
learning in recent years. According to different stegano-
graphy methods, the steganographic models based on deep
learning are divided into four categories. At the same time,
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the paper also analyzes the advantages and disadvantages of
various steganographic models. At last, the paper proposes a
new steganographic method and gives the future develo-
pment directions.
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