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Abstract  Due to the limitations of hardware, the development of universal quantum computer devices is
dow. At present, the maximum integer factorization by general Shor’'s algorithm is 85 (using the
characteristics of Fermat numbers to factor the integer 85 with 8 qubits), which is not a threat to the
practical 1024-bit RSA by Shor’s algorithm. Since the universal quantum computer cannot be practical in a
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short time, the modern cryptography is still secure enough now. Quantum computing cryptography attack
needs to explore new ways to enhance its quantum attacking ability: Firstly, whether quantum computing
can assist/accelerate traditional cryptography attack mode and expand its more powerful quantum attacking
ability on the basis of the existing quantum computing. Secondly, it is necessary to find quantum computing
algorithms other than Shor’s algorithm to explore quantum computing cryptographic attack. In this paper,
various existing algorithms for integer factorization algorithms of quantum computing are studied and show
optimistic potentials of quantum annealing algorithm and D-Wave quantum computer for deciphering the
RSA cryptosystem. Such as Shor’s algorithm (factor up to 85) via different platforms (like Hua-Wei
quantum computing platform), quantum adiabatic computation via NMR (291311), D-Wave (purchased by
Lockheed Martin and Google etc., has been initially used for image processing, machine learning,
combinatorial optimization, and software verification etc.) quantum computer (factored up to 376289),
quantum computing software environment provided by D-Wave (factor the integer 1001677 with 87 qubits)
to obtain a higher success rate and extend it to alarger factorization scale. Actualy, D-Wave using quantum
annealing may be closer to cracking practical RSA codes than a general-purpose quantum computer (IBM)
using Shor’s algorithm. In addition, the model limitations and precision problems existing in the expansion
of integer factorization to a larger scale are discussed. Majorities of scholars think Shor’s algorithm as the
unique and powerful quantum algorithm for cryptanalysis of RSA. Therefore, the current state of
post-quantum cryptography research exclusively referred to potential threatens of Shor’s agorithm. This
paper analyzes the RSA deciphering method based on D-Wave quantum annealing principle, which is a new
public key cryptography attack algorithm for quantum computing, and it is fundamentally different from
Shor’s agorithm in principle. It is the second effective quantum attack method (RSA deciphering) in
addition to Shor’s algorithm. Thus, the post-quantum cryptography research should further consider the
potentials of D-Wave quantum computer for deciphering the RSA cryptosystem in future. Furthermore,
Grover’s quantum searching algorithm is applied to the elliptic curve side channel attack to expand its
attack capability. It is a new effective public key cryptosystem attack method, which is helpful to expand
the attack of quantum computing on other public key cryptosystem constitutions. Finaly, the possibility of
guantum artificial intelligence algorithm attacking NTRU and other post-quantum cryptography is
discussed. It is necessary to explore a new cryptographic scheme that can resist the attack of quantum
computing, and combine evolutionary cryptography with quantum artificial intelligence, which is expected
to be applied to the design and analysis of cryptography algorithms in the post-quantum cryptography.

Keywords traditional cryptography; quantum computing; quantum annealing; quantum computing
cryptography; quantum attack
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1000 fy-| D-Wave2X k‘_q

S w1000 qubit 2 -
D-Wave One / [:-Wave

B W 128 qubit 7:41;30 Q

D-Wave Two ' ;
10 f $ N 512 qubit %

2004 2008 2012 2016  4Ef
K2 D-Wave & FitHEHALKRKBL (5] H D-Wave B M)

D-Wave & I HEALE RIS , 58 2 AN A T8
AN T RS SRR, BRSSP
RV SRR AL Hbr, HHETEAL T Ak}
=4[] TR 2% B FE RUB B . D-Wave F 2011 4R JF i & A5
FH Al D-Wave it Fit 5L, MH4F 5L E 4 KR
Lockheed Martin, Google. 3%[% LosAlamos [& % 5L
B2 (LANL) . 36 [E AR B4 I8 [ 58 S 36 28 (Oak  Ridge

National Laboratory, ORNL)Z:#H 7 A 1. 2019 41l
¥ Forschungszentrum Julich #82% 315 S T
D-Wave /A #5571 Advantage & 738 0L, fil 48
i 5000 4~ T HA, /& D-Wave 2000Q 1 # 5L |
74 Geordie Rose #Z i i &k e ita#h, H54 ML
SR JEE IR A AR Y R R A Y.
322 HT D-Wave fi B K J5t 38 9 B H0 50 i [
HMIFFE AR

B kB kR R 2 ABFinnild®HE 1ok
[, FBE R AR P 2 50 BRI B/ IME ] R D-Wave
fh TR KB B AT PlaseE o0 R
SRR RESE, AL R R Y E RS
7] RS Jite 47 7 7] 551 (Travel ling salesman problem)!® |
P52 €18 (GCP) ™2 | ik iy 2 i ] J70) | 34 5%
AN 3 TS R GRS R A TR LGN o & |
Jii] i 17374 s

& TiE Jk (Quantum Annealing, QA& i3t
RUZFI N Fikis kb b, i 1 BR 5k
J7 (Quantum Tunneling Effect). 5 1£4: 2 i HL
FEALL P B LR KORTR], 1R KRR R )
R 2ROV A T Wk R R A L, A R A
Jry E AR

K 3 Frr, BRI AE B A R R B
P e Rl “@®iileed” myJr i g i A2 25k
SRR P, R KRR Y R 2R AL
Do AN T B 422 32 95 25 ) S A A e T DL B3N P 28
EREE AR FIA P, XS 4 MABTLE KR H A AR
2T R AL A A — AR L A
———— AR

Y

£
3 ETRAKERPBIOREH

2012 4%, Lifg R EiAE N e il & 00
k)M bt 2 D-Wave Pl RS ARI0Y  5f: H 4y
MET BT A B A 5 T A L

2017 4F, Dridi % NP9 v A RBO LA B
FHF i 7R KO G I, K REUU T 5 TR K
454 D-Wave 2X 4 41 200099, i 155 7
FERFEERE IR, T LR .

2018 4F, Shuxian Jang % A"UiE it D-Wave
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2000Q, fHHHA Ising LAY Y 3fe ik 32 K o3 il 38 5k
376289. i X Sfe ik RIAT AL, AR 7 itk
BBl T HU AR O D-Wave $i A S 50075 Fl.
7t D-Wave {5z BREGIE DT, AT HAE B B 7
K. T D-Wave e T HUAREH 2R, 25|
R RS A o B R A BRI, PR AN BB L3 R
A [1] 51

2019 4, EEATEL T /A RICHARD H.
WARRENUSHR H AT 3 7 404 1000 DL PN BT AT B4 58110
LB, O T R TR R T LU R — A X
[ P9 T A L, K dim A S B o XA R R
RTRARRIRE A, HER A 2. 3. 5 AT
BE. b TR B A %M, RICHARD H. WARR-
EN i JJj 43 1000 DLP A L. (HIZ 5 7E 5
BUNOET S AR ZIURMN T ILRIF . 1sing #5%
RIS BEE AR, PR LU EAT SR S

2018 4, |3 K2 s A N VO ) i
B e SR sk A RN [, 4R S A TR ko
BT FRAE Sl AR B A (B i A 2 Ay A A
) 5 A RO T R AR PR TR AR i, B
hn A &AL E T R A R R TR B A
D-Wave 72\ ml 324 iy 115 0 2055 v il 2 40 i
FH 1005973(20-bit). 5 K 43 fiff 1) 5 BOR I STk
[71]/Y 376289 F13CHR[75] () 7781 ik F] H i 23 FF SCHik
B e RBAR . I HLX AT 32 00 i 1 3 8 1 e
B R R BCRER AT R BT K.

P FIEYLE G, BT R TR
s (surface code)¥5 i ARRIFRT, LI HuTE b
PRI B Y 72 57 HLdE Bristlecone (“JRER” )
SESCEL T AR Sycamore #R I ik AN 2.

KEPLEMRIES . B2 IEEE Xz 5T iE
TH4RIE , 7€ EurekAlert I 5 koS 13399 k. £
G AE A 5T R 04 [R] B A Sk T L2 pE
F B A sk ol ot s s,

AW FIENL, —EE e R,
T 2011 AEHNEE K D-Wave 23 w4 B R AL £
AL IR IR R A
ARG i) . —Ff A 3 30 FH ) Shor 5803k i) L s
RIED, 5H—MET4H01 8 (QAC), thn] Lk
o, SEMEFIHEIAFNE D-Wave &1
THREHLE R B R kR T s, HE
T AR 26 B BR A JCEE R LS sE 2R B,
D-Wave 7 80 mK LA~ #E A#GR KB B, 15 mK DL
TiEAETIR KRB, AR ERE 5mK. D-Wave
WP AYC SR BT R, P b R i

559 IS P Al AT — e MR KA BRAE, SRR
FiB K T A 3 BEAE 4 OK -

Hit, #T D-Wave JFBEEAYHE TR K SZPR - A]
DL — b v T 0 PEA A PGB KB, X
D-Wave #F 8L T 3k St i SO AR e 19
JEAL

Bl 4 AR i LR 7 2 g, Shor Bk
i3l T AR P R 12, H T R BB
R 85 [ i, WS BRAs AT BN B R AN AR B 2
L. I, 7EAN B SR PE i i 1 A B RS A
RZH, %4 B B W A P 0 g AT TH 8
A — B R R St BB R P T S A Y U
J&K H T Shor 5.9 Z 4 D-Wave & i kBT
CIEFRE

FET PR TSR NMR S50 (1 BIFSE
T NMR a7 AR BRI, Joiky e 2]
PR E oL, Hizoh e R B S ey
JEME, MErEcR T SEELL 3 HR A i g 291311,

HTF D-Wave JF B B kB0 1 B KA
Bk 376289. & Al T HA L D-Wave & Hfkitt
JEAVE, ESCE 100 240, EBREATEGE., &
b o AW A A T S 2R SR T 5 A I
(AN FH T Shor B3k T AT Z 00, S5 R 3 il 52 5
PN R 22 i = R < S N i O G G A SN E T
PR AL, bt Shor vk B H IS gl i,

»| Shor Bk > BRI S B4 85
BYEME — INMR: AT 291311
T4
A
D-Wave: B KH] 438
376289

K4 B iR T5 15 LA

33 D-WaveE FitEHGEFHEBERAKKEHEN

S

HISCA40 T D-Wave =& F i HLI il bk e
Ak JRE . i SR RE O LU JBE R A8 A 1Y & e iR
&, G5 Z 0GR AR B 3 1 R L R 1
TFREAL, e AR AN TA R . %2 . vk
SRR, TEJE RS K RSA N Bk
bk 241 4 He Ak 1) 7S F1) F D-Wave B 71T HLEY
R 2RO 48 R 4 R F U oC U T R

1EB R R4, D-Wave & T3 3& HLAK %
RSA 7eil PR ek Lz H f SRy i+
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ARG 2, X IR A AS B DL R e A
TR — KRR PR TR By
fif# I FH B T LR A 1sing B R B8 v, #EAT AL
b, R R T DU G I 3% 2 A5 0 AR LG REAS
ARG BE S )7 AT Ak . 7RSS %4, RSA
T2 A ZR 0 i F R kR ) 2 O SR
AECXE R BT B, fE SR BT S e B
PERYATREME, AL Sk H D-Wave & F it 4L
) Yt

4 EFITEMREEZZBBIEER,

EREAR T HRNH S
41 HEHEZEBHMNGEERTSS

W I3 Hl £& %5 9 (Elliptic Curve Cryptography,
ECC).2 1985 4E 1 N.Koblitz F1 V.Miller 4& ! ity —Fh
INER B A9BSR G v S A A I £ K
X0 (ECDLP) Y48 B 0K i WMEME 2 F iy, B4
Yz N T B B R Go B i R . [ i
LM IE AT . B bisshae 4
LT RSA A4 %,

ECC 114 41 = ZEAR AR A0 5 1 2k g #onT 4 )
(ECDLP), x5 i £ 5k iy Mo i iy . 95 %%
&R, KB/ EH ¥ (Baby-Step giant-step algorlt-
hm)[®Y  Pollard’s rho 44 1:%?  Pohlig-Hellman %318 |
Multiple Logarithms 358 | Index Calaulus %1% |
MOV £k FR 254k SSSA #i: (Semaev-
Smart-Satoh-Araki)®* | Weil Descent #{ ;.

A 1R N5 AR AN REME—Bff E S RS
M, SN RGN R eV T RO
B iy | K= R ) O e s W R ) i B 1 K o = B
FA JRRE AF- £ T AE 30 [B) AN AT 3k 4l 1] 2R G o Bt i
WG R BGE N R T BB e fE B R
Al LAGETF N Bk B s R i R 58, A R
2T 0 SRR A 1

{5 18 2 <t ( Side Channel Attack—SCA, X Y 5%
B G R TR ) R A 2 N ST R
A gy sty AN 5 R, kel Oy R
BB X 0 2 S AR By A ek i 3 2 A b 5K
NS Z2 40 R A B AT A, Bl AR
%, ROERBE, T“EEWEW R N T TR

XA (B3] o 4 55 % 1 (M A5 1 8 A T Ay
S — Pl Ay e, RIE R e it R A
SN RIS 2 4 Y T K 12 = 5 0 R G 1 i ek

R

il j> !
HFELE

B 1]

ik

B

e

Vaal=1
Kl 5 M5 i St A
42 WEfZZEENNEERENERIMIRIIK

1999 4, [ Jean-S ebastien Coron®J#2
¥ 2 43 BE 12 40 i (Differential Power Analysis,
DPA) I 5 48 ) 2 5] th 26 (ECC) %3 R 48, iR T
& T EC Diffie-Hellman % #4341 EC El-Gamal 2%
RIS %) DPA, JF4 T AH I A B AR it

2000 4E3E% 4 |-, Ingrid Biehl % AJ%} RSA
M 2% 73l R i <t (Differential Fault Attack , DFA) AL
Mo P TR 2k B0, R T = ORISR 1l
i, NSRS A A B B B s A R 8 il 2 AR
Hh DAY DI s 2 i R AR OC T B AR
I iE i SRR T S A R

20034, Toru AkishitaZs A 3T Louis Goubin
) SR RELHRE T — o A Y s O o — R A
(Zero-Value Point Attacks), Jfit4iisr23 7 kit
D7 N R R, S ECC 1y 2 S BB 18 i 245
HE. IR E SR NZ T VAT DPA TR RS T
FESEN=S&in

2006 4F, FENTEER AR EG . 1 R A
fay BRI FE 43 H7 (Simple Power Analysis, SPA)Xf ECC
L AT LB I AE BRI ST, ek
HHZEK S R s K BE R T 192-bit %5 4H L 1YL
TR — R IIFERT 4.

2007 A4F, [E P9 VLK A 1 K i T 5 o A
Simplepower ZFE43#71 T H X} Montgomery ¥y 12 7e 12
HEAT DIFE 3 T (SPA) #1122 53 T AR 43 (DPA) Y B 5%,
S SE IR Montgomery A i 3fe Ik AR LA By
AT AT B D FE T (SPA) I RE 1, (BICIEPL 220 2D
FeTidi (DPA).

2008 4, LLfa%1)2%# Eli Biham, Adi Shamir 55
NP e 2 B4R T — Rt B R LR S 1
B A S B v 1 e ) R 2R A 7 B0 ) O B —— D T i

A
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(Bug Attack), %t Pohlig-Hellman il RSA %5 it 1A ] Ji2
IRIXFPECET, IR % T X B i 2 2 A R G
Xof ik L ) P

2009 4F, WP KA Agustin Dominguez
Oviedo 45 A1VE|t i [ il £& v (14 b i e 1 (ECSM)
AR F BT s . 3T R (Fault-Based
Attack), %5 T % — et B h Ze Ft NIST A AR
o 4 i 2R ety A JSUER | SR i LA R B
R FHZ TG NIST Al £ &% 4 gk
DIZR 8 T 99%, MR T K-283 4k LASMY
A L. kR I X A I R A 2 Ak B M
MOREY U, BT A, TR T
B A it

2010 4F, VG TR K2 A o i 4 A7
BHER TR IR 2k % 1 (ECC) P ThAE e il 6 At 4R
H—Fhikdt Oy 2. %07 BRI O B AR bR R A
LA, IFKe %540 50 i b 22 4R TR B 1) 2 2% 4
SRR RN, B AER Y ECC HrahFEl r E
RS T U4 UL .

2011 4F , o E BHE K2 M X RK A S A% ECC
% ML(Montgomery Ladder) & ek k47 T 254%
FEHTICE . SRR T, ML FIAERBEDL AR
B 845 (Zero-Exponent Multiple-Data, ZEM D)2 43
FEA Mgk UE WA AN 4, A SE B R A
O SR B — S AR 458 i

2012 4F, MR T AR EBE A Ik 4 s A0 T
P55 A Pl i o SRR, A SR I sh i O 5Tk s
B 7 iz B 1 R 1 i 8 2 o S R A R [ i
(fEAABEAMMEEE ) Rk %, M
FAE SRy, B —Fh ek R AT s, T
DU DR TR A, Seabat e, it 15
W B E AT LIV 192 (52 8% 5. ks T
s et gt — o A o B k. SCIR g
R, LB 9 A ] 2 48 R 2 R AR 27~2%,
TZMIFFE R W B0y 1 1 S8k i H Al o 42 Bk i B T
T BA - S % E L.

2016 4F3E 5 A4 TRl R K Dk B R O X 2
TS R e IR AZ B, HEBT D AR oo RN 25 SR A BOP
JE R TR, ] AF 2R B 5 X s o G i AT AR
P SPA Mritr. [Wl A PSR A K A i T B 1 3
SREHLIE, AT UGS RPA | DPA | ZPA I0ifi. %
k5 BR. WBRIP JLIh#ERGE kM tuE:, wl Ll
[ Fof SHE 51 1) 22 4 M s SRR

2018 4EFg HULAS L R AR X - FourQ
AR AR AT RE R SO R 2 4 P S B
(5] [y £ %55, AT LAAT RL 4T 2 Fh 5 38 Mo . FourQ
B EAE 128 % 40 R 3 1 )R] 28 00 A
ek . DH B AE F 2 24 B8 TR B il
&, SEIHFR K 8. 16 Fi 32 f ik gy. Hk,
H FourQ Bk T —EMEEX R, JHEH T —
Pz STy 58, PR AR X 45 i 52 2% 1 0 £ 38 T
PR, ALFE 2557 DIRE ST T (DPA). 2 B T i 50 5
gEIRFRM, FourQ ARLM#Eid T Curve25519, A7
TEAE P R R IR SR T FE 1 £ L B8 s .

43 ETE=FEZENHEMZZEBNMUEERSE
ik

ECC & athiim, JLFA ] fEE i 14 48 %L
2T AT 26 T R . ARIE IR AE TR HLAY B A
RE 1, i 160 fi ECC %4 2k 75 B R 24 1012 4F.
XFF NIST 28 A 1922 4 il 2 e /NG 163-bit {7 1l 26
Kil, BEFTAESRRIAN T . W1, IR AR RN AT
fli gy, ECC HHME MR =, 7 Il E oe i,
WEE e EMAMRE T 2N .

BARMIFECeETE, MfE RS R RSN
TG B i 2R (5 B T B, AH BB T E R
HAR, AL (5 1 S T IE AR AR T R R A
. WIRIR AR, R, TR R G
T3 R St o 0 ph 5 2 S 198 00 35 1 <8 (] A

bt R ARG, ST AR i 2
PR SR ) k. ZBRFE I AL R
ANFEAHIRR , ali R DO B I R R
PSR Ry, A R AR R T

HiE IR S SRR A T, 1T
DL A AT 25 e g o B o TR R AT R . TR A 4 I
HagF e MG B YL R, B KA
FAERERE 1. f i i A e 5 & 8L A
ghgy, LU AE G e AR L A I i 2Rt R
I E A A R TR S A RS T
HEJ. EAE A — R S R G B,
TR S AHE R RES T 5 S1EH.
431 HTFaFR K25 TIFES BT

e T A IR ) 5 TR KB TR
ST Bk e 58 e PG it 1 B 0 g FH 04 e < o A
ARG, nRESCEN BAS R G w et it — .

Sk TR XA A A P ) 3 T T RE A 2 A
K, SCHk[105,106] 1 B 3h 3 25 2% 4 12 4 (Wave
Dynamic Differential Logic, WDDL). BARIEKR T 2
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P R T S I K Y N E g PR 1701

STUIFE, (R BRI, B
A ] BERL ML . 2010 4E Kazuyuki Tanimura ™74z i
B F AL G R K ExCCel (Exploration of
Complementary Cells){i fL557% , %F WDDL #4741k,
R RS HEBG [ s A BORER &R B ARG R Al
&, HRARAE AES S-Box HL % Hh 7 B 4 45 41 1w AR
FITIFE, I H X253 DIFE S BT AP BE T 30

2016 4, A S OB s L T o i kOB ik
)22 53 DIFEST T (DPA) Bl R e A4k, I &2 7R
KELEXS WDDL #4704, Wl AN b A B 2R
JG, MXFT ExCCel A5k, M FREZERRM:
MR 2 75 R 1 R (1) A A TR 6B I 2 2 5 25 1)
EC i T NI WD DR SR = R0k e iRV R E IR 2/ N
5 L B A A 1 AR D AR — D FRAIG, RS2
DIFEST T R g

IR K SRR KM A & I —TJE R
PR, ane] R FH 2R o 2 48 52 B 3 35t rh B AULIR 2k
FkERE IS B, R —
AR 7 1)
4.3.2 T Grover ik ECC M i Yty

R PE T, KRR TR, W Grover
Bk, HEMEHKER I — Mo 28R, X%
NIy A N0 Qi R S | e -0 = e i
WAL MEE SRS A, X ECC % Bk
AT

LAy 1) 2 F B I B0 48 LB A 1 0 B it
FEVEAT ik 2 i 2 v g E B () . 2009 4, 4
AN O IR Grover I RAILEMA
iz v v A B O RS A, AN
) =5 DES It il LITE O(56x2%°) M 5E i, Xt
A ML, R T RIE IR R 4.

2010 A NARAMOM i 49 1 =0 ot oy 20 i
ECC Jngs 533k, 38 1k kil v [B) B4 2 1Y 1-bit J7 51,
FIWr ECC i eis B A7 A7 S 0 B, M H Wiz v i)
fEIE7 th HARsE BT k. XTF 252 19 n-bit 1Y%
B, A8 FZ SRR T DK TR 2% B DA 27 BRAIR S 2m

2016 4F, BRFEMEE AN NARA Ay 1
i A TG, UK T Grover 8 R L 5
G AL A F Gl T X R A B
[P A N7 — B 2, P SR e AR
B Grover BCHEE AT DR B0 R 2R 0 &2 24 B A
O(n) FEAE 2 O(n) , I EL7E B 22 AS AR K B4 A4
IR AEAF] 100%. SR T ECC Hii=Nsdi iy
% o TADE A 22 /N BR A4 B0 T 19 1 S
M, ORI AR 2N FRAIRE 2N 4R m R

ELES

H [E) A 388 A0 o G A2 A7 i 2 ) e AR 1R 4 e st )
TR 2R a8 i g W SCOR 2 SC AR BRI Hh (AR
I X b 35 B H TR HE DU IR AR A 8. T
ECDSA £k Uk, U Al ) il B 25 B 2 AN [
(), T B AE— U SR A AR ) P 5 3. T B R et
SNRMEE A ARHE b, ZRNF . CPU SN ER
M, AT RE 2 3 BUB IR A 25 51 L BLER 3 bit ISR, BE
MR R. 2016 4F, SERUE N s T —Fh
B Grover T B A KRB, ¥ Grover &
FHRA LM MBS S, PN AT
2 1E ECC M5 B e v h BLA B iR 0. X TR
JER N IS 254, 2432 2N BRI B M AR
bit B, Mk B0 B R AT W PR AA A2 A R R v A A
A LR IR AR, SCgR 2 R I ey ECC T
AR IIE R 136 9 45 9L 1 5% 8 100%.

2017 4, T N\ MYE ECC A2 21| s i s it
65 T 11 52 A2 Y Grover Bk dEAr AL, & IAIE ()
TEREAR D T ik R AN], MM E 2 0.1
W, 1 b OGRS, fEXGE AP MR
B IR LIRS R R, S — A s ik
FL P B I o 0 e 3 1 S S A I, O LKA
TR 2 s TR 5 RO 2 ) s B kAT R
o, LG A 5 T [ 2 T A AR G 1Y) Grover T+
SR AT LI 5 s R R AR S s R,
iz 7 50 NIST &4 19 Koblitz %24 il 2k K-163
fELL 100%M 48R 5E 1, A Bh T4 8 - oAl
ON B RS R A s

Grover & ZRAELE ECC M5BT+ Y
Wt U —E R, A R Bl
A . PR, SRR FEE ML E
PR A A Y 5 T LA R R T A LA 4
P X B 2 A A 2R 4 BB 13RS ) o )

SR AN [ T A5 G A [ it 2 A 045 3 2
A, AL A [ 2 4 T s )
BEE R TS . KR TITEER TR
BAEGMEELE i, 458 T FHNRHN T
XiF N A SR R 2R Y 28 A M s R T O K APk L TR
W, o AT A — R S % ik M
Kl Z2 (0 F A BIMAEE Ao, MEER
AR, INE T 73 AT S5 7 250 R G 1 28 4 P
Wk EAER.

5 NTRUBIFEREEFHH
NTRU A HZ AR S]E B /A 2z 8 & it
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B A IPURE S M B, RE R TR
R 22—, AR Shor il A it

HAL B 275 NTRU J5 & 73 i s 1
SRR, 2005 4F, AR TR R N
2 NSL ooy NTRU R RS AT 4640, fo P et A4 4 1k
HATR . AL gy T BGh AL, 5 R SR B
fi% 3 MRS, fE AL Atk anin] LU
R SRR AT e] Lt — k.

2009 4F, i ZE T ORI R TR TR
TR IS ) NTRU iR LT, 8% NTRU
) T8 ol ) R A Sy it A2 530 10k R il DR P ) 2 (), i
W RIGRFRE . AR R ESHOTRILE M. LI
KW, 5—BEREEML, ZEEBERE —EMm
PAEAIRE T LB AL EE, hRirs 4E 4L
Home, ZRFIEIE T, HELIXT NTRU % 5852
FPE . I A UG S 8O [R5 R fa e Pk
AL N

2016 4 3 A , Bl 2% Himani Agrawal il Mon-
isha Sharma [t T 4 T AL I 526 NTRU L1k
SR8 He T ORI A Bk O O AL
PR, MRIGLIR R, WAEIEMIERN NTRU
5 B EEAR T A AR BE By et P Ak B 4 i ]
DI 34.65%H1 41.31%. hns% [a Ak AR B0 15 B
i, R EEDLAL S B9 NTRU il 25 55 B2 F1 RSA A5
174 f53ME] T 4.59 1%, i3 NTRU Btk —2
PR, UEB T AR AR S NTRU s 58k
k. [WAE, BIGLEE S A A e 35t NTRU
BE— AR AL R 5 A 2R E R RSA N
WL, JFHEAHENR . HHNAN . 5L
e SRR, AR T BRI L NTRU T 424t 5
T30 A% SR RSO B2 1) e 4 ke

e )5 & T E A A & TR
TnaH RE 7 RN BB 2R ON AE DAL NTRU B 7k

Tilf i ) RIS A PR UE AT AR R O T2 T, 7 PR AR
F:X =Y RPN ATR IR B S S5 R A,
Tilf 58 ] R AT 285 A SR R AT B L, TR AR A4S R
T sl T — SR R A A PR PR XL
PN 2 4P 3 B HR T 7 3 26 R B0 2 4K v 22 11
B HMERE .

0y 7 PR RO R A S T B0 R A Grover 44
2, BRI R EIE— X R ACh R B ITE Y claws,
KRB A B Bt R, Xtz s 4
FELRR AR 7 B M 2 M A T 5.

2016 4E¥LFEBFEE Marc Kaplan 2 AUl &
FRIRMH A RS, 5 T —Ffld Bk—

Simon TR, PAHORIGE 2B ALT i Xk 2% 1
250, FIH Simon Bk, L F bR ML
e e ) gk, N, EgmikEh, F
E— I RTFE Q2n] 2) A ; Y bR pERE—
B %) S P s, )P AR R R 2 O(n) kA i)
FIE RS

DIXTRREERG R 5], AR A ) e G PR E 106}
BT RS AT B X R IETE , 4]
KBRS 2R 2 DR E HPt st 7 XF F1 L .

1525 F 24 0 7E 20 B B by 1 KA L AS
TR B o b TR, AT BT 2 S x) F
()2 Ak mT LASEAT AT S8 B9 IPAL . SR, FE R T
S, R R TR, BT, Hit,
BT B X TF i — A S T A
R, AR 2 B T AR IR RE . X IR A PR A B
AEMR G R T2aet, e iR
SRS Y FEAL.

6 SEERE

AR SCHE A X R A R N AT S 4y
Mr, SR T SRR I ST B B AT AT Y
FEA LA R LA 2 R Ak 2 Y HE S . AEAE S
G 0 S B i S 720 o0 = B R A
SRS, JFREE T AN TR B EN NTRU &5 &
TR BT REE. 7R3 T TR AR ECC IS
B . Shor BIEXT AR MM . TR T4
PG 1) H By i S5 7 TR U T SR A BE 5
W, NI E BB A SR i TR T
XA TR A T A s R T —
i 5=9"8

TEERG R R, R TR R EE, &
B EA M HAY 1024 HEARRY RSA fil 163 HLARAY
ECC fRiZiL. A LAk #8 R Hofth i 7B 35 iy ot ]
1Tk, 2018 4F[E N B AR Al & & iR L
D-Wave i RSA & A R, EN5E 42 AHF Shor
FE I TR SO R, R SRR KR T 7R
A3 A AN TR 4 K st A 3 P S A R R R AR
LR M. SR Ko £ %8 1005973(20-bit) , i 2] H
RS B0 A ) B RIS, RT3 I R 2 TR e Ao i
TN FE) 376289 Fl 7781, Ff H 7 TR AR5
MR =0 bR (BT AR, R R
WAETARE ) LY il

T I 7R AR T AR G 0 M TE Ay
HyRETEA R TIMPENTGERE ). Grover 111
REEWIR T ECC M58 i B A8 e 1k
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LKA 1B IE ECC Hrili bt LA A IR LU AR, AH
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