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Abstract As software systems continue to grow in scale and complexity, source code
vulnerability detection has become increasingly critical for ensuring software security and
reliability. While traditional approaches, including static analysis tools, dynamic testing, and
deep learning (DIL.)-based methods, have been extensively explored, the systematic understanding
of Large Language Model (LLLM)-based solutions for this task remains insufficiently addressed.
Recent developments in the LLM ecosystem, particularly those leveraging Transformer
architectures, have led to a new generation of methods that are reshaping intelligent software
engineering. These models, pre-trained on large-scale code and natural language corpora, exhibit
strong semantic modeling and cross-domain generalization capabilities. As a result, they can
better capture code syntax, control/data flow dependencies, and vulnerability semantics than
conventional DIL.-based methods. Empirical evidence shows that [.I.M-based approaches

frequently outperform traditional models on benchmark datasets, especially when detecting
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vulnerabilities that span across functions, modules, or even files. Furthermore, general-purpose
LLMs, such as ChatGPT, DeepSeek, and Gemini, can be seamlessly adapted to vulnerability
detection without requiring task-specific retraining. Leveraging mechanisms such as prompt
engineering, instruction tuning, and in-context learning, these models can interpret customized
vulnerability descriptions and identify relevant security flaws in previously unseen code. Such
capabilities significantly lower the deployment threshold, enabling plug-and-play intelligent
analysis pipelines suitable for real-world adoption. Despite current limitations in accuracy,
particularly in handling obfuscated or adversarial code, their flexibility, transferability, and ability
to operate under zero- or few-shot settings have opened up promising new research avenues. This
paper presents the first systematic and structured survey of LLLM-based source code vulnerability
detection methods. We begin by introducing the motivations and background behind the transition
from conventional methods to LLLLM-driven techniques. Then, we establish a comprehensive
taxonomy, which classifies existing techniques along model capacity and core methodology: small-
scale Transformer-based detection methods and large-scale general-purpose LLLLMs. The former
are further analyzed in terms of pre-training strategies, tokenization schemes, detection
granularity, objective functions, and input length constraints. For large-scale LLMs, we
summarize four representative categories: (1) fine-tuning-based detection methods, (2) prompt-
optimized detection methods, (3) hybrid approaches combining static analysis with LLMs, and
(4) multi-agent frameworks driven by LLLM coordination. In addition to reviewing representative
methods, we conduct a comparative analysis of their performance on standard benchmarks,
including comparisons between LLLLMs and traditional static analysis tools, LLLMs and DL -based
models, as well as among different LLLMs themselves. These results collectively highlight the
performance advantages and practical potential of LILM-based approaches in vulnerability
detection. We also identify key research challenges, including prompt sensitivity, robustness
against adversarial transformations, limitations in inter-procedural and cross-project vulnerability
coverage, and risks arising from data contamination due to overlapping training and evaluation
corpora. We further discuss auxiliary techniques, including retrieval-augmented generation,
LLM-GNN joint learning, context expansion, and multi-agent collaborative reasoning, which
may help alleviate these challenges. This survey offers a timely and comprehensive overview of
the current landscape of LLLM-based vulnerability detection. It provides a unified conceptual
framework, summarizes technical advances and open challenges, and outlines promising
directions for future research, aiming to support the development of trustworthy, adaptive, and

generalizable vulnerability detection systems powered by large language models.

Keywords vulnerability detection; large language model; Transformer; instruction tuning; prompt

engineering
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23 HE R IHLE 38 7 s B A R A
TR I M e 0 RO AT B REOCTEH A &
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LR JZE AN —> v [E] O R (A ReLUD 4 A%, B
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LMk AR e 1 5 R YR L
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SRR R IS B . SR LLM AR L, 32 i
9% Transformer B AT YN ZRRAE EER S
HBE RGP IS TR R & NI
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TEAF BT O AL 1 YA R s R A D)y ik 2k 1397

®2 ETIREZ Transformer BY IR KA IRRE N 77 R4 EXTEE

ik Srid e A e T T
Method Tokenization Pre-tram‘ Pretrained Model DetchoAn Fine-tune Loss Max
Re-Pre-train Granularity Length

Peculiar (2021)'*” BPE No GraphCodeBERT Function-level ~ Cross-entropy loss 512
LineVul (2022)1" BPE No CodeBERT Multi-level Cross-entropy loss 512
LineVD (2022)* BPE Yes CodeBERT + GAT Statement-level  Cross-entropy loss 512
VulBERTa (2022)%" BPE Yes BERT + CNN Function-level ~ Cross-entropy loss 1024
SDBV (2022)1% WordPiece No HGT Function-level  Cross-entropy loss KA
VELVET (2022)1 WordPiece Yes Transformer + GGNN  Statement-level — Cross-entropy loss 512
Yuan et al. (2023)1% WordPiece No Transformer Encoder ~ Function-level — Cross-entropy loss EN|
ASSBert (2023)1 BPE Yes CodeBERT Function-level ~ Cross-entropy loss 512
SVulD (2023)"% BPE No UniXcoder Function-level Contrastive loss 512
EPVD (2023)! BPE No CodeBERT + CNN Path-level Cross-entropy loss 512
RoBERTa-PFGCN (2023)"*"! BPE No RoBERTa + GCN  Function-level Focal Loss 512
Staged VuIBERT (2024)1"” BPE Yes CodeBERT-HLS Multi-level Cross-entropy loss 2048
RLFD (2025 BPE Yes CodeBERT-HLS Fine-level Customized Loss 2048
DetectVul (2025)"* WordPiece No BERT Statement-level ~ Cross-entropy loss 512

4.1 Tokenization 753i% : TR VI 47 Sk B§

A I A RS AT 55 v, WA A 1 53] O 20 462 21
PERE R BRI . (EGE R TR L ) T i R R
DL B3] SRR TR AT S FEAS B 5T 19 17 9% (Word-leveD)
Y153 w5 LS B )y =X Ok 18] ¥ 43 A (Lexical
Analysis) o 140, xF 74U B “defunPremulSk
Image ToPremul (a) : ™, i8] ¥ 73 Hr 2 6% H A 7
[ “def” . “unPremulSkImage ToPremul” , “ (7, “a”,
77 Lo O IERR SR ML OR B R DLBR IR A Y
PRG54  AHAE T B HLA A A BRI 18] e FLASE
23 2R i K . T 5| & ™ B 1 Out-of-Vocabulary
[R5

T GE ff bR ), B 5 A 4R T TR g
(Subword-leveD) YJ 43 55 ¥ , 41 BPE (Byte Pair
En-coding) """, WordPiece"*' 5 Unigram "' 4% . LA
BPE Sy ] , 1550 0 i R G A W5 I s
XF s Az BT R B 1) BTG o DT A 1 4 1) & HRASE 114 [+
i 2 3 B AR OOV XUR: o 1) 41 s X 1 R B0 44 “un-
PremulSkImage ToPremul” . BPE ¥ H 415 A “un”,
“Prem”, “ul”, “Sk”, “Image”, “To”,“Prem”, “ul” ],
Horpr, “Image”VE h H FH IR 9 58 52 0% B L AR A Bn iR
FFER I BcR o3 vl H ) iRl s X — SR R IR
BETE LR (AT SCoE R OGS T BRI Z AL
PRiRAF Iz ALRE T o SES R ZEARAS Tl I 25k 5 1k
P By Bk H BPE 111 o3 A4 TA& e a2 53-3a) , i)
AT EAL AR

o T B R R R 2 B A

SRIE AL BT i) 43 Ta) SR W AT A X LA SRS FRAR SR
W YT U E R AR R LRSS R R
B I 2k & A Tokenizer. 1 41, LineVul " f#i F
CodeBERT # 7Y, Jf: 3 F CodeSearchNet %4 5 4 18
i BPE Sl g 1L 1 TR ARS8 Tokenizer.
VulBERTa"*" 3 — 2L 25 45 Gt 13 45 111 ¥ ( Clang) #E 47
WL B B A ) 43 R ik 50 S BV BPE,
FHAE R IR C/CH+ RS R 5 AR iE APT
PREL IR IR A TR 1 58 8% . Chirkova 55 A
i i CodeBPE, 7£ il Ab # i B A8 B8 an“ 1) 5 7 4545 a5
A o E R AT 9K IR 17 %0, RIBHRRE T
WEAE S5 PERE . Staged VuIBERT I 3% ] 43 J2 A
W, SR AR R 43 S TR A B TT  FEAE TR A N B
BPE ¥]43, 3fif 1 Token Transformer FliE/H] Ji g #%
PR RLRETE A B, A SO PR 5 1 A R
4.2 TRl GARBYEFE

TE 3L F 45 5 9% Transformer F4 5 A5 Jis 1] 4G 00
D73 T GRS Y 1 e 4% 5 34k A 5 vl A 0 7 i
A% o MRYE T B AR 5 I 2R ms A AR ]
BUA T ] 43k =2 () T 1) 38 FAE 55 B il
SRARY 5 (2) T [ 45 2 T TR AG: DU AT 55 1) % FH F0 Il 2
B (3l B I 2 P 28 TR A B . R TG =2
BRI AR TAESA T R G EE 5 7317 .
4.2.1 T 38 FAE 55 A4 T 2R AR

38 FH AL 001 2R R 38 7R >R B GitHub 4575
() KT URACAS TE L b 24T JC W B I 25, B 7R A
# {0 #5 BERT. CodeBERT . GraphCodeBERT 5
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UniXcoder 4§ . 3 28 5% AU 3@ of 701 25 4 55 C
Masked Language Modeling, MILM; Replaced Token
Detection, RTD; Denoising %) 2% 2 A% i i 7% 5
YRR N BRAR BT S5 i B n a1 . T
H o B ARy R AEGE 1, i 92 3 5 U
T 1 e 11 G D K5 4l 4 b AT 5% 5 90M (Fine-
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51 A4 )2 45 ¥ (Hierarchical Layered Structure,
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CHURLEE ) 5 1840 9 CARRLIEE ) T IR AS: DU AT 551 >R FHAL
OB e I ML . A BT U ER CodeBERT .
Staged VulBERT %t X< AAS 7 51 55 22 0 5 A [
VT T RS Sk Hr, BRI TR
RV 4 Jay BT SCRRS 400008 T A L RE T . TR
Sefth [, RLED"™ it — 2545 A i Ao > JEAR W ks
JE T ) 5 A ) R XA S e 91 DS ok 78, O et Ak
T ToU 5 HEFF PE 6 19 2 il ek 25 DL 51 S B R 31 25
AR W], RLFD 404 T Staged VulBERT 7E 4
LIRS AT 55 L EUS TR ERE . B T
T8 T IR AT 55 AR 25 44 A1, A B S
Y9 T RE 8 I A AL B 2 RS E E M A H A
LR, ] 40 SDBV! R T 5 #4 [/ Transformer
(Heterogeneous Graph Transformer, HGT) . IEK &
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)R AFHAERY SSRGS . 7RI Transformer
FARGE M B ELA L R4y i ik 5] A RS A

Fa At AR B o 32— 2 338 5 6 U ) 1 SRR AIE ) e A5
e ). Peculiar ™ F g T 5 U T fih & 22 2% /&5 B AH G
HY K5 4 I % B % AR I L JF 45 A GraphCode-BERT
XF P 454 5 A0S e 91 AT KA g A . DT 4 T
XF e T il e B S BB ) o Yuan SR NUPUEE
Transformer % &5 th I 175 A Z B A CELFE R
A ) R SR ACHD ), FE4R R AL LA
Al A 22 2 G PR BT UM B DT S 30 5 42 AT (1Y)
U ) 4 AE A ASE . EPV D0 38 5 X6 R I 9 A
KIHEAT 2 B AR R M » 255 A5 TR 28 I 28 5 F300)11 2
TSN, X A N 5 AR ] ) o SLOC R A TR G
AL, AT BT T Y IR ARG 4 R

BAR IR P R PR AR A ek Oy XA 22
St IR H AR 7E T 58 A Transformer 5% 1
YIRS T8 7 52 2 S5 Ah) SRR J2 1 ) L 3 3
FER AN B A5 B B R o 28, 2
PETHIR IR AU () HER R SRR M. B TE 2 Xy
R T T R0 37 S 1 5 SR TR B TR 1) R AT 55 i T
GV R AR AR 3Z ) T
4.2.3 38 IR 5 P 28 X 45 1) 5 A5 8

FrAnifE Transformer 2244 4h , I AR SR b 58 AR
R T 1E% 12 9% Transformer JE A il B i 25 0 2%
TR AR, DLk — 20 P AR AR 18 7 45 ) -5 41Kt
X ZAMEERLARE /1. Hin 28 N3 H 0 Line VD # 1
PA CodeBERT 4= Ji 1) Token e Ay Bemt , 45 & 18 1
BT (GAT HEBUE M PRI » DT SE B R
) P ARSI o LG A o A B 43 B B b 1) FH )1 25
B AL F R R 4 2% A B A # . ) 40 RoBERTa-
PEGCN"" # Fl RoBER Ta A1 (1418 S I 17 141
(Semantic Vulnerability Graph) 5 g5, A 5[] & 367K
TS B R 2 BN 25 (GCOND BB A 45 F R AR R A7 3 2
. FARIR GRS G T GNN LEHHE R ER 45 14
M 7 T B A 3 Transformer 76 AR 42 5y 1 F 3C
W ST TE I BE T FE 22 R0 T T AS U AT 55 TR U T
R R (B AR B8 GNN ()45 8% 13 110 6l 3 7 52 bR
TR A M DL ST A PRI B B R IE . Sy
I, Ding % N T VELVET HE4L il i [ 9% &
11 25 M) 2% 5 Transformer f 5 2% > S B R 5 4
JR ARG ARG T R P 45 R FMK IS S5
T SORHK . ZMERE 2 B R AL T —
SE R R I A S L B0 E T @A GNN 5 Transformer
PR AE P TR R R A
4.3 FUllZESEIT

EA T B CA SRR B AT
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TLAE s HET ORI H AR A PR AT I R A Dy 12 23k

1399

55 FE TRERLGE 1 Q7 72 B M S TR AT 55
ML oK . X T B HR I BERT . CodeBERT 4
iR 5 ik, — M JC R A A0 T AR 1 I 2k
155 . % Y #8145 1 5 2 B (Masked Language
Modeling, MLMD 8 # #6247 10 6 I (Replaced Token
Detection, RTD) B AT i J& Il 2575 oK o 55 U 7E o
W B m A It s 2 1) e ) 800 B AT AT 55 AL
b I8 HAE T I U SR B RAE R R RE ) . A BT
ik s AN B BT TR O W
FHE S5 FHOC TN 2R H Bk DL DR BCHT 4 28R .

Masked Language Modeling (MLM)

. .. | Output logits

( Feed-forward(FF)NN J .

[ Feed-forward NN J

@#9--@+$

gt — el

TETransformer — |

— ~a~——"4

- J-r—-

i«méi “TIET)

I
I
I
I
I
I
I
I
I
I
]
I
1|
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

RIAR 2 J& Staged VUIBERT 42 1% 38 £ 15 41) 751 0
(Masked Statement Prediction, MSP){E4:", MSP
TEAT NN i A A T30 5 T AT B 50 )2 45 4
TRV K . BRI, MSP #3505
17830 A [ MASK |5 Bfi#l Token, i@ i LSTM F
L i A S R ), DT (AR R R TR A G S
T SciRisi . 51551 Token 2% MLM R [a] , MSP 3¢
T T 5 2 R 3 OGBS [R] B 308 ) PN A TR
JEE SCFITE A [H] #2556 & . MSP 5 MLM Y 2% 5
K HAEYN GrRifi AR AR B L i Fe s &l 7 s

§--" ] 8.
( FENN  )(
i

Masked
Statement
Prediction (MSP)

A
FFNN )
A

( LSTM(Decoder) )
I NX L LLE.

A
SETransformer |

Z 3

T nLcn”blatcmc nt

--uuuuu-

TETransformer

i B
CLS] MASK] [\msKuMAbK

El7 WSS MSPCED FIMLM (ZE) (X L

4.4 KALERIER K
TE 5L T 9 Transformer A5 A (1) 54T A T T
I 53k v e R B A e =X SRR B B Ok
PRI RE T o PGP AR A B = A T LR

(D) PRLEE BT . BA B9 A A DR, 32 )
YRS R R SRR /TR . 2R
(N Staged VulBERT™, Line Vul"") 78 PR £ 5 15
YA 2 T A AR L 8 0 o 2 R 5 0 W )
F 4 AR 42 Jm il 5 R Al 4y . eR g Oy vk Cln
VulBERTa"™, SVulD"*) LA 5¢ & pF 50 A 3 AR 9T
HEAT R L s bR SR e A i‘?%&ﬁﬁ%)&é’] H
PE, BB AT R SRE T . 18R /AR E
CU RLEF D) T ) 240047 2 7 7 » 15 4578 1 m) A A
172 AT LE BB, e RS P R

(2) Tl B B 1 43 2 pR B T o 7R A8E AR AR
B B 2k s AN T 48 5 S 408 B, DU/ ME T
GRS HIIREZ MM 2T . R HKIE R
A4 28 U 45 % (Cross-Entropy Loss) 5 % o 4t 2%
AR ) 9 00 19 58 SUIR 0 2R

(Contrastive 1Loss) o

{51 B8 O 4 TP AT NAS B A4S B
Sy, R | AN RBUT S j AR AT BUSR
S CHTIRR Y 1GR9 0) s, 4 s AEAF 335
P, (y,|s,) FRBHON 0 HOBOR BUN % )8 TR
T BIIRESE . H e SRR T
Leoe(0 zz—logP,; yj‘s

i=1j=

PARR T RO 53 A1 5 LS A3A Z [R]
(422 5l ad e /M Lo (0), BT AL 3225 37 T X i
) 2 T s R A A 1X 0 E

SHREIRLEE D R 22 bR é‘ﬁ%ﬁﬁf B BRBREAYL
X —AREE v MFFIER S f0 RO S BREE A 52
SR E LA

N
L(:E—func(ﬁ)zz — logPe(yz‘ff)
i=1

E AEEH LSRRI GO S — S H LR
AR RN [ AR A LR T pR B T IR R
PEfE

TEFR 5 s i pR RS A 5 RAS 22 1] 114

(11)

(12)
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2 W AL Ge 4y A I X LLAT B ) KA
S AT 5 LK F AR AR A O AR A Tl T 2
FREAR ] (B B8 ¢ ZOR LA RAEZS (8] 4347 . B AE
TERRELE , LA SO B Y IEREAR s PO F i SRR
FRAEAR R NCE F ek 22 3 ) . Hig AR
NI E s Epn E s IR EEA5 2R AT 2 SR

Lo (0)=

N
St (| Er — o || En — Ex | +.0)
i=1

Horp e IR BIA . I /MU Lo (0) L
AEARL pR 5] St 7 3T S O ) e DA T HR TR 1)
Aok . BN, SValD "l 1 = o6 41 45 4 i AR
Uh B 5 TC IR B 15 BhXT LA R T R A R
IR APES X .

LR IAE 502 Be — AT 55 bl T
)2 PR R A I B 55, B SRR B S i SRR e
RO S5 T T L 38 2 B 8 R AR 23 ) B 25 A A4k o 3
BAFRE AR B 8 B N2E S o FESE BRI
o B AR 55 R SREARRRIE R 22 57 45 G
2R REEA TR A DAk LAERG DUDRS B2 72 fL fE
F1 5 FFIE AT 3 22 ] B -1
4.5 RARNKE

i T & 9% Transformer Z2 4 18 7 1) @455 o 77
T [ 7 1 f A B2 R 1 Gl % o 512 5 1024 4>
Token) » Z2 50 T I 55 R A Ak 35 A K A SR o T
e i AR DT [ A8 Ol ) R A 55 v o R 8 S
419 T oken HI i A 13 78 68 1% B (EL » L2 KT P RE
FOCHE B UE BRI i sgma i dERe . ik,
T BIF 9 T BT A B el E SR W . BBl
Staged VulBERT" /¥ Token JZ 1 % 4 1884 #1743
BEgmtty , 435 3R BUR 818 R s Bl K 4% o0 B )
EPHEIE T A2 UGE 5 W B g A T 4 )R
fily s LATRIHA AR R di s 5 4R ik . SCae ki,
ML 2 BT T AR AR LI H AR A I Ak
HORREARK BN SO R T AT AT R B
4.6 4]

521 9% Transformer 152 B 7E I T A5 U AT 55 v LA
B BT AR 505 v 1 R e e T R 1 S
PE RS F T b NSRS 42 sl o U e 4
K375 . A SC A Tokenization 5 W . 71| 25 i 751
VEFE T U 2 SR R DURE B 5 48 0 R BT DA
R AR B BRI A5 G887 X2 ik T T R4
FRERS X Lo br . S5 HRRIT . — Iy 1H BT FH Tl
SRR AR () e G vk ] A A PR T T G U

(13)

N

55, B RIFiEB e 1 5 L 80% s 55— i
AR IR 28 K B AT S5 AR & AR S S AR AR 3 3
Yk 51 A B 45 #9145 8 Cn GNN @A) sl ok H o 2
AT , RS TR RE 512 At 2 18] S A T4
5 ETFRAMRIESEENERERE
il 77 %

AT 75 TR (1 dl 2 AR S B T K
HE . WEFF IR —A L H T U K
) RARABE TG 5 AR, AN B0 1t 1) 1y o o kRN
SR D3 SRR S 3 TR 7 55 500 s R S A T AR vy 7 1)
(). A A0 5 T I 2 i PR B R A 7
BCIA AT I s AR A 557, sl Bl s TR 4
T30 FH R AR P A6 AT 55 b i PERe > Ay
SR 2 KRS 5 R 5L G S o r 45 6 DU
FETHRTIRR oAb AT 3k F R AL RIIK By 1) £
B RE A 22 G0 A U TR 00 S 328 9 A7 B G vE . R,
ASCHE BRI RIFSE 700 R DU - B T OB AR
B ARSEIN 7 i T4 s DA ARSI 7 v S il R A
BRI AR RS RGN 72 DA B T KB R 8l 2 55 B
KRR GERIRIN vk . 2 3 gt T Mtk &
HAZLFFE
5.1 ETFRMEIE S ER R NERSDRRELN
7k

T RHMUASTE: 5 A AR S (0% 5 A U YR A
TR AR 5% Y Transformer J7 %250 (H
TR FASEE 75 A8 ELA8 T i Y 1 SCRAERE T AT
KA bR SC AR s ) HAEGSR ML g A3 5 00
AW S5y T R B A AR S Pk . AT
AT T TP I - iy A A PSR W AR AR A5 Y]
iy PR R BT SR RE L . B 8RN T
T IATE IR G 1 5 AR s Tzl A S A
5.1.1  RIUBLE F RO 0 A AL 2

51w 4 Transformer F R % B 3% R H 3 T8
P SRR A = TN (B L TN Tl ST =g s R D)
T A B 1 A B A3 S P AR B0 . H RUROUE N
RO . 7EH O L AR X S 3% s Al
FEAR— 0,38 H H RS Y Token 751 5% 5] 25 74
FoREABAY, DU N R PSS . SR,
A WFGEEE R RS 5 By A R vE AT TR
b : Shestov 5 N & B, BRAS R 8 H LA
W GE AT X FCORIUAR 1 75 B TR A A A et R AT T 1Rk -
Shestov 45 A" & B, B R BRI K 58 8 G
KABLE F AR - SCH 1 S BT IE R
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64 LA SETOR F U PR e TR A Uy v 2R 1A 1401
*3 BETANEESKEFERDREEN T EFET L
ik R Lisalllp ;3 FeAl HARY
Method Model Detection Granularity Type Details
Shestov 25 A1 WizardCoder Function-level T LoRA i
Yusuf 45 A1 Codel.lama Function-level TR FRAOA
LLMAO™ CodeGen Statement-level Tl adapters {1
MSIVD!M Codel.lama Multi-level TR ZALS AR WA
VulLLM!™ Codellama-13B Multi-level el ZAL 55 1R A WO
LLMxCPG™ QWQ-32B-Preview Slice-level Tl AR S PP I 1 B
ReVD! Qwen2. 5-Coder-7B Function-level T PRFE W e Ak
Zhang % N1 ChatGPT Function-level PR T A2 B il AP JE
VUL-GPT™M GPT-3. 5-turbo Function-level PR TR R
GRACE™” GPT-4 Function-level PR 1A% e NG
Vul-RAG! GPT-4 Function-level PR T2 R0 2 I
DLAP!MY GPT-3. 5-turbo Function-level R TR TR IR A B RS
Mao %5 A1 GPT-3. 5-turbo Function-level FR TR Zfatitit
LOVAM Llama-3. 1-8B Statement-level PR T BRI IN
GPTScan™" GPT-3. 5-turbo Function-level RE Gt B EVC AL
INFERROI" GPT-4 Function-level B gl Niiinzze alll
TitanFuzz "™ GPT-4 Function-level BA ORI
CodeAgent™™! GPT-3.5,GPT-4 Commit-level ZEmek B A o A
Yildiz 2 A1) GPT-40,DeepSeek-Coder Repository-level EAEIUN OIEH T X
LLM-SmartAudit"™” GPT-3.5,GPT-4o Function-level ZR eI T S R U 53 B
(1 RH LS 5 B A A () KHELE F U ()RS 5 LY (4K HBGE S B
i BRI v Il 50 EUNE R
[ e e e hBRs  BREW CAKBREN
Token FF5 o _;%agﬁgl i‘f’% - i
i GGNN. ™ L dien L SRS
;; f}‘m j=?'{:_ _' \ iih'.ii'fi (\ | M LO=S-log P 1)
o e —— %@ﬁ e i
_i-_. _r;,_&;mj»r : Mﬁé&tﬁm 2 e
Qi i T ane T T BT 4 e

<5>{INST]{insert instruction} |[/INST]
#i#Code: {insert code}

###Answer: {insert label | </s>

without instruction

##Code: finsert code}

###Answer: {inseri label | </s>

k
IEI 8 TSI Gl 1y AR T 0 S 000 75 3k ) A

AL PRI A 2 eREICREAS T4 h B U1 i
A T THHLAL BRAS % . BEAb , Lekssays 558 A
e F A1 JE 1 B (Code Property Graph, CPG) 5
] V1R AR s DS v i B s 1) 58 A G 1) 1 L)
F s KX SR Fr B E A A LR AR AL S B2
PR R ARRE ST o FE T4 0 B9 77 1k ) K U )
b A8 1 B {35 4 (Instruction) i A (Input) < 4 H
(Output) } &=, DL S | S AT 55 H R .

La T

~li Ir
L{f)= mm-—E oaP{t))

Z LG

Yusuf % N MR TR HARTE 5 18 A Al A i
VNS RS 1y W e N G Ry - = Wl i ]
PERE s Yang 58 N0 — 208 i Bodis T 20 24
T8 XEIE R 2 A T A I 518 5 AT 55 b
TG — 482 HEAE b R T T A7 T Il A6 0 A K.
AT S5 iz AL g
5.1.2  RHUBHE SRR ALY

559 Transformer 2811, KA F BRI AT
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T o A A A At ABE B ke £ - T 1] A 00 2
FE » PR HAS 5 2 T RS T 5 B R 1Y D7 i 1) 40K
PRI o 2 A R Al P R R ASE 28 R o Rl R KA
AU AR RS MR

(D) B R FE Rl R IR AR . B0 I vk
3 H DA FH sl AR P A R IR R SR il 8 3 A7
W 2]y A P I TR AS AT 55 o 8 DL ) SE Al ASE 78
A58 PPN A5 (U LLaMA™™ \Mistral ™) J& A%
i AR (4 Codellama ™, StarCoder2 28) .
T T IR G 00 P A A YRR AR Y A R R
AU & B . B dn, Yusuf 5 A HE
Codellama.CodeT5.LLaMA ¢ f MR F3EFT T
PEREPEAL . & B Codel lama 78 A8 I i 25 Jy 1] 22 BR
e FEPE AR M e SE AR ) JE A A . Shestov 55
NIAE e 2 = U 5 Gt B “YES 8 “NO™)
3 T CodeGeeX . WizardCode . CodeGen 25451 7l
BRI RE L I 25 A% R T B IR 5T 55 d B i
I WizardCode 1E S~y FEAHAY

(2) 45 & B R 5 AR . J) —KBHRAE
FERR A 2 gl NG Ry R B s R i 2= D
it — B PE T IR R I P RE S 20K . Yang 98 AN
2 TS EC A% (Adapter) 19 HE 22 LLMAO, 7E
CodeGen ] Transformer £ H IS AL A) 15 AL )2
SR T 3 T #5% S B0 R 4 F AR, AT A AR e A
PR RE 14 [R] B S 2 B A o 4 32 0 T R ELE &
55 Y A g R Az I A 55 TR R S MR . R TR E R
Transformer B A (1) ZHORALAL /| . 35 TiC 45 25 44 7E 1
ALY AR U T R A 55 v v S EL A B i R A%
ZEACH P AR X

IEAb, Yang 5 N0 KRS 75 A AL 5 [ p
28 W 2 (GNND 25 4, £ 1 75 A58 20 To0 3 488 n 5%
GNN 2, DLt BRI b A 508 i S5O OC & .
Sy BRI X R I B O ) A % TR SR R
il B AT AT 3k € 53 At (Reaching Definition
Analysis) » $& S f AL FE A5 8 -G A5 0 25 44 1]
YE GNN B A o BESS 8% GNN 215 0 451 RoR
5RE BRI R B2 05 ) s T P R AT %
P S S SR {E B RIS . Rl G AR
TERARAR P IR 2 18 S5 Bl HOmi i R B i,
FRETE T 5 2R A 0 E A 2
5.1.3 RMBLEF B IIGTTIE

KHMALE F AR S HGE WA B AL EY,
R IAAGFEN K TR R IEEAEE K, 04k
BRI AT AR . TR, I R S S R )

Transformer B RUAE7F 0 35 22 55 o AEG0UR 7 X0 ik
P& I ARFRE I (Low-Rank Adaptation, LoRA) £ %,
RFEFI R ZITIEAE Transformer ZE44 1 45 )2
LTI 1 Bk o il i B (S A HE v /D 2400
UREE 1 M 48 NI ZE PR IE AL R BB O AT 32 T 0 3%
A I 2k B AS . Shestov 48 N 7E 52 B v 1) FH
LoRA ¥l Zx S RO 13042 B % 2500 77, K
PEE TGRSR [, Yusul % N85 G
T B G Ay 5 (gradient checkpointing) 4% 7K . 3 13 7E §if
) (5485 B B AR BR F50 43 WO AE DA S I AR R ) 2l 2
IR ARG Pl T WA . Yang 5
NI Zrad B g ) A3 LI UE , Ak 42458
RIERRE AR 55 L A XU . Ak . Wen 25 A
& T R R W 4 I 16 (Curriculum Preference
Optimization) % i , 12 S W& 15 SC7E S0 k4 IFA A
ARUTEN () Pl 2 A0 b i RO 2, SR Je AR s 45 2R
ALY A B TR B 232, (B AL Se 5 2T iR
IV R BT A 2 ) AT 5 B XA 45 583 0 ) 1 %
PEOUAL . X SET7 7k MR R Z T2 T KA AYLE il
AT 55 Hh B I R S iz A vk fg S R TI
SRR AGE PR T A R .
5.1.4  RIUBLE B4 5% sR AL

FEA R RO D7 18D T TR AS, D00 4 55 368 5 ] 4t
SR T AT 55 5 AT 55 AN 2L, ZERT
Hrp SRR F 8 B Je — 1) R 2 R
— A1) Y ME R 43045 3l 3 softmax AR BCIIN AR 2 , I
HHEEAR AR U K . B0, Shestov 4§
NE G — 1A W 2 AT T ekt )
L T TR R S I AT 45 A B AL R

TES AT 55 s BRI OSSR 3 8 SR HH 4 i
SRR SR AL T AERI A s A et 3 282
I TINUS I D N v A QU R RIS B N
SRR o BEPREREA 1 B AR v,(0 Ron ol
T s 1 RN A Wil g AR A5 I s ] 48 2% A
P,y ), W R 538 U R 52

L(0)="2] —logP.(y] /)

Forp o N O eRBOREAS J L o /M2 A 2 T {8 R 7
PRECM RS P W A R A S A e . Ry i
B G2 S AP 7] 8L, Ding 558 " 28 SURR H X
AT 28 CIRTREAS ) 51T S ASCER, LR g AR X 2
Bk m s .

LA s BRI ST AR IR R AT 55 45 4 Tl SR

(14)



619 WA, FTRE T AR A TR YRR Ay 2k 1403

DA [ B 48 T 22 28 U AS AT 55 1) R 014 3 — 3R
W& AE 4 & 2% Transformer B8 thg Sk /b 0L, 4,
%m#AW%ﬂmMBWDﬁ%%ﬂﬁﬁﬁﬁﬁ
FA T 122 50 X1 5 43 )5 | A 5 ol s ] A 28 0300
T T 28 1) 5] RN T TR R P A RS A AT 55, R AE
Codel.lama-13B Instruct £ |- i3 I 5 45 2% bR £
SLIZAT S RIS A Ok RECE L h

zz_log PO Uf
L(@):mm—z] e (15)

\\Mz

Hrdr N RAE S B0E M, o5 /I\E%E’J’r?ﬁzf—‘éﬂl,
T, R MES R § NFEAS 58K R @IE‘J@
BRI TCEL s 1 025 @ DRSS IEE j RIS
18] G o ﬁugff%ﬁf%ﬁmﬁcﬁ%ﬁéﬁb@?ﬁﬁ#%g
U IR A I 53 24 5 e R 5 D I 55 22 T 1 1 AR 1K
Z 5 DT 3G 5 T s TR SCR AR PR 1) 3 AR P A
id
5.1.5  RIBGEF BB PERE L

RAUABE T 75 455 18 DR HL BT R 1) 35 ) R B R 1 2
BCHAE, 7 Y ) A DU b SR LG B LR Z At
GRS SR IR B, 3T StarCoder 5%, Codel.lama
SR BRI 7 e WERR SR JF L{E ANz AL P g
¥ TF CodeBERT . Code T5 25 i g i B, % —
PERE 22 57 2R T RBTAY T 1 3 S5 45 0

HIE AL A

e rerabiliey M ] B e R R H\rlu /_ - = ﬂ
5 [ = PR

4 % g ‘“ e |Un e, g
i e RS, RREYE AR T, ..
| g DREfEE) XERTREDE, )
ey Earl & [ mewes | [APHAPREE): 0 T(RECL ...
: =] | RIS R ..

" 1= : EF3cfs

M FE P ks tH S
AR AEAEE i ) A

—

@
: L2 xn{'xi’x:! e X, E [:D

> FE A J7 41 2 ) U -5 0 Ot =2 ) ) &2 A G
7{:\ WU e 221 ) B 5 oA B RS B S R B TR .
A 5 KB AE TN 25 B B 2 fih 1) 58 3 & 19 A0 RS 1
Ak o A 5L T 5 (1Y) 3 A% 18 0 RN L RE A WL AR AR 1) 6
Btk
5.2 ETRIAIBNERDRRENTS

H 38 F 2B KA A Dok HAE &2 2 e 2
HInZEAES i RIS & TEARR S TR
RPN ik o N 7 S A B G = LD
ChatGPT 45 B M. AR L AT B T 31 A D00 A 55
Gao %5 N4 U i PEAl 564 VulBench, & 40X L
116 B F R E AR S 6 P L TR AR B
A 3 B A A D Tl ) RS 7 v , 45 2R 2 BH R A 7Y
TEZSU A BRI Ty . SR B A ZIE 5 4a
FLE VA Chat GPT 25 5 AR 28 PR AT T 1 Az 0 47 77
FEPEREATRE [T SCHMR AN A m] o 22 R
TR AR TR 1 P AR TC T A S R A T AT 55
il . B oAr o5 E s R H 8 R TR (Prompt
Engineering) 4 £ T+ i i 4 0 68 7 . AR 275 44
T ) SR 225 5 A VR AT A o =2 (D TR R
sy (O 2T BN SO R R 8 T v 5 (3) 4
TR R 3 5 A= i (Retrieval-Augmented Generation ,
RAG IR ik . 2858 3 AR AUR . —
Mg, M 2R s LB AR A LA TS
R SEEIER . KRR TRTH#R TR
FR) A YR e 1 G S A e o

EEEPERM TS a8 F EAM AN (B TH T ey |
|| (MRS ER): (RIS
(FREAfCRS BE3]: (XA 3] PRAE]

T 1LE 1... RAGH 2 (iR {S B
E FREf S B {51-1: {il-2:
e s e i i b fCRSThaEEDS S AURSIhiEE &
Bl Wi ERE, iR ERE:
- (E2 K T %7 TR
Bibucket G PR e - 800 G, _ RN
o - - ME{ @ 4% C-i. R, 'n';Jr‘f i AL AUR AT F jsont 3t
CORIEEEN — @ d} E(}MEJ‘-RAGM#M‘JH(EE,_ “TRIMMER" « I IO 2
ot :_ ’ et TR N~ T W p e e S SR S e rli;rf"] )L;|
- L i...f’fﬁ’?lﬁf‘_‘f.{’_ﬁ_i W NP ¢ PTEAE L
T i e \J"IJ] {1 HH 0 1) L A J"[k/

PO T R s T A 5 s T G 7 3k ) S A
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5.2.1 faj B R 5E ik GPERIEEFRECA M L LA — R SRR R B

7 B s by P aE A AR B R TR A B, 5
S KA g TR A A 55 Th b A T A SR .
UL 14 3R W A0 5 A (20953 7 (Role Play) o JE. 4 B i #
(Chain-of-Thought, CoT) M 4% /R I iE %45 .

Zhou 5 N HESE IR g A A TEHL] . A5
RUBRAETI H H5 5 5 LI 28 Y K AR 1 45 S5 By
5L R F T T GPT-3. 55 GPT-4 (6
KiBE . Bae 58 NTESE /R B AT I 45 AR A
TR SN AR Rl B o, I B SR AR A e 20
BEHEFE, i GPT-40 5 Claude-3. 5 Sonnet 7£ I ili i1
BTSSR B B AEREEE T . Zhang 58 A4
th, ChatGPT XM ASE i 1 55 APT IR I %) 38 A
A A7 PR R G A R A 4 P A DA H AR AR S v 42
LB B T P A APT I FH e 471 5 L 338 5 A5 70 %) 2
T SUBHTEE J) o Mao 88 N — 204 Hh 2 A o gt
PUWLH LR RS 5 BT o3 5140 1 & #5003
NG B B SRS A i i . AT A 2 48 X
Hh S AT A € R I T TR A R A RO T
BRI 22 o BRI TR SRR R B SR T Ik
W AR 2 PR A 5 s R B E B
REMEAE — B TR b B TH ARG BE o (L H: X AR £
e FRVE RE A P AT A A B, 308 V6 S LAl 48 7 3R s 1)
Tl BB Lf
5.2.2 BT LR CHRE RS Tk

MR T S HOR B 1 R B L R
SR R SR RE T . T BT SCR IR R A
FIFH K — 50 Ll AR s h 5 ] AL 2% 0 sk
Tl S 081) A5 O T T AR A U A 23

Liu % A8 H 27 BMF25 5 TF-IDF (9 4
RUREAS K 2R S W, I 46 v 358 IR AR AL A9 AR
B M FLURAR bR 2, Az i & o I i AR 1 R S
5 BEMUIES—It4 A GPT-3. 5-turbo. L% Bl
HAT IR . Luf A3 T GRACE HEZE,
1E 1R SUE B R 5 A BRI Z5 R IE LA i 3R
Ko L ATE B SN ARRUE I
grfeik it 5 HARUAS EAELRY A B 9T R Joern T
B A 8 R (CPG) |, DR 45 0 I R
WA B S GBS R o B S RS 2 3 A AH B
FEA B L CPG R AE—[FIMASRR » 5| SR AR A A
S 518 SOBUER )23 1A 7 TR 40 87

L5 ff PR R I 0 A EE L BT R SO R R
415 B 8 25 B THR X B2 R P o SCRNE R ST
PR RE T . ST E R S A O L R YRR

FA R SRR R SCHEPE R
5.2.3 HETREREMG A A PE R 8 7 ik

R Ry A N (RAG E R FEREREREARS
KB F A A BRE T AHZS & A T —Fh i A
SR BHESE . ZHESRAE AR J A8 SN R Bl 5] I Ab
PRRITEZE A5 B, o DA T L AT A ek 5 P v T
2N TR E RS e B RSO A A AT 55
o AR BFSE A T IR RAG HEZE 5] A T R4S DU
QIR s DAGE A RO R R Ry BR RN £ ) i ) R

T I AU AR AL 0T i T IR 13
J IFAERTIN B 2R 5 B ARFCES AR SC A A, DA
SRS NS L FE M FERPE . Du % 42
T — M EET RAG B3R I HESR VIRAG . i@ i
SIASMBEIRA LT T R IAE A5 A6 I 1
fE. IZMELLE S R HA TS 5 B A A HF CVE
SEBIHATREAT » A S EAL R A )RR A S T AR
R S A6 52 T 28 55 2 A5 B B IR Bl o ZEAS DU By
B B AR 15 SRR 2R AR G FIR & H
I g A$E7R L 515 GPT-4 A it B 43 HT
AL R T AL A T SO R ) S TR E
PIKGRE

FEBL LA I, Yang &8 AW T I IR 2
SRR IEIRHEZE DLAP ., ZHEZR A G R S0 R
5 B AE SRR . — 71 R AR BLEE D FRC A A
YIRE S R iR R S H bR ek BUR AL RS Fr B
YE R B b8 35 5 —J7 i, 3T CWE (Common
Weakness Enumeration) 4 2 #4 3t JE 4 B8 45 % L I
GG T H AR A ik P A i 1
PREERINT . B2 DLAP F AU Be 5 HE A AR
A gt 2 AN, 4T T RIAY Y 32 e
TR 5 T U3 fE

VAT RAG HILHE o 454 K18 5 R 0 A
BURE 75 AR AR B T4 A 2R L R T T AR AR Xt
BN TR T iz Ak S R . ARkt
FE Al — PR R Z IR AR A G 5 Sl A R B L
il s DARE) 5 50 A8 1) U ) R B AE S
5.2.4 T BRI HLH A PR T R A Dy v

H & ML VE A Transformer 2244 (19 4% .00 21
P B A A I B A S 4 R il G R I g
ARk, WF 5T A S B R R 5 B R N Y B
TR T BERHEA T IR 2 A7 o DA T 44 G 000 7 T e
PEo LA N T 3T B = AL A e TR 2
MHEZR LOVA, iz 5 il i 47 in) 5 | A A SR AL T
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R AR AT , IR T B A 8 A 5 B v A6 T )
M. BAKME  LOVA N EARAS AR A 1 5 il
B — RS B A R U, xR AR
f A7 AT S X5 3 o 375 J A DG 148 3477 U
Ao ALY A3 ) b B A A A R R R B
PV 25 AR B R ) R, AR AT
A XA e oG ) M . B S . &R A H Bi-
LSTM XS %47 B 1 & S B4 74T 53, 15 538 T 1
E AT E MR T . SCURss R, 1% i 1E
Llama-3. 1-8B-Instruct 884 [ SZEL T 215 F L
s R R T
5.3 #EXREBSHISKEUHARNFRERDREDKR
7%

5 0 I 5% I A T8 P A AR 3R 47 e ) A 0
T 2 4 LA Ay #8500 3 1) 4l B T L, D4R T
LG )7 P RE . Sun AR T — Rl GPT
58 A 0 B 45 A 5 BE A 2 T TR A I T vk
GPTScan. 1% 7 5 B A T 1) 28 74 5 fie ARG 2%
SR S s MR M b sk 1% B i 0] fE &
A (R 58 o T R P D A R T A B Tl R R A 1 L
PR¥EME . GPTScan ffi F GPT - 1k pR K5 T
Yy 5 B Jm AT VC D, I i — 25 U0 S S A e 0
Y B 2 RS AT A E B AU T . Wang 5 A
PR T —Fh T R 5 IR ) S B IR T U e
IHEZE INFERROL. ZHESL B % I H GPT-4 R 245
FE ARG BEAE A BRI R Rk LA B B U
A AVE A BhAS B . SRS INFERROI 5 T4 1)
GEUR AR IBCRRE T APT 53178 7 1 it 2 JXUBS: B A% L O
R BT A R P 6 T AN T 3 R ) 3 R XU %
BRIEFT B AL, IR 4 . SEBR A5 IR E58 T
KA T8 5 R AL 4 B 9 INFERROI P BE #8811
ARSI T B, Deng 28 N2 T 454
R I 5 A AR R I3 A AT HE 4R TitanFuzz,
TAE SRR FH RIS 1 35 AR SR U 3 2 > A JE A A
BT A: B AR A P T GEAST O LA ik
Pk 10 XA
5.4 EFARBENSEREERERERNSTE

Ry 5 R 7 AR T VR RO — B R R e Y
Jay BR S 3 4R Ok T 2 8 B K R 48 (Multi-Agent
Systems , MAS ) 1) s 1] A6 I 228 i ilCA B 98 A5 . 1%
Ty il 2ot 5 A LA AN R 46 5 B 5 4 R A Cln I
KHCHEAR NKED A B e 5 P E
TRAEHLI N 2B FA 53 BT ACH A 28 AR R — AR Y
TR AU Jnd 3 B PG o v v 5 e v

Yildiz 25 N7 94l T % T ReAct (Reasoning
and Acting) 629 e LE AT 2 2 e IR A6 AT
FH IR . AR T RS A Y S HE R
. ReAct & figfAd i A% 173 - W5 G PR AL
il A A% AR R OC R AF S oA LT SR
Bl SEEUERH L Z AL AE AL B 22 Bk ek 2500E H 3 30
2 2w Canzs $8 5t | D B bR RS
ARSI Fi B VAt b, 220 o s Y A RS 548 0 ROAS =2 [) ) 25
5o HERBEAA T, Wel 28 A0 T I ) H
TS5 19 LLM-SmartAudit HEZE . JZHE G4l
HTTFAT AR TAR AR - e 130 H 2838 o I 4
EA e, IF BTSSR o T 5 WAl . 3l
I A )R SR AR BT 1O AR
—J7 TR 38 AR X & AT Tz 3. 0 —
T 45 5 T 1 T8 A S A 0T A5 o s ) 2 A7 TR A AZ 48 o
AN Z R 5 A 8 B A 5 IR AL 8 o e
AR [] 119 22 UG IE ik 25 B AR R i3, e A b 3 i 2
AR el ) SR R TSR A T RE 77 o kA, Tang 5%
AR ) Code Agent AE B8 3 33 455 400 1 S A0 AL
AR . 455 AR EE (Y AR R 3 S EMERLE , 2D
KR T RS AYTE e Tl A2 4T 55 A SE PR R I

SRS, 258 Be AR IK 2l ) e 1RSI 77 vk 38 1
SIS T RS 3 T 28 S sh A AL
il ARG T B I S AR T SCRR AN
)l R B AHE R T TH A RE TR . AR
A — 2D R R B RE AR [R]85 AR LA SR m A &
L) AR 3 B T L R M A ol R R AR 1 P B
B ARE DT 8 SRS v v 2% ELEL AT i e
1 A Sk 2Tt RS,

5.5 /N &5

AFE R GE BT RS A 1 R4 A
TR 47 AR ST IR, 0 R DU — il il
PRI SR A A DL T LA T A DU AT 55 b A g s
TR TR TRRA AR R S0 2 RE SR
R FHRLRG I 5 = 2B KA R 218 IR S5 1L 5t
FRA TR & kA5 AL TWERH 23
REIR RGN L L KA A i ME S 20
FARIE . SR LT IS F AR
TR TN ZRARAT A BR 2 05 SCRAE AT B T LH]
JIT R A A HE B A AR T, RE A AU 4 15 R
B SO A A R IR R 2 T AR
TR AR S AR I T RS 5 B A 1 54 A T
) A I 8 Ry > R 5 B I AR — AU e Ak T TR
Rl 22 e i p e AR A T S
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\ N N = R TP
6 KIEH K AYIE AR iR i A i E 4L Recall:m (18)

TEESE
EARETON

HEREE Sl BRr R REE S B s o3 LT |
PR AT 2B SR . XT3 RIE F R
%) AR T 3] A 00 53 o PR BEPEAS I R B AV
1 G ML A% 27 2 BERV PE An 1, 32 B FE E T 3R
(Accuracy) ¥ i % (Precision) « A [7] %% (Recall) 1
F1{H (F1 Score) UM FEF5

TR 23R o WA TR (R T 7 L L TR
KN

6.1

TP+ TN
TP+ TN+ FP+FN

H R R A A T T oAy A Tl R R A LS
S i £ LE A5«

(16)

Accuracy =

TP
TP+ FP

A 1 AR R ] A ELSETR R AR AR
AR REAS B LA«

(17)

Precision =

F1ERRTH RS A [ AR B A2, TP
L ES S

2 X Precision X Recall
F1 Score — recision eca

Precision + Recall

Horp, B BHME (True Positive , TP) 7n B S A7 T il
H # GE 8 30 R I R 0 A AR BB M (True
Negative, TN)Z&7R Jo s T AFE A 1Eff 1 W ok 28 42 5
B BHYE (False Positive, FP) /R4 S 9 1= N
T 5 B B M (False Negative, FN) IR s ¢ A
AP EHR A .
6.2 ERMRRYES

VT Y 1) G T 45 858 FH AR B 4 2B N T
A B PG 4 (Synthetic Dataset) Al EL S0 H #5048 4
(Real-world Dataset) . HI# s 2 ATRIABZA T
P, J5 W6 B S B H By R AEAS . K8
Py 28 5 A B AR AT i — 2000 =28 A
TR PN T A SEIESE N TAREEdREL A
sk bR Ee 4 . 4 0485 T 4 ar B R E R
L WSS LR

(19)

® 4 ERiREGNEEER LS

PGS B K Wil / Te i HeA lIES 'S
DataSet Language Size Vul/Non-Vul Type Relevent papers
Juliet"%” Cc/CH++ 117,220 58,610/58,610 AT A [112,144]
SARD C/CH+/JavaZs 450,000 - NTA [122,139]
SVEN!! Cc/CH++ 1,606 803/803 FalbriE [145,146]
Devign™®® C/C++/Java 22,361 10,067/12,294  F-ahbriE [121,122,126,127,137,140,147,144]
Ponta 2 A7 Java 624 - FshriE [134]
Defects4 ] Java 357 - FEhbriE [137]
BugsInPy'™ Python 493 - FalibriE [137]
BigVul'™ C/C++ 188,636 10,900/177,736 M shbriE [111,113,125,126,10,136,147,150, 144]
VulDeePecker!™ Cc/C++ 61,638 17,725/43,913 H shbri: [121]
SySeVR™ C/C++ 15,591 14,780/811 H b5 iE [139]
Reveal'™ C/C++ 18,169 1,664/16,505 A shbrit: [121,122,126,127,147,144]
CrossVull'™ C/C++/Python%: 27,476 13,738/13,738 H B [177]
CVEfixes!"™ Cc/CH++ 19,576 8,223/11,347 A ShhRiE [129,134,135,150,144]
DiverseVul'""! Cc/CH++ 349,437 18,945/330,492 [ EhkREE [179,144]
PairVul'** C/C++ 4,314 ERziies [148]
D2A Cc/C++ 1,295,623  18,653/1,276,970 [ 3hkriE [121,112,127]
PrimeVul™®V C/C++ 235,768 6,968/228,800 A ghbriE [161,145,146]

6.2.1 ANTAMMEEEE

R 5 T O e TR A, = A IS A e
AT RAE A S FH T PPk T i 45 D0 T L 1 ot M R A
M. #L AL AR 3R 2 B NIST (National Institute of

Standards and Technology) % i i SATE IV Juliet
B AR AL 24 6 A6 BN 5], 7 55 22 Al
WG, FEL CIETRE . fE LIl
G NIST i — 2 HEH T SARD (Software Assurance
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Reference Dataset) ¥, ¥ & & 5 C/C++ . Java #il
Python %5 215 5 W58 FFAA T2 B9 T 28 8

JAE N T A s S e e i iy mT 42k V3 553
Bl A A2 B e ) T A — L (A AR W] i SRy
PR o 3k B AR 3 R AR TR T TR AR =X X LA
PRI ST H b s R 2 5 IR RO . e bR
Yyserp IR AU R R i 53 E T
T BTG DL S AR S R R B IAOG. AR
M5 3% 26 b7 SC R 3R FLAE 29 Ok LR & b 5
HERR S I, BN TR 4R 5 150 e TR 49 A A7 7
(TP~
6.2.2 FITArERERE

F i/ N A B 5 B S IR 43 A7 22 ] ) 22
R, WF 583 I DAL SR 30 H e 4 U TR S5 451 0
HEAT N TARTE o S BRI A 3 8 4 2 T D ) 2500
JE CUNNV D) Ko 87 14 i A 2 il i 53 » 2k A T A
WA PRIE R . B4, He 28 N 7E SVEN HEZE
3 N T30 TR N 22 YRR B rh ok v B e A A B
LA T AL 1,606 A B 1 928 CWE Tl Y
C/C++ 15 Python iR & B4 . Zhou 5 Ny 4
1 Devign 5 4 4530 1 22 By B 8 5 48 SR i e
GERERBTIHES TR ANTEE (Y
600 TRF) S ARAT T v B B 09 R B T A AR A
Ponta & A\ II5E R 422 W NVD Je 50 43N0 H 4
B AR BRI, Dy 4 AR TR IF5iE 1 2054
Java 5L H 1 624 T T S0 . bk s Just 8 N7 R
A 19 DefectsdT 4 48 I 5 4> FF I Java i H 42 B
T 357 AV il S 5 I T I R A 548 2 AR B4R
25 Sk T TN T A DU AR FEAS B LS PE  —
M. 7F Python 45138 . Widyasari 55 A7 44 #E (1)
BugsInPy %l S et 1 17 4301 H Y 493 4> T I KE
A [AIRE R N T8 4% AR R bm v o o

SN T AR SR R B A m e e S
A B R DA 4 B A A v, (0 LA AR
TR BORAIG, BV R 2000 32 5 19 & St sl DA PR 52 B
KIUBRRE . P 228 48 0 38 T ek B2 /D
FURE B PRI 55, TR AR AL 25
6.2.3  HBlbrEmR S

RS N T AR AR (5 RIS A2 IR 45 (] 451, T 5%
AL Z 0 [ S AR VLS 8 E AR e TR
JE R 5 B R e 1 SR T 45 52 458 I T
Rl 22 5 A B TR AR 25

# A0 X R 40 BigVul £ 4 &7, H O CVE
Details I3 €5 sl A6 5C 19 GitHub 3 B {5 &, , 38

TR AT I RV I 4G 52 RAS L P LA S TS R
B 22 57 K 0B AR 1Y) RBORR 1 R A T TR L B R
() SRR S < Toei o 2EfBIHE , VulDeePecker ™,
SySeVR*',ReVeal " CrossVul ™', CVEfixes "™ fll
DiverseVul ™S5£ MR H TR TR Z R A
AR TR .

SR, L1 5 12 22 AR DG B 3 B Bl ] PR SCAR
DETC A HON T 1) A DG4 28 25 5 7 AR K itk .
PEFAR IR 2 D2A B 5| A B TH S
(922 AL < 7 T BB S A RS oS 2 s i) i
TEAG S5 WA o A ARG 3], 0K 322 48 5 1R Ay T 117 48
SLPEAE o RAEZITEA UG R e m) L, (ELAT 52 B
TSI TR A B o

A eR G R bR A SR 7 2 R o — Pk
DA MUN -1 LI & i S S A T E R =N ]
(7] BN 0 22 A1 G pR 8 S B T T ek S 8 1205 K
“HIT” o EXFX — R, Prime Vul £ 45k A
T A% 1) 07 B SR A AR DGR AS T K R — 1R
BB Ot A% R BOhR L Ry T R TR W
W T AR B AN AR 6 I 2R B AR A 1
Rl i5 860

H Slbr i 7 ¥ B R HLA B B A3
2 AT BN R = 2R IR . SR, ANl A
TRAF R B 2 A . T 1 W], i — 20 3 b i
AR B 5 TS BE AT AR AR R )5 1] .
6.3 ETFTXEBWERDEREENGENE R
EESHT

M 4 )5, BigVul ™2 M1 5L T K IE F AR
F18) LA A s ] A 000 AT 5 v et Y e Tz ) S o R A
£ R F BARIAE LT PUAS I3 18 : (D BigVul I
F ST H AR A B e K, B i 1) CWE 2688

B 38T 2T 55 (ORI T 28U
HEpREL PR 2 i F R 4R L BigVul B2 1 T2 T T
B T3 o S F 9 AR B ARG I 5 2 4 AR T S e S A
(3)BigVul [m] B 5 55 U 117 oK B S A 2 WA Ry T
TMEE G4 T A AR S54RI T3 (D Z2AM0R
P 2 (A0 Line Vul ™) ¥ 36 T BigVul JE FF 5256 (i
HCB WA 5 SR 5T 1) BRI B

F% BigVul #b , Devign™ . Reveal ™ . CVE- fixes ™
HD2A SRR W) 2 R . X E L

(D NIST Software Assurance Reference Dataset(SARD) .
https://www. nist. gov/itl/ssd/software-quality-group/samate 2026,
1.6



1408 it A

E

P A BT H AR T A 2, B
BRI S E . BAORE T RS H
H SR A AR SR AR T LA Y i AR B Bl Y
T R G U B 5 1) AR . S AR LE N A AR
o G X LA sz it 5 S s VIR A 1 SO 2 TN AR T
R4 BT R (AT B R R 5 A R A
FFAR A A 2] i FH RSS2 . PR, anfe] SR FH A 3l
P 5 N T2 A%AREE G 0 7 VA A a8 o et B S0 H
BRI ST A E Ty ) .
7 ETLLM iR A iR R & 7 %
T A EXT I

FAR LLM TERE P 3 5 A 1y T e 3 i ik K
(Y RE F7 B A T T A 00 4 55 v 1) SE PR 8O RATY A 1
T, ARSCSUAEM T B N = A TJ5 T
AGIE LLM A GE ) - 5 m it TR
(Static Analysis Tools, SATs) P fE 2 5 . 5 HAth
TR 25 ) T X LR, DL AR LLM FE 1A% 55
R ER .
7.1 EFLLMBA EES#HES T TAEXL

FIRT B AR5 22 B, LLM 76 U I 2 100K 13 A
T {19 24 7Y 78 26 405 Bl 1 3% A0 MU B S iR S 0 Bt
T H. ., 4 Checkmarx. FlawFinder. RATS. CodeQL
Fl Semgrep 5. B 10 %F bb T B AU FE S T H (Check-
marx. FlawFinder. RATS) 5 % F LLM 19 77 &
(LineVul. SvulD. Staged VUIBERT) 7 k& K1 # i
B BigVul LPERE. 45 BoR  RIEML KR
18 ¢ Transformer £ % Staged VUIBERT 7E F 1-Score
A RATS #2742 130 % . 10 T 1L G s o
Br TR, RUIE T LLM 7 AR R 5 iz Ak he
T HEA PRI X450 CAE 2SR5
HAS B — I UE . B0, Noever 8 ANy L5645
SRFI, GPT-4 nl A () I 1 %5 £ 24 54 Fortify Al
Snyk 4 PU£% . [A) B, Mohajer 5 A\"*/4g i1 , Chat-
GPT ZE#: Null Dereference Fl Resource Leak Z&7
) s 5 AHAR Infer ™G B2 01 5 H R B ARE

A AR R 465G LLM 5808 T A
Al 2D P TR R R . Li A8 NN B iF g 3R
Bl 8 LLM 5 CodeQL X A fiff L 5 7 4K 8
CodeQL AT ZiH 51124 35% M » (30 H — 35 1) B
R X R O £ 4 SATs (4 Cppeheck .
FlawFinder.Semgrep )i 7 i HL W 318 s =X, 7
i 30 AT B o A & BRI D0 2 22 A o) Y T i
LLM He s iy iE A - SCEMERE T . it

‘L— F1-Score
1.0 - mem Recall =
== Precision o0

ath  oodet WS Ll Al 1
C\;\cc'f"“a \2\2\\%'? w RAVT SN \;mk_‘,"- N u\BER
BI10 R T o 75 A2 10 YR AR e T R0y 2 5 WS 0

TRMPERERS

TE— @R FiRAh X — A . H5 1 E R, LLMs
FR RS TAS T H . Puba 58 ANV A3,
S ChatGPT RETFUN BT 2 U i 26 2 (B AE AR 53 37 55
T, iR R i % & T FlawFinder 5% Checkmarx ¢
TR U, Zhou 5 N XF I T 1580 SAT 5
12 Ff i LLM, 45 Hh SR SAT (97 B4 1 84
A4 4%, B H g5 T AR Y 15 i R OR T = Y AT i
FEAE .

BAKE  LLM 5 SATs 76 s i 46 I v 454 11
P LLMARIEHR R 19T LR ae ) K R A A
T IR R P2 R SO 2 R T 5 107 SAT Y AL
DS Sl AL ) B LT 4 RN AT A R L A5 R T AR
Yt AR RlE PIE R ARG R0 7 % 4 2 (8
FFIRAIR R EZ 7 1 .
7.2 BETFLLMBHGESREFIFENL

B T 5850 TR, LLM A
T 5 HA TR B 27 > LAY (41 Devign™ . IV Detect™
Ml Reveal ™S FEATIEREXT L. B 11 /R T S5
TR E 2 20 0 5 AR e TR A I 7 2% (Devign,
Reveal .\IVDetects AMPLE) 5 3 F K& F B8 1) 7
12 (N LineVul . SvulD) 78 BigVul $#i 4 b ik fE X
P, AL, 3T LLM B k76 F1 Score |
WAL GE R JE 2y 2] BRSPS 4 T I 20006, K ]
LLM B8 5 A R A4 FE R 2 ARS8 AH B S5 e
By B OUREOCR . X—BHRCEZ TR G
FAE . B, Fude N8 L R Transformer 28
PRI BE A% S AT At AR A U O TR SR 1 S TR
SEFFRAE , HE R 2 U0 T A P s AU
ST . WudSE N E R RS A seh R B,
FAGRILE WA 232 592 A Jy T ¥ BH e A% e R

@ Fortify. https://www. fortify. net. cn/ 2026.,1.6

@ Snyk. https://snyk.io/ 2026,1,6
@ Infer, https://fbinfer. com/ 2026,1,6
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oA . A LLMOIFEFE A 5t T T 4t
FREA NI N8 LLM R 7R 3 e B Sk
PR R AN R RS 4 T BB AS W A7) i A
FEARL, Fuf§E NNk B, B LLM i 7
T 00 G000 A A P DA 5k 1) I AR

1.0 L= El-Score

ecaf g
== Precision
o

0.8~

=

(¥
04 -

D.
Y
A

DFREIOT ¢
TN o
[Se

B I i e o
b{&? 5\5%3‘

& \\’{'h ib %{id&?\" Cobé\)b‘u\}“ E\i“
P11 T s 5 A A A I A T T ARG D7k 5 4L e TR 2
2 TR BITERERS LE

SR S MBS e SRR 2 H
P e B B A5 1 LML 7 T ) A6 0 4 55 v SR 06y i
. SR, HMEREAS 32 B s Bt B A bR S0k
15 7 20 025 5 ), 78 SE R W TR AT AR — 2 AR
Bk, RIS M T AL LR~ ST R LM 78
Y255 382 B B i B I FE R TR 52 2% B 0 iy L AT
T TR 5 BUA Z (R AU AL -
7.3  AELLM Z 8 #9305 £ 55 i 5 46 g 34tk

AR s AN [R] LM 7 e 1 6 04 55 v i) 4 fig
25 5 B W B WE R ORI B 12 ROR T 2 Fl
LLM ( 4l DeepSeek-Coder. Codel.lama. StarCoder
EOTE BigVul s 5 100 I 0% T 1) 4500 7k B X 1L
AR LA R R N R 2 A] 0 AG IAOCR AT
TERE 25, 0. DeepSeek-Coder ) F1 Score
Mistral #2424 30 6 , Ui IS BU7E 44 1+ 5 23R
W L Y 2 S o 0 S R e O TR A RE T o BR T HE L
IR T RS TR (] 32 4 7 Y 310 Az 00 4 8 X L Ab , 384 A5
M — 20 PR T TR RS AR 5 A YRS AR 0 7 R
B, Gao 2 NS BF5E 2 W . GPT-3. 5 Ml GPT-4
TEWERG R 5 H % B 2T Llama 2 1 Vicuna
13B 85 AR Y, JU AR I X 52 2% 3% 5w 1] A1
2 A e P LR 3. X EEIH T GPT &5
TEVN L i 220 1 DL R Ab 38 55 4 BRI ) 45
D7 R EEGRHE . SR, AR A R IR R 3
BRI T GPT R 51 % 4 e el Pl 2 7Y, 28
I A TR %) S DA [ R % U A 54 )
FygE SR . a0, Tamberg 5 A" HA T Codel.lama
5 GPT-4 78 K I 28 A2 4 5 07 T A MERe , 45 2R 3R

B AR BEXRE BE SE EA T 98 4 3 5, Codellama
TEFR ST Il 26 8B AR ASCR /T 5 GPT-4 45, B
A

== ['|-Score == Recall == Precision

K12 T RO A = B e T A BE X L

RS ASTR] R LM 78 T TR A UAT: 55 v g P g
ZRWAZE) Iz . BI13ER T SH E il
FEAYAE PrimeVul £ A b 49 T I8 4G I 4 RE X b 45
Heo BT R FHAS R LA AR R4 T U T s 7y 145 5
GV WUA R i A SCEAZ G T /W b SO B R
TR B2 A AR SE 305G Y S5 R R AN R AR AE A
R 5 A R AR br LA e 25 5. i,
Claude-4-Sonnet ) F1 Score # 1 70, 1l Qwen-2. 5
T A BRI, H F1 Score {XZ) R 20, X F A
AU SR T I SRRk 2 R 5 55 L DA
KNG B A R 2R AR R Py v SO A s T U1 g
177 T HA S

ZE b PR (N GPT R LR TE RIS
FUAE | v o Y iRl RS A Ak 48 4% 5%, 78 FH I
TR 55 Hh R B0t s i & ek 5z fk e U
TR 2 S e A T 5 R s 3 B o 1
M Z T TR (AN Llama. Codel.lama) f SR B A
PR BRI, (07375 W R AT il DL SR e A 55 i 7
YIRS P i BA PR PE . 8 S % s TR ECHis
AR 1k — 20 O 5 S L YR LM 7ERE 2 AT 55
PR RE A T ) 18 2 EL A R A PR, S A A
YA A AT IR A R G TR A T
7.4 ETLIMBAEEESTENIIZR AT
EREMEERTLE

FE TR A B U5 AR T IR AS D v AE Tk fiE
PTG F I, i ok TR B IR A . B TER
PPN ZRFF 4 41 - R ASCHE R B B, HaH 3 A TR
ANH] B . BN, 76 i £E 4 BigVul I, Bt
Transformer # %! LineVul 7E ¥ 3¢ NVIDIA RTX

@ Code TREAT, https://code-treat. vercel. app 2026,1,6



2026 4%

W [1-Score
= Recall
B Precision

=
=]

B3 Rl I 5 BT i A AT 55 P REXT L

3090 {2k EREZ) 7 /8t 1T Staged VUIBER T
78 A6000 BRI [ 295 10 /hmf o AHHEZ T A%
GEUR I 2 2 )7 A ) — i 4 L U R sliAS B g BT
fi% . H:rp Devign fil Reveal 7£ 515K 3090 i+~ 9 3Il
YRE (A1 E AN L LN, e S 4 AT
YIZREURA Z 17, LLM 38 5 b 75 78 3 RS Y 38
Rk LN, 40, Staged VUIBERT B 1)l
2 FRAE TU5K A100 Wk R b SHFE T 29 130 /i,
A ik — 2D AT I 2 i S R 2 TR AR A
B . AL GE IR B 2 > A A3 R T0 T R |
g5 R 7R R BT R T #E T B

TERE S ARG FS T TR S LLM [ i
MIPRER A AR . AR GRS 0T T H A B E &
FEMRHSE 22 M PR BRI B A AR G R AR R K
B2 £ 2 DA SRR X AN ]3RSR A R0 e o
MEZ T LLM B &85 7 X FE G R 5 i E S
A AR B P AR . R 55 1k 38 K = v APT
(1 OpenAl. Google . Anthropic %5 ) 5¢ A I 17 46 »
FLA B R BRI TR AR S 3 AR AE AR IR T AR
F IR TR LA 2 = F R g R A S &
XU o FOA AR R TE A Hbis 1 T 28 1 o) (9 I
PEAEHL (U1 Codel.lama. DeepSeek %) , 47 Bl F {4 i
B e 4 5 R A AH 6 AR WU ) 5 s 2 g
P TSR 2 R E A H A GPUERE
(13 4t 5 9 B2 e 7 R AUHERROC LB , DL K= AT
HEPRR 55 ke 2 5 e 3 e

7.5 ®MmLLM ifmiR& N s E =

LLM 7E A I rh e 305 L (H L RE 32 2 Fh
RZE M, FF7.1-7. 35 50T AWF I8 2 3
BAGHUAT =0 . B SRR e
O R 2R A48 S RO L I 2R 858 o 5 o
TGS, N, GPT-4 % KRABIE 5 BB EA 24
FURE 5 Y 2ol DL 3, 7638 FH R TR R A 55 Hh 3R
IRAR 55 17 Codellama %5 F YRS Y 3 1o 7 42 42 40
BB AR L AT B RO RRS AR E AT 55 Lk
FI)H: F T KO X R I L AR (1) 3
554 FPE A i A [R] A I 25 5 3500 S M hn LS4
FEWR 2o AR X A58 AUV R %) ¥ B A G VR T
i T s A B T | AR R AR R H b 3 v
Wt Rz BRI Y T B R B AR ol &
IR T 28 ab B R PE AR Ak 09 4% G0 TR JBE 2 2] R R0
e MERETPAL 7 ik B E R A e T A . RSk
PURAS T HAR P PEAGHEQR 53T L2k . SEgis
THA I, LLM 7E 1R 51 52 432 %5 U R J7 T 2 45 10
B (R R R AT 5 1) ) TS A R i
KL s ARl s T XMELAAEAE G — e T 58, 8 T 46
A LLM S5 0r TH DUSE AR 3 B 4h 11

i LR P ZR Ah  LLM 78 J A I 8 1 g il 32
FIHADZEHRZ AW . 55, FCRFRAE BT 8 X
TR 5 R LA SRR ) . pR AR A Ay 4 NS
B 3 AN — 20K ) 55 LLM 5 BRAR RE 1 s w0 %
B2 A5 B B BBk TR VA A AR D) T 8 TP 72 )



634 15

TLAE s HET ORI H AR A PR AT I R A Dy 12 23k

1411

W, S BORACR BT U BERL RS AR
PR —TH 2R . T LLM A A7 10eS
SO LRSI < 3 7 7 IR 8 A BE 2 8 140 T ) A
77 IR R o B0 05 G B R i Ah L R 2R
LLMAJ5 52 BR T4 A Token B, AU AL N, 7]
REANT OB A 2, 2 MRS DN A PR 1

8 ILM|EERFKRE

AT LA = A7 18 1 3R Y iy v ek ) 35 2k
ik« JE T 42 5 9% Transformer 19 A I R A6 A Y
() JR B 2 T RIS o 75 R 70 905 A5 v A U
J7 ) B PREK » DL K 9 288 Ty 3k 1) e () A8, - 3
— A T AR A A U LB S AR S . iR
PEL 5 fif 7 22 AR G 1] 14 o
8.1 ETFBEZ Transformer B iR A3 7 & M
HEIRMERE SR RRE
8. 1.1 b F3CH H R

B Transformer B 7 FR T4/ Mg B R SCH
1 X DA 26 15 SO A R AR » 3 38002 4 1]
B ST iR BT . AR R, T GE
1 X6 s 110G 00 P B EL A S 252 L LineVul i
151, Hokn A 11 BRI R 5124 token, B IA R & 5 ik

AEf)CEEn . R4 Staged VUIBER T FiZ K &
PR 2 2048, LIS AT AL GE 7, (H AR ACRSAT)
o BT, T RERE R U BRI

G i BRI AR 3 5 TARE G AR R 1 iR
459575 % N (P U R < N E I 2F i ¥ PSR S BT
BRI LR A E B SR WA JrAE
T A i A B O Y B SOk 3
REIH L BRILZ A, 4r )2 bR SO T 5
— R RO R DR o ZOT VA FR ] b AR R
B AHEE PR FLAE S )2 LR SR SR BR 7
O TMLeRFEREES. SHFE# LLM 5 GNN
AHGS A Bl Sy — b 5T B 50 4548 P 5 7 [n]
GNN BT [ 28548 v ik A bR A3 B R 1 3t
TR G NI R LLM #2458 H 7 11 A 20
T SO TR 3B A IS IR s AR AR X S, SR AT AR
A PR A BE R SR ICA R A5 K05 B TR 3022 i
R SCGE T R BN TR
8.1.2 fURLASHIE B A 2

1% 45 Transformer ¥4 JEA IS H0 A £k % Token [
1) ME DA 25K B 45 1 O 1 (CF G R J 44 (%]
(PDG) A5 KA 25 M7 B et b B3R T3
A AR OC R R IR B AR5, B ) 1 #5280 X6 A2 B
1778 585 B U ) B

BT R AT I R TR R 7y 2k i s (G e U ) Rt ke

KRR E (RAG)
=l 11
8 o R
LLM 5 GNNIZ il 4k

- bR S R

O

L foRLL K B —{:

ST 54 A EALLM il 25
Transformer(]— T £ b e
SRR I RS 45 b 2 T oy U 2454 5

oI wm:w:mu—[ _
FRTD % 4 HH G TN R (£ %

ol e b e
SR

b eI
Ce PR ol
MR

= SATs 55 LLMs b [ 88 iF
= RREMERRERL  —{-BhE RSN S A Al

,«Q R g
Jl\:ﬂmﬁm > RRPEALRAE
(iR b MR —fe AU SR R (Focal)
ju] )

> RRIAEE P
- BT 46T
Mllgisge  —» BWATHREGHE
e TG E /)

[ P A L
O TV E

LR RS I m )
> RAGHIHEE A58 % ~E 78 MR RS B

ACTLEIR B 57
BARRE HEAR
sl RUk AR i

=)

BT OCHUELE 7
B -

b PR R M

e UIEERPS
Sl it SRR { B T RALHE(PCGrad)
L fii {1 J-Jii'ﬁﬁiﬁmﬁid‘E%mﬁqﬁ UROTERL
5‘_'.'.'.' ‘ﬁEHﬂEﬂI”J:'éE ' B RNGE(PEFT)
e Ve 1 (QLORAY B 13

- IR 7 e A A 7 B
o ACEAL O] R — 2 8/ 875 (CFExplainer)
Q - RS

g B R A

Fett b2
R s KHPRMKR — BT EEl i S
17k ] 1)

- ZEREAIGHR R
~  Guardrails/ 985 it jiE
o 45 [l AL

e e,
AR

]

P14 T II B A DR Tl A5 00 75 T s Py PR A5 TS e R D7 1)



1412 it A

Pl

L
&

Eitd 2026 4F:

R GE AZ ) L B4 9 2 0K GNIN 4 Y
ikt A5 LLM Wif LRR ST R G, Dy
AT AWM ERR. SR, GNN 5 Transformer
(IR IR e J8E %o 55 PRI S B A FEAN R
E 5 M Ah  BAT S8 R 2 AT T I B 4R
BigVul) g D E8 53 iR A b AT IAIE , i PR AE TR
B e At 1L (AN Joern) 78 RARAR AE 1l [ 235 449 254 2ok
TR P A AEMEAfR A 5 A FRACRAR T Ay R
73— B R G RBN T 25 o 38 2k 76 Wl 2R oy
Begl AR G B 3 an AST A7 S i £
PLLFIC | P SCRF L 2 2] A5 AT 55 o 5 B AL [] I 2 4
WE B SEMIE L. 2 UN%0 LLM, H A
i N E /N EE A Y of O S NN 4 o N2 TR ol
1155 Hh e ST AT 0 AL BRI 10 28 R AR G &% L F
I A A A 1 S 0 Ak
8.1.3  BYIZATLS5 5 N iiFL 55 AL

A 9 LLM — R 8 F I 2R 55 Clndts i
T B 22 > A 38 T 3 s (EI AT 55 5 T TR
A6 I i HE 2 /) G0N 1 H s A7 AR B O 2%
Staged VuIBERT" 4 4 T s 5% 18 &) Tl (MSP) AE:
55 i B ORE 25 TE ) OF S | SRR TSGR
HEATYRAE , LA 2% > 1) ] 1) 32 B 25 ) SR G & .
S MSPAE—E R G 1R — 2y [n)
BN 25 H bRA 32 2R 4 T 454018 3, il e 5F
TEHEAE, P 7E H AR AT AR R 2% .

Rt — AR N X — 22 AR ST NS T
) 5 F B ELAE X TN SR AT 55 o — A i A Ak
HUE 55, QAR TRAE IR 15 55 25 X 5% B30 45 ) 30 F3 00
LA LA fo R AR R B R R I 1R 1k 5 R R L TR
N SRR s () 50 i 20 A R e ) 42 o 4 45 TR 2
PR ZRIRRMANS L2218 55 . B
T 38 AT R AT A R 3 B 1 S A A B
BB X 4 T T A5 P X6 L 27 20 AT 55 DT B4
X 55 T IR G ) A A AR AR A T 2 i B R LA R
BN g
8. 1.4 it pREICI TR A I 555

A 1)K 22 B 98 322 DL s B8R 3 B
JCH I TE TR 5 R R 2 B A A% 5 114 T IR B A
TEM AL o TR Ik il e i A hwb 58
H A% sR Y b F SO B DA Gz ), (H R4 AT
= RGBS L AR HrpL .

A RATERT NG 7 T AHEE . — 2 RG id
& I (Interprocedural Graph, IPG) 5 # [¥] (Hyper-
graph) G i A 20 ) R KR]3R S ROHE A5 3%

KFR 5 J o DU B B A 8 1 o SO Cn 22 78 £ 58
G AP HD , W35 456 Rl Al i 1 52 B i 72 Iy
i IR S RBOR AT . 2SI AR TR
KIW LN & Gl 2R AR R i MR rh
o 80 A 5 T TR AR A DG B9 ACAS B, IR AT BT
SCH ML A T A 2 5 o SO S DT R AR A
P b B PR R L o (R A A 4 A e B it
T il () R
8.2 ETFTXMEEFEEMWERDIRERKRNFE
ML SR RRE
8.2.1 IR TREEHIEE

T FE T U 5 AR 7Y B PSR Y IR ARG I 2%
SR TR — ORI AR |, (B A3 vy A A
TR, B AR 54 S o Bk . Rk
BHEIR N2 (E AT 8 BOB AL D KR U B, AR 5
FAEB BRI A s

NPETHEE, ATIR R B sk A i 5 Ak
MESL . B an ] ke g ml & oAby o 5t A iR &
AL ZR G 1T A R P BB S 15t 11 35 I ) 4 2
Fms 5 B IR RPN 2 S 2R A 6 i
eff . BLAh, Zhou 5 N AT Hhfilt FH ) A €040 Vi
IR IR TR VAN /K e ot S50 N - S e 95 el
BT R K B 1Y S A s A s AR 5 AR AR 1Y
2 2% FE AR o 19 38 07 A Tl 1R 7 8 R B 2 2 S A
HULBRA SR BE . IR SR AN R I 3 P2 T
N TR S Rt 512 A0 38 nT RN Tk i m
AR B el T TR s Ry KRS 5 B R AE 22 A A ) v
FYAFE) I 255 LAl
8.2.2 ZATLS52] thae

FEFE T R 5 R 24T 55 T T R AE 42
L R [RT: 55 X REAIE 14 5 3 S5 A7 7E 22 57 < T R 43
AR T 4 JRy 0 1 SCRRLAR 17 UG IR 7 57 D0 B i 97
RLEE P Z5H 5 B SUR R . X Rl 22 e S B AL TE
ZALFBA NGRS R A S R vh o Sk =
G IRAS ), 3 10 52 WA 55 18] (1 B R A0 4K

AR AT 3 — R E i R 24T 55 P [F] AL
file —J5T, A1 A 3& N B4 2 AR b
AR BN T8 AR S5 A AR A 55 X B i
SACHURE 550 B A A SR 1Y A SR 5 — T
AR TR BE DAk O v s AR i 24T 55 DI
fg B JBE w2 1) B, 49 41 PCGrad (Projecting
Conflicting Gradients) 5k 7] 7€ i ] 4% 45 i 78 v
DUAT: 55 [a) A B o 28, I w28 B0 B i e g 2R np
G5 ) 5 DN TR D3 B IR S B0 T AN 23 % HAthAT: 557



6381 W AR ETORIE H AR IR IR IR A Dy s 2k id 1413

AT RS AN o 3 AL IR AL W, 7T 7E 24T 55 i)
SR R g ) S B SR A, R G — 1Y
T ] S0 HE R B8 OGS S 4
8.2.3 RAG AHHERER

K 2R 48 58 A R (RAG) 2 A 7 T 117 46 1000 v A %k
PEFE T RATIY {4 S 7 26 5 BB L (H A A
REATS 2 il AU B S5 A R WL 0 S 0. By
6 s RAG HEZE (145 3501 v B AR 9 s T T R 2R 1)
SEACHRRE o AT R e = R S Ui TR 81 o A8 1
S K RO LA [l 5 i S 2% 5 R B A
IR BE A B R R R R R AR RS S R
M) R G R P CAE N & . Y AT E 0 RAG ik £ 3
Tl SOMRURE JEA 7 ) A 2% (H AR |y 3] vk sl vk
AR FEAS S M LR 4 o O sl Bl O 2 T 1 1 X
— B ORI AR LB L BCAE AR S AR BTG R
F B AR IR A Jl s SR mT b

R g A ), AR AT T AR e
K R EM AL 5 T TF o A8 02 2 18 L B Rk
SR L R R A AR A JR R, F A T S A
WIRR. W RGBE LIRS LN g,
CVE/NVD SCAHE A R H e & $E38  IF
BHEVIE X2 RInNEE I ARIE SIS
RABIZIREAR A Shh Bk B B 2 g 5 LR
SCAF B T 2 Ak nT 2530 A TR RS . 7S
RIZ M 1R 43 B BoR: 28 R - 1 e R e )
G B R 7 35 e 4, P30 o R B 3 S HE e AR A
PEATRG ANALUC LS54T 5 5 [l s, AR G AR St 2
SRR o 3 e SR PN 2 A S T AN A SR
AR T, o] W R TG R K S H R,
RAG 7 I T 4G 37 S v S0 0 55 ) 1 SCRT R
S iR ek
8.2.4 WEMFETHIA G YR R il

IS TE: 5 R (1% ) 3 £ AN 26 P T
PGEVR S AE A RAR T S i IR Y FE AR B
FEW T I He— WA TR K . ISR 213012
(AR A 491, 5 B 4 it RT3 5 75 80T GB R AT
IS S 7B 2K GPU IR 55 2 S8 H L #p 8
FITEFERAS = B o OB I Z 5 MRS
KA FEAEAS LB T r ) 5 25 0 3 ) AR 5 ok v
/INEURIF 5 P BAKE AR AZ 1) 7 40

BEXE AR i AR A TR IR T 2R SR
U JE (Parameter-Efficient Fine-Tuning, PEFT) 4%
A AT LoRA™M, %y il st N B S BT 46
g s/ AT I 25 2 5500, T A SR AIG A7 5

SR PEFT J7 3 46 7153 BIAT By BOATY 5 I 48 52 4
BERUAE , SRR AR AR . R ith— 2P B AIK
BRI M, DR PEF T S8R R4 HoR Cin s b 5 2%
WO BEA R S DLl /0 4 B A2 p A TUAT TG 1
A IR A T R EEH (Mixture of Experts, MoE)™ ™
e T I G I TR B R . L AR R
AL LR T WG BT W4 1 T4 2K R0 T
T8 Can P A A AT AR 3 1 ML AR A
i ARG TE L Sh S WG XTI L 5. B, A v
SE A B N R N AR e W DR AR N N A )
BN LR K — LR IR
{14 [R) B 2 AR T TS 00 A s S 9 U 32 B ) i 53 A
BABRME T — £ AT YR 42

8.3 Hftt Mk HERBERRKEL

8.3.1 Vil AiHE £ ] R

(1) Fr2 Wemf 240K « BUAT T 1) 0090 4 387 3l 77 7
P B8 W 7 [ T, M 7R S A 5 28 AR R b N U
A B BE D T b S ) AR B ) i s 3 28 A e
AR . X — ) B T A e A
Wl A s AR S T B, A sk ik AR BEE =
ROC R RHBEREAS L AH XS R SCry B A BR
SE LA MERA T I 0 LSS AE R . AL R AT
b v AR B H O I, AR K A ) 5 R A A
Ao JUHXT T2 44 AERS T o 4%
e sie, MEEREREENLLER WHEED
AP PRI 17 B A Re A WS e BLiy e 4
P o DRI A A R T ) I G 0 L v AT
S Y AT I () SRR — .

AR I 2 T AR T B AT 5 5 o 4
P ATF . — i, il A 2RSS 4
PH PR EHESR S5 A A A T A Cn
CodeQL) 5 LLM Ry LS IERE 7 8 1 357 05 Uk
B SGE S B SC— B A AR T A SRR B
] B 72 N T30 R “HLAS iAn i - & R E A% - IR
R B o SRR o 1 B AT AR AE V- 6 6 SRR AR
HEATE AN XA P SR FH 2% R AR
. S — i, nl Bl AR AR 5 Esh
FERLE A FAS R (006 0 % B8 IR bR ZE 485 . DA T
WAL TR 4 ) — Bk S T S

(2) BE AT - 6 22 550 TR B 4 v 3K T i
B A B0 T T TR BE AR . i, FE T 4 R
BigVul £tdlg 877 rpr I IR AR AR HL )R JE 5%, X Ff
FUE T B 28 ) AN S A et AR TR )1 St A B AU )
PR EERIRD . B AR B = r HERR 5 (HXT &



1414 it A

Pl

L
&

Eitd 2026 4F:

SR BRI RE 1855 - B R A IR ARAI .

O X} i e JE B S B RO 2 E R A AR
PURER I . Bs)Z 1, v ZOR A S
SR E TR W VR AR A LU AP L DA I R AR 44 . Bk
JE T S T SR AR fURR 2% 2T AR R e T R
AN s P %) 1 3 AR ] o DT 2K R 85025 1T Xof
B FEAR T BT 5 A T B8 B0 A R S R, AT
PETHBAD DB N BE T S E .

(3) Bdaim Y B 15 G B n% Sk 224 Ay e T 4G
PR B Y2 TR BAZ O B, T RS B
TIYI 25 By B A 1o o 0 e U AR B AR SRS R %
Sl PEIECE R TR AR A A T REE AL T
HIR gkl b . 212 5 R0 SR A7 &
AR e R 1) = PR RE T REVR T2 mIZ T AR B3z
A ST 55 PPAL S5 R A IEPE S T {E R .

S BT VEAL (0T A5 B L5 AR 0 B8 B
i pLsl . B s, nR A I E Sk, BIAE—
AT H A INZRETY  IFAE 5 — A58 257 i H
PPN S vz AL RE . HOR, B it A
FEAKS I 5 305 56 52 W B - B Bk 5 T il B A T
SCRE L B AL A REAS BRI B XU o B
Jei » W25 BT I R 9 43 2 343 05 % B DR 4 v
A RS RYV AR AR B 2 5 2 TF B9 U I . D
Ut 35 SEZ o A 2R s ) %) G 0 S 55, B VA ) AR AR 1)
ZALHERRE ) 5 S PR .

8.3.2 KA IE FH % n) A

(1) AU B n i P AN I < A T ) A T A 5
T KIB SRR BAE R R T E KPR AR .
TR 5 e A A 2 M A 48 8 LA AT S4BT L AR HE LA
1AL GRS AT T AR AR P 3 990 1 U ) 9 2
o OB T B AR R . R T R B R 4 T
e LB A 5 15 AT AR 7R 1 ) T I LA SR 4 5 AT
i 8 A2 A A SRR Y

AT WIF 5 24 R FH R = AL A R A T ke
R R A B RGE AN SE ] F RO R, Ko
BERE A PR . ARk AT 4R 2 0 L DR SR i) i 1
W FH A PR A3 M 5 12 s AR A [ A RRAE X s 245 2R
(RS ) o ol St 2 S S H L 5 R gk A AL ) 221 o A A
(PR 1 F R 28 A T AR A ) 1] S 3 G AR
R 151 e (T N A = B Y B ) D v NI
PR 1o AR A ] 3B R A R P PRAT I s D H A SR
(e 3] i BB /N S B 7 TR LA 5 TR AR Y e S 47 Ry £
SRR . DL A B T Sl TR R AS AR 7 DA
“OE IS ) [ AL T IR UE R AR

(2) KRB L] 3¢ R LLM 784 st #2 v on]
RE” A S SR NS, B 4) 5% (Hallucination)”
MG R LT ) A B . AR
B, KA ARYTE Y ARSI v B 1 BB I AS P TRt
GRS T R AE T I A 2% 1 S80S ) AT RETOK
BT TN RS R . RDOE &5 A K R B 0E AR l
(RAG)FEAR A 168 8 U ) = 5 B ik 2 (4 A XA
ZEAIE BRI A By e A R A . T E A2, LLM
AR TCHE A RN LI w25, ROm T se s R A& LA
PR R o — 2D I R gk 58 2 .

R i ), ] DA 2 PRSI UE R A5 A T
AT —Jrm il 5 ARAG ARAHLH] 2 FEE
PR E MG R 25042 i 45 R 28 SC Rk $ T
fi LB AT SRR 5 — O T AT A A T IR Bl s ik
UK Zh g UEAILE] DA SEBRIz AT 45 5 40 ik AsE AL Tl (1 1
Wi, LA, 28 AR 1A R 48 (Multi-Agent Systems)
R LA I B AL T Yl i e AN F
o CRTRG I 25 o A 25 Ak ), SRR R AR ] 1) Jox
BE S HME . DN Z A0 A 2R vk O TR A AE S AR Y
R EE AR,

(3) KAy 22 Ve S/ T 2 AH
EE s FEF LM 8 YA A s 1) R0 7 v A -, T 1
2 A o P AT A O BT AR T
BYAR F 24 S BT 5 S AR 22 W L S Tl VR B
A R A TERLRLGOR B B AT 5 R
Tl RES| A G 112k (Backdoor Attack) , B &
RASE AP R PUN R e 4. HeAh  BERLIA W] RE7E
2 A v ot R I 25 v ) U AR A B e R
Ak,

B 30 JXUISS: o 1 ) AR 977 A R R DA ST 3
HUTI R = b W 5 = e bR B R B B . G
TR TR B B o ] ) e 4~ A B B AL B 2 X
Lo B AR R GRS R P A B9 TR AR AN 4
A B U TR I B B, AT AR e A A
(Guardrails ) % 155 BU gy A 32047 52 B A D0 5 1 93
VLB S5 47 A s R RGBS s 5 76 35 AN RO
B, g WS IR ML L 10 SRR RS B DL A
W, AR S B PR & 22 AR
8.4 MERMEMREE

BT R T R 75 A2 0 5 A R s T i
15 BT TRT I P Bk % SRR 0L () A R S B 2 Ab S5 Bt 5%
AT DLk — 2090 ARG ) 2 s B 2 B B 5 X 52 N
T AR S e 22 B ) 22 A A A 5 4 o 49 — gk A A
sl P RS R o Horb, BT kA C A Y e T A



6381 WA JETOGEE A

PR PR AR A U YIRS I 7 9 23 1415

W5k © R Y 2 R U Y B T 22—,
BATZ 00 I JE AL BRI AT ik A X
KRG ML 2RI EG P RIE S .

F RS OB T A R A 4 Y 310 A 00 45 3 1) B7F
SR SRR H, o B R S AR A
FMIFMBCO RN EENIR T2 —. i,
DECLLM"™" il LLM4Decompile """ £ 71 F # F+ Jx
Y A Y AT AT LS B A S A i AR 3 7
DeGPT I 5 £5 F 1 5 2 4 1R 45 SR 1 T 521, AL
M TH A . 5 —H B AR RIE H A
RS ARG A BIINLATTE @G 1
LIM 575 85081, ST T ot i 2 09 B ah 1k s
LIF T I5E o 45 4 H ST T s AR5 AT st
o i WFST R I TEFR AR AL AT 1% — 3 o] U T
A A 42 5 PPAL FEEAAR R . FEAGIIAE SR J5 18, Vul-
BinL LM “W 4@ 7B 22455 3 i) 0% i 320 o U 1)
FEAELE . 78 SEE AR 7 1, DeBinVal 4 # T &
A Z SR I L R £E L T BINMETRIC I 4
HE T T 8 R BT R S v

JSAE LLM B 7E 3 1) U 114G D0 v Je 8 i —
W7 ABAR LE PR AR R AR TR SRR (A5 R b
AL R SCETy R HBRAR . ARORAFTE AT R T
AE T R A SN ZRPLE] T m AU e 4 3R
TN JT I FEARE I ) I Y 22k A I HE L

9 R %

ARSCEF 5L TR 75 158 (4 YA A s TR A DN 7
BT T RGMELGER . BN TR HELR 5%
(TG P B 1 AR Ge i S A T vk SR 2R )
J7EAE IR R g R PR . RS, RGBT
T2 9% Transformer 5 RIS 5 B ALX W K4
A B2 1 T IR S D 7 % 5 43 53 A T okenization Tt il|
2R RIS (1 B2 e W oL TR Nl D W el 1 & i
KR TR VGRA TR 2R B iR 2 A4, A
AT AR, R ARSCGE B2 T8 -
TPAS SEME RS 2 , F 38 2 X bE 2 T K08 H R A Y
Ik SEE IR ERRZE R R T HT 7E T T A
IS5 3R ) B2 ARG R E A . AR R,
LLM J7 W& E AR IR 2 1 R A A T = HL e
B Tz R e T 28, A KR T R 2% i T
i) B A AR D) P2 DA SR Tl o AR, IR ANER 8
Frik s T LLM I A B BRI 2R s L
s 0 T R A R BTN 2 A A T T I

TEZ PR R BTSN [ S5 46 S HE )L SRR
FGUAL 0 fife R S B LA DRI 5 A5 2R 7 O 9 A 0
UL S AT AR

EEBAER #HE2 HTEALR—1F.

B O RMELEEFRRENEZTENL,RHER
B RAFE L FFM A No. 62302125) 4@ L7 B
(No. 6227213283 %8

[1] Steenhoek B, Rahman M M, Jiles R, et al. An empirical study
of deep learning models for vulnerability detection//Proceedings
of the IEEE/ACM 45th International Conference on Software
Engineering. Melbourne, Australia, 2023: 2237-2248

[2] Wang Y, Wang W, Joty S, et al. Codet5: Identifier-aware
unified pretrained encoder-decoder models for code understanding
and generation. arXiv preprint arXiv:2109.00859, 2021

[3] Ghaffarian S M, Shahriari H R. Software vulnerability analysis
and discovery using machine-learning and data-mining
techniques: A survey. ACM Computing Surveys (CSUR),
2017, 50(4): 1-36

[4] Su Xiaohong, Zheng Weining, Jiang Yuan, et al. Research and
progress on learning-based source code vulnerability detection.
Chinese Journal of Computers, 2024, 47(2): 337-374 (in
Chinese)

CIV/INEL B 7 8 I A5 . 2 o 1Ry DR s I A0 F 5 5 3
JEIEEHLAAR L 2024 ,47(2):337-374)

[5] Lin G,Wen S, Han Q L, et al. Software vulnerability detection
using deep neural networks: a survey. Proceedings of the IEEE,
2020, 108 (10):1825-1848

[6] Chakraborty S, Krishna R, Ding Y, et al. Deep learning based
vulnerability detection: Are we there yet? IEEE Transactions on
Software Engineering, 2022,48(09):3280-3296

[7] Nong Y, Sharma R, Hamou-Lhadj A, et al. Open science in
software engineering: A study on deep learning-based vulnerability
detection. IEEE Transactions on Software Engineering, 2023,
49(4):1983-2005

[8] Wohlin C. Guidelines for snowballing in systematic literature
studies and a replication in software engineering//Proceedings
of the 18th International Conference on Evaluation and
Assessment in Software Engineering. London, UK,2014: 1-10

[9] Yin X, Ni C. Multitask-based evaluation of open-source LLM
on software vulnerability. arXiv preprint arXiv:2404.02056, 2024

[10] Jiang Y, Zhang Y, Su X, et al. Stagedvulbert: Multi-granular
vulnerability detection with a novel pre-trained code model.
IEEE Transactions on Software Engineering, 2024, 50(12):
3454-3471

[11] Radford A, Wu J, Child R, et al. Language models are
unsupervised multitask learners. San Francisco: OpenAl,

OpenAl blog: 2019



1416 it

i

Eitd 2026 4F:

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

Ouyang L., Wu J, Jiang X, et al. Training language models to
follow instructions with human feedback//Proceedings of the
Advances in Neural Information Processing Systems. New
Orleans, USA,2022: 27730-27744)

Hoffmann J, Borgeaud S, Mensch A, et al. Training compute-
models. arXiv arXiv:

optimal large

2203.15556,2022

language preprint
Wei J, Tay Y, Bommasani R, et al. Emergent abilities of large
language models. arXiv preprint arXiv:2206.07682, 2022

Zhao W X, Zhou K, Li J, et al. A survey of large language
models. arXiv preprint arXiv:2303.18223,2023

He K, Zhang X, Ren S, et al. Deep residual learning for image
recognition//Proceedings of the IEEE Conference on Computer
Vision and Pattern Recognition. Las Vegas, USA, 2016:
770-778

Ba J L, Kiros J R, Hinton G E. Layer normalization. arXiv
preprint arXiv:1607.06450,2016

Vaswani A, Shazeer N, Parmar N, et al. Attention is all you
need//Advances in Neural Information Processing Systems.
Long Beach, USA,2017: 5998-6008

Devlin J, Chang M W, Lee K, et al. Bert: Pre-training of deep
bidirectional transformers for language understanding. arXiv
preprint arXiv:1810.04805, 2018

Shaw P, Uszkoreit J, Vaswani A. Self-attention with relative
position representations. arXiv preprint arXiv:1803.02155,2018
Su J, Ahmed M, Lu Y, et al. Roformer: Enhanced transformer
with rotary position embedding. Neurocomputing, 2024, 568:
127063

Press O, Smith N A, Lewis M. Train short, test long:
Attention with linear biases enables input length extrapolation.
arXiv preprint arXiv:2108.12409,2021

Lin T, Wang Y, Liu X, et al. A survey of transformers. Al
Open, 2022,3:111-132

Feng Z, Guo D, Tang D, et al. Codebert: A pre-trained model
for programming and natural languages//Findings of the
Association for Computational Linguistics: EMNLP  2020.
Online, 2020: 1536-1547

Chen M, Tworek J, Jun H, et al. Evaluating large language
models trained on code. arXiv preprint arXiv:2107.03374,2021
Li R, Allal L B,Zi Y, et al. Starcoder: may the source be with
you! arXiv preprint arXiv:2305.06161,2023

Husain H, Wu H H, Gazit T, et al. Codesearchnet challenge:
Evaluating the state of semantic code search. arXiv preprint
arXiv:1909.09436,2019

Guo D, Ren S, Lu S, et al. Graphcodebert: Pre-training code
representations with data flow. arXiv:
2009.08366,2020

Achiam J, Adler S, Agarwal S, et al. Gpt-4 technical report.
arXiv preprint arXiv:2303.08774,2023

Gao Z, Wang H, Zhou Y, et al. How far have we gone in

arXiv preprint

vulnerability detection using large language models. arXiv
preprint arXiv: 2311.12420, 2023
Wang Y, Le H, Gotmare A D, et al. Codet5+ : Open code

large language models for code understanding and generation.

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[46]

arXiv preprint arXiv:2305.07922, 2023

Ahmad W U, Chakraborty S, Ray B, et al. Unified pre-training
for program understanding and generation. arXiv preprint arXiv:
2103.06333,2021
TeamAlphaCode. Alphacode 2
Google DeepMind, technical report: 266058988, 2023

technical report. London:
Pewny J, Schuster F, Bernhard L, et al. Leveraging semantic
signatures for bug search in binary programs//Proceedings of
the 30th An- nual Computer Security Applications Conference.
New Orleans, USA, 2014: 406-415

Portokalidis G, Slowinska A, Bos H. Argos: an emulator for
fingerprinting zero-day attacks for advertised honeypots with
automatic signature generation. ACM SIGOPS Operating
Systems Review, 2006,40(4):15-27

Newsome J, Song D. Dynamic taint analysis for automatic
detection, analysis, and signature generation of exploits on
commodity software//Proceedings of the Network and Distributed
System Security Symposium. San Diego, USA,2005: 3-4
Engler D, Chen D Y, Hallem S, et al. Bugs as deviant behavior:
A general approach to inferring errors in systems code. ACM
SIGOPS Operating Systems Review, 2001, 35(5):57-72
Ferschke O, Gurevych I, Rittberger M. Flawfinder: A modular
system for predicting quality flaws in wikipedia//Proceedings of
the Conference and Labs of the Evaluation Forum. Rome, Italy,
2012: 1-10

Li Z, Zou D, Xu S, et

vulnerability ~ detection

al.  Vulpecker: an automated

system based on code similarity
analysis//Proceedings of the 32nd Annual Conference on
Computer Security Applications. Los Angeles, USA, 2016:
201-213

Kim S, Woo S, Lee H, et al. Vuddy: A scalable approach for
vulnerable code clone discovery//Proceedings of the TEEE
Symposium on Security and Privacy. San Jose, USA, 2017:
595-614

Jang J, Agrawal A, Brumley D. Redebug: finding unpatched
code clones in entire OS distributions//Proceedings of the IEEE
Symposium on Security and Privacy. San Francisco, USA,
2012: 48-62

Peng H, Mou L, Li G, et al. Building program vector
representations  for deep learning//Proceedings of the
International conference on knowledge science, engineering and
management. Chongqing, China, 2015: 547-553

Grieco G, Grinblat G L, Uzal L, et al. Toward large-scale
vulnerability discovery using machine learning//Proceedings of
the 6th ACM Conference on Data and Application Security and
Privacy. New Orleans, USA,2016: 85-96

Shin Y, Williams L. Can traditional fault prediction models be
used for vulnerability prediction? Empirical Software Engineering,
2013, 18(1): 25-59

Li J, He P, Zhu J, et al. Software defect prediction via
convolutional neural network//Proceedings of the IEEE
International Conference on Software Quality, Reliability and
Security. Prague,Czech Republic, 2017: 318-328

Phan A V, Le Nguyen M, Bui L. T. Convolutional neural



634 15

TLAE s HET ORI H AR A PR AT I R A Dy 12 23k

1417

[47]

[48]

[49]

[50]

[52]

[53]

[54]

[56]

[57]

[58]

networks over control flow graphs for software defect

IEEE  29th
Conference on Tools with Artificial In-telligence. Boston, USA |
2017: 45-52

Russell R, Kim L., Hamilton L, et al. Automated vulnerability

prediction//Proceedings  of the International

detection in source code using deep representation learning//
Proceedings of the 17th IEEE International Conference on
Machine Learning and Applications. Orlando, USA, 2018:
757-762

Wartschinski L, Noller Y, Vogel T, et al. Vudenc: Vulnerability
detection with deep learning on a natural codebase for python.
Information and Software Technology, 2022, 144:106809
Ghaffarian S M, Shahriari H R. Neural software vulnerability
analysis using rich intermediate graph representations of
programs. Informa- tion Sciences, 2021, 553:189-207

Zhang H, Zhang W, Feng Y, et al. Svscanner: Detecting smart
contract vulnerabilities via deep semantic extraction. Journal of
Information Security and Applications, 2023,75:103484
LiL,LiuY,Sun G, et al. Smart contract vulnerability detection
based on automated feature extraction and feature interaction.
IEEE Transactions on Knowledge and Data Engineering, 2023,
36(9):4916-4929

Sendner C, Chen H, Fereidooni H, et al. Smarter contracts:
Detecting vulnerabilities in smart contracts with deep transfer
learning//Proceedings of the Network and Distributed System
Security Symposium. San Diego, USA, 2023

You X, Li H, Wang H, et al. Smartdt: An effective vulnerability
detection system of smart contracts based on deep learning//
Proceedings of the IEEE International Conference on Big Data.
Sorrento, Italy, 2023: 2369-2376

Duan X, Wu J, Ji S, et al. Vulsniper: Focus your attention to
shoot fine-grained vulnerabilities//Proceedings of the Twenty-
Eighth International Joint Conference on Artificial Intelligence.
Macao, China, 2019: 4665-4671

Lin G, Zhang J, Luo W, et al. Software vulnerability discovery
via learning multi-domain knowledge bases. IEEE Transactions
on De- pendable and Secure Computing, 2019, 18(5):2469-2485
Cheng X, Wang H,Hua J, et al. Static detection of control-flow-
related vulnerabilities using graph embedding//Proceedings of
the 24th International Conference on Engineering of Complex
Computer Systems. Guangzhou, China, 2019: 41-50

Duan X, Wu Jingzheng, Luo Tianyue, et al. Vulnerability
mining method based on code property graph and attention-
based bidirectional LSTM. Journal of Software, 2020, 31(11):
3404-3420 (in Chinese)

(B, SRAAE , B R4S . TR Ja 1 ) B i 3 3 0wl LS TM
FO RS T £25 77 3 PRI, 2020, 31(11):3404-3420)

Zhou Y, Liu S, Siow J, et al. Devign: Effective vulnerability
identification by learning comprehensive program semantics via
graph neural networks//Advances in Neural Information
Processing Systems. Vancouver, Canada,2019: 10197-10207
Wang H, Ye G, Tang Z, et al. Combining graph-based learning
with automated data collection for code vulnerability detection.

IEEE Transactions on Information Forensics and Security,

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

[73]

[74]

2020,16:1943-1958

Wang Y, Wang K, Gao F, et al. Learning semantic program
embeddings with graph interval neural network. Proceedings of
the ACM on Programming Languages, 2020, 4(OOPSLA):1-27
Tian J, Xing W, Li Z. Bvdetector: A program slice-based binary
code vulnerability intelligent detection system. Information and
Software Technology,2020,123:106289

LiM,Li C,Li S, et al. Acgvd: Vulnerability detection based on
comprehensive graph via graph neural network with attention//
Proceedings of the International Conference on Information and
Communications Security. Chongqing, China,2021: 243-259
Cao S, Sun X, Bo L, et al. Bgnndvd: constructing bidirectional
graph neural-network for vulnerability detection. Information
and Software Technology, 2021,136:106576

Wu Y, Zou D, Dou S, et al. Vulenn: An image-inspired scalable
vulnerability ~ detection system//Proceedings of the 44th
International Conference on Software Engineering. Pittsburgh,
USA,2022: 2365-2376

Mamede C, Pinconschi E, Abreu R. A transformer-based ide
plugin for vulnerability detection//Proceedings of the 37th
IEEE/ACM International Conference on Automated Software
Engineering. Rochester, USA,2022: 1-4

Guo W, Fang Y, Huang C, et al. Hyvuldect: a hybrid semantic
vulnerability mining system based on graph neural network.
Computers & Security, 2022,121:102823

Li X, Xin Y, Zhu H, et al. Cross-domain vulnerability
detection using graph embedding and domain adaptation.
Computers &. Security, 2023, 125:103017

Jie W, Chen Q, Wang J, et al. A novel extended multimodal ai
frame-work towards vulnerability detection in smart contracts.
Information Sciences, 2023,636:118907

Tang W, Tang M, Ban M, et al. Csgvd: A deep learning
approach combining sequence and graph embedding for source
code vulnerability detection. Journal of Systems and Software,
2023,199:111623

Wang W, Nguyen T N, Wang S, et al. Deepvd: Toward class-
separation features for neural network vulnerability detection//
Proceedings of the IEEE/ACM 45th International Conference
on Software Engineering. Melbourne, Australia, 2023: 2249-
2261

Ni C, Guo X, Zhu Y, et al. Function-level vulnerability
detection through fusing multi-modal knowledge//Proceedings
of the 38th IEEE/ACM International Conference on Automated
Software Engineering. Luxembourg, 2023: 1911-1918

Guo L, Huang H, Xue S, et al. Reentrancy vulnerability
detection based on graph convolutional networks and expert
patterns//Proceedings of the IEEE 16th International
Symposium on Embedded Multicore/Many-core Systems-on-
Chip. Singapore, 2023: 312-316

Zhang C, Liu B, Xin Y, et al. Cpvd: Cross project vulnerability
detection based on graph attention network and domain
adaptation. IEEE Transactions on Software Engineering, 2023,
49(8):4152-4168

Wan T, Lu L, Xu H, et al. Software vulnerability detection via



1418 12 I N/ A 2026 4F
doc2vec with path representations//Proceedings of the IEEE [88] Yan H,Luo S,Pan L, et al. Han-bsvd: a hierarchical attention
23rd International Conference on Software Quality, Reliability, network for binary software vulnerability detection. Computers &.
and Security Companion. Chiang Mai, Thailand ,2023: 131-139 Security, 2021,108:102286

[75] 7Zhu H, Yang K, Wang L, et al. Grabit: A sequential model- [89] Zhao J, Guo S, Mu D. Doubigru-a: Software defect detection
based framework for smart contract vulnerability detection// algorithm based on attention mechanism and double bigru.
Proceedings of the IEEE 34th International Symposium on Computers &. Security, 2021,111:102459
Software Reliability Engineering. Florence, Italy, 2023: 568-577 [90] Jeon S,Kim H K. Autovas: An automated vulnerability analysis

[76] Wang Q, Li Z, Liang H, et al. Graph confident learning for system with a deep learning approach. Computers &. Security,
software vulnerability detection. Engineering Applications of 2021,106: 102308
Artificial Intelligence, 2024 ,133:108296 [91] Sun H, Cui L, Li L, et al. Vdsimilar: Vulnerability detection

[77] Sun H,Cui L., Li L, et al. Vdtriplet: Vulnerability detection with based on code similarity of vulnerabilities and patches.
graph semantics using triplet model. Computers &. Security, Computers &. Security, 2021,110:102417
2024,139:103732 [92] Cheng X, Wang H, Hua J, et al. Deepwukong: Statically

[78] Steenhoek B, Gao H, Le W. Dataflow analysis-inspired deep detecting software vulnerabilities using deep graph neural
learning for efficient vulnerability detection//Proceedings of the network. ACM Transactions on Software Engineering and
46th IEEE/ACM International Conference on Software Methodology, 2021, 30(3):1-33
Engineering. Lisbon, Portugal, 2024: 1-13 [93] Zou D, Zhu Y, Xu S, et al. Interpreting deep learning-based

[79] Nguyen V, Le T, Tantithamthavorn C, et al. Deep domain vulnera- bility detector predictions based on heuristic searching.
adaptation with max-margin principle for cross-project ACM Transactions on Software Engineering and Methodology,
imbalanced software vulnerability detection. ACM Transactions 2021,30(2):1-31
on Software Engineering and Methodology, 2024, 33(6):1-34 [94] Thapa C, Jang S I, Ahmed M E, et al. Transformer-based

[807] Huang H,Guo L, Zhao L, et al. Effective combining source code language models for software vulnerability detection//Proceedings
and opcode for accurate vulnerability detection of smart of the 38th Annual Computer Security Applications Conference.
contracts in edge ai systems. Applied Soft Computing, 2024, Austin, USA,2022: 481-496
158:111556 [95] Xu R, Tang Z, Ye G, et al. Detecting code vulnerabilities by

[81] Li Z, Zou D, Xu S, et al. Vuldeepecker: A deep learning- learning from large-scale open source repositories. Journal of
based system for vulnerability detection//Proceedings of the Information Security and Applications, 2022, 69:103293
Network and Distributed System Security Symposium. San [96] Tang Z, Hu Q, Hu Y, et al. Sevuldet: A semantics-enhanced
Diego,USA,2018 learnable vulnerability detector//Proceedings of the 52nd

[82] Zou D, Wang S, Xu S, et al. pvuldeepecker: A deep learning- Annual IEEE/IFIP International Conference on Dependable
based system for multiclass vulnerability detection. IEEE Systems and Networks. Balti- more, USA,2022: 150-162
Transactions on Dependable and Secure Computing, 2019, 18(5): [97] Pan S, Bao L, Xia X, et al. Fine-grained commit-level
2224-2236 vulnerability type prediction by cwe tree structure//Proceedings

[83] Hoang T, Dam H K, Kamei Y, et al. Deepjit: an end-to-end of the IEEE/ACM 45th International Conference on Software
deep learning framework for just-in-time defect prediction// Engineering. Melbourne, Australia, 2023: 957-969
Proceedings of the IEEE/ACM 16th International Conference [98] Wang Y, Jia P, Peng X, et al. Binvuldet: Detecting
on Mining Software Repos- itories. Montreal, Canada, 2019: vulnerability in binary program via decompiled pseudo code and
34-45 bilstm-attention. Com-puters &. Security, 2023, 125: 103023

[84] Allamanis M, Jackson-Flux H, Brockschmidt M. Self- [99] FanY,Wan C,Fu C,et al. Vdotr: Vulnerability detection based
supervised bug detection and repair//Advances in Neural on tensor representation of comprehensive code graphs.
Information Processing Systems. Online, 2021: 27865-27876 Computers &. Security, 2023,130:103247

[85] LiZ,ZouD,Xu S, et al. Sysevr: A framework for using deep [100] Ren X, Wu Y,LiJ, et al. Smart contract vulnerability detection
learning to detect software vulnerabilities. IEEE Transactions based on a semantic code structure and a self-designed neural
on Dependable and Secure Computing, 2021, 19(4):2244-2258 network. Computers and Electrical Engineering, 2023, 109:

[86] Duan Ya-Nan. Research on software vulnerability detection 108766
based on code property graph and graph convolutional neural [101] Kong L, Luo S, Pan L, et al. A multi-type vulnerability
network. Harbin Institute of Technology, Harbin, 2020 (in detection framework with parallel perspective fusion and
Chinese) hierarchical feature enhancement. Computers &. Security, 2024,
(B 55 . T AR Jai A PR ] 6 U £ ) 2 1y 20 41O ) A ) 140:103787
IRBFGT W JRIE Tl K2 W IR EE . 2020) [102] Wu T, Chen L, Du G, et al. Ultraves: Ultra-fine-grained

[87] Zheng W, Jiang Y, Su X. Vulspg: Vulnerability detection based variable-based code slicing for automated vulnerability
on slice property graph representation learning//Proceedings of detection. IEEE Transactions on Information Forensics and
the IEEE 32nd International Symposium on Software Reliability Security, 2024, 19:3986-4000
Engineering. Wuhan, China, 2021: 457-467 [103] Xiao P, Xiao Q, Zhang X, et al. Vulnerability detection based on



634 15

TLAE s HET ORI H AR A PR AT I R A Dy 12 23k

1419

[104]

[105]

[106]

[107]

[108]

[109]

[110]

[111]

[112]

[113]

[114]

[115]

[116]

enhanced graph representation learning. IEEE Transactions on
Informa- tion Forensics and Security, 2024 ,19:5120-5135

Xiao W, Hou Z, Wang T, et al. Msgvul: Multi-semantic
integration vulnerability detection based on relational graph
convolutional neural networks. Information and Software
Technology,2024,170:107442

Choi M, Jeong S, Oh H, et al. End-to-end prediction of buffer
overruns from raw source code via neural memory networks//
Proceedings of the Twenty-Sixth International Joint Conference
on Artificial Intelligence. Melbourne, Australia, 2017: 1546-
1553

Sestili C D, Snavely W S, VanHoudnos N M. Towards security
defect prediction with ai. arXiv preprint arXiv:1808.09897,2018
Li Z,Zou D, Xu S, et al. Vuldeelocator: a deep learning-based
finegrained IEEE Transactions on
Dependable and Secure Computing, 2021, 19(4):2821-2837

Tian J, Zhang J, Liu F. Bbreglocator: A vulnerability detection

vulnerability detector.

sys- tem based on bounding box regression//Proceedings of the
51st Annual IEEE/IFIP International Conference on Dependable
Systems and Networks Workshops. Taipei, China, 2021: 93-100
LiY, Wang S, Nguyen T N. Vulnerability detection with fine-
grained interpretations//Proceedings of the 29th ACM Joint
Meeting on European Software Engineering Conference and
Symposium on the Foundations of Software Engineering.
Athens, Greece, 2021: 292-303

Cao S, Sun X, Bo L, et al. Mvd: memory-related vulnerability
detection based on flow-sensitive graph neural networks//
Proceedings of the 44th International Conference on Software
Engineering. Pittsburgh, USA,2022: 1456-1468

Fu M, Tantithamthavorn C. Linevul: A transformer-based line-
level vulnerability prediction//Proceedings of the 19th International
Conference on Mining Software Repositories. Pittsburgh, USA,
2022: 608-620

Ding Y, Suneja S, Zheng Y, et al. Velvet: a novel ensemble
learning approach to automatically locate vulnerable statements//
Proceedings of the IEEE International Conference on Software
Analysis, Evolution and Reengineering. Honolulu, USA, 2022:
959-970

Hin D, Kan A, Chen H, et al.

vulnerability detection using graph neural networks//Proceedings

Linevd: statement-level
of the 19th Interna- tional Conference on Mining Software
Repositories. Pittsburgh, USA,2022: 596-607

Nguyen H H, Nguyen N M, Xie C, et al. Mando: Multi-level
heterogeneous graph embeddings for fine-grained detection of
smart contract vulnerabilities//Proceedings of the IEEE 9th
International Conference on Data Science and Advanced
Analytics. Shenzhen, China, 2022: 1-10

Nguyen H H, Nguyen N M, Doan H P, et al. Mando-guru:
vulnerability detection for smart contract source code by
heterogeneous graph embeddings//Proceedings of the 30th
ACM Joint European Software Engineering Conference and
Symposium on the Foundations of Software Engineering.
Singapore, 2022: 1736-1740

Dong Y, Tang Y, Cheng X, et al. Sedsvd: Statement-level

[117]

[118]

[119]

[120]

[121]

[122]

[123]

[124]

[125]

[126]

[127]

[128]

[129]

[130]

software vulnerability detection based on relational graph
convolutional network with subgraph embedding. Information
and Software Technology,2023,158:107168

Song 7, Wang J, Yang K, et al. Hgivul: Detecting inter-
procedural vulnerabilities based on hypergraph convolution.
Information and Soft- ware Technology, 2023,160:107219

Wu B, Zou F, Yi P, et al. Slicedlocator: Code vulnerability
locator based on sliced dependence graph. Computers &.
Security, 2023, 134: 103469

Wen X C,Gao C, Ye J, et al. Meta-path based attentional graph
learning model for vulnerability detection. IEEE Transactions
on Software Engineering, 2024, 50(3):360-375

Wu H, Zhang Z, Wang S, et al. Peculiar: Smart contract
vulnerability detection based on crucial data flow graph and pre-
training techniques//Proceedings of the IEEE 32nd International
Symposium on Software Reliability Engineering. Wuhan, China,
2021: 378-389

Hanif H, Maffeis S. Vulberta: Simplified source code pre-
training for vulnerability ~detection//Proceedings of the
International joint confer- ence on neural networks. Padua, Italy,
2022: 1-8

Yang H, Yang H, Zhang L, et al. Source code vulnerability
detection using vulnerability dependency representation graph//
Proceedings of the IEEE International Conference on Trust,
Security and Privacy in Computing and Communications.
Wuhan, China, 2022: 457-464

Yuan D, Wang X, Li Y, et al. Optimizing smart contract
vulnerability detection via multimodality code and entropy
embedding. Journal of Systems and Software,2023,202:111699

Sun X, Tu L, Zhang J, et al. Assbert: Active and semi-
supervised bert for smart contract vulnerability detection.
Journal of Information Security and Applications, 2023, 73:
103423

Ni C, Yin X, Yang K, et al. Distinguishing look-alike innocent
and vulnerable code by subtle semantic representation learning
and explanation//Proceedings of the 31st ACM Joint European
Software Engineering Conference and Symposium on the
Foundations of Software Engineering. San Francisco, USA,
2023: 1611-1622

Zhang J, Liu Z, Hu X, et al. Vulnerability detection by learning
from syntax-based execution paths of code. IEEE Transactions
on Software Engineering, 2023,49(8):4196-4212

Islam N T, Parra G D L T, Manuel D, et al. An unbiased
transformer source code learning with semantic vulnerability
graph//Proceedings of the IEEE 8th European Symposium on
Security and Privacy. Delft, Netherlands,2023: 144-159

Jiang Y, Qu Z, Treude C, et al. Enhancing fine-grained
vulnerability detection with reinforcement IEEE
Transactions on Software Engineering, 2025, 51(10):2900-2920

Tran H C, Tran A D, Le K H. Detectvul: A statement-level

learning.

code vulnerability detection for python. Future Generation
Computer Systems, 2025,163:107504
Sennrich R. Neural machine translation of rare words with

subword units. arXiv preprint arXiv:1508.07909, 2015



1420 12 N S/ R R 2026 4F

[131] Schuster M, Nakajima K. Japanese and Korean voice search// [145] Lekssays A, Mouhcine H, Tran K, et al. Llmxcpg: Context-
Proceedings of the IEEE International Conference on Acoustics, aware vulnerability detection through code property graph-
Speech and Signal Processing. Kyoto,Japan,2012: 5149-5152 guided large language models//Proceedings of the 34th

[132] Kudo T. Subword regularization: Improving neural network USENIX Security Symposium. Seattle, USA, 2025: 489-507
translation models with multiple subword candidates. arXiv [146] Wen X C,Yang Y,Gao C,et al. Boosting vulnerability detection
preprint arXiv:1804.10959,2018 of LLLMs via curriculum preference optimization with synthetic

[133] Chirkova N, Troshin S. Codebpe: Investigating subtokenization reasoning data//Findings of the Association for Computational
options for large language model pretraining on source code. Linguistics: ACL 2025. Vienna, Austria, 2025: 8935-8949
arXiv preprint arXiv:2308.00683, 2023 [147] Lu G, Ju X, Chen X, et al. Grace: Empowering llm-based

[134] Shestov A, Levichev R, Mussabayev R, et al. Finetuning software vulnerability detection with graph structure and in-
large language models for vulnerability detection. IEEE Access, context learning. Journal of Systems and Software, 2024, 212:
2025, 13: 38889-38900 112031

[135] Yusuf I N B, Jiang L. Your instructions are not always helpful: [148] Du X, Zheng G, Wang K, et al. Vul-rag: Enhancing 1lm-based
Assessing the efficacy of instruction fine-tuning for software vulnerability detection via knowledge-level rag. arXiv preprint
vulnerability detection. arXiv preprint arXiv:2401.07466,2024 arXiv: 2406.11147,2024

[136] Yang A Z, Tian H, Ye H, et al. Security vulnerability detection [149] Mao Z, Li J, Jin D, et al. Multi-role consensus through llms
with multitask self-instructed fine-tuning of large language discussions for vulnerability detection//Proceedings of the
models. arXiv preprint arXiv:2406.05892,2024 IEEE 24th International Conference on Software Quality,

[137] Yang A Z,Le Goues C,Martins R, et al. Large language models Reliability, and Security Companion. Cambridge, UK, 2024:
for test-free fault localization//Proceedings of the 46th IEEE/ 1318-1319
ACM International Conference on Software Engineering. [150] LiY,Li X, Wu H,et al. Attention is all you need for llm-based
Lisbon, Portugal , 2024: 1-12 code vulnerability localization. arXiv preprint arXiv:2410.15288,

[138] Zhou X, Zhang T, Lo D. Large language model for vulnerability 2024
detection: Emerging results and future directions//Proceedings [151] Sun Y, Wu D, Xue Y, et al. Gptscan: Detecting logic
of the 2024 ACM/IEEE 44th International Conference on vulnerabilities in smart contracts by combining gpt with program
Software Engineering: New Ideas and Emerging Results. analysis//Proceedings of the IEEE/ACM 46th International
Lisbon, Portugal , 2024: 47-51 Conference on Software Engineering. Lisbon, Portugal, 2024:

[139] Zhang C, Liu H, Zeng J, et al. Prompt-enhanced software 1-13
vulnerability detection using ChatGPT//Proceedings of the 2024 [152] Wang C, Liu J, Peng X, et al. Boosting static resource leak
IEEE/ACM 46th International Conference on Software Engineering: detection via llm-based resource-oriented intention inference.
Companion Proceedings. Lisbon, Portugal , 2024: 276-277 arXiv preprint arXiv:2311.04448,2023

[140] Liu Z, Liao Q, Gu W, et al. Software vulnerability detection [153] Deng Y,XiaC S,Peng H,et al. Large language models are zero-
with gpt and in-context learning//Proceedings of the 8th shot fuzzers: Fuzzing deep-learning libraries via large language
International Conference on Data Science in Cyberspace. Hefei, models//Proceedings of the 32nd ACM SIGSOFT International
China,2023: 229-236 Symposium on Software Testing and Analysis. Seattle, USA,

[141] Yang Y, Zhou X, Mao R, et al. Dlap: A deep learning 2023: 423-435
augmented large language model prompting framework for [154] Tang X, Kim K, Song Y, et al. Codeagent: Autonomous
software vulnerability detection. Journal of Systems and communicative agents for code review. arXiv preprint arXiv:
Software, 2025,219:112234 2402.02172,2024

[142] Zhang Y X, Huang C, Liu R, et al. Vulnerability detection [155] Yildiz A, Teo S G, Lou Y, et al. Benchmarking LLMS and
method for smart contracts based on prompt fine-tuning. Journal LLM-based agents in practical vulnerability detection for code
of Information Network Security, 2025, 25(4): 664-673 (in repositories//Proceedings of the 63rd Annual Meeting of the
Chinese) Association for Computational Linguistics. Vienna, Austria,
(SR TTAT » B A 4 . 45 5 B 1) el ) 3 R 5 24 TR S0 77 2025: 30848-30865
B A5 B2 4, 2025, 25(4):664-673) [156] Wei Z, Sun J, Sun Y, et al. Advanced smart contract

[143] Geng C, Chang S'Y, Huang H P. Smart contract vulnerability vulnerability detection via LLM-powered multi-agent systems.
detection based on prompt engineering in zero-shot scenarios. IEEE Transactions on Software Engineering, 2025, 51(10):
Journal of Information Countermeasure Technology, 2024, 2830-2846
3(2): 70-81 (in Chinese) [157] Touvron H,Lavril T,Izacard G, et al. .lama: Open and efficient
(BR W8T T, 30 BREAR Y B R TR TR RS Y foundation language models. arXiv preprint arXiv: 2302.13971,
IS R FE . £ BB AR 2024, 3(2):70-8 D) 2023

[144] Du X, Wen M, Zhu J, et al. Generalization-enhanced code [158] Albert Q J, Sablayrolles A, Mensch A, et al. Mistral 7b. arXiv
vulnerability detection via multi-task instruction fine-tuning. preprint arXiv:2310.06825, 2023
arXiv preprint arXiv:2406.03718,2024 [159] Roziere B, Gehring J, Gloeckle F, et al. Code llama: Open



634 15

TLAE s HET ORI H AR A PR AT I R A Dy 12 23k

1421

[160]

[161]

[162]

[163]

[164]

[165]

[166]

[167]

[168]

[169]

[170]

[171]

[172]

[173]

foundation models for code. arXiv preprint arXiv: 2308.12950,
2023

Hu E J, Shen Y, Wallis P, et al. Lora: Low-rank adaptation of
large language models. arXiv preprint arXiv:2106.09685, 2021
Ding Y, Fu Y, Ibrahim O, et al. Vulnerability detection with
code lan-guage models: How far are we? arXiv preprint arXiv:
2403.18624,2024

Purba M D, Ghosh A, Radford B T, et al. Software vulnerability
detec- tion using large language models//Proceedings of the
IEEE 34th International Symposium on Software Reliability
Engineering Workshops. Florence, Italy,2023: 112-119

Yin X. Pros and cons! evaluating ChatGPT on software
vulnerability. arXiv preprint arXiv:2404.03994, 2024

Khare A, Dutta S, L.i Z, et al. Understanding the effectiveness of
large language models in detecting security vulnerabilities. arXiv
preprint arXiv:2311.16169,2023

Fu M, Tantithamthavorn C K, Nguyen V, et al. ChatGPT for
vulnerabil- ity detection, classification, and repair: How far are
we?//Proceedings of the 30th Asia-Pacific Software Engineering
Conference. Seoul, Republic of Korea,2023: 632-636

He D, Yu S R, Wang Y F, et al. An empirical study on the
effectiveness of large language models for C/C-+-+ code
vulnerability detection. Journal of Communications Technology,
2024, 57(5): 519-528 (in Chinese)

(FO3K AR A~ E— FLAE R F RS C/C -+ U s T A I 3
RERYSEUERE L i 5 BEA , 2024, 57(5):519-528)

Yu L H, Hu S W, Huang L. X, et al. A source code security
vulnerability detection method using ChatGPT. Computer and
Modernization, 2024(4): 88-91, 120 (in Chinese)

(R D30, BR84S . — AT ChatGPT YIRS 2 42
AR5k R HLS B 2024(4):88-91,120)

Bae J, Kwon S, Myeong S. Enhancing software code
vulnerability detection using GPT-40 and claude-3.5 sonnet: A
study on prompt en- gineering techniques. Electronics, 2024,
13(13):2657

Okun V, Delaitre A, Black P E, et al. Report on the static
analysis tool exposition (sate) iv. Gaithersburg: National Institute
of Standards and Technology, NIST Special Publication: 500,
2013

He J, Vechev M. Large language models for code: Security
hardening and adversarial testing//Proceedings of the 2023
ACM SIGSAC Conference on Computer and Communications
Security. Copenhagen, Denmark, 2023: 1865-1879

Ponta S E, Plate H, Sabetta A, et al. A manually-curated dataset
of fixes to vulnerabilities of open-source software//Proceedings
of the IEEE/ACM 16th International Conference on Mining
Software Repositories. Montreal, Canada, 2019: 383-387

Just R, Jalali D, Ernst M D. Defects4j: A database of existing
faults to enable controlled testing studies for java programs//
Proceedings of the 2014 international symposium on software
testing and analysis. San Jose, USA,2014: 437-440

Widyasari R, Sim S Q, Lok C, et al. Bugsinpy: a database of
existing bugs in python programs to enable controlled testing

and debugging studies//Proceedings of the 28th ACM Joint

[174]

[175]

[176]

[177]

[178]

[179]

[180]

[181]

[182]

[183]

[184]

[185]

[186]

[187]

Meeting on European Software Engineering Conference and
Symposium on the Foundations of Software Engineering. Virtual,
USA,2020: 1556-1560

FanJ,LiY,Wang S,et al. A ¢/c++ code vulnerability dataset
with code changes and CVE summaries//Proceedings of the
17th International Conference on Mining Software Repositories.
Seoul, Republic of Korea, 2020: 508-512

LiZ,Zou D, Xu S, et al. Vuldeepecker: A deep learning-based
system for vulnerability detection. arXiv:
1801.01681,2018

Chakraborty S, Krishna R, Ding Y, et al. Deep learning based

arXiv preprint

vulnerability detection: Are we there yet? IEEE Transactions on
Software Engineering, 2021,48(9):3280-3296

Nikitopoulos G, Dritsa K, Louridas P, et al. Crossvul: a cross-
language vulnerability dataset with commit data//Proceedings
of the 29th ACM Joint Meeting on European Software
Engineering Conference and Symposium on the Foundations of
Software Engineering. Athens, Greece,2021: 1565-1569
Bhandari G, Naseer A, Moonen L. Cvefixes: automated
collection of vulnerabilities and their fixes from open-source
software//Proceedings of the 17th International Conference on
Predictive Models and Data Analytics in Software Engineering.
Athens, Greece, 2021: 30-39

Chen Y, Ding Z, Alowain L, et al. Diversevul: A new vulnerable
source code dataset for deep learning based vulnerability
detection//Proceedings of the 26th International Symposium on
Research in Attacks, Intrusions and Defenses. Hong Kong,
China, 2023: 654-668

Zheng Y, Pujar S, Lewis B, et al. D2a: A dataset built for ai-
based vulnerability detection methods

analysis//Proceedings of the IEEE/ACM 43rd International

using  differential

Conference on Software Engineering: Software Engineering in
Practice. Madrid, Spain,2021: 111-120

Noever D. Can large language models find and fix vulnerable
software? arXiv preprint arXiv:2308.10345, 2023

Mohajer M M, Aleithan R, Harzevili N S, et al. Effectiveness of
ChatGPT for static analysis: How far are we?//Proceedings of
the 1st ACM International Conference on Al-Powered Software.
Porto de Galinhas, Brazil, 2024: 151-160

Li Z, Dutta S, Naik M. LLM-Assisted Static Analysis for

Detecting Security Vulnerabilities. arXiv preprint arXiv:
2405.17238,2024
Wen X C, Wang X, Chen Y, et al. Vuleval: Towards

repository-level evaluation of software vulnerability detection.
arXiv preprint arXiv: 2404.15596,2024

Zhou X, Tran D M, Le-Cong T, et al. Comparison of Static
Application Security Testing Tools and Large L.anguage Models
for Repo-level Vulnerability Detection. arXiv preprint arXiv:
2407.16235,2024

Ni C, Shen L, Xu X, et al. Learning-based Models for
Vulnerability Detection: An Extensive Study. arXiv preprint
arXiv: 2408.07526, 2024

Tamberg K, Bahsi H. Harnessing large language models for

software vulnerability detection: a comprehensive benchmarking



1422 12 B A/ A S 2026 4F

study. arXiv preprint arXiv:2405.15614, 2024 arXiv:1902.10186,2019

[188] Bakhshandeh A, Keramatfar A, Norouzi A, et al. Using ChatGPT [204] Chu Z, Wan Y, Li Q, et al. Graph neural networks for
as a static application security testing tool. arXiv preprint arXiv: vulnerability detection: A counterfactual explanation//Proceedings
2308.14434,2023 of the 33rd ACM SIGSOFT International Symposium on

[189] Wang Z, Zhang L, Cao C, et al. How Does Naming Affect Software Testing and Analysis. Vienna, Austria, 2024: 389-401
LLMs on Code Analysis Tasks? arXiv preprint arXiv: [205] Zhang W, Zhang J. Hallucination mitigation for retrieval-
2307.12488,2024 augmented large language models: a review. Mathematics, 2025,

[190] Fang C,Miao N, Srivastav S, et al. Large language models for 13(5):856
code analysis: Do LLMs really do their job?//Proceedings of [206] Zhang 7, Wang C, Wang Y, et al. LLMhallucinations in practical
the 33rd USENIX Security Symposium. Philadelphia, USA, code generation: Phenomena, mechanism, and mitigation.
2024: 829-846 Proceedings of the ACM on Software Engineering, 2025,

[191] Chen C,SuJ,ChenJ, et al. When ChatGPT meets smart contract 2(ISSTA):481-503
vul- nerability detection: How far are we? ACM Transactions [207] Jiang Y, Huang S, Treude C, et al. Shield broken: black-box
on Software Engineering and Methodology, 2025, 34(4):1-30 adversarial attacks on LLM-based vulnerability detectors. IEEE

[192] YuJ, Liang P, Fu Y, et al. Security code review by LLMs: A Transactions on Software Engineering, 2025:1-19
deep dive into responses. arXiv preprint arXiv:2401.16310,2024 [208] Jiang Y, Li Z, Huang S, et al. Effective code membership

[193] Yarra R. Llmpatronous: Harnessing the power of llms for inference for code completion models via adversarial prompts.
vulnerability detection. arXiv preprint arXiv:2504.18423,2025 arXiv preprint arXiv:2511.15107, 2025

[194] Chen S, Wong S, Chen L, et al. Extending context window of [209] Akheel S. Guardrails for large language models: A review of
large language models via positional interpolation. arXiv techniques and challenges. Journal of Artificial Intelligence,
preprint arXiv:2306.15595,2023 Machine Learning and Data Science, 2025, 3(1):2504-2512

[195] Peng B, Quesnelle J, Fan H, et al. Yarn: Efficient context [210] Wong W K, Wu D, Wang H, et al. Decllm: LIm-augmented
window extension of large language models. arXiv preprint recompilable decompilation for enabling programmatic use of
arXiv: 2309.00071,2023 decompiled code. Proceedings of the ACM on Software

[196] Zhou X, Cao S, Sun X, et al. Large language model for Engineering, 2025, 2 (ISSTA):1841-1864
vulnerability detection and repair: Literature review and the road [211] Tan H,Luo Q,Li J, et al. LiIm4decompile: Decompiling binary
ahead. ACM Transactions on Software Engineering and code with large language models. arXiv preprint arXiv:
Methodology, 2025, 34(5): 1-31 2403.05286, 2024

[197] Qiu S,Huang M, Cheng J. Boosting vulnerability detection with [212] Hu P, Liang R, Chen K. Degpt: Optimizing decompiler output
inter-function multilateral association insights. arXiv preprint with 1Im//Proceedings of the Network and Distributed System
arXiv: 2506.21014, 2025 Security Symposium. San Diego, USA ;2024

[198] Yu T,Kumar S, Gupta A, et al. Gradient surgery for multi-task [213] Liu P, Sun C, Zheng Y, et al. Llm-powered static binary taint
learning//Advances in Neural Information Processing Systems. analysis. ACM Transactions on Software Engineering and
Online, 2020: 5824-5836 Methodology, 2025,34(3):1-36

[199] Meng F, Xiao Z, Zhang Y, et al. Ri-pcgrad: Optimizing multi- [214] Wang R,LiK,Xu M, et al. Lift: Automating symbolic execution
task learning with rescaling and impartial projecting conflict optimization with large language models for ai networks//
gradients. Applied Intelligence, 2024, 54(22):12009-12019 Proceedings of the 2nd Workshop on Networks for Al

[200] Yang X, Wang S, Zhou J, et al. One-for-all does not work! Computing. Coimbra, Portugal, 2025: 37-42
enhancing vulnerability detection by mixture-of-experts (moe). [215] Hussain N, Chen H, Tran C, et al. Vulbinllm: Llm-powered
Proceedings of the ACM on Software Engineering, 2025, vulnerability detection for stripped binaries. arXiv preprint
2(FSE):446-464 arXiv: 2505.22010, 2025

[201] Yuan H, Yu L, Huang Z, et al. Mos: Towards effective smart [216] Manuel D, Islam N T, Khoury J, et al. Enhancing reverse
contract vulnerability detection through mixture-of-experts tuning engineering: Investigating and benchmarking large language
of large language models. arXiv preprint arXiv:2504.12234,2025 models for vulnerability analysis in decompiled binaries. arXiv

[202] Lin T Y, Goyal P, Girshick R, et al. Focal loss for dense object preprint arXiv: 2411.04981,2024
detection//Proceedings of the IEEE international conference on [217] Shang X, Chen G, Cheng S, et al. Binmetric: A

[203]

computer vision. Venice, Italy, 2017: 2980-2988

Jain S, Wallace B C. Attention is not explanation. arXiv preprint

comprehensive binary analysis benchmark for large language

models. arXiv preprint arXiv: 2505.07360, 2025



619 WA LT RUE SR PR AR YRR AN Ty e iR 1423

JIANG Yuan, Ph. D., associate

researcher. His main research interests include
software

code  vulnerability  detection,

security, and LLILM security.

YANG Zi-Han, M. S. candidate. His main research
interests include code vulnerability detection, jailbreak attacks,

and prompt engineering.

Background

Software  vulnerabilities are defects in  design,
implementation, or runtime environments that can be exploited
to undermine system security and reliability. As software
systems continue to grow in scale and complexity, the need for
automated vulnerability detection has become increasingly prominent
in modern software engineering. In recent years, deep learning
(DL) -based methods have been widely studied, leading to
notable improvements in detection effectiveness and scalability.

While several surveys have reviewed DL-based
approaches, most focus on conventional model architectures
such as CNNs, LSTMs, and GNNs. In contrast, the
application of large language models (LLMs) to vulnerability
detection has received limited systematic attention. Recently,
LLMs have

capabilities in code understanding and have been gradually

Transformer-based demonstrated  strong

adapted to vulnerability detection tasks through instruction

tuning, prompt engineering, and in-context learning.

Empirical studies suggest that L1LMs may enable new detection

paradigms beyond the capacities of traditional DI. models.
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To bridge this gap, this paper presents a comprehensive
and structured survey of LLM-based vulnerability detection
techniques, covering a wide range of models from lightweight
Transformer variants to high-capacity general-purpose LLMs.
We organize existing methods along key dimensions, including
model design, detection granularity, and application scenarios,
and provide comparative analyses that highlight differences in
architectural choices and performance characteristics. Moreover, we
identify major technical challenges and outline future research
opportunities to guide the development of next-generation
LLM-based detection frameworks.
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