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Abstract Anonymous credentials are an effective solution to privacy and security issues, where
an issuer signs a user’ s attributes to create an attribute-based anonymous credential. Users
provide credentials without revealing personally identifiable information and selectively disclose
relevant attributes. The core objective of anonymous credential is to protect the privacy of the user
while ensuring the validity of the authentication. Anonymity is one of its key characteristics.
Anonymity means that the user does not reveal his/her identity when presenting the credentials to
the service provider, but only proves the validity of the credentials through zero-knowledge
proofs. A zero-knowledge proof is a cryptographic protocol in which one party (the prover) can
demonstrate to another (the verifier) that they possess certain knowledge, without disclosing any
part of that knowledge during the interactive process. Consequently, the service provider becomes
convinced that the credential is valid and was issued by a legitimate issuer, but learns nothing
about the user’ s identity beyond what is explicitly disclosed. Selective disclosure complements
this by giving users fine-grained control over their data. It refers to the user’s ability to provide
only a subset of the attributes embedded within their credential, specifically those required by the

service provider’ s policy, rather than being forced to present all attributes in their entirety. A
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basic anonymous credential scheme involves the issuance, presentation, and verification of
credentials. The verifier only checks whether the attributes provided by the user satisfy the access
policy and whether the user’s credential is valid. If the user’s credential is accidentally lost or
stolen, a third party who obtains the credential will be able to use it to pass the verifier’s
verification with the knowledge of the relevant information. To counter this threat, Hesse and
Singh proposed a card-based anonymous credential scheme, which introduces a smart card
embedded with a picture of the user, and binds the user to the card through the picture on the card.
In their proposed system, the user must physically present his/her smart card to service provider
in person. During the verification process, the service provider not only verifies the validity of the
user’ s digital credential but also performs a crucial visual check: confirming whether the picture on
the smart card matches the physical appearance of the user. This simple yet effective measure
provides a strong layer of security. If a third party obtains user credentials, the third party is
unable to use the credentials to pass the verifier’ s verification due to the picture on the card failing
to match him. However, the scheme does not address the problem of malicious users’
accountability due to the anonymity of credentials, such as tracing and revocation functionalities,
and this poses certain security risks. Therefore, this paper proposes a card-based anonymous
credential scheme that simultaneously achieves revocation and traceability. If a user violates the
protocol, the relevant authority can trace the user and revoke it. The proposed scheme is proven
to be secure and efficient through security analysis, functionality comparison, computational cost

analysis and performance evaluation.

Keywords privacy-preservation; anonymous credentials; card-based; traceability; revocation
UEAFR, BR TAEGE A B a b 44 SRR T 58 i
5l B W7 ZRAWESTIET R, ZREGF—ROH
— KRB RER A — MRS A . LIRS
[ 44 FEiE e — MR TP D NS A Al SRR R AL & A — N A VR RE R 2 TR B

TRAFEMEOLT RVER IR A R e AR AR fﬁJﬁﬂﬂaTlt THER AT R AR R
JEPERECTEIE . HB a0 ARG H e PRBCR A2 s o5 — DR AHTE BE R T Ar7e i 22 4
BoRh, Rl R B DGR T S . AL R iRk B ISR ﬁﬁligjzﬁéﬂ TG 3E T Jw 1E AY B
R UEUA AU A HIRDBI X P i w8y AT S8 rb P 1 R 55 SRt g J s AR e L 2 %

244 T AR S T B P Y B 44 AR E . B A4 PETR Y
JEHLP IR 55 R B R s AT ﬁEl?I’JBﬂIJT/\ﬁﬁ&E c
(4 B, I-RE m HAE AR TE R A 850t . 8 SRR
FeHI P AT e da e . e fii‘%&%?a EI’*J%HEJF'
A RLTE 7R SRR PR 55 32 B Ry o 2 A0 s A
AN 7R AR BT AT 18 a1

S B 27 PR 322U 2 Ul AR AIE , RIFESH 2
AN AT B 4 [ I ARV SRR 2l TERE 43T
Bl SR LR 55 i s ] 4 45 5 T B A
JZ R g . AEFEE AT CL &4 PS4
# BBS &4 [k 4 (Sanitizable Signatures,
SS) LA M 2K b R 25 R R $F 2 4 (Structure-
Preserving Signatures on Equivalence Classes, SPS-

EQ)M 452 47 S My i B 44 SR UE T &R

T [0) SR W o5 2 1) J PR A o T AS 23 375 s oAy
535 B X e FEUE Ry FE A4 PR U E 1 o (H P
B R RV 55 4 A e e i DA P e
PRI B R A & B O IR = 0k 45
P . AEGE N 24 FEIE )T AR LRI TR B ]
P e IR G EN . HIZH P IR R
B B 55 B, SRIBOI FEIE Y28 =7 7 1 i AH G T8 1
S AR 5 (81 000 T AT DA ] S 2o e 55 S L B
RS, B2 SR EAS R A 2 Ay o Rt L BT
B[R, Hesse Fl1 Singh #8173 FA BB R 19 12 44 7%
1E (card-based Anonymous Credentials, chC)[”] o
T G — kAT P SR B R 9 g
R ERARER S5H P9 E . 5= ﬁﬁw %"ﬂi'
JUEIE, TR BRI R 5 AL, 55 = T8



920 it A

Pl

¥R 2026 4F

e B AR A R I BUK oA e (O S S| S W W
B T EFHLE TR R BRI & BT R
FH PRI R R B UERT  #R T AR kAT, KOk
HUFE IR 55 B AL 35 75 22 OB IE FH P 58 g R i AL [R)
HERT, AR @ W A AN S8 ek B A fE—
AR AR B R F P 505

SR » B 44 Ml 25 T 30— Sl FH sl B B AT
g AR AR P ARG EC T A P AR
TIEFIUAH I A 25, A5 1T LA P A B TE HEA T sl
s B A A ] BEAE 6 SRR AY I FE v
i SOM I RS, LG An Ak S0 o I i FETE . T
JE R IR 2 B 44 1Y) WA 1] T vk 4k 0 AH B 1
Fo PRI, B 2T s 44 FIEE B3 B 22 W40 T g
T8 B #) 7 RE 44 FH P 0 LS B 0y I LR AT R
B o AERCIERE T, R ) IR S5 SR R H IS IR S5
B2 MR 55 B AL 1 5 2 1) S PR TR B I 5 IR
A S ELSER TENAEE. B, B2
I BN 38 B B A ek gk A T
BE 4% FH P B L L 4% B SR BN BRI
FEAR5E B B 4 SR UE R GE AU D RE

{HE, TR BE R E A SRR T BAR % 1EiE
ST RE, Ok R Peia B A AN Mol F B kAT
SR 44 FH P X LA TR 1 [R)E  A7AE— RE 1)
T,

LG B0 3R AR, AR SCH R T 56 T B R 1
AIE B E A EUE R G, B ST T BT
BIHE R 4 FEUE , SEHE I IC T AR 58 6 T
g, FIH BBS+25 44 O B R 4% EIGamal /il % |
SN ARG 2. RIEHLR 5 IR 55 L (L
TR EMN BRSSP IR EH P
LTI . FEARIE R IE IR RCR T 3 =
PR )38 3 S5 ey il e b VT RE IR
Sy BT R REPEAG UE B A 7 022 4 H sl

AR SCAES 25 AT B —BE R O TR 5 37
B B T4 A s 5 4 5 2 T B REARME &
55 SR T BT VR 5 5 6 T R O Rk AT e
5 B R A T T A

2 HHXIE

2.1 ZEENERZEIE

TESEA Y BE 2 SEUE T, P B 2080 38 5 A A
— AN WL SRS 1 A 5 A LA g
WEZ AT 28 B SE R IERBRAIE A 38 . e 2k

FWGEL R T R ESE RS RS T
—iRERER . XAERER ST I 2 TR
BT ST R e R AN A% SR R L TR R A
B R eE W& BT s AL, LUER fE R
H& £ 1T LABK A 10 & 3E AILAS 560 3 2 43t B 0y
UERH

TERS Sis 2 4, FAL, BETTHBE 44 FEE T R
L2 LR 22 1 [n) R, T A7 BRI A% R SR AIE 1Y) [) R
DL K G5 E (Y B AL 52 R 8. 3t F UL, Hanzlik 1
Slamanig "% & BE R (SIM RO M 0% 45 K A7
it B2 E s L I 5 5 B & CanFH0D PME 78 U IE
(AR ICRI R o B A% 0 / i B i 45 4 SEIE (Core/
Helper Anonymous Credentials, CHAC) . %7 &
MIPEAAE T B A0 B 28 1 T3 SR BB A
TIE b B 3 g fg o T 29K R Y
PRI R . SR 20 S B R G
M BN REL TR AT RS 25
A E RN % .

FEH WL FE 24 SEUE R G D Bk (R e
PRI JaB P 2 7 T A X R B TR SR . SR AR
HERE A % a0 57 B, S48 BN 5503 M 7 7 15 2]
FHPE B @G O A AT AR el %Rk, BI,
3 9IE 2 JC 1 0 N SE R R o R IE A A R
Jfdl— A BT 5 Hesse F1 Singh % [& H] F
FHLA—ski A H P LB B~ A
BBS+&Z s EATIE %, A wEEidg T
AR BN RIS UEF AT FEIE R AR ICR R o %
Jr %4 T BBS+H A AIE , A& FHLAE g
R AEAE L[ 8] & UEHLR AN I8 I & 4R AL S e . W]
B B R ACURFALEAG . 18 2 5 B UEALA A E
HARHLCBUH TERER S TS E . I e
R R R 6 DR SRR A A RS IE AN —
ESq e
2.2 APBERSEIEESE
2.2.1 HFiBE

AR R G, T SC ] 6 Btk W 2
B —ABEEHU BENS (1B B 2 9K S 5 TR
HREE NIMR BB P E . REAHAE
SN B R IO A T 1

Blsmer Al Bobolz 138 EE HLA A4 5 H 2 B9 2
FDVEAXT s FESEIE R /R B B, P (8 B 2R LA A 81
I A~ A5 B A LB 4 8 ER AU (8 T RL B X HER 24
HEAT fff 2 AR IR S BN 4R B P o Li s A
1Y 7 St 2 A TS 7 s



434 SRS HE TR AR R A T8 B 4 R UE 3R 921

Hébant 1 Pointcheval ™ %) 5 28 o, 7 75 2 o]
B AU PR ALE B 50 . 7R ST UE AR B B, FH P Bl
UL A RS FIEIE , 38 ERALAL AT LA R X R B
3 8 A o UL e WS 1 T X B 5 I P B B
2.2.2  SEUEY

AEUEIRUE LT 0 PR 2R GEAE TS A R 65
UERT , BB K i BRI — R ik . s T
AL — A AL O FETE SR TR | AU B
SUNS PTG ) 1B 7 NS

44 B 48 A R P 91 3 an SR 4R L SRR Y
FPARTE A A SR A TR P s 2, B4
SEFR TR P 9 3% W R AR AR ) P ORTE R
AP A GRS .

EmMEFHT RN —HxER IR BN ITRE
Fhmasrh A SGIER] . 8 20 #s AT LAER 3RS T
FATE R s b, A B A e % 3l 24 M s i s
MERITR . EATIERGE H R oA Bnas kit
PRAGIERCEY M. Nguyen' “# H T — />3 F WL
PEBRG SIS BINAS . Z 5 BN r B REET
BEHEAT RCHE A Au 58 NPURT Vitto 88 AR N T 2
s e R A Sh A L T R .
2.3 EZSMINE

YE R BRFADR AP I DGR R | B 44 B (A TEAdE ]
FUTEVT RITEZL R 55 I, BEREUE T B C 40 A AH WAL PR
BTG R E R  SCRE B PR LS B (5 15 31 58 A B
JC. Tz N ] T A RS BT R L S AL
LRA s IR 4 ) S5 45 R BRI e . AR SCHE 1
SRR — A C T B . Rtz 5 ic A8
P H %5 44 (Attribute-based Signatures, ABS) R4
£ (Ring Signatures) S R H A

ABS J&—Ff VRS 4 8 5 T R A il 4
(R R 2y G800 B A AN 7 - 2 40 G R A
PR A 5% 5 ELAAR B 0y o BRI, FH P AT DS T L
A A4 B E A REAA DA i e i S T M 2 A
MG S By . H 2z N FIE A4 85
Wt 0 BB B i 7 7] 4 R 8 2 R E B A DR 4P 1 3
. ATAEOR ., ABS S48 85 G L b i B AR Y = AL
ABSHL TR IR G . RIE B A ATA
W15 0] TR ABS™ T A B R IR AT
SN

B2 RE—FEREBEAR, RTFEZLEHEN—
HATRERY 2 538 (FROA“BR7) vh A U8 44 1T AS 2 i L
T B 4=, R P AT DATEAS 28 5% B0 S0 B0y 1 1
LR T EE U B O TRA G A. 2

I F T W R 5 T SR AR 5 A58 5
AR K 2 TV FIE P I B 0 3 2 40 0O ™
BF 9 T TBRLER 5 44 BB LE 35 1 AL U B 5
TR AR

3 FiEEIR

3.1 Wi

WE R p NTRBNGATE G, G, F1 G, Hopp
HEB g Mg R GG AR TE. —
RO AT T SR MBS e: Gy X G, G 1 &2 LA
TR,

(1) W&t F Vg €G,. Vg, €G,»

[Ya,blezZ,He(gi gl)=e(gi g:)"

(2) 9B k¥ . X F Vg €6, Vg.€G, A
e( g1, 82)7 Lg,o

(3) Al X T Vg, €6 Vg, € G, f7FAETT
He(g, g ) ARG,

[}, Galbraith 58 A5 SCT = 2R PEBLS .

B—2.G, =G,

82K F G AR — AT A RO TR S
¢: G, G BEHF G. BRI G,

B =2 G# G HAETHSE LR — A
MG, 3]G, 5 E MG, 2 G, AR AL

FEARSC A, 2% SRR = 28R M
3.2 BBS+% %

BBS+ %4 i Au % AT 2006 4R 82 1 i LA
LR GOR-RER A

(D) WG AL (Setup )y NG4S 5001 LLIE B
)i KN L A IS S B pp .

(2) B (KeyGen): s NN IE S8 pp . i
SN pk UL KAV sk

(3) 4 (Sign): i A A BB pp i B HEM
VAL sk i it BBS+%4% 6.

(4) Bk (Verify ): Fn AN A IES L pp IH B 1l 5
M.BBS—+% 4 6 LK /A4 ph. i 3R BBS+ %5 4 4
R UV H 1, 75 Ul O
3.3 ElGamal %

ElGamal 1% 1 ElGamal T 1985 4F 42 15, 40,
FLUF =Am s s

(1) AR KeyGen ) S AN S50 Fir i
ATEARE ( ph, sk).



922 it A

Pl

L
&

Eitd 2026 4F

(2) & (Enc )5 AWISCH B m LA ph.
3 Co

(3) fi# %% (Dec ): it N % 3C C Lh K AL sk b i
B SCIE B ome
3.4 {ABEHLEREL

Goldreich 25 N¥7F 1986 4F 4 i T P BEHL ok %L
(Pseudo-Random Function, PRF) 1Y £ HL %) 3
PN RGN

(D AR KGen ) f N % 2%
B k.

(2) THBEVLIE (Eval ): i A% 91 rk #0605
string s i HBELE v
3.5 EmdF

A A AN RIS, EH U T &
SRR

(D) MR Gen ) Hi N2 2288 1 Rl KR 2
TCREE n, B MR BG=(p, G\, G,, G,
e, g0, £0)s e B TT g0€GLL £0€G,. T PR BE

LA a<2) 8 B 4 sk 4 2 4 pk:(BG,g,-:

(gl”')[e[”], g’:(g;)fem)"

(2) WH RINfE (Eval): g A —H TR X=
{20, 0y o0y 2, V€ L TN sk VAN plo T B (X )=
11, (et @) =277 e fii Y 20 85 M=
gr=1]",g"

(3) F BInas (Update ): iy N BINEHE . TC
2y LB sk RN ples BRIy TV HH T = 103 <5 )

1

By 5 T =TIy

(D) A WUEHE (WitCreate ) His A B0 28 18 1L
JC R yeEX. B sk M H phe i B g(X)=
11 (et a)=>7 Jusds fi HIE # 0,=

g

(5) B 3iF F 4% (Wit Verify): i A B 5 #% 4
o E 38 @, JC K y R B phy TR e(T12, §0) =
e( gy gs, w, ) IRz M 1, 75 % H 0,

(6) HEHEE (WitUpdate ). §i AIEE 0, 6%
VLA sk VAR phy BNy T o) = w7 B

o, i

4

1
V' o= w) "

3.6 FEXAIEM

1 UIE B (Zero-Knowledge Proof, ZKP) H
Goldwasser 55 A2, If- H Feige %]\EMEJQ%
AR B UE B 5 B8 U AR 90 1IE 2 AR A5 75 B =
1, A B HAEIME B . Bl E™ .

(1) SE# 1 an e B3 i 7 I 1y IS4 —
JE ] LARE Bk 2 7

(2) A PR A0 SRUE B3 75 IR R AR A —
AR B Y I B 2 0 AN AT RE A Dk S 1Y) 5 i A i
Bk o

(3) FHEM: U T Bk H R Uk ]
R R B BRI Z A0, Bk ek R U A
R AR

A A# ] Camenisch F1 Stadler V5| A 19455 ot
A7 16 B i W T A7 25 1Ok %50 2z 8] 8y k0 R IE B
PoK{(w):(x,w)ER}, Hirp x A B CAFFE) , w
Fn b CRAAED 153 (2, w) R X R R,

4 AREAEE

TEATT L FRATH A
TR AN 2 AR
4.1 FRER

BATHIE A IR RGBT 5 LT 415204

(D) ARHUAE  SEEH P 0 P 38 R A
Uite. w5, P M HREEL T R R, £+
BUR 2520 F P i i A AR R IR RE R 285
M P R PR, KRR RE AR B E 44 FH P
B0y s 5 » B RMUA BB P .

(2) RUEHLAE  SEBAEUEM L TEE . FH P R
4£1Eﬁ%i%*“*%”ﬁ'é%£2£?7;zwl$ﬂﬁ 7;2&191#1%

TR 5 P i G R

(3 WP & AL
FALRI AP .

OF e R AFAH P AR AR . ZUEHL
Fa IR 55 (AL vy T R I R 2% o [RIES) L R BB R ik AT
PGB R AR R 25 TR %,

QF WL AEH—FP TG Ty B 5
F B B P A TR A SRR

(4) M55 PEAL RS A B E 2 Sy FH P S A XT
IS5 . FESIERT B P i L B ek LT
SRS T B . RS- AL R R P PRt
4 R P 1 T o LB IR DT RS G . AR RG]

APTE S SIS BN

BRER PRI, —



41 BLLEEIAE . SR TR BE R 00 AT B ER AR B A SR R 923

MG IR P 0 7R 108 P 2 A5 W A X g 1 T DA R R
YA X A SRR
4.2 FHEREEHE
TR A R AR i LR
(1) RGEWIR AL« 2 50 A 0T 7 X2 ke 55

(2) WG A RAUEHURG A I . R AL
e AR S0 o

(3) P EME P AR T AR A RHL
Hey S TP AR i A HE S AR PR B0 8 RE R 2R 47 1
Mo RER A AL A ME— B AR IRAT wid . KR
BURG Jg FHP A I — B bR RAT id R AT

(4) GEUEAUA: - F P #5204 N G
o BRERAE M wid (R AIAISCUE I . P AT A
FERSRT  Ja I6fFHTALA A SR P B R v A

(6) HiBEs
7)) Fes

A

HRIED] . ZOENU AR R R LRSI F S5 H]
R B IS B A M S UER R IE ST B0k
WL A UENUAS A BUEIE cred . P SEREAF L
FHLH.

(5) FEIUERER SE0E - FH 5 R RE R R4 T 4k
Mz 55 PR LR . B BB AR A i 7R U FIAH SR
FH P AR A i 55 i Bk 8 4 7 ) SR s s G O J
P o A T HIL A B A B 7R A SGIE T, %
i AT I A JE SC C oy FIAH SRR [R] IS A B 17y
AR IERT . IS5 SRR A A R AE R B kR I A
5P RS — B IR BT A IE AR UE A IE AR AT
3 QS AT iU Ny S P IV E DR i P S

(6) HIP B R o P i S s, &R AL n] L
figp s i W SC C AR BN IR idd o

(7) U5 A A R AR P R i IR -

(D RYUEL
(2) HHAR

/

4> BUEMUK

4) FTIEWA

@ =HERHN

SAEHUHE

1
1
(5) FEIERIR J e .Q

e 55 S AL

K1 Jrsiie

4.3 EBERAM

AT R G AL T LUN R BR T Setup S BT
AFIRNI AL IES " pp

* Setup(1', )= pp ZF LM AN %2250 1 Hl
JE PR L A SR pp .

o IKGen (1)~ (isk, ipk ): L A 2 255
1%, f R A ERUA B AL isk FIA B ipke.

 CIKGen (1%, 1) (rpk, rsk, epk, esk ): 1512 i

ANGARZE T R INES o] DL R i i K oe R 5 7,
iy 13 BINES B rpk RANASFA sk MBS B epk
N FAH esk.
* Register (1*, acc,y, ID )= ( K, uid, Q, id, accly,

W ID"): AP AN E SR S T RN g E
ace M HT 2N E) B 25 ID . i th O BEAL & B0
KB RE R wid «uid H5C QU By id EHT IR 1Y
FBIMEAE acely X B UEHE o, FVEE BT IS 19 20 B 1y 4



924 it ML 2% R 2026 4
41D, Mg Lo S0 RS P as g HU

CObtain ( K, uid ) <> PObtain( K, Q, Attr ) <> Issue

(Attry,, id, @, rpk, accy, isk)—> cred : X &5 ek -
FHLRRAENLE Z B 58 B . CObrain iy AR
ML R % 8 K M e wid. PObtain i N HREHL
PR B K uid MG Q FN@ BB Adtro Issue i A
1 25 0 B YE S Arp, P B AR id S RLIEE @4
JRAUKE ) BIMER A rple 2475 ZMAME acc,, MK
UEALFIRAEH isko BIMSUH HH FEIUE cred

« CShow (K, uid ) <> PShow( K, Q, Attr, id, w,,,

rpk, epk ) <> Verify( Attry,, Cy, (A, A, d), ipk, rpk,

epk, acc,)—>0/1: X JEF BE R F-HLANR 55 $L LR
Z B2 H WML . CShow i AP REHL PR £ K
R BER wid. PShow i AWBEHL R BUE ] K wid
K Q. BHAES Awr AP By id W REYE w4
KARPUNE ZIMER A H rpk RN N eplo Verify i
AR REES Awrp~id % 3C Cy FENLAL FEIE
(A A, d)AENU A H ipk K RALF B9 M a8 28
B rpk NS N5 eph FS i 2 MAHE accpo WAL
R A 1L A O

. Trace(C,-,,, epk, es}\z)ﬁ‘ id 7B B NGB EE T
FUE 85 S C g I RALKIINEE 235 eph FOIIN 25 FA4H
esks i B P B0y id

* Revoke ( rpk, rsk, id, accy, ID )9 (accly, ID'):
RPN R RO B Zngs A8 rpk BIMASFASH
rsk R ARURS 1 P B0y id SR R NESAE acei, 124
HI RN S04 1D fa b B8 B9 2N EHE accl,
DR VEIUE V)| E=grig SE g 10
4.4 ZEER

AT L BRI T BE 24 PR A] P
Horr, B 24 P SR BT 4R A5 [/ P 5 FH A [R] S5 T AR
B P FETETE I ), JevE A X 53 eA T, IF BT
WA RN [F]—FEUE R Z R A R R . ASAT
Phig R e Tk il — P A 2o 7%
TIE , (H R SR g I8 2 HE

L FRATR A R S L. BRE HUGL
SR P A CUESRIEAR P 524 UIDIE
SERVRE R wid, B A QID IC 5% wid #16 Q. % & PID
ISk id s S5 A WE Sk id %R IESE . 4 & CRED
VE SR & WIETE cred s 826 ATTR i si % 1) J& 1
EH Aure TEF AT LAV R A HE ML

« OHU (i): f A B bnil 4 i, 47 i e HUU CU,

« OCU(@): AN B Wb T i A i€ HU, W
M HU FREERH-E M CU. B0 RS g
maCuU.

« ApplyReg(i): i AN & b5 N £F i £
iEHUUCU, Wk | . 750, 38 B 3809k Register
R P AT EM L BEE PID[i]=id, W]i]|=
wid, UID[i|=wuid,, Q[i]= Q.

« OObIss(i, Awr,): SR W S5 P A AR E
B4 2R ¢HU B oy Lo & W, 3 f7
(CObtain <> PObtain <> Issue ) 38 H. 15 1 A= 1% 58 GIE
cred, 31 H wid,e BHE W[i|=wid, ATTR[i]=
Attr,, CRED[i]= cred,;.

« OObtain (i, Attr,): SRVFELTF AR KA
RS R R SRR . AT P RS B S
Atr ARG HU W Lo B0, 58T 417
(CObtain < PObtain— A(+)) 3¢ H Pp W A= B 5% UE
cred, 31 B H wid,e WHE W[i|=wid, ATTR[i]=
Attr;, CRED[i]ZC?’edI-O

o Ossue(i, Attr;): FVFRLT AR 7 4k B
LU, B an 2R ¢ CcU W g Bl L. &z, is 47
(Issue<> A(+)) 2& B Wp W HE WL 56 E cred,, 1 &
ATTR[i]= Attr,, CRED[i]= cred..

« OShow(i, Aur,): AR5 i FUETESES
Autry, MR i@ HU 8035 Anr, E Awr [ ]0R 5 i L.
T FVF R TR 55 $ Ak 7 0T 3R S8 7 A
WEPEAT B 30F 5 32 47 (CShow <> PShow <> A(+)) 58 H.
PRSI [FTAF R GG T R 7R A1 IR

« ORevoke(i,id): Fi ARG i G4y id 47
(¢ HUU CUid & PID Wity | o 7500, 8 JHS vk
Revoke #8 id IMBR PID[i 1% H W [i]%H .
UID [ 15BMQL7 1% H.

o OTrace(Cy): i A id % 3C C,» W H 8 ¥
Trace R PF UG id. W id & PID, W 1.
s T GRS

BT ERPUFEHUMES BRI e U/
AR AT .

EX 1. (BEzH) XT—METERRMTEE
PR AR B 44 FEUE 58 1L, FLRE 24 el i DU B -k
RIS SR

QSR T AT 5 2% 2 3 X [R] (Probabilistic
Polynomial Time, PPT)#E T A, B HE AL 15 7] 7 5 HL
O=(OHU. OCU. OApplyReg. OObtain. OShow-



434 SRS HE TR AR R A T8 B 4 R UE 3R 925

ORevoke OTrace). HAE & 4 P X% Expie (1)
i e 3 Sk Adwire (1) =| Pr[ Expiie, (1) =1] —
Pr[ Eapin (V)= 1]|. &5 FBHAT 2, L 1> 0,43
Yyny zomg WPk T R I R A M. A RS
Expie (1) LUNF .
b=<-{0,1},
(isk, ipk )< IKGen(1').
(rpk, rsk, epk, esk )<= CIKGen (1*, [)7
(io, i1, Attr', K™ )<= A°( pp, isk, ipk, rpk, epk ),
Hilo, 1 HUBE Attr CATTR [ i, INATTR [ i, ].
Il 3 05
b' < CShow (K", UID[i,])<> PShow
(K", Qli,],Awr’, PID[i,], W[i,],
1pk, epk ) <> A°(+), LI O OTrace
REH = b,

EX 2. (AAAESE) X T—PETEBERW
A GE ERARCES B 24 SRR 58 1L, R AT O it v o DA
TR PRACE TR E X

WX TAEE PPT 8T A, BB aE 7 7] il 75 AL
O=(OHU. OCU. OApplyReg. OOblIss. Olssue-
OShow. ORevoke. OTrace). H 18 &~ 7] fh 1&
P ok Expi(1) i R #Oh Aduis (1) =
Pr[ Explys(1)=1]. #XF A AL 1> 0, k%4
A 2200 IR T3 58 Tl /2 AN AT Oh i P o A AT fhy it
g Eapis(11) 5 LNF

(isk, ipk )< IKGen(1')
(rpk, rsk, epk, esk )< CIKGen (1%, ¢)

(Aur’, Coy A", A", d" )<= A9 (ipk, rpk, epk)
WA (DA(2)V(3)) BEAL MR [T 1, 75 3R [ 0.,
(1) A() > A(+) e Verify (Aur', Cop, (A", A7, d),

ipk, rpk, epk, acc‘id) =1;
O VYieCU,Aur CATTR i ];
(3) Vi€ CU, ORevoke (i, id ) #% 7)) Hod id =
Trace ( Ciu, epk, esk )

5 ARFHENA

TEATT b FATTHS 4 T8 BE R Y RIS BR Al
BYRE A R TT RATEA AN A . AT X 7 kAT
VRS - W] s R R AU RN R ARG 23 42 14 F 2%

BAXT o A2 B, R LA AR R SR 0 £ 4% 4 X RN
ElGamal B9 8% , ZIENUAE AR i BBS + B2 8%t

TEARBUEIE Z B, FH P AR 2 2 T kR
KRG 1L Register 535 2 F P M, A2 f— ik
WAZH P HMRE R R BiE RS AR
ME— B PR RAT wid . R BLRE Ry TP AR e — B
DI ARIRAT i FE s I3 s, W] P B4
N U @, B wid G Qo 5 » K R HLAE
id — gl Pt eIl k.

TE Issue PR FETEMN A o8 78 v, P 5 EE 451
BHE R 4 T AN o B e R A il e WK
FFHOCEFNRUERT o P AT DABE 46 1) & UEHLA) Bt
FB 43 T o A5 FH AL AR BB e e 1 e A R A DG HIE
B PR PIASIER] L B id FIEE ., KR4 &
IENLM . RUEHU A B R GER LAYk G kA 5P
S 30 IR I PN IE I DL w0 QRS B0 15
it s BAEHLAL 2308 F BBS+ %5 % wid 17K  FURE
PR R 8 i R TR & Anrp, L M id . 5o
RIS — A2 24 R AL

FHP W EUESS AT AR e R L2 T Rk
AR 38 i CShow PShow Fl Verify Bl 5 ik
5 PR AT By Bk . HH P H ElGamal fin %%
i s I UE I H AR A G AR UE I A AR Bl A 1Y)
id, Hid YR Ema e . [EeE, RS AR R e R
ERERBRE R SRR —E

MR AT A KR AT LL#E 3 Trace
Bk B0y . R RPIUGHIA ElGamal FAH
A LAS 3 C o ARH g1 s TR XS L 1Y id — g

TSR P AT AN S A B L 2 R AL
AJ LLi# I Revoke 535 N BN #s HMER id .

5.1 ARME

» Setup (1, 1)~ pp - it A% 4S80 1 g P 5L
i [ AR YEL T BG=( p, G, Gy, G, e, g1,
g2 ) H ARt g €6y, g.€Goo NG, LREFLIEE
I+ 3V TEZ hoy ooy by Gon 38 L =11, -, 1)
P — A 75 BB Hash: (0,1} — Z,. @il AS
B pp=(BG, hy, +++, h;, L, Hash ).

o IKGen (1*)—>(isk, ipk): % 3 ALY & HL— 4>
FEALEL 2 < Z,. ie BAEH isk = T AN ipk= w =
g2o

« CIKGen (1%, 1) (rpk, rsk, epk, esk ): i N %42
SR g ] DL BN R T R AR £ KR
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Pl

L
&

Eitd 2026 4F

PEE— A FEHLE a < Z,. 18 BINFLEH rsk=a, 115 R
PR/ rp/e:{rp/ei, ;p\/;} o Z{(gla)f, <g;)f} o
Ve ) — BN v < Z,, 2 INEEFAH esk = v, TN

B eph= g

* Register (1*, acc,y, ID )= (K, uid, Q, id, accly,

Wiy, ID/):

(1) K RHLA A= B RE S I B BLIE BUR RE R
uid <ZL,» wid (L& BE R — BIFA . A B IR hE
. i Q=ht,

(2) BRVAG LI LR %L PRE 1% 8 K
BHERICEZEY K.

(3) & RHUR R P eI — B 0 id < 7, %%
InE Ehn g ID'=1ID U id, 55385 BN 2418 accl, =

1
(z/+a))ﬁ

acc O, AL id X R IEE w,,=( gzﬂ S H
i E=IID". [, fEAE 56 % DB W A7 66 25 B id —
gt

KRV E BOE NG KR RERAZG P,
IE5 % K wid MG QT 7 By id %) I ik 98
wy KEHRP . P RIE % R e(accl, g.)=
e(gitorphy, @, ) AT ST o 2R L P A%

E BB FHLA .

* CObtain( K, uid ) <> PObtain( K, Q, Attr) <> Issue

(Attry,, id, @y, rpk, accy, isk)—> cred : Ji P #5445 FHL
BHE R BT RN .

(1) 2 fig 3 B HL AP F neo<—{0,
r=PRF. Eval (K, nc,) A& Bo=h“h;. Ao,
A FYUIE W 1, = PoK {(wid, r): hihy= Bo
K4 BEHLFR T 2200 AT B FITIERH 70, 3% 25 B UEHLAY o
KA 100 KB LR TFHL

(2) FHLIHE r=PRF. Eval (K, nco)» %0 %
R QA= Bo &5 AT

(3) P B UEE w,.» 65T B R0 JE 1
HRGIEGICH Hoo BB YEESICH Attrp,»
X RGIES Io=L/Ho. HIEYLES'< Z,. 115
R C=hye || hitrve WEOE, FHL3E AT 2 HE B

i€H,

1V, 3

Tj}_bzPOK{(S’, {az‘tr ) hOH/L” _C}1+%:IIE

Wl o ¥ CRREBPER SIS Ho BRI &
‘rﬁf%%Aﬁrn”\iE% ﬂzxﬁﬁjﬂ %{53\ id *ﬂXﬂLﬂjiﬁﬁ?ﬁ W,y
RILG SN o

4 Kk Pl M K g 4F K
e(gilrphy, .y ) J A Jﬂiiﬂﬂ/‘ﬂ m Fl 7

(5) B ik ¥ 38 of J5 . % Uk AL AG BE HL 3L B
eGZ;\{ } ﬂ:‘” 3€ZP9 TE I,= L/H()v 1+ %: A=

Vet a)
(glhf)BoC'/l?d 2H/l§”7"1 °

i€ly

RIS

(6) FH P L% 24 J5 » T-HUAE 1 FEAIE cred =
(A,e,.si/»Z.s'+.s‘ Jrr), 5% uF % K €<A,wg2):
e(guhiQuit o T bt ge) 45 MU o #5 % 2
S TR FEIE

» CShow (K, uid ) <> PShow( K, Q, Attr, id, w,,,
Cur (ALA,d), ipk, rpk,
e R AL T

(acc,-d, gz) =

#&H0,.,=(Aes)

rpk, epk )= Verify( Attry,,
epk, accy)=0/1: 1 #57 F-HLAAE
e 55 SR

(D) FHLEBBEHLF T 2, {0,
PRALET, MR o5 PRy R0k 45 e

2) & 5%aﬁﬁlﬁmnf¢%nm <~{0,1)" 3%
r=PRE. Eval (K, neslly) Fl 7 5 Bs=hishts 1L
A ZHRGIE W 7t = PoK { (wid, r): B hy = Bs }o
H4 BEALFN T 15 ARV Bs FIERH 70, 4 35 45 Iz 55 42 1t
Bo MRS PEUEREE nos KIZEHTHL.

(3) FHLIH5 r=PRF. Eval (K, ncsllng)» Kk
3 Qhl = Bs JE BT

(4 F ML K ML % B r<~Z,. i B C=
gim, Co=gitepk™. id %X C,y=(Cy,Cy).

(5) PV BT IR w,,. BE PR VT ) 5 0 T R

1) ik A RS

BB E S Awrp, HRSIESIC N L. B
W B R B 4E A He=L/I. & BFE HL %

<Ly o< Ly rs=1/r1s T 8 s,=5,—rors— 1o
b =g Qi | || i, A= A" A=A,
d=0b"h, "

(6) FHLiz A7 Z MR UE W P ST SRR W] o, =
PoK {({attr;}, o s Ty @iy €5, 72, 13): C =
gi*NCy=gi%epk’ "‘/\e<acc ,,gg):e( eorphy, wd)
Mh =Aldhd gl [t =g B et

B losUm e R 51 85 Ho 48 85 1 i%%f\ttmnﬂi
W] 7y vid B 3C Coy LA B BENLALSEIE (AL A, d) K% 45
55 SR -

(7) Eﬁ%ﬁ%ﬁﬁﬁgﬁﬂ T3 ﬂl Ty #*ﬁgﬁﬁﬁf‘:ﬁg%
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ke (A w):e<A,g2>o

PLF R om 9 B AR SE I, 0,0, h<G, g 23 3

\

- T ML BE BL ik E?,G’y,rﬁ, ST Tes Ty T
7. rdg, a <L, Fry, - p,,\EF‘h—’Hb‘ )
R =A —ho—,R3—dy',R4—/zo',R5—gl Ry =gl

R=epk, T\ =i, T,=7, Ty =w,h’ 7, 6, =id3,6, =

idy Re=il", Ry =", Ru=¢( g1, Ta)r”[€< rpki, /Nl)irﬁr'.

7.
’ j— d 730 j— Fid gy 02 —
JRu=Td "\ R;=Ti0 ", {Ruy =

R /:h;'izo 4% (Tl’ T, T5, Ry, R, Ry, Ry,

o) B E

e(gnh) "
h/r;l}fe[h],j:H ’
R:'),RG’ R7’ RS’ RF)’ RlO5 th RIZ, Rz‘(h {
%R g5 PRy

- IR 5 PR LRI BE AL UL ¢ < Z AE R PR 16 45
FHL.

- FHITE s.=r. e s, =1t cr. s, =

v erss s, = s Sy =ray Tt oo Su=rut

cid s {s, =r+ c-altrj} s Sp=rptofs s, =
i€[h],j=H

So, =74 T 015
(Ses Sras Sris Sos Setgs Sids Sgo Sys So1s Sos {51.}16[
55 PR
- ko OBE R B o F XX AR =
RA/M) . d “hihye || hyoi=R.R.R .

i€[h],j=Hs,

(g "B [ty || Runogi* =RsCr givwepk =
i€l ielh]

so, =15t 8 M
o) KI5 R

ry, + CY s

R.RCi a"=T{*Ry o= T5 Ry e(g.T)"

b B) e (g ) = R (eaccun )/
e(rpky, Ty)), Tia

“"=Ry, T30 =Ry,
* Trace(C, epk, esk)—> id : 45 & SR JE 7R B (1Y
id %‘i Cu &?%ﬂwﬁ% w;=PoK { (id,r..): C,=

o SR MU A s A6 3038
Ji R LA s AR esk

A7 DB gl % B 4%
PSR 54 id.
Revoke(rpk rsk, id, acc‘,,,ID)»(acc‘,’v,,ID’)-
KARHUI INAEGE I DB M B 1 1 45 H id — gis
W id I 2N gs s B ID' = ID\idl . 7% 5535 £ I8

C
gﬁ’%'f{l&gl —ijo

1

B id B R 77 36 BR 1

AT R

accly=accid=,

5.2 ZEMIEMA

EEL (BZM) HETRGE R ATE SR
AR R e A, 25 HAVY PoK UEBH 245 2
TR

WEH . BT E— DRI S B 5T A
1738 B DLAT 2 T8 BE R A T GE BR LR BE A AT

WETT . fELC o AR, L2 SH BT Serwp
Bk A S S B pps AT IKGen & 3k A2 R

( ipk, zs/e), AT CIKGen 5535 H2 Wl (rpk, 15k, epk, esk ).
¥ (Cpp, ipk, isk, rpk, epk) 15 4 8F A &F A0
Xﬁﬁﬂ??ﬁ;mﬁilﬁlﬁ
« OHU (1): IR ¢ e i) it
/I\Iﬁji%FHF‘Z
U(i): a2 e Pl o) ifyad o Al —

AL A S —

Ak
FHF'L,

« OApplyReg (i) 4% SIEF-H —FE I H &
% Register R 7 (i A7

« OObtain (i, Aurr,): WAt i € HU, B4 A% S5
i F A iz 17 (CObtain <> PObtain <> issue ) 3¢ H. Hp
W BT A sk AT 28 B IR BUH A 3RoR R @ 9 5E
WECRED [ i ],

« OShow(i, Aur,): Wi € HU &V —FE iz
17 (CShow <> PShow) 38 H. MY .

« ORevoke (i, id ): L3 2% STl rsk U8 FH 5%
Revoke

« OTrace(C
Trace.

BT AR R T00E AL R) 3R S P 7o, 4o
#vio, i €HU, H. CRED [i,], CRED [ i, ]#_L. I8 4
B4 2% S8 B d,. IF R B LA B 0y 5 R R R
(Cus AL A, d)VERNE A TLT A FFAETCIR
(]3] OTrace FITEHLT it 0" VR FEIIE e 7 K R Y
il fi'i%ﬂl H PoKIEW R ge b, TP Y id v w
AT BRI R R B 2 e R n . Ik, &F
Tﬂﬁ/zt?ﬂ Lﬁmﬂ'ﬂf%/ﬁﬂ?’,\liﬁmlﬂ IIEE/TE’J
DA T Z 0% 1, T DR IE T T BE-R I AT 36
Jile b 44 SEUE T SR B A

Ci): B 25 ST H esk W8 H 5%

UFEE

E2. (AAHIEH) S TR BE Ry nl 8 B

B B 44 FEUE T 220 AR TT O M, 2 H ALY BBS+
B AN TP Y, I H B g 2 hURiE Ay .

BB . AT S B ST At

1328 5 AFRAT 3 T8 BE 1 09 T 38 s B 4% SEIIE
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Pl

L
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Eitd 2026 4F

%o ATE XHFSERINET A,

(D) BBAFAE — B 2 T8 B R 09 AT 3B ER 4l
B A TR T RN AT ORI PR A — 2T A4, R
148 — A~ i BBS+ 25 44 A 1l £ i Pk i) 4
AR S T2 TF 4 i B 88 SIAT Setwp 1L
IR 3 BB pp s AT IKGen 535 4208 (ipk, isk )
AT CIKGen B 35 W (rpk, sk, epk, esk ).
( pp. ipk, rpk, epk ) KL LT T A. BEHLEE SAT LR
I — A B 25 1 ML A IR) 3R L BR T OObIss F
UIssue

« OHU (7): G i et nif ot , Bl e St —
AW

« OCU(i): a2 e e mlifn o, A e — A~ fk
MFi.

« OApplyReg (i) Al #% SIZFH —FH H &
1% Register P i o471
« OQObIss(i, Aitr,): % i € HU, BLLL 8% SE 2T
P52 (4, Aur,, id,, uid,) %5 % 2 W5 WL OSign s OSign
[AESE cred,

o OIssue(i, Attr;): %} i € CU, B #f SINETF A
1 Z R0 E BT A R B wid, . B AR SR A
(i, Attr,, id,, uid, ) % % % 15 Bl OSign, OSign 1% [4]
ENE cred, .

* OShow(i, Aur,): Bl 4% SBVH — 81T
(CShow <> PShow) 3 H AR,

« ORevoke (i, id ): B3 4% ST rsk 98 FH 55 1k
Revoke,

« OTrace(C,): B4l 2% S H esk 18 H 51k
Trace.

I BEAUAS STRALTENE , BT A A& SHe
LI N (Coy A A, d) FIFSEZFIRIER L I 5
HAz2 17 (CShow <> PShow <> Verify ) WM . #7 X Ht
ANJEALH P B S id 5 1 Trace(Co, eph, esk)—>id,»
LA [ 0 1) B P 45 B0 AN SR e, U R 1]
(AL A, d)WRLT BBS+H2ZZ A R h i .

(2) fBBAFAE — B 2 T8 B R 0 AT 3B ER 4l
B B 4 SEE T RN AT PR I MR AR T A, TR
A4S e — > ey 0 5 0 a4 vk A AL AR S A
PUAS SPI IR AL R 58 AR LA —FF [0 225 X6 1 5 ML
Wi . ff s BT AR HRIKR (Cuy AL A, d) B A
AR AIE B A B LR S Horh id, © RS -
R R T oA MR LS S s AT T

iR

(CShow <> PShow <> Verify ). 13l %5 STE AT LI Hh
WL 2 HTIE B rp 48 S B R o, i AH DGR BE
W, XU T 2N BRI

.
6 SEHSHEREITMN

T HEL MBS BT B 5 SR PERE AR 53
BRL17 JRISCHRL 11 P4 07 58 e IT I aE W e 33T
AL PR T3 =05 A 20 A X L

TEINREDT I W03 LB 7 RE SR 2 W% )
S I SRR MR R R . (EU L SCHRL 1L R TY
SIS A TR RE R R E A IR T R A IR
B EAE S AR . SCERL17 IR 75 S8R JE Rl A A%
/BB B 44 FEUE DT 5 R B0 % i T B B 1k
SR WA SO ARG H SRy TR AT
IIfE. BN SE . B4 A nl &g

®1 AREBZIEARIIIIRELLE

WIS L wEEMEREE AEEEME nTREIHE
SCHk[17] N N X X
SCHik[11] NG N X X
LS S N, N N NG

FETH B IF8S 7 . A1 3% 2 TR » expe,~ expe, F
expe, SRR REE GG, 1 G, I 18 Bz Bk L
pair Fe s W NE WG IR XTI ER . n Rom P )R
P . d Ron P 48 88 09 & R, 2R i iE
W e K P e 23R s EEM R H A s, “ X7
RN A LIXATEE . 7 ZRE U B R S, AR 3
TG T B TR RS 5. 3
BRLL7 B TR0/ B & e BRI, st Ad 32 2%t
AT E S5 R80T T s,

AT EEE T HPEN R, &RV iE
I BB CIK Gen M= 506 10 1 5200 25 25 40 R0 2% %
RIS oA O N, &R AL Bk
Register 4= WU He R FMAHCS AL, I B FH P AE K
By id , o T0ET RINEHE A O B RN w AR
WE id 77 T ANV AS o BRI IR Obtain 1%
CObtain PObtain U 2 F- PR FEUE G 19 Bk, &
UEHLA X P id 75 Bk A 725 44 o PRt T HLAE 301k
EUERTAAME I T —A G, Lrt BT ey . W3, &
RSB Issue WIGEIN T —A G, LRH B, IR
WENLA FE BN id SEHE w,, AT MR WSS B e X
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THE DLSS IR P 02 5 58 O M. FE IR JR R Bk
Show £ & CShow 5 PShow, ¥ T id 1% 4
s id Fid SR w ., WA DC R IE I PR I
Bo [RIBHL, X TAEURSS RS Verify, W 1 25U
THA I8 . % T8 BR B Trace, & 7 A H
ElGamal ) fift 5% 1R X id 5% SCHE AT Al 5% 75 BRI IR
SRR IEMAE L. TEHUES Revoke BB, &R AL

I MAEGE E P BR id  JFF—1 G, B s EGa 58
WFASEL R . BRI, A SO 508 T S BE
55 WU D RE S N T ARSI R L I i A
BT BRI B L RSN A P i A
TIEJEE 7 A GEUE S8 E B B o AELATS 2 i 4 52 B B2
AR . AT DL AR SO SR B 7 R A
BTtk

®2 FAREZZEARMITEFHLE

ik SCHR[17] SCHR[11] ES'IES
IKeyGen — (2n)expe, lexpg, lexpe,
CIKeyGen X X (14 1)expe, +(1)exps,
Register X lexpg, 3expe, +(k—1)expet2pair
Obtain 2expe, + lexps H(5n+ 2) pair (8+ 3n—2d)expe, + lexpe, + 2pair (94 3n— 2d)expe, + lexpet2pair
Issue (4n)expe, +(2n)expe+5pair  (8-+n)expe, (9+n)expe, + 2pair
Show 10expe, + Sexpe, (15+2n —d)expe, (23+2n—d)expe, + 10expe,+5expe, + 3pair
Verify 12pair (12 +n)expe, + 2pair (18 +n)expe, + 8expe tSexpe, + Tpair
Trace X X bexpe,
Revoke X X lexpg,

FAME C+ 38 F LT SCERC1L M T 2
SCHRL 18I/ 7 e A STy BI04 1 20 PP, [w] I
W AT T XF AT o 2 56 (0 FH 36 T T X6 ) %85 A T
PBC (Pairing-based Cryptographic library) ¥, {j &
-5 [ R & 48 Ubuntu 20. 04, 4 B8 4 11th
Gen Intel (R) Core (TM) 17-11390H @3.40 GHz
2.92 GHz, WA778.00 GB RAM. fEfiA S5,
FRAVHEH PBC FEO. 5. 14 JitAs , FI PP 2850 F A9 TC
X S A 2, ORI (%) B 1) 6 35 160 LR .
W b T2 B OCTE 5 S8 v P N L SRR K L AR TR
78 FEUESAIE 38 B S RO B9 I TRDIR 20 L JF-45 Hh
AFINE B S 58 X6F 6 34T

2 Jzn 1 P i 1] 5 v P g A
Ko AT ZEN R RITEEN G B I id
JSCS L UE AT 5 A RS 1] B 3R 0 % v oo 2R B0 Ry 4
JmiEg . Pk, BE © W P B CR H n . Zm
s AR Y dd B0 AR 3 DT A FH P 3 U B )
s

310 1 AN Ak B B B PRA T ERF [R] 447 i g
PEECEE 1 S A T AR Ak b A 2 10 4B 4
FURZANTES AR B SR B B I [] Jili As Fifi
& E R iR . Horp AR SO R0 &R
UM TE R AERT BEA A F P id Wik AT 74644, IF 18
o XU A R S5 %) X B 02 DA P o 5 S8 T
FIF 1) A s A 38

FH P i A /ms
s 8 8
Bt
v
=
s

VR S
B2 e BeAT i )

wHesse

LES WIS

20 30 40

R R YRR
K3 KUEK BAAATIR E]

P4 B T AR UE A A A R RO Y R X
JEE 7R B BEARAT I 8] A 82 0, PP B 245 10 1R
e P2 AT SR . BiE SR . i
(] A A 1. AR SCT7 585 SO0 1T IR 77 %=

@ https://crypto. stanford. edu/pbc



930 L2 S/ R S 2026 4
L PAT I ) TG0 . 33k 2 PR A AR SOy 28 75 147
% id IR IME BRI 0, B id %3 Cy A ST 0 S p— =
TPUIE B o 330 6 9 £ 6 ) 457 8 P G 56, J T B
5z = 8r
il’ E,(J ° % 6F S — Ll
2, —— KYIE
250 Al
N 0530 30 40 0 @0 70 80 90 100
ool SBERT % T
E -
E e T B16 3B H BT A
i kR
£ _| F3 MM BUTRE
—— . P ms)
0 30 4@ PR SCRI1S] ISc:
EIRE S R 30 1.09 1.10
B4 R BB T A 60 1.10 L1
90 1.11 1.11
52 1 FEIE E AL A [a) B0 1 T 1 X 5 120 113 112
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Background

This research belongs to the field of privacy-preserving
identity authentication, focusing on anonymous credentials.

Anonymous credentials are digital credentials that allow
users to prove that they possess certain attributes without
revealing their personal identity. The core objective of
anonymous credential is to protect the privacy of the user while
ensuring the ability of the authentication. Anonymous credentials
are usually issued by an issuer that signs the user’ s attributes with
a private key, resulting in an attribute-based anonymous
credential. Anonymity means that the user does not reveal his/her
identity when presenting the credentials to the service provider,
but only proves the validity and legitimacy of the credentials
through zero-knowledge proofs. Selective disclosure refers to the
fact that the user can provide only the attributes required by the
service provider when presenting the credentials, instead of
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presenting all the attributes on the credentials.
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anonymous  credential ~ scheme  involves

presentation, and verification of credentials.
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Currently, anonymous credentials primarily focus on multi-
use credentials, which allow multiple uses while satisfying
unlinkability. They have a wide range of applications, such as
anonymous subscriptions, electronic ticket, and access control for
online services. Researchers have constructed anonymous
credential schemes using signatures such as CL signatures, PS
signatures, BBS signatures, sanitizable signature, and structure-
preserving signatures on equivalence classes.

This paper is based on a multi-device setting. Existing
multi-device anonymous credential schemes include the core/
helper anonymous credential scheme proposed by Hanzilik et
al., and the card-based anonymous credential scheme
proposed by Hesse et al. Through Hesse’ s scheme, users
can bind themselves to credentials. Even if third parties
obtain the credentials, they cannot use them. However, this
scheme does not support tracing and revocation
functionalities, posing security risks.

Existing anonymous credential schemes supporting tracing
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and revocation functionalities are all single-device schemes. None
of these anonymous credentials support multi-device setting.
Therefore, in this paper, we designed an anonymous
credential to address the aforementioned issues. The scheme
employs an encryption scheme to enable user tracing and utilizes
an accumulator to facilitate user revocation. It achieves

millisecond-level tracing and revocation while ensuring efficient

credential issuance, presentation, and verification, delivering
enhanced security and reliability.
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