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Abstract  Currently, large models, relying extensively on their outstanding capabilities in
complex logical reasoning and the dynamic generation of diverse content, have already
demonstrated exceptionally broad application prospects across multiple fields, such as the distinct
sectors of education, healthcare, and finance. However, the complex issues directly derived from
their widespread deployment, specifically including the critical security of generated digital
content and the rigorous protection of intellectual property rights, have gradually become the key

constraining factors that restrict the sustainable development of this transformative technology.
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As a crucially important technological means to effectively address the aforementioned severe
challenges, large model watermarking has received widespread attention from both the academic
research community and the commercial industrial sector. This paper systematically reviews the
fundamental theoretical framework alongside the contemporary research progress of current large
model watermarking technologies. First, based strictly on the fundamental differences within the
utilized watermark embedding carriers, this paper categorizes the existing array of watermarking
technologies into large language model watermarking specifically targeting textual data, and
multimedia large model watermarking. Furthermore, it conducts an in-depth analysis of the
defining characteristics of various watermarking technologies. Among these distinct categories,
multimedia large model watermarking specifically encompasses digital image watermarking, audio
track watermarking, and integrated multimodal watermarking systems. Secondly, regarding the
comprehensive evaluation of large model watermarking, this paper carries out an extensive
discussion centered around four core measurement indicators specific to large language model
watermarking: the fundamental detectability of the embedded watermark, the resulting quality of
the generated output content, the structural robustness against manipulation, and the total overall
watermark capacity, alongside the necessary evaluation methodologies for multimedia large model
watermarking. Directly addressing the problematic issue that the current watermarking technology
evaluation system is not yet universally unified, it proactively proposes actionable suggestions for
constructing a standardized watermark evaluation system. Meanwhile, related ongoing research
proposes highly complex attack strategies specifically targeting large language model
watermarking, which notably include rewriting attacks, translation attacks, paraphrasing attacks,
and deceptive model forgery attacks. Additionally, it systematically reviews aggressive attack
methods targeting multimedia watermarking, prominently featuring advanced adversarial attacks,
complex frequency domain attacks, and disruptive temporal clipping. These aggressive attack
strategies pose an undeniably serious threat to overall watermark detectability and concurrently
bring severe challenges to fundamental watermark robustness. This paper systematically reviews
the underlying action mechanisms and subsequent practical impacts of these distinctly different
attack strategies, and proposes corresponding defensive mitigation schemes, thereby providing a
valuable reference for the optimal selection of watermarking schemes in real-world practical
applications. Next, this paper further elaborates in comprehensive detail on the fundamentally
important role of advanced watermarking technology within two major typical application
scenarios: the strict protection of intellectual copyright ownership and the rigorous regulation of
appropriate model usage. Finally, approaching the topic from multiple innovative perspectives—
such as deliberately constructing highly interpretable and fully verifiable watermark information,
and researching intelligent adaptive watermarking systems—this paper provides a forward-looking
outlook on the future research directions of large model watermarking technology. The ultimate
objective is to effectively promote the continuous sustainable development and the widespread

promotion and practical application of this vitally important technological safeguard.

Keywords large language model watermark; watermarking technology; robustness; model
security; copyright protection; text provenance
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Background

Large models, with their superior reasoning and generation
capabilities, have shown broad application prospects in education,
healthcare, finance, and other fields. However, the resulting
issues of digital content security and intellectual property
protection have gradually become key factors restricting the
sustainable development of this technology. As an important
means to address these challenges, large language model
watermarking technology has received widespread attention from
academia and industry.

Large model watermarking technology is currently in a rapid
and several researchers

development phase, have already

reviewed this field. However, existing reviews still have

limitations in terms of coverage and content structure. In
contrast, we makes contributions in the following three closely
related and progressively developing aspects :

First, it systematically classifies large language model
watermarking technologies based on the watermarking embedding
modality as the core dimension, establishing four categories:
text, image, audio, and multimodal watermarking frameworks,

laying a clear conceptual foundation for subsequent research.
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Second, focusing on watermarking performance evaluation, it
proposes four key evaluation indicators for large language model
watermarking—detectability, content

impact on generated

quality, robustness, and capacity—along with evaluation
indicators for multimedia watermarking, constructing a more
scientific and comprehensive watermarking evaluation system.
the

systematically

Finally, from perspective of technical security and

practicality, it reviews watermarking attack

methods and their defense strategies, enhancing the reliability of
watermarking technology in practical deployment.

Overall, compared to existing reviews, we achieve

the
perspective, as well as the depth and breadth of its content. The

breakthroughs in systematic nature of the research
discussion of large model watermarking technology demonstrates
greater systematicity and comprehensiveness, providing more
valuable references for the further development of this field.
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