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Abstract With the rapid progress of multimodal learning, Vision-Language Pre-training Models
(VLLPMs) have been widely adopted in tasks such as Image-to-Text Retrieval (TR), Text-to-
Image Retrieval (IR), Visual Grounding (VG), and Visual Entailment (VE). These models have
shown remarkable performance and have been increasingly deployed in real-world scenarios,
including multimodal retrieval, autonomous driving, content moderation, and human-computer
interaction. However, when dealing with complex cross-modal reasoning tasks, VL.PMs remain

highly sensitive to data bias and adversarial perturbations, which can substantially degrade their
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prediction accuracy and even trigger safety-critical failures. As a result, assessing the robustness
of VLPMs has become an essential challenge in the field of multimodal artificial intelligence.
Adversarial attacksare an effective approach to evaluate the robustness of VLLPMs. Nonetheless,
existing adversarial methods mainly rely on global perturbation strategies, without taking into
account the model’ s internal attention mechanisms that determine cross-modal alignment.
Consequently, the generated adversarial examples usually lack interpretability, exhibit scattered
perturbation regions, and fail to accurately disrupt the model’ s core decision-making process. To
overcome these limitations, this paper proposes a Co-Attention Interpretability Based Multimodal
Adversarial Attack, referred to as CoAtt-attack. The proposed method introduces a Co-Attention
mechanism to identify cross-modal semantic alignment regions that capture the interactions
between visual features and textual tokens. These regions correspond to the image areas that are
semantically correlated with key textual elements and represent the crucial basis for model
alignment and reasoning. By leveraging these attention maps, CoAtt-attack guides perturbations
to focus on critical visual regions, thereby generating targeted and semantically coherent
adversarial samples. Unlike conventional global attacks, CoAtt-attack not only optimizes the
perturbations based on the task loss, but also exploits the internal attention distribution of VLLPMs
to constrain the perturbation generation process. This design ensures that perturbations are
spatially concentrated in the most influential areas of the model’s decision path, enhancing both
attack efficiency and interpretability. To validate the effectiveness of the proposed approach,
three representative VLLPMs have been selected for evaluation, including two fusion-based models
(ALBEF and TCL) and one alignment-based model (CLIP). Extensive experiments have been
conducted on multiple benchmark datasets, and the results have demonstrated that CoAtt-attack
has achieved an improvement of 2. 04%—53. 58 % in attack success rates compared with state-of-
the-art baselines such as Co-attack, VLAttack, and SSAP in IR, TR, VG, and VE tasks. In
addition, CoAtt-attack has generated adversarial images with superior perceptual qualityover
these baseline methods, as evidenced by significant improvements in three quantitative metrics:
the average LPIPS has decreased by 0.0065, 0.5023, and 0.3649, while the average PSNR
(measured in dB) has increased by 3. 81 dB, 23.24 dB, and 17. 97 dB, and the average SSIM has
improved by 0.0037, 0.3128, and 0.2395, respectively. Furthermore, the adversarial texts
produced by CoAtt-attack have achieved an average BERTScore of 0.8507, indicating strong
semantic consistency in the text modality. In summary, CoAtt-attack enhances the specificity,
interpretability, and perceptual realism of multimodal adversarial attacks while maintaining high
attack success rates. The proposed method provides a reliable and explainable framework for
robustness evaluation of vision-language models. Future work will extend CoAtt-attack to black-
box and transfer-based attack settings, exploring lightweight attention estimation and feature
alignment strategies to further promote the robustness and interpretability of multimodal learning.

Keywords  vision-language pre-training models; multimodal; adversarial attacks; attention
mechanism; co-attention
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T EREA AR ST SSR AL R M (B H:
P8l A G AT 32 AT L A5 R R D01 . TR
REXT AL ) S T WL A T 5 R

BT iR AR T R T R R
T B 19 X BT Bk J7 1 CoAtt-attack.  CoAtt-

a black and white dog is running in a grassy
garden surrounded by a white fence

LL LU L LL:.LL!.LLIJ.ILI.uu.

i

1
oy |

if

[ i EE 4 Co-attack s I i) FE {& 41050
Kl 2  Co-attack BRI sh7 1)

attack 8 1 73 B A5 TR A il A4 T LR TR L AR
TUAE PR A P i o S 9 DI ISl b B X
Yedgh . SEGERARP RIS AT L B TR
iR B s A O SEAT LU L (D RERSKG e
A2 I PO R0 S B X B 5 (2D 38 ek ik 2 X e
SR DI 8 PRAE SRR RS 1 SR PR A L — 2K
P DA T B v 00 3 A P LSS 5 (3) 38 o 5 A R Y
FER LIRSS & - (A5 Bk i e vl fgp R B o A
Bl T 40 s R T DR SR i e PP A AR T 5

4 TFFikigit

BEXF B 7 A R AR S BE LR e HfE LLSE
T OB DX A O RS L S A5 [R) T, CoAtt-attack
i 2 5] A Co-Attention HLHI XL 15 5 A A Pe i
I AR PEAT B 43 BT . CoAtt-attack fE 5 47 Z5CIH il 45
RUAE PR SORE 55 32 R v fs oAy G 1 9 DX 40 st A= it
ORI A1 L —BUR . CoAtt-attack 1)
MEZR QN & 3 FroR » 2l iR AT  EUR B sh i s 5
ARSI HE R = AR5 AR

@ ket
ViT

(8 E @ @

@ PBGHLah RN
E RIS W)

| Co-Attention T

a black and white ﬁ ﬁ ﬁ

@A B a black and white

dog is running in

a grassy garden ———= BERT 1 BERT-Attack 4 grassy garden

surrounded by a =z s
white fence AP B
[ S A _

Pub is running in

surrounded by a
white fence
LA

K3 CoAtt-attack HELEA

4.1 BB
Ry i R BA R BT T T v R A REOR) AR R

PSR AL i R , CoAtt-attack 16 7 A 15 3% I Br 51
A Co-Attention HLiill » F 43 #1 F1 $i2 BB 78 7 Ak 2
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Pl

L
&

Eitd 2026 4F:

P SC i AR O TR 1Y X3 IR DAk 51 3 AR e B
5L 55 1 [ T 7 J1 (Self-Attention ) a #. [ 58 X7
& 11 (Cross-Attention) A [A] , Co-Attention H £4 XX
] S ABE 1 ) 5 B () s 5 e R AGORT SCAR ™ /0 SCA
XoF PEIG ™ R B DG DG 2R o DA T B 4 T At A 42 141 S
Z AR SRR R A L A v B T AL
Co-Attention AL il B8 524 4 /i 3 i @l 5 B 40 58 15
R (AN ALBEF  TCL) B9 FRAE il A 7 5K, AR %
PRAMLTT 26T L T AR A ) AR B 0 R T A A
&l 4 i 7 5 CoAtt-attack J7 ¥ B S8 fin A LR
SCA Gy i 26 A 8 G B s (VT FSCAR Gt B £
(BERT) DA 42 B EIMG FN SCAR B 1 i A FRAE . Bl
J5i » 31X BERRAE 38 4 Co-Attention AL A= B % A1 5C
AERE T oA IR E B I i g 55 224k
Bl i Bl 55 AR B (% S PR U SR AT A OC, T B A
X

ELRT R 78 VLPM AbH T AT 55 09 5 1) 15 4%
BB 25 7 TG - SCAR ST (I, T /G T e w43k
n AR P, 20058 Transformer g i hy G i A KR
[ VERY ", SUA T #% 43 1a) 4 ( Tokenizer) Zb B Sk m
N 1) G » 4 Transformer i 5% S SC A fi A JE B
QERY ", Horn d by MG N SCA i A F: 1) ik A 4
. Co-Attention HL i 23 M 4 FIG i A BE: 1 SC A
A I ok T B T R RS [R) 114 2% R B (Affinity
Matrix) C, BRI XA XD s

C=tanh(Q'W,V)

Hr, w,eR",

2 TR B C 9l FH >fe Ayt RS ORN SCAS S [R) o7
[i) 5% 1) T [B] () 3 SOOI » o v A R iR B B A
B EE R FRoR . R 20 i WL
PEFSE G U IR A Q={q1, ¢ =, ¢} TR HRA
V={ v, vg, =+, v; } WG B I 35 25 [a] i, Horp
W, R 2 ) S BLSRE S8. AEdbEasmrh,
WA IT g, MFEA BEI X I v, 18 SC_E s AHOC R
2 oq M Woo, Z BB $5E NS BOR A e i
SCTERI N RN . SRR RE C i i
FFEICER ¢ W 17 i i g, A EHMR X8 o, TR A 25
) o B o SORE S BE o e 2 RN R AR R A S 2k
BT AT A RS I T4 — i B RIS OGS
B R 5 SOR Z [ 38 P FR . IR
C A= B B SCAS B B 0 A — s B SR B
S X R REAS AL BUH S 5y — S T A
B[R] S RN EE ) SR KAEAE i i A5 4y . i, [

(D

B S n AR BB s, Al DLl S prfy SR
)T 22 8] 2 FBE H 18 e R ABOR B A - R iz R R Bk
TEHEA SO S5 fe A S A T JC AR 5 [R) A 3t SC
ARG m AN TR JC A A5 ot nl e A A T
B S 4 e R 2 A TR o T i ) T A [ R
HAYTE SCA SN . SR o XA B KA 1 M EE A 454
SN AR I S TE e RSE I L 2 R R A SR 22
[ TS A 552 555 (AT 428 T 22 14 S IR i RO A
W PP R DA i R AR L 5 TV A4 3] RS RSO 2
A 2 AR R C R . S T HERA b S i [ SC 2
8] (9 52 2 AR LR SC AR ATV 2R AR I C Ao —Fif
FHE R R A 22O F D IR MR RSO Y
LEE 100

H*=tanh(W,V +(W,Q)C) o)
2
H’'=tanh(W,Q +(W,V)C")
‘= soft L H
{a SO max(uh ) (3)
a'= softmax (w;, H")

Hr, W, W,eR”™, wy, wy, ER AL E S5
a’ € R Fl @' € R" 73 5| 7R BB SO BLZS 19 78
I3 A )
P 38 0 43 A1 ) i o 3R BT R B 2 v
M) n AR SRR . i T3 B R sl 2
TEAR R BN AT O TR R T2 ) o0 A 5 52
x5 DX 3 %6 7 CoAtt-attack 77 B o W5 £ 5
JE B RS —B B R a5 . Bk s X @
Fi7R
A jwa = Bilinear ( reshape (a”), size=(h,w) > 4

Hrp, A €RY KRG R 25 I = 1 7
ATHE s A ja TR TCR X N — MR R S EE T
FUEE , FLR/IN R B 1 SR A 40 1) 3 B rh Sz AR R Ar
BEOGERE .. FENPEEES S, RRZBRLE
MR T UHT 55 A R I F B O . 2 X w
R EUR A RS RN

CoAtt-attack ¥f a” ##4) Ry — 4 2, FEA FH XL
214 2% {E (Bilinear Interpolation)#§ H: I R A 5 5
R KNS BB . B4 hEA i T
BRI BRI B T A R T AL 25 SR . R
FEHaT LB S E BIAE R ) DG X B = AR T R S
SCAA AR v S BT T SCHRH 5C 14 RS IX S8 (T 21
X80 o 3k 8 Xl 7R T R ALTE T ORI
I A v R AR S ) DG B MR R AIE L TR TS SR i P sh A
B B HPeoR Bl 4y T X
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[CLS] a black and white| |

R sy, Co-Attention
\\\ .

dog is running in a grassy
garden surrounded by a Tokenization |
white fence [SEP] —— 1 1
> CLS a black --- fence SEP
a black and white dog ig T ‘T T‘
running in a grassy ( Transformer Encoder |
garden surrounded by a "
white fence o
VIT
[ Transformer Encoder ]
T W, T T A T T T !T
> l I I I I I l I JE=
!! S;hmmm;'?ﬁici

a black and white dog

is running in a grassy

earden surrounded

by a white fence

Sofimax

O v

P s o A

SFerE

K4 Co-Attention it B Hrn &K

4.2 BEBEHER

Co-attack . VL Attack 254t 8l 772 B 375 A&
B A EES AR 8l AR R[] XSO0 AR )
ok AR Y R M 25 R, T g BOCHE IX B R B AT AL
P Bl o 1117 T6 & DX I D098 AN 0B A e, BT X oA A
A B R LS o A iR Rk — (), S0 T L fi
T VR X 0 RS 301 » CoAtt-attack B 1R R
ESRE = WA o 5] o WS N ESE Y - 75 7 e Ja Y B U
B IE IR S HE AR AE N2 R A 8 v PR AR
DX SR By o et T A v A G E A A 0 DX
P sh iy B E BR AN A X (5O FA K ) iR .

/ Apixel - min ( Apixel) >< E
Apixel - B ( 5)
max ( Apixcl ) — min ( Apixvl )
Mask ( P, Apixel ’> — P°Apixe1 '=
pPuayn o lealu} (6)
Pnlanl vee ananm

Hrp  EFRRAILREE N T H RS A o A1 F Y
R S A e HHBR E DR (R K

CoAtt-attack B 55R Hl PGD B A iU RS
)4 R s PE R, JF it FH S5 K S5 /N A0 R
A PIT R IH—E 3 0 2 1 Z [ IS 3) 5 —1b )5
£5] Apixcl o RGP 5 A o ST IR

H o p,(I<isn, 1<j<<m)EP M a,(1<<i<<
n, 1<]<m)€AP o's 53 50 Sk ey PRS2 X A
P e 25 i AT 5 j SRR BB X PR Sh (B A0 E SRR
XF 4 Jay 4 B Pk AT 48 Bh R S 15 2 R 4R B
Mask(P, A ')

3 2L PP IR AT O I B AR A X (A

T 50 LSk 0 0 ] L T OCHRE DX PR B A LA
PR, DT B A T J6 22 AR s G s R 1y it 2 1
oo LA AT A B X BT EHRAE AL T A
SR HAE RN R R R R
4.3 XAEHF
X T ER 2 L CoAtt-attack 18 1o 11 25 1 HL
FHE B HRAE SE L T X0 U A BT R PE R 3l s DAER & 1A
QP B A SRS . X T SORBE A
JSAT REAE LR S —BUH B 3R= SRR SRR AL DA
L A G 25 S B AT AL Bk B it . CoAtt-
attack 5 T T BERT B AL 1 SCA X fi it 77 vk
BERT-Attack, 1% J7 72 18 i3 178 SCARFF Y PRI 5 40
W s FEANTBEIN SOAS AT e 518 L — B aifdE . A=
AT VR AR (X HUREAS . AR 0 5 PR iR EE B
PPAl BRI T , DL AT PR AR £
H 6 BERT-Attack i 2 3% A5 I J5 4 SCAS
> BLT] IR R S 1 S SO i A B
AL, LT A BT X AR TR i ) T
Ewﬁﬁm&ﬁwmﬁ:
Score(w,)= H S (Tron, (7
Ho, ) %ﬁVHMﬁ%Ai$%%&%%,
Tion LR 1 BIR W I HE 1Y SUAS L Score (w, )
TG SCAS T 85 ¢ A FpLa] ) S 4
X B AR A LAY R A6 AR T={ w1, w, -
w, b B4 B w, BN RRIRAT 5 [ UNK #XJEEXE
Xof AR A g e o R TR R R AR AL
] () KL 8% B (Kullback-Leibler Divergence ) 3 Ji &
ZHRR A E AR
SRJE X T4 210 & A9 B iA] , BER T - Attack £ H
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Pl

L
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Eitd 2026 4F:

Yl % BERT #E il 15 5 2 A (Masked Language
Model, MLMD A ilif e B4 il dE 5 S, ARG ]
G AR BB E PEIESCR T)G e[ 1L,k Do h T
PRIE LB XA e e SCAS T 5 I SCA T
FH 18 /8] T Zm 15 %% (Universal Sentence Encoder) i}

AATZRMIE AT XA R «
y,= Cos(USE(T), USE(T/)) (8)

Forp, USE () 2738 18 5 G i o X SOAS (9 4
oy = o W, TR BEATE v SO B o B % T Ak
PSR 0, B E R T SR B {E .

IS ARSI T A2 08 SO RIPE A e A T L Jk
FRA BRRIGERCR SO i AR A . H
(LSUREU/ASNEILV

T.qo= argmax L(T})

Hor, £OT)) Fes 2 TR iy ) A9 2l 461 2% L T 16
AL BRSO AR BIBE ST BN . DA A 6 2
VB SCRHARIE 24 SR AR 06 SCAR H , a4 08 0 o 43 2k A
R SCAANE R SCABLZS IS HREA T o

A b B ) A DA | o A o ) B 32 L B
XFHURE AR 1 1E 45 » CoAtt-attack F£ SCARBIZ - 1
T~ H A AR SRS T AR
BpHs 5 PG SR I A b A ISR RS B X PSR Bl
R4 58 B 1) Z2 B X URE A, S 2 B Db IR]
Pl . AT S A5 1) 1 SO SR ML 55 0 31 g

(9

5 KWigit

F A3 T Python 3. 8 Al Pytorch 2. 1. 0 SZFL T
CoAtt-attack Ji #1 T H , Jf 7£ B f7 64GB RAM,
AMD 7950X CPU #INVIDIA RTX 4090 GPU (it
=X M S R 8
5.1 BZEEEA

HPEH CoAtt-attack A R0 AR SCIE T UL
=AM AL

RQ1: 582k J7 40 e » CoAtt-attack A= il % 1
B &y = 2N R g Y& NS RSP K7 = 7 NN R 6 /1Y
AKFHOREAS 4 5 5 Qo] 7

AL CoAtt-attack A &, e 1# H 5 Co-
attack™’ . VL Attack™ F1 SSAP"* = Fh HL 28 J5 v 5t %t
Pr Uy P RE « EGOUREAS (Y 51 S FSCAS X 4t
FEAS Y T A 70 L o

RQ2: fii Fil Co-Attention ML Hl 1 y fift B J7 % 4

faf 5% CoAtt-attack XM A MERE

i JB 7 1 AT T e VILPMs 70 A ok 35 i Y
178 . CoAtt-attack fii il Co-Attention #IL I /E h fif
BT 1 5 7 RS i A Hp %) R X 3 1o ST TR 1%
F14) T 2 DX IS IR 3 ok AR T i s A R 412 50
WR ) B R BT R I i A 10 % bt o 1
AT Ay FH Co-Attention HL ] 40 o] 52 1) CoAtt-
attack X PrIcts i PERE . LI TE CoAtt-attack J I T
H Rl E 2B T Co-Attention ML, %5 H FH T IR
FUTR AT 55 o I X6 FoX B 2o ) 1 B A 728 A 1ss 1 ik
1T 53Hr

RQ3 : A [AAR A (A P 2 X 6 1 75 )1 5L 7
)6 A R ) Q] 2

53 A SRS I Bl L SCOARBR S 3h K 44
A PLshx VLPMs & PE 520 , A8 SCFE IR il TR
AT 55 w43 0% FROBES HE sh CEHMG HE 12R H PGD
2 SURREES SR H BERT-Attack )57 8 MIEBES
SRS PEAT T X e, DL A [R50 shxt
B T I SRR A Y R

DL BB ) R, RQI A S 56 % 52 8 35 1 O il
LAV B 15 5 R UL S . A4 T 55 E CoAtt-attack
EZAT 55 B8 F IS N g ) 5 PE . RQ2 AN
RQ3EH T IR 5 TR T 55 F AR SEATIRA
G3HT » 3K AT 55 3 ST 17 P45 31 SCAR 5 S0 3
11918 UK L BB S VILPM 76 WL i) 545 2508
Xif 55 Hh A FE
5.2 HBEMIEIIR

IRLE . 2% Co-attack™ . VL Attack™™%: T AE,
528 ¥ #% Flickr30K. MSCOCO. RefCOCO+ #i
SNLI-VE 1k & % #¢ % . H 1 Flickr30K F
MSCOCO # # H >k ¥F ffi TR #1 IR 1T &5,
RefCOCO-+ # # F R WAL VG 4E 45", SNLI-VE
WIS VEAE 5. 16 VEAL 55, i T3k
HOeE X hr s iR, I S 5 {U M SNLE-VE
DN B 4 b Bt A 2 R 2 1 RIS - SCAR X T
gl A P EOT AR I R - SCART

PR S TSR R . 5256 78 % ALBEF™ .
TCL™ 1 CLIP™ = F VLPMs 1 Ky gl A #1 , ¢4
FR I g B A% B A, 2R A 68 Transformer ( 40
ViT™) s 5 Transformer (AN Bert™) 3 43 Ji] &b 3
PRGARAE I SCARAE . (H = R B0 [ 45 1 ST AS
TESEAT Rl A A S e 225 . o,
ALBEF £ YR FH 85 25 X6 S5 ML, 3l 2 % b2z >
SR SR EMG 5 SCARERAE A 38 U7 X Bl 204 fif
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A TR TR o b B A 1] S22 R B T SSRGS DA 2 75
MERLTE R AT 55 P L5185 HE R PERE . TCL AR
RUAAN SR S MRS 22 0] 9 3 SCOCHR L iR 5 T 54
AEEA R B WE 2% S HLH LIRS 4
FSCARAS F YR 5 250 15 8, ATk — 20 3
5 5T U 0T [R5 SO 4 I AR B R g
CLIP A5 7 T B 422 R X He 2 20 8 G 5 SCA 43 531)
e 55 3] — N 8 — B s RS I S ] AR R X
AFARL B PG - SCAR S FE 1228 [B) H ELAT B8 e A AL
IXFR R 7 A B AR N RIS AT 55 R
PO i LA ) R R A

S, FRATH T U 5 A ALBEF . TCL Al
CLIPBERUAE A (G o HIXE R R AT 55 s 4R
08 J5 i) ALBEF . TCL F1 CLIP #5% U4 Sy B & 5
R W58 OV M O S5 R S 8. — Al
HRETH T4 FE TR AR /E 455 . ALBEF A1 TCL A5 Y
WHEH TP VG A VEAL 55 . X 2 8 ALBEFR
TR If R - SCAR VG FL 25 S ARS8 AL SE 3
T UGN SCAR (R 2 U SCOGIBE BE A . DI 7T
T ZRSEAT 5 35 . TCL AR ) 3 1 754 25
FRIEZE BRI AR B W F— 20 3 T MG OR SCAR
KAWL, R EH T2 wiES5HE5. 5
ALBEF Hl TCL A 8A Eb  CLIP #5804 &% 1 SCAS
A B Ge— (1 7] 125 18] DA B 22028 55 L
it = IR A ZBF B RG RE 77, Btk 3 28 ]
TR T A TR ANRALSS . ANEHF VG I VEAE
%o EARTEM IR PR,

®1 RXHITHERIAEHEENESHNRRA

Attack Model
Datasets Task
ALBEF TCL CLIP
Flickr30k IR/TR N N N/
MSCOCO IR/TR J N N/
RefCOCO+ VG J J
SNLI-VE VE N NG
5.3 BE&AE

SEIORE CoAtt-attack A1 LA™ = F e Je UE A9 058
eaa= R | I DO B N & Fy R epii WD e A

Co-attack™ J& —Fp Z R L & XL T 7k
7 38 2ok [ s P AGORT SCAS il e 212 52 Bt
Wi . BRI S . Co-attack B S H| FH SCAKR S 1)
T R 4 A i o MRS A Bh i e O ) SR
T 1 6 RS T R 2 B R S Ak, SE
XA 1 5 R )

VLAttack™ & —Fh Z B M G b et ik
2T E Al AR B RS RN AR 2 T A R
SCARPL A A X PTREAS . FF RS 2 1T i FH Bk
2% MU T 7 (Block-wise Similarity Attack, BSA)
W2 > FG ), Il BERT - Attack 5 B A2 1
HEMGEASIGE ML SRS . fE 23S 2,
i 3% A8 22 4 K i (JCSA., Tterative Cross-
Search Attack) J7 1 2 A8 58T X T Pk KR - SCOAR
B X .

SSAPUE —Fh BB (& X b e Oy ik,
b X G A B — B S HEA TP By o DT B L 0 1
FERL 27 A PGD Bk L i i e /M A2 U
e 3B A e 8 B KA AL T A iR LB . 3X
S Bl 7 0 ) I AR S 30 A R B R
KA INBA, , 17T 5 | A ]

5.4 BHIEE

4 CoAtt-attack 5 HAM FELL 7 vk 47 AP XF
Ll S5 vh i 5 s Y AR ] %) St s D B e 4
IR AT g (R RF U 280 E 1 — Bk . SEgm il
FHFN ) PGD J7 1% M1 BERT - Attack J5 % B S 50X &
15 Co-attack ™ i i S 805 B AR FF— 2. BRI
T T EUE AR ZS 1 % it Wi . CoAtt-attack ., Co-
attck Il SSAP ¥R i PGD 5 . JfKs e KA sh i 1%
BN 2/255, R BE N 1. 25, AR B E O 10,
Xt F SCAHE S 1) 6 BT Mk i, CoAtt-attack Co-
attack A1 VL Attack Y% F§ BERT-Attack 7 377 %%
T K B B B A 1, Tk AR 51 2 Y K IR
BN 10, LM, T SSAP 5 ik R — R R S
D5 IR IR BUS RS AT 3N PRI S g vh
KW B SSAP J7 X SCARBES 3l . VL Attack
J7 IR X EMGRBS A TP B B S BCR R SCERIA R
B BRI 050 5 I SR — 3
5.5 ErirE

SR VA T Bt O v A R SRR T
B2 (Attack Success Rate s ASRMWE B EE M5
Wi Buds Sy e 7 RIARYAE I A2 L I R
REA R 5 EDULA B S Mt Ty o B A 68 s M 1) Bl IR
FREES2 BRI AN R AL SETE 5 A 55 7E B s 51T
Mo =0 AEAE I i 22 5 PRl E ASR B HL AR 7 =X
TG AREAT 55 PP ASCE D A 3

XTF VG R VEAES M5 » X 255 10 B bril 5
S A TS A R A R b TR ) L o7 SRR R S 0
N SCAS Z 8] 1 O 2 A A SR FH M B %8 (Accuracy
Aco) KPP RIERE . UL, 7E VG R VEAL S,
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PA 38 T R AR B IR AR A S5 X PUREA_EER R ZR AT MABGTE . BT E R AR 12 .
(22 5, of i i ASR, BAR TR 7 L AL 10> LPIPS(z,2,)=
JIR 1 N N

hw Yhw 2 12
ACCurfgwl — Acc attack Z HW, /Z // w[® ( Y e )// (2

ASR = (10

ACC prigna
Horr s Acc g 7 %0 A R IE AE AS 1Y 455 78 9 1 %%,
ACC e FERASTHUREAS BB AERf 22

XF T IR Al TR AR 55 3% 2 TR A4 55, 1)
FIFARRRARLF PPN AU e . X RAT 55 A BT 7E
TR YR A 1) N A Rk B AR T HE R AH G PR
1) H A5 HEFE BB SE T A6 B . L, IR A TR AR 55
i 5 1l ] Recal@K (R@KOA/E R PERESE bR . 7EL I
o, FRATELK=1.5. 10, B 4 5 F R@1.R@5 #l R@
10 ARPHAL A MR . Horp, R@1 S 1 A fe A
K H AR BRE TEHEF BE 7 5 1 R@5 T R@10 WK BT
RERYTE FOAVF— o 152 22 30 Bl N R A H AR A 91 RE
J1o B FEHEFAE 55, FRAT 2 T R@K H5 bRt 5
ASR. HJVid 5o A5 R 78 I 46 4 A A BUAEAS B Y
R@K 2= 5, flif 5 0k sy (9 F2 B2, B 155 7 =X
ARXAD R

R@K orignal ~ R@K attack
ASR = R@K,,..,
Hr, R@OK., 0 R BRI AR FE AR L1 1R,
R@K oo WEBIFEXTHUREAS L1 43 B

2 10) AT H X Ace 5 R@K 14 22 i 1F
17 7T — A AL PR, BRBR DL 05 B 48 b (i, X AR IH
— Ak B A TE T T8 B L R 5L 4 4 B 2% ¢ 1Y 52,
A5 X 0 T o A5 AT ARG TS A Y i A PR BE HE AT
WA o 38 o 3 Bh Oy 3L BB PR RE R B R
AR, 0 7 T ELAARARE Y 7 ) 4 o Aff R i A [
M S5 BT A [R5 80 5 o 5 vk 2 ) A R
2 .

o ol 11 P ES IR N 7 W D N
AT R B 27 9 8 B G He A AL BE (Learned
Perceptual Image Patch Similarity, LPIPS) . I {E {5
M kb (Peak Signal-to-Noise Ratio, PSNR) F14% #4) #H
L ¥ #8 % (Structural Similarity Index Measure .,
SSIVD =Fp G i PP HE R . LPIPS PPAG I 4Ae
TR )28 SCRRE 25 8] v i AR ARLEE , PSNIR i 2 58
AR R 15 22 T SSIM U 56 T3 MR 1Y Jm R 4l i A2 Ak
X =FPEM AR bR TE SCR R (G5 = AN R X R
B T A T PEA o

LPIPS 38 ik P11 25 1) % 38 15 AR 22 100 248 S ]
G UR 2RI o P2 T NS B T X AR 41T 22 [ Y

1D

i, W

Horp o ek i sedi J5 i R oo m R ST
ARG B o Vi T Yine 7301 3R 78 283 TR JEE A TR M
ARMUR S LR PR AL B (h, w ) A R ARFAE 1]
. w, Fonal i AN IS 2545 B B R E AL L H,
MW, o35 2R (R EE S E Mg . 5
PSNR 1 SSIM A b . LPIPS HE % 5 i 3t A 2 3= 01
BANFIKr . LPIPS{EA FLO-1 ], (HB R FR R KGR Z
JF) P SRR 25 S /)N RVRSAF B o

PSNR j& —F S TR R iR 2= L G G T 2T
Hr 46 br o, T 5 EIAR AR 1 07 1R 25 (Mean
Squared Error, MSE) , 4% A6 X 85 e 1L, LA dB
(3 DU Sy S A i MR DR LS. BTk
WA (13):

MAX?
MSE (z,x,)
Ho, o FoR Xt Yk Ja my S o0 2R 5 a6 1A
5. MAX Ry B R 3R B S R BUE O T 8-bit K]
&, 38 H iy 255) s MSE 271 P i GO0 AR & 1Y
Brorim 22 PSNRAE 85, 10 3R UG = 0] 1 £ 22
SN BEUGRR ELRE BE . PSNR 78 BSR4
P SZ KB 8 AT 55 ik T A e RS R
a3 5 R BT A S R s R 2 R R R 2
SO BRI PSNR I A 7% i N 58 3R 48 1Y) Sk
VKRR X DA 4 1T Sz B P15 7 45 48 RN i S22 T Y
K

SSIM T J2& — Fifr 45 449 J S AU [0 45 o7 o5 DF A1 4
B FH AL A58 2R G0 ) RS 5 11 32 00 Jak
B, SSIM 5575 TR MG I 52 BE VR LE B2 Fn g 4
T L DADTAR R I 5 22 1) %) TR AR AL o8
A (14):

PSNR(x,xO)—loclogm( ) (13)

(2upr., +C)(20., + C,)
(24 pt+C)(a?+ 62+ C,)
Horp e ot b J5 i EUR o Bom IR IR EE
Yot SR EUR SEE M S 0,30, M52 FE B AR
W2 o, Fm BRI EN T 22, C\ Co R B 1R 23 Bk
MO RIRSE H B, SSIM BUETE FIZEL0, 1], {E 4%
T 1o 3R I PG A 45 ) RSN A AL v o
5 PSNR A JA] , SSIM B i i R A0 25 4 — Bk
PRI 4 P PR A 4t P — ot S5 R i

SSIM(z,.xy) = (14)
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T2 4k

S Ky % Al BERTScore (Bidirectional Encoder
Representations from Transformers Score ) /f A U A
RS IMAE R 18 SR B PEMHads . SCARXHTRE
AR 38 AAE RN 2 T A AT N e sl s RS AT RE AR R
B AR HTSE N e BRI 25 R . R, BT
n-gram H & 3 5 (40 BLEU . ROUGE) ¥ L 7 i
PEAL XSO A 191 A% . T BERT Score & T 11
ISR IR LTS 5 A Can BER TO$2 BUCA 1 1R 3¢
T SCRTR il TR SUAS 5 2 SO A ] ]
25 () Y B A% % AR RLBE , i i — 35 7R TR U2 T B AR AL
R, BERTScore # i b SCHUB Y IR 215 X
FEABE, R4S T4 1 S ST AR 5 I i SCARTE T L
B IS A AR ARSI PPl SCAR XU A
SR AN S R -

BEJFAR SCA N 1o, AR KT HUREAS Fy ¢, 3 )l
SRiB S R L oy A SR ) i ROR P A0 { g ) R
{hi}e BERTScore & Sgit 55 WiZH [n] & hj F1 2p 8] 1)
ARSXAAPAEE T LA A5 FiR -

sy =cos (A, h!") (15)
SRJG KT X SCA R Ay i B8 B4 1] ) 2 g
SR U0 SCAS e 9 Ay b v A ] ) Y R XA
RLEE , I B v iy S5 AR R i 1m) ) e AR DR iE A5
O3 4T X SCAS 18] [ a5 14 VC FC A5 43 B 347, B
T #58] Precision. [A]3, % F 4G SCAS B 4] { Al A
) B A8 [ o Ao, BRI X B SCA R BT A ] )
FAEARLEE | I B KAB A i 1m) i) B A DR e AR5 » T
A 154 B EI A Recall, Precision 5 Recall i i3

IASCE] - 2 3 F S AR B F1 o 8 S R A
KAOFAXAS)

1
PZ*Zmaxs,-]- (16)
I
1
R:ﬂzmaxs,, an
L\ = '
2PR
Fl1= 1
P+R (18

Horp  F1 43800 e ) BERT Score {H , BUE Y il
TELO, 122 1], A 32 7R A B SUARTE 18 b
FET .

6 SLIZERSM

6.1 RQIZERSH

M 5T CoAtt-attack 5 H AL BE 1 5 I s
TS Tt 12k A B RN HG i 2 o A I K i
(Y LSV L S e Bt ABLEF . TCL #il CLIP =i
I F PSR RA S Mo XF 4 A i X IR
TR.VG 1 VE PUFF T AT 55 AT IPAL , SEE045 5 n
F2F 9N, P K2 B R 5 ER T &7 k4%
IR\TR.VG #l VE PUA R AT 55 19 ASR XT LEA5 2R
e 0 ASR GOIRLAR . £ 6 B3R 8 HIER T A
[F) 77 A il P A5 i 85cH 1) LPIPS . PSNR HT SSIM
SR . Horp, AR E) LPIPS 8 s L i
1 9 PSNRLSSIM # it bR . 2 9 /R T CoAtt-
attack. Co-attack Fil VL Attack A& % SC A 328 5 4 A9
-1 BERTScore {8 . % 5 ) BERTScore {8 #% fill 4L
Frif e

®2 BEBRIXARRESPHBEMINEITLL (TR)

Flickr30K MSCOCO
Attack Model Attack Method -
R@]1 R@5 R@10 R@1 R@5 R@10
CoAtt-attack(Our) 90. 94 86. 33 84.08 94. 08 92.25 91.13
Co-attack 72.18 60. 00 51.25 79.08 67.53 61.62
ALBEF
VL Attack 85. 88 79.77 76.54 85. 68 83.06 80.79
SSAP 66.17 56.78 49.81 58.63 58.47 53.97
CoAtt-attack(Our) 97.12 94. 16 92.59 96. 98 96. 09 95.35
ol Co-attack 74.47 61.37 56.01 79. 10 70.97 64.87
o VI Attack 83.12 78.75 66. 39 85. 74 83.46 76. 25
SSAP 65. 06 50. 6 47. 66 68. 44 62. 25 56.01
CoAtt-attack(Our) 99. 88 99. 69 99. 59 99. 96 99. 92 99. 91
CLIP Co-attack 90. 43 82.87 77.03 96. 95 94.43 91.83
’ VI Attack 92.45 85.94 83. 28 97.92 96. 68 92.42
SSAP 81. 36 75.23 67.5 80. 45 79.79 76.18
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#®3 XAZBEGREESHTHIBERINEITLL (IR)
Flickr30K MSCOCO
Attack Model Attack Method -
R@1 R@5 R@10 R@1 R@5 R@10
CoAtt-attack(Our) 86. 64 82.11 79.95 92. 54 90. 65 89. 85
Co-attack 78.93 71.45 67.43 84.16 77.81 74.17
ALBEF
VLAttack 82.92 74.73 70. 25 81.47 74.27 70. 49
SSAP 63.81 58. 81 55.73 60. 83 63.01 56. 43
CoAtt-attack(Our) 94. 49 92,37 91. 60 96.93 96. 13 95,70
el Co-attack 83.11 74.01 68. 66 86. 42 81.34 77.12
- VLAttack 87.75 82. 84 79.99 88.03 0. 20 76. 81
SSAP 76. 41 61. 64 57.99 62.52 58. 95 55. 86
CoAtt-attack(Our) 99. 84 99. 42 98. 91 99, 94 99, 83 99, 71
LI Co-attack 94.10 88.15 84.57 96. 61 94. 72 93.07
) VLAttack 94. 99 89. 98 86. 39 95. 46 95. 68 94. 81
SSAP 81.09 77.64 67.83 72.33 71. 68 67.76
x4 MWREMESDHPEERINETLL(VG) B XF TRVIR AR 55, SE 56 H T Flickr30K Fl
Attack Model Attack Method RefCOCO+ MSCOCO i di4E . 45 RunE 2 i 3 ron . CoAtt-
CoAtt-attack(Our) 79.33 attack % ALBEF . TCL.CLIP =/~ B2t ) 2 o
Co-attack 38.04 . e 1 N .
ALBEF s 1 IR DA T IR TR, FUATIT R 4T
SSAP 25.75 TRAES5 , 5 = Fh B L U7 M 1L, CoAtt-attack W ik
CoAtt-attack(Our) 72.18 ALBEF # # ) ASR (R@1) # & T 5.06%~
TCL Co-attack 50.73 35.45% ASRR@5)4E T 6. 56%~33. 78%.ASR
L Attack 69. o T,
V%E‘f 22 ?6 (R@QIOE T 7. 54%~37. 16% . Wikt TCL B )
DS 9. 10

x5 NURBSESHOBEMIESI (VE)

Attack Model Attack Method SNLI-VE
CoAtt-attack(Our) 71.08
Co-attack 67.32
ALBEF
VL Attack 58. 04
SSAP 49.87
CoAtt-attack(Our) 72. 63
Co-attack 66. 23
TCL
VL Attack 60. 34
SSAP 49. 37
F6 AERMNR T iE % B R E 4R R F 25 LPIPS EXT Lk
CoAtt-at-
Dataset Model Co-attack VL Attack SSAP
tac
ALBEF 0.0100 0.0164  0.4597  0.3124
Flickr30K TCL 0.0104 0.0183  0.4512  0.3247
CLIP  0.0128 0.0128  0.6071  0.4213
ALBEF 0.0139 0.0229  0.5712  0.4454
MSCOCO TCL 0.0116 0.0242  0.5733  0.4512
CLIP  0.0176 0.0189  0.6485  0.5133
ALBEF 0.0092 0.0156  0.4405  0.3054
RefCOCO+
TCL 0.0134 0.0189  0.4498  0.3107
ALBEF 0.0099 0.0176  0.4644  0.3347
SNLI-VE
TCL 0.0124 0.0209  0.4781  0.3511
Average 0.01212 0.01865 0.514 38 0.37702

ASR(R@D 75 T 11. 24%~32. 06 % . ASR(R@5)
w7 12.63%~43.56% . ASR (R@10) 42 & T
19. 1% ~44.93%, ik CLIP #i8 f ASR(R@1) #2
7 2.04%~19.51% ASRR@5) 421 T 3. 24 %~
24.46 % ASR(R@10) 4= T 7.49%6~32. 0950, *f
FIRAES . 5 = Fh R ik M L, CoAtt-attack i
ALBEF # # () ASR (R@D) #& & T 3.72%~
31.71% ASR(R@5) 475 1 7. 38 %~27. 64 % . ASR
(R@IO LT T 9. 7%~33.42%, il izt TCL # 1Y f)
ASR(R@D) #£ 5 T 6. 74%~34. 41% + ASR (R@5)
BE T 9.53%~37.18% . ASR (R@10) & & T
11. 61%~39. 84 %, Ml CLIP B 1) ASR(R@1) 2
BT 3.33%~27.61% ASRR@5) 45 1 4. 15%~
28.15%  ASR(R@IO 1 T 4. 9%~31.95%.
X VGAESS » 258 F RefCOCO+ 45 42 %F
ALBEF Ml TCL AR HEAT T, Segmgi R ank 4
it 71k » CoAtt-attack Il i, ALBEF £ % (1) ASR % %]
T 79.33%, B 9R 5 VL Attack #H FLAK 1. 06 % , {H 2
55 Co-attack Fl1 SSAP A bt 73 5l 4 &5 T 41. 29% #11
53.58%. [l B} . CoAtt-attack %f TCL 4% %Y i §2
) ASR ik 2| T & 5 ) 72.18%, 5 Co-attack.
VLArrack fl SSAP # H 4 %) #2 /& T 21.45%.
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®7 AR & 4B E G B HE 8 19 PSNR B XS EE

Dataset CoAtt-
Model Co-attack VLLAttack SSAP
attac
ALBEF 51.75dB 45.51dB 25.16dB 32.2dB
Flickr30K TCL  49.31dB 45.36dB 25.00dB 31.15dB

CLIP 45.51dB 43.05dB 24.54dB 29.45dB

ALBEF 50.69dB 45.52dB 26.35dB 30.11dB
MSCOCO TCL  49.45dB 45.43dB 25.64dB 29.61dB
CLIP 45.64dB 42.67dB 23.09dB 27.05dB

ALBEF 48.45dB 45.56dB 27.44dB 32.82dB
RefCOCO+
TCL  45.60dB 43.39dB 25.98dB 31.77dB

ALBEF 50.47 dB 45.29dB 26.22dB 30.85dB
TCL  48.11dB 45.08dB 23.19dB 30.32dB

SNLI-VE

Average 48.50dB 44.69dB 25.26dB 30.53dB

®8 AR T £ R E GRHR & iR 89 T SSIM ARt

CoAtt- Co-
Dataset Model VILAttack  SSAP
attack attack
ALBEF  0.9957 0.9925 0.7254 0.8011
Flickr30K TCL 0.9961 0.9922 0.7320 0.7897
CLIP 0.9937 0.9918 0. 5882 0. 6905
ALBEF  0.9971  0.9921 0. 6845 0.7670
MSCO-
o TCL 0.9962 0.9919 0.6721 0.7529
CLIP 0.9934  0.9907 0. 5780 0. 6487
RefCO-  ALBEF  0.9958 0.9927 0. 7350 0. 8059
CO+ TCL 0.9884 0.9835 0.7164 0.7792
ALBEF  0.9969 0.9920 0.7001 0.7683
SNLI-VE
TCL 0.9947 0.9916 0. 6883 0.7498
Average 0.9948 0.9911 0.6820  0.75531

K9 ARIMER T %4 B L AT £ 7R # F 5 BERTScore

ExtEE
CoAtt- Co-
Dataset Model VLAttack SSAP
attack attack
ALBEF 0.8883 0.8883 0. 8549 --
Flickr30K TCL 0.8846 0.8745 0.8611 --
CLIP  0.8909 0.8812 0.8578 --
ALBEF 0.8787 0.8765 0. 8647 --
MSCOCO TCL 0.8783  0.8888 0.8771 --
CLIP  0.8810 0.8657 0. 8896 --
ALBEF 0.7934 0.7994 0. 7745
RefCOCO+
0.7645 0.7745 0.7658 --
ALBEF 0.8252 0.8102 0.8114 --
SNLI-VE
TCL 0.8224 0.8059 0. 8347 --
Average 0.8507 0.8465  0.8392 --

3.12%.49.03%.

B X VE AT 55 . 5256 4l FHf SNLI-VE %48 4 X
ALBEF Ml TCL B RYFEAT T ML, 45 R a0k 5 o
5 Co-attack. VL Attack Fl1 SSAP #H k. , CoAtt-attack

3% ALBEF £ %1 () ASR 43 942 % T 3.76%.
13.04% F121. 21% , P TCL BLAY i ASR 431l $2
BT 6.4%.12.29% H123.26%.

ks 2 BaT LLE H, CoAtt-attack £ PU F
MAETE T R AT S5 TP S T =R T H
M I 5 0 B %, X 2 i T CoAtt-attack fifi i Co-
Attention ALl 5 B REAE FISCAR REAE 22 8] (1) #H
RS AR B AT 22 181 14 R S ) 7 25 ) PG
I B IR 0 A BBy A R R 3 B . [ B, Co-
Attention HILH| 38 7T P K4 P 30 5 19 G 835 SC
RIS Z ) 22 5, it — s e o) . X T
IR.TR.VG Fl VE 58 T 55 M BR BG5S
AR Z ) ) 25 538 H e 2 H A, i Co-
Attention ALl 38 13§ Kk F 25 5 L (LTS 0 i) 4 AL
PSR LA RE LRSS I RE 1 . SSAP JZ DU Fp
Oy i rh Ve R e 25 I T Oy ik s 1O BRI O AR
BEXF MG RS HEA T LB L i X T 2 RS A (LR
BB I B A BEA S AR R B0

PRI AR 2 T S 0 A0 1) S e A 2 S 6 6 T 1Y)
BT« B2 T R XN ] 2 A= i A5 38 4 4 1) B
SEPEEAT 4 M . b i 4k CoAtt-attack Co-attack.
VL Attack Fl SSAP DY ot bt 1 2 o J7 325 r A2 i 14
PRI AR 25 I 3 5 B0 1) S S A3 T DU R v
6 FHAS [R) 50808 4 A S RIS AR A ol g P A4 5 B 11
717 LPIPS {H . PSNR {H Fil SSIM {8 , 52 55 25 2 40
6 33 S PR o Herp xR — AL S 4 A B A
B T B AR 9 LPIPS {1, A K 5% i 19 PSNR
FSSIM B X RH AR H o

3 6 23 8 T/~ » CoAtt-attack i r A B A=
) G DR S T U T SR I 724 LPIPS fA
% 7= 1) SF 44 PSNR {f fi1 SSIM i . 5 Co-attack.
VL Attack Fil SSAP # . , CoAtt-attack A= i & 154 il
A /-1 LPIPS {43 3R A% T 0. 0065.0. 5023
1 0. 3649; F ¥ PSNR {8 4> % #2 7 1 3.81 dB.
23.24 dB #1 17.97 dB; V- 34 SSIM {1 43 5l 42 & 1
0.0037.0. 3128 F1 0. 2395. % & 1 T CoAtt-attack
JUXH PG o 5 S il s fee R 56 1 DX sk adk A7 4 3 1
DM B A 2 /P sh. WK 5 R . CoAtt-attack
X =Fh 7 B vp LPIPS {H 5 K 19 Co-attack #E 47 %
b, B DLW ZEF| CoAtt-attack £ BT 5 SC A dh it 56
ST P S B4 DX S8 R I 7 1) Co-attack WU 23 5% 44~
AR A e 75 4] G0 ) 5 Fp s — R 18145 . CoAtt-
attack H X} 5 SC AR Ffi“dog” . “grassy” » “white fence”
A S Y PR 5 DX 3 o e 7
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CoAtt-attackiE M Co-attack s i

S AR B3 Lim‘h J.I
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1 e =

a black and white dog is running in a grassy gard;n
surrounded by a white fence

two middle aged men are jumping for joy on a
beautiful beach surrounded by rocks

the sun breaks through the trees as a child rides a swing

- HlEHE

CoAtt-attack i N Co-attack i hnir)

J i 155{{£ k=) 1%4h3)

toddler is helping to stir ingredients

a child in a striped shirt walks by some red chairs

two people sitting on a kayak in calm water looking at a
marvelous sunset

El5 CoAtt-attack Fll Co-attack % il i) % 4 shn il

X} Z2 LS B » SCAS AR 2 1 Jo it 75 B
Ko He N RRAN ] J7 12 Az i SCAS I B o 3
AT M. hiE Ak CoAtt-attack ., Co-attack Fl
VLAttack = xf HT Bk 75 ik (SSAP HAH X K114
AN K SCARPL BN Fr Az 1 8 SCAASZS DN B4k 1Y) Jox
s S ANV e U R E N i €1 ST R N B i
AU 1A SCASI A 5 1°F- 1 BER T Score {H , 5245
ZERMFR IR . X T U EAESE , CoAtt-attack Ay
JI AT A A B SCAS IR B e 2 A T A v P38
BERTScore ff . #KTfi » A~ [ J5 12 6] () BERTScore
2% SRR 5 /N, 5 Co-attack Al VL Attack # I
CoAtt-attack Az gl SCAS I E 8 19 °F- 34 BER T Score
(AR T 0. 0042 F110. 0115, FBAA 5 B4 SCAR
MR EA MR .. XEH T AR E
B T BERT-Attack 775 2342 lUSCRXHUREAS
BAELE h G — 17 R im 5 518 SOM AL B , fifi
15 Fe 2 A U SCAKHURE ATE 1 S5 ] i 2R A0
) — 2

Xt RQL WY E58 - 38 3 75 AN 6] T AT 55 rh iy 52
50 56 4iF , CoAtt-attack Jy ¥ 14 T o5 20 AL F T A B
Xt G ) B SE M 5 B L 2R U7 ik (Co-attack
VLAttack Fl SSAP) #f [t ¥ & 80t W 3% £t % .
CoAtt-attack 7F 2 T} B o i 2y 2 1) [a] 1), A 2550 £
FE T A B G BT RE A 18 5 S RSO X i AR
Y SRR, SE L T B B8ORS X PR AR it i 22 (]

(1Y B G- o
6.2 RQ2ERHLH

A W 5% Co-Attention HL il ) 51 A X CoAtt-
attack i P RE AU M, SEERTE CoAtt-attack JFLHI T
HAYEA 2285 T A Co-Attention ML 2E47 18 2
77 43 B AR 2 #E A 20 BR L Bl PGD I
BERT -Attack XJ Il 128 % 95 %5 o 4 Jmy 48 3l . #%
CoAtt-attack . 3£ ¥ ' CoAtt-attack fil CoAtt-
attack™ fifi i Flickr30k Al MSCOCO % #i 4 43 1) X
ALBEF . TCL P/~ L5217 A B3k IR A% 45 F1 TR
155 AT X Pt .

S 4k B 8 6 BT o . CoAtt-attack AH T
CoAtt-attack 9y ASR (R@1) . ASR (R@5) 1 ASR
(R@1O) AR B H B = i) P 1B » 22 B Co-Attention AL
AT AR s e pibE Mol OR . BRI S 7R 6(a)
FE 6 (), i ] Flickr30K %4 45 % ALBEF %
TR A1 IR AT 55 247 i i), CoAtt-attack A9 ASR
(R@1) ASR(R@5) I ASR(R@10) ¥ & T CoAtt-
attack . X F ] Co-Attention ML GEA &b 15 B
YT G- 1 B SCAS 5 AR Z TR B R 550G & L B T
TR, R 6D MK 6 ., & X
MSCOCO HiHH 45 1) 52 56 25 L [R5 21 2L 14
REtRTHEaH . XKW Co-Attention AL ALE FH T
Flickr30K 45 4 , 178 B R ML 1) MSCOCO ¥4
BRI T LSRR R T A
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Bt . XF TCL AR A 5256 (6 (e) B E 6(h))
gE LA RE L P AR R A #a %4 . 53X 21 Co-Attention

CoAtt-attack
= CoAtt-attack

3 I I I

R@| R@s R@10
TAI‘ T 5] } ol
(b) fﬁﬁr]mscoco&ﬂ*} IL7EALBEF
Bl ERETITRIE S
CoAtt-attack

CoAtt-attack
== CoAtt-attack

40 -
20 -

R@! R@S R@I0
R ilEiEgan
(a) {4 HiFlickr30 K&l 4 fEALBEF
B AT TRIE S
CoAtt-attack

100 - 100 -

ﬂ( .If-mer: %°x
J;’vt .I;—rﬁaw =%if%
15{ i mam /%

100 - = CoAtt-atiack 100 - = CoAtt-attack
. =80- L
3 % =
e 560 w6
i 4 =40 - =4
20 - 20 -

R@5
BRI =t od
(f) f#EHMSCOCOSHEEIETCL

HURY AT R TRAE

R@!1 R@S5 R@10
P
Ce) {#FFlickr30 KR TCL

B BT I TRIE S

R@10 R@I

K6  Co-Attention HLHI X} CoAtt-attack B g

Syt — A IE Co-Attention HL I 7E EE L 305
SRR, A5 E H CoAtt-attack A1 CoAtt-
attack™ B MUY MR HUREA S JRUR R A TR R )
BRZETHE IR AT AT AL e R 7 s . Bl
B — 47— H KGR B MR - U6 R
Hod 8 CoAtt-attack A AR (1 A% Xt P BE AR
fii H] CoAtt-attack™ 4= B 1) B G X HiAE A LA Co-
Attention B} 5% 22 G FIJE Co-Attention B [ 5% 2=
KR . k2= EEGR FHA BE U2 B, Hoh 206 X
RN P9 B BRI AL B R T HORHY
AR 5 W £ DX 7R A Bl i B A I X AR 3
AR LP AR BB

M7 ] DLE . 51 A Co-Attention AL 5
ALl oA AR b, REZ BN R A T 5 A
R G A OB X R AR AR G BE{E B X
Z RN MITEARTIA Co-Attention HLIfI Y 55
T U sh S B B BEAL HL B B A, W
R R B Z A X B dn, 4b 3 4 D <a
black and white dog is running in a grassy garden
surrounded by a white fence” ¥ Bl 45 s}, 45 7Y (14 14 7
J1 F A A K% “dog” .« “grassy garden” DL )
“white fence” 4§ 5 A N 25 i EAROC Y X 4k 7R3

ML AL AE ALBEF A7t 3R BL5E ) L 78 TCL ALY
Hh R RE RE DS 2 HE T I R

CoAtt-attack
= CoAtt-attack

RF | R@5
i
F (d) {#HMSCOCOEHE/EALBEF
HERY |- 3ETIIRT %5
CoAdtt-attack
== CoAtt-attack
80 -

R(f‘ | R({l 5 R@10
PR bR

(h) {HHMSCOCORHEIEATCL
B T IIRAT %

CoAtt-attack
= CoAtt-attack

40 -
20 -

R@1 R@S  R@I0O
L
(c) {HHIFlickr30 KL 7EALBE
B AT IRIE S
CoAtt-attack
= CoAtt-attack
80 -

III

R@l R@5 Ri@10
PSR
(g) {EHIFlickr30 K&dEILAETCL
BERY AT IRIE S

100 - 100 -

Ii{ .Ii' maw %i.f%

100 - 100 -

I‘x{ i tj— (04 UJ H 1%

A Co-Attention 1) 5% 22 Fl 21 8 X Sl 5 B2 S & T
“dog” . “grassy garden” )k J “white fence” T £/ & ,
oAt 7 S5 X 8L A B S e 3 5 i 7E A H Co-
Attention ML I, $E S 7E KR 2 A7 8 2 IR B 43
M e Ky K. Xf2zEREH, Co-
Attention AL il A Bl T4 H0 2l B0AE 1 b 5 vh T AR Y
PRSI ACHB 114) 5 e DX 35, (] B 410 o B 3h i 22 e ¢
DXl BEARR T R AR Bl R 03 S BUAS RN T4, 1
1534 B PO AR S ELEE X AN S A i — 2P
PETt TR g

X RQ2 B 4518 : 51 A Co-Attention HL il J5 »
CoAtt-attack J7 ¥ XL B PERE W& L TR TIA
AL BT Rl 5 2 CoAtt-attack ™, & W1 fii 1] Co-
Attention HL il 15 by fif e T ik 1 35 42 & T CoAtt-
attack XTI A1 HE
6.3 RQ3ZERIH

R 43 AN RIS 25 46 2l % VLPMs & # P 1Y) 5%
M o A% SCAE MR K R (IR 5 SCARKE R (TROMES H
S3 MRERARZSHL Bh A 2 BOSER S P s RO #1717
Xt Gl X AN [ A3 7 7R TR 5 TRAL 55
P B ROCR DL b BB 5 Z BRI G R S XL
DI T R R S . SO0 HR S T A L
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CoAut-amtack'E MR CoAn-amack *FREIIF(E

P80 B f S o i 2 P 4 ) o EUE TR S

a black and white dog is running
in a grassy garden surrounded
by a white fence

a pirl kicking a stick that a man
is holding in tae kwon do class

two men pretend to be statutes
while women look on

a young man is wakeboarding
on a body of water

a group of male and female

cheerleaders create
three formations

{li il Co-Attention HLi 9 Al RiCo-, ‘\llennunHLﬁl]I']}

EOR TR

K7 AT Co-Attention L AL B R R Dt i 1115 14 5 22 P45 T LA s 191

& W28 ALBEF 5 TCLAE XS 42 . ffi 1]
MSCOCO 5 Flickr30K % 48 #1703 . H AR
5 . ffi Fl CoAtt-attack 5 CoAtt-attack (Image) Fl
CoAtt-attack (Text) #E47%F Ht . HoHp, CoAtt-attack
(Image) KB T SCARBLE (P 3l , A0 AR A i
JNEETF PGD 82k A9 4 50 ; CoAtt-attack ( Text) 2Bk
T EMEELS BN . U6 SO it fin 3 T BERT -
Attack (IR 4L 5]

SEIZE AN 10 MK 11 R . T TRAES,
CoAtt-attack f#i [ Flickr30K A1 MSCOCO %5 4% £ il
i ALBEF ## f1) ASR(R@1) 43513k 31 90. 94 %4 Al
94. 08 % ASR(R@5) 15 F] 86. 33% #192. 25% . ASR
(R@10)3AF] 84. 08 % F191. 13 %, M3k TCL B AL
ASR(R@1) 43511555 97. 12% 1 96. 98 % .ASR(R@
5 ik #| 94.16% 1 96.09%. ASR (R@10) ik |
92.59% M 95.35%. CoAtt-attack (Image) i H
Flickr30K 1 MSCOCO %4 #£ M1 ALBEF #1 TCL
B RAR T T L SRR G AR Bl TR T 15. 6300~
46. 83 % ;CoAtt-attack( TexOMiX ALBEF I TCL A

AU B TR R kg B 38, AR s il I R A B
AWM TET 69.77%~91.89%. %t T IR {4 ,
CoAtt-attack f#i Ff] Flickr30K Fl MSCOCO %4 4 i
i ALBEF #81 f) ASR(R@1) 73513k 3 86. 64 % Al
92. 54% ASR(R@5) %5 82. 11 % 1 90. 65%.ASR
(R@10)3EF] 79. 95% F1.89. 85 %, i TCL FL Al iy
ASR(R@1) 4351345 94. 49 % #1196. 93% . ASR(R@
5) ik F| 92.37% F1 96.13%. ASR (R@10) ik #|
91.13% M195.7%. CoAtt-attack (Image) ] i i
T A 7R ) 3 A T o B T R AR LR A P Bl TR T
9. 88%~36.58% ; CoAtt-attack (Text) i, ALBEF
A TCL A AY 1 8 AR Bl (U R B SPLsh TR T
69. 77 %~91.89%.

M b3 S 5G 25 B nT LAt =R s O S
VLPMs By & EPEZ A 7E 2 22 5 . Hoh CoAtt-
attack HUAS 1 f5e g 0T 228 X6 VILPMs )6 B
SO A o 31X R T TR s e PRGN SCA B e 50 5
25 WK VLPMs SRS XT AL, S5 80 A 7 it
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K10 FAREMEHAFRETRES FHRERIDEXFLE
Attack Model Attack Method FthtBOK - MECOCO
R@1 R@5 R@]10 R@1 R@5 R@]10
CoAtt-attack 90. 94 86. 33 84. 08 94. 08 92.25 91.13
ALBEF CoAtt-attack(Image) 74. 60 60. 70 53.85 78.45 67.97 61.45
CoAtt-attack(Text) 7.38 1.31 0. 60 22.20 9.93 5.97
CoAtt-attack 97.12 94. 16 92.59 96. 98 96. 09 95.35
TCL CoAtt-attack(Image) 61.11 53.22 48.10 55.29 51.99 48.52
CoAtt-attack(Text) 13. 14 2.62 0.70 27.21 13. 61 8.28
F11 AREKHAREIRES EMIHRIEITLE
Attack Model Attack Method Flickri0K MSCOCO
R@1 R@5 R@10 R@1 R@5 R@10
CoAtt-attack 86. 64 82. 11 79. 95 92.54 90. 65 89. 85
ALBEF CoAtt-attack(Image) 76.19 67.87 64.18 82. 66 75.67 71. 60
CoAtt-attack( Text) 23.50 16. 60 15.62 33.40 26.98 24.97
CoAtt-attack 94. 49 92.37 91. 60 96. 93 96. 13 95.70
TCL CoAtt-attack(Image) 68. 83 62. 82 58. 34 65.43 62.15 59.12
CoAtt-attack( Text) 26.61 13.99 10. 00 37.25 24.48 18.88

A7 SCVRTC 5 e SR 4R Y i A vh o A 0 A T S
HE W EEHIES T HARIGE T . CoAtt-attack(Image)
R BGE RER B AR THR G PN B BB 1 B e
77, W VLPMs 7EHE L A8 o BUGA SR 3l i Bl
JEPET R . AN TSRS CoAtt-attack(Text)
(14 T it BN R AR A L X VLPMs 96 B 5 i /D
XA RE S BRI SCAAR B 2= 5406 BUR)E Ti%
SRR Z 25 1] BRSO Ak S I TR 41 1 4 5
P T BE 25 5 A LA TG PR RAEAS . T SCAR
B T) TO A I AL 205300 O T ) 0 4
Toik HHAE IR BE AT 0L . AMUE O 2 TR L e
T B R SCRIE L IE B R RT3 T R TR
T SR ] 5 BOSCAH B AE T PR AL O i A RCR AR
X5 R B TR A SCAR B 5T HAshxs
R (S0 SE 25 Dy i UGBS T A
X RQ3 BIE518 : A R BSR4 VLPMs )
AR R E 2R . BB ARSI AR L S

SR T SR AP S A X B P sl o7 =X
W BEHE— 25 B K T PR S K 24 VILPMs #5251
IS f5 i 1 B D%, X VILPMs 1Y & B 1 52
M) e K

7 W #

7.1 5FEAREEISREFEHNXTLE S
AKABENT L CoAtt-attack S A PLshiFE & /1 X

WA TR XA AW i B AL 5 |
A Z SR P LCE HERL , 1) FIA Y ) 1 2 0 o A f
Eol S s i A il IR T e it . BA
RFMERY TAEALEE Disabato 88 A7 HE YL T 2
77 KIS 3h (1) 32 # Dok J5 vk - Wang 558 W HE H Y
TMM ( Transferable Multimodal Attack)HE%2 . Guan
2 N2 H 9 IMTF A (Joint Multimodal Transformer
Feature Attack) J7 i1 Li %5 APV H 1Y AIC-Attack
(Attention-based Image Captioning Attack) 7 ¥ .
PR B84 %) CoAtt-attack 55 IR DURD 73 18 22
LIPS LR A R T T

S W E ) XU A L, CoAtt-
attack 7F U7 AR REL B 1 R LRI AR FH O X s
P 9 W25 5 T A 255 . Disabato 88 A 42 H 19 77 1%
FETF EE - G AR VT B S ek B AR il 8 B AR
ARG R BAREUE B R AR T RS S B R E
AQFERFE 23 6] B ARARL P LA [ S e 30 IFAE B &
TR MR RO . 2R R R I 32
B F UG IR 7 n B MRS 5| S, R F i R AR
J AR FURIALE , HAUEH T EGIEEE 6= [ SRR
Wit TMM J7 v N BRI RS AR e P & ph
RS — S0Pk 5 22 A ARl T AR IE sg fb
PSRRI RHIEA R IE AR T . 1T CoAtt-
attack 2R AL T S {iT (1 GBI 1 G Fe PR A, Bzt
HEE IR SCaE SORE 5 0C 3R A S B P T iR 3 T 40
A TR 24 sl . SR 3h rY B A B0 5 £ T A
1T YRS T TR 1 OGS X 3 . IMTFA e TR i
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Tia] 1 45 1 s ) A 4 2ok P v ) AR S A
B IR token (BRI B SCA IR 70) 7ERE AL L3R
SRR A DTEREE , I R B B X A P Se 2 HE
JF » S5 38 R HE P AR ST 5 X385 32 5
B EEAR S, H 5= B 0 i B S AL .
AIC-Attack J5 ik W 5L T BIMQ 7 4 B A 1 1 5 0 4
A1 38 2 R ZR AT HE P 5 AT £ 00 A i T X
PRE5 G 2R FZ o R i ke
J7 X % 745 (Image Captioning) {155, 5 F 11
B AR5 HE P BUEMS A B X B (H Bk = Z2H0E
P EARSIHLE]  AR S USRS o P T HE 7 328
BB By DX 3k 1 4 s e L 7 AN [ R AR v i 3 ) A
(122 5, A RE R BOE SOCHE X 08 16 A /2 5 ATTT 3
MR EE X . AHEEZ T, CoAtt-attack 7E Hif
GG BT BE 5 | A Co-Attention AL, AT ISR 75 ke
R 3o A i A G T Y IR DX SOAR G B in) , 40
W5 | S4B A b T0 e 8 2 HE P R A5 A 20 X S
PEHE L RE G T HEE B IR BT R AR E T

gt — 0 CoAtt-attack 5 IUA 1 8 S X 15,
SR AR B ROR 25 5 A, AT
C A TFSEBLE ATC-Attack J7 5 CoAtt-attack 17
XSRS . BT AIC-Attack S 1 7] K 75511 55
(1) G BABE S H B) Jr v B0 3w R S 75 %o ]
15 PN 25 0 BRI A2 SORE I SCAS IR 5 PRI, R A4 a2
BT 5 EUR TR 55 TE M ABLS 518 SCEEHLT L
AR TRAL S 704G . SRS 4T 55 M
oL, TRAE 55 [RI R DL IS Ry i A R BEAIAR A (5115
PN DA AR Hh RS 2 B AH DG I i SCHI IR, AR T I
SE A e iy SO

TEXT LLSEG A, CoAtt-attack {UR F T EHGAELES
PR ms , 22k SCABLZS T, DA PR SE 50 % FL 2
FE . AIC-Attack 5 T HIFIFEARS™, IFd 5. 4757
4 — S8 E . LR BEIABLEF #1 TCL PR
Wi T BN E I X5 X TRAE S5
FH Flickr30K AIMSCOCO a1 T iFAh . 525
A PEREPEN P AR 526 5. 5 W RIEM R AR —2. £
BT LG PR A [ B B 29 1) ASR.

SCGEE SN 12 TR L Hidp CoAtt-attack (Image)
PR BBR T SRR B 8 A6 BGASS it mt
g, 5 AIC-Attack # . , CoAtt-attack (Image) fii F
Flickr30K 1 MSCOCO 45 £ il il ALBEF #5411y
ASRR@D 434 17 7.89% F19. 67 % ASR(R@
S5)HEE T 4.03% F15.96% ASR(R@10) #7551
3.84% Fl1. 69 % . Mzt TCLAAI Y ASR(R@1) 45351
PR T 4.33% F10. 92% ASR(R@S) i T 5. 31%
F16. 63%0 ASRR@IOHEE T 6. 41% F16. 88 %0,

RS A R W], 5 R L TR ) X
7 ¥ 3h 19 AIC-Attack J7 % # H , CoAtt-attack
(Image) M08 18 75 U 25 A5 70 9 300 4 O v 119 3K
IR . XN R ATC-Attack MR T 5 25 0 1
BN HET BT kR EZ AR s B br, i
B Bh X S T B HE L 25 5 TR T 5t S 280
F14) W 7 T o e R A R e SR T AR ) 6 X 3
1M CoAtt-attack F| F§ Co-Attention #ILHI A 43 ¥R
DT TR e SR A AR v G Y 5 R A SCOCHER X
S, A AT BB T SO 5 SR A L IR
5 | S0 S 4R rhite fin AR TR i S R SR T A A8 1 G
SHEPMG DI, DI A R T T ek R X o

£ 12 CoAtt-attack (Image) 5 AIC-Attack 7£ TR E & BB B Ih R 3T LE
Flickr30K MSCOCO
Attack Model Attack Method
R@1 R@5 R@10 R@1 R@5 R@10
ALBEF CoAtt-attack(Image) 74. 60 60. 70 53.85 78. 45 67.97 61.45
AIC-Attack 66.71 56. 67 50. 01 68.78 62.01 59.76
TCL CoAtt-attack(Image) 61.11 53.22 48.10 55.29 51.99 48.52
AIC-Attack 56.78 47.91 41.69 54. 37 45. 36 41.64
7.2 BEMESH BERT-Attack J7 % ¥ 8 4] 25 = 75 JF AT J2E 52

AN CoAtt-attack FIA ZLESEFT I HT

CoAtt-attack 1y P AT 250 = 227 T SC i 1t
SRR IER . 5T, A B VLPMs
B (ALBEF . TCL Fl CLIP) f HAR 9 45 5 AT 45 14t
A0 Ja B , 25950 IR F Salesforce Research JFJR
1 2 B 45 2% > HE B2 LAVIS (Language-and-Vision
Studio)” . U, XU A B9 PGD J5 i Al

POV, e E . AT IR T H HieCoAttenVQA
A TEAC AL R T B B AR e i Y Co-
Attention AL . AP, 18 XF CoAtt-attack (191X A i7F

@ AIC-Attack https://github. com/UTSJiyaol.i/Adversarial-
Image-Captioning-Attack

@ LAVIS https://github. com/salesforce/LAVIS

@ PGD https://github. com/Harry24k/PGD-pytorch

@ BERT-Attackhttps: //github. com/Linyanglee/BERT-Attack
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CoAtt-attack BYFMNRA S 3 2 7F T HAE AR
B B RUB Y - A S M . AR SCHE DU A i 5
I T RO A LT R . Horb, Flickr30K 5
MSCOCO H T 30 R AT 55 RefCOCO+ HI T4
B ENAT S SNLI-VE i TG 26 ST 55 . B 55 T
PR SC UG i X35 A7 81 SCAR B S5 ) S AU A 4T 55
HA B AR . e DR 70y 1, S50 7 5
4 M (ALBEF. TCL) 5 xf 35 & (CLIP) P 2§ F i
VLPMs 224y, JRUE itk . CoAtt-attack %38 FHP:ATS
e ZAEIE AT 45 (N VQA. B S i) it
— L IHIE

CoAtt-attack B4 15 43 50 3 278 TR M d8 br
B 3 . SEI (] ASR SR TR X4 B 1A B
ML Z 38 bR R WO TR VLPMSs (8 vt T
PE2 A, SEE IR 5 LPIPS 4845 5 PEAG 5115
XFHUREA 1) B A AR HAE AL 45
WA RN R AR 82 F T I R B AR LR
JERAE R RS S S EUR R R
7.3 BRR&ESH

CoAtt-attack & £ F F| I %F bt W 5 o7 i %
VLPM W& B eI 5 26 VTAl AR R 7 1 %o 15
S shii AR R e S TR, Bl TAEM &
P R farsd i XTI ZEPL I $E T VIPMs H B &
HEMERE 17, Xt JE CoAtt-attack A FZ R FR .

X B YIS — P 2B B R AR T AL, A
O SRR AE Y Grad B v s A A O B BEAR IR A
YR AR, LI SRR R A 1 0 Sl A G R e
PR SRR R XTI 2R T R A
FGE IR TE4 o 470, 72 UG o 24T 55 b XTI i
BT H T RAEA (i TmageNet) 2 #1404 20 45 B
BEAT . AR REZSAT 55 rh o T 5 IR A T
Ho, — i, SSRGS T FUR gD 4R E
T YR AR B A A R A AR B, S ORI PR
REHY s 55—y 1Al I SCHR A P sl i A b B v 4k s A
23 8] 5 42 24k S EO Gt TR a5 05 B AT 2 508
JEVERL, 25 R P R I RES . Ak, XTI ZRAk
SRAEAR KRR BE AR T A2 08 19 500 AR 5 )1 2
UK A5 GEVRSZ PR AN ASOME LS B e 4R L s i ]
B | A& MERE IR fb ol i JUL A S )

Z BRF AT 256 4 F (RTX4090 GPU) ., #E LA
SE AR SE B BRI S R . a4 DR DI R A
Z PR S B G e = AR SR L AR SO S R
X FEF CoAtt-attack BRI Sritb 47555 . AR TR

I RIFE R I T CoAtt-attack [ RS HT I ZRAE
20, T e i VA AR SR TH LSS T S R G T
T F49 P9 1

8 BEMAREIIE

F eI 22 BT ik T LS AN AT i
B B A A, S 20 LT 4 VLPMs G e
T DXl R R, A SCR AR T — i T U R 3 D
FE ) 2 BT P s 7 ik CoAtt-attack, 1% 7 5 7F
ARG B B | ALY [ B () B B T AL, DA
PN AR AE TR S o Hh e o D A R IX k5 SeA
KA, IR IL T | S s A . FEEUREES T, FH
TR T A 0 TR O R X 4 R B Bl i A A
VAR B 22 X BN A 3 T FE SR T Bl 2R 1)
(7] i 5 K PR B2 DR B B SR 5 FE SCARE S v, )
K8 AR FF 9 BERT - Attack J5 25 A 5 F X 14
B sl gk — DR b W K Re )y . SEER SRR
B , CoAtt-attack 7£ TR IR\ VG #1 VE DU Fp 40 58 15
T NUFAE S T S T T A T v (Co-attack
VLAttack.SSAP) B Bt 808 , I H AR il 9 &%
XTHUAE A LTI J7 32 30 2 B SR H 4Rk .

AR SO U IR 2 0 AR T VI PMs Wi
BRI R . Ak, AT B R B 2B
B AL 5 Z R 0 06 R AT 55 s b ik
CoAtt-attack FJ3f FH 4 . BeAk . 76 SCBR 0 L, 1R 2
BB A ) 4540 5 S HON P L AR 58 & Iy i
MELLIE H 5 PRI FATT 340 19F — 2P 5T CoAtt-attack
X R G VLPMs iRk, Bt A%
PERY 2 B B8 G B I 7 B HF TMM
( Transferable Multimodal Attack) J5 ¥ #l FGA-T
(Feature Guided Adversarial Text) J5 ¥, TMM
38 SRR E 22 A5 T ) SR AL R R U AR
PSR RIE R B )1 s FGA-T 456 BG5S KA X By
[v) B3 [F) 44 38 3 BB B B 2 T e 78 Z2 45 A ] 1) 2k
FATE . ARG A T E M st R, i —
A g CoAtt-attack 7E 2B & X v pyal PR . B
M5 > ATV IUAS R I (D& A E T B
REL AL 5 FH A B S Bl A BUE S, ) P AR Y A
B R PO A By H AR AL, AT AR X H A5 58 8
TR 150 A WA 5 (2) 5] A 55 Wi B sl AR BRAR AL L
. 2% H Grad-CAM. Attention Rollout %5 £ A ¥t {1
Al T B G A A B O X Ik . 51 5 AR R R 8l
(T T SCR RN i i A9 15 SR TE TS/ 1
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single-modality methods. Nonetheless, most of them still rely on
global perturbation strategies without leveraging the internal
attention mechanisms of VLPMs, leading to adversarial examples
that lack interpretability and exhibit scattered perturbation
regions, making it difficult to expose model vulnerabilities.

To address this issue, this paper proposes a Co-Attention
Interpretability Based Multimodal Adversarial Attack (CoAtt-
attack). The method utilizes the Co-Attention mechanism in
VLPMs to identify critical visual-textual regions and guides
perturbations in the image modality to focus on those regions.
Simultaneously, it generates semantically consistent adversarial texts
via the BERT-Attack algorithm. Experiments conducted on three
mainstream  VLPMs (ALBEF, TCL, and CLIP)

representative tasks (TR, IR, VG, and VE) demonstrate that

and four

CoAtt-attack achieves superior attack success rates and better image
fidelity compared to existing methods, offering a more interpretable

and effective pathway for robustness evaluation of VLLPMs.



