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Abstract With the extensive deployment of deep neural networks in key areas such as image
recognition, natural language processing, medical decision-making and financial risk control,
issues of data security and privacy protection have become increasingly prominent. During the
processes of training and inference, models often need to directly access highly sensitive data,
while traditional encryption and access-control mechanisms cannot effectively prevent data leakage
in open or untrusted computing environments, revealing a trust gap in the practical deployment of
deep learning. Confidential computing technology establishes a protected execution environment
at the hardware or cryptographic level, in which data remain usable but invisible, thus providing
new ideas and fundamental support for the privacy protection of neural networks. This technology
enables secure model training and inference without revealing plaintext data, thereby realising
trustworthy artificial intelligence across cloud, edge and multi-party collaborative settings.
However, confidential computing still faces challenges such as large performance overheads, high
programming complexity and limited compatibility, and its application in the field of neural

Wk H#H - 2025-05-01 5 FELR & AT H#H . 2025-11-12. AR5 5] F K & S 08 & 3155 H (No. 2023YFB4503205)  H % A ARl £ 3 4 8
FI5H (No. U22A2036) « [E 5 1 R 2F 3L HAERMF RS T H (No. 62202123) . [EH 5 A REl2# 341 I H (No. 62472122) VBRIEIT
B ARFFEIEA T H (No. LH2024F022) | e @ B AR L 45 9% & 351 %% 4 (No. HIT. NSFJG202433) %5 . EhiE, sk,
T BT AU LA S PRI . E-mail: wangbobochn@hit. edu. cn. #%#t4% . T4 BIBEAFST 51 . 32 B000F 5 40080k BRURA 1580 L 156
HeE) o B B L BB, A SO SRR . T B B, R AU BT A R A . RS GEAE
VEED L 8% KIS PR AR S (CCR)AR I & B, BRI 5 B2 RS 45 .



886

L
&

12 I ) 1

networks requires a balance between security, efficiency and deployability. This paper
systematically reviews the core technological pathways and evolutionary trends of confidential
computing in neural-network training and inference, providing a comprehensive overview ranging
from hardware-based security schemes built on trusted execution environments to software-based
secure computation frameworks grounded in cryptographic primitives. At the hardware level, the
paper focuses on the system architectures and security mechanisms of confidential-computing
technologies such as Intel SGX, AMD SEV and NVIDIA GPU privacy extensions in supporting
deep-learning tasks, and compares performance-optimisation strategies and system-design
differences between CPU and GPU environments. From the cryptographic perspective, this paper
discusses in depth the main homomorphic-encryption schemes used in neural-network inference,
analysing their issues in numerical precision, latency and ciphertext expansion, as well as secure
multi-party computation applied in joint training and distributed inference, examining their
communication complexity and fault-tolerance mechanisms; it also introduces the latest
explorations of zero-knowledge proofs in verifiable model computation and privacy-preserving
inference. Furthermore, the paper reviews hybrid f{rameworks combining homomorphic
encryption and multi-party computation, elucidating their design trade-offs and representative
applications in terms of efficiency, security and scalability, and explores the latest advances in
improving confidential-computing performance through hardware acceleration and system-level
optimisation. Finally, the paper summarises the currently available confidential-computing
framework systems for artificial neural networks, compares and analyses their advantages and
limitations in terms of security models, functional capabilities, system performance and applicable
scenarios, and proposes strategies and considerations for framework selection in different
application scenarios including training, inference, federated learning and cross-domain
collaboration. The comprehensive analysis indicates that although confidential computing has
made significant progress in both theoretical research and engineering practice, existing solutions
still find it difficult to achieve a full balance among efficiency, security and generality in the
context of rapidly increasing model complexity, hardware constraints and growing demands for
multi-party trust collaboration. Future development requires breakthroughs through the
collaborative design of basic theory, cryptographic protocols and hardware architectures, and the
promotion of standardized interfaces, verifiable execution and programmable security systems, so
as to build a highly efficient and trustworthy ecosystem for next-generation secure intelligent

computing.
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RULRE A R e R A SR S PR ) TEE (4742
EERIAELR

B B L DNIN A S, B8 25 1 1T 5 2% 17 [ A
25 M 2% (Graph Neural Network , GNN) . 3755 . 3C
Mk 5148 H T 454 SGX 5 7 #8 2 43 Ba FA (Local
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Vi 22 4 5007 FH AR BV AT S B2 HOLPIL P B B s A 4
B, 5 Intel SGX A HL . SEV #i45 E 1
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SEV V& FSCBL T “ I FE V142 4 AT 3 e
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ALK . X — RIVBEFEIE I T AR L) 2]
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[22][47][74] N ~ [ [ fik AL WEhET
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J5 R A P 5 AR R 4 S5 A A B st H T I %% SC
MK A 28 TF 8 SR S . SMIPC 3 i £ a4
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HAMA DLEY . % RS T —Eny ik,
AR AR R PRI & 55 T — A BT AL
R ALIGIN T E AT AR — AU TR
BH SO ] CONN BB 46 1) L 5 241K

e s BE RN [R) 2 2 5 HEAT S5 R i 2
TPk SCRRLILS 142 H TR & SMPC PpisUHE 42



41 F A P I SRR LA TR HOR SRR : N TEE 2% 7 i 897

ABY. ZHEHE S THA SS /K SS 5Bk IT GC,
IS HERETEATE. M5,
ABY2. 0" 5 ABY M43 i e & =07 iR AR
BT T R 2% SO L i — 2 F | T AR
Pl AR 2 HESR N L 3 P e I 5 | 22 [l 1
B2 ) 45 S 2 TSR

BE AN, ki e 22 O 24 B 28 4t 7 ) T RSk
R O B 7 1 B 2 L s @A £ i T (= B et s
il 1 A 22 26 19 CC BF 98 e w0 R L T 2 T3
2PC I HE AR B BRI BTy R RE IS I T
il 1 25 D0 2% 1) PR A B AFLER 1 AR B 0 i R
BT T IAL AFAE R A PE RIS, MR TR
SCHR[120-121 13 F GC 1 OT 40 9 52 B T — 0k 1
NN H AR 5 Lt A L (RT3 5 3 15 T 85 477
SREEK . b —25 0, SCERC 122 88 1 T % 1) i i) —
T ] Ao 2 X 4% %) 2 R 2 4 ) HE BEAE SR SecBNN,
B o) A — J2 () R 2 S AL FE o AL T i
TR A THEZR PR RE . SR 78 KBS bR
J5 18 TS R SR 2SR HES) .

AT WF 5% 35 3k OC 7 JE F SMPC ) CONN 7E 31
S EAGIT Bk, SCERC1I3TNER IS )2 i ds
WL AR LR RS B I TR S MR e v Uk
(123 03 i eI HAR X Z B G 4T T RAIE
3.2 EFHEHKNN

HE fE S —Fh Se VR e s 5 b m et ris 5
R B R 2 AR L AN RE A% 1 1 B 70 A Bt i v
TA M IR ST OB (A ORI L R
FBEYT 4 Rl A UGS B RA R 7 B2 SR A R 4 7 3
S B HE R R W L AR NN A
SN grb i A R SR .
3.2.1 BGV/BFV #1CKKS

HE 89 & J& e W1 U5 17 %5358 2 [F) 2500 % (Partially
Homomorphic Encryption) 5 & MFFE . 1999 4%, 3C
BRL126 4R T Paillier N3 5 %, SRk I 45, M
T Bt 1) ) s SR T eI AT T N T
H T A B AR . AR, Paillier 77 8 AN 37 45 fm i
BelE, oI SE R AT, ik e BRI L 2009 4F
SCHR 12782 1 7 % — A 4 [ 25 fn % (Fully
Homomorphic Encryption, FHE) 77 % , il i 5] A A
2 (Bootstrapping) $% AR , IS b SCRFFE 2% 204 -
PRI AT R A 1 i 5 vk 45 PR T HE 7638
FHHA AN FH A AT ek . R L 55 —1C FHE
T3 SR BCRIAR , %5 SCRZ M ™ =L I B, PR
TS M.

ol LU FHE B9 14 BB IR 350, 2012 48, SCRik
[128-129 #2117 BGV Jr%e, ik LB T IO 76 M %
H 2 8B 4 )2 2[R S 0% (Leveled FHE) , 8 1o
15 Y] #e (Modulus Switching) 5 % 4 22 # (Key
Switching) F AR A R MG . BGV & T2 5
2% >) (Learning With Errors. LWE) [n] 25 (1) ] X P
RE U8 7F B2 TR B2 T PuAT IRl 8 5, KR4 I 1 &%
K, WA, SCHRC 130 17E BGV 4Laf B4 T BFV 7
LT T SBGE B SR AL R T 5 1
M5 TR 1k,

TE SRR B G2 S BGV W BFV Z )5, SCHk
(131 42t 7 CKKS J5 %8, FF A b SR fin %% 1 2
TR S kEE, 5l T EA7H (Rescaling)
A5 2 MLk A (Complex Embedding) 1t Ab Bf 4
Ao CKKSHKH & T HE 7EHL# % 2] \DNN %547
BB ANE 1. BN i 29T 58 CKKS I,
SCHRL 132 42 H: 1 PPDNN-CRPAESE , 4545 DNN 5
CKKS 5230 1715 FH XU T v 9 4 i A B RA LR 37
SCHRL133 481 T RNS-CKKS F JC 7 F-sh s 8
[ P T SR A A B O s SCER[134 14 i T
NeuJeans /7%, 3 F CinS ga i 5L B T = R0 BT
B SCHRC135 8L T ReSBM i i % » ft AL T JILASE
THE H2CE . b, SCER[136-139 13T CKKS
E—JF % T ANT-ACE BofA#fE L4 1% 2% . SIMD
FRRAT 33l U 7 5 2 4 R 81U Softmax #ULA PREX
VL e AutoFHE #E BEHESE , B R #E 5) T CCNN # #
TEMERE S S L B PR g

TE HE B8 K R 72 8 i i [R] s HE 764 22 1
28 v R S BR N T T IR 32 300G T . SCHRC26 48
T CryptoNets J5 ¥ 1 B I 2k 10 1l 28 X 26 45 AU 54 46
AT AE N E s e R L B R T HE 45
GALER AT ATt B S, U9 B 2
# JF & T SEAL (Simple Encrypted Arithmetic
Library) [ . 2 HE 76 b 2 09 4 280 1 B %L
it
3.2.2 HE-Transformer 5 CHET

JLF SEAL . SCHRL 119, 140 ik —PHRR T i
BCCNN IR % . 2018 4, BEF /R A T IR
HE-Transformer I H""*"*', 3£ F nGraph 2 15 4% »
£ T SEAL M ABY F& L 528 T % AE 2 00 =L
T PRER 1Y 3 HF - [l B 3247 5 TensorFlow 48 i 4
Wt HE— 2D Hl, SCERC 146 182 T %S HE (4L
(1) Transformer 2244 , I ¥ & 1 5+ Z W A 40 7
2% 8l T HE 7815 5 B A (Language Model, LM)
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FAL 58 Transformer( Vision Transformer, ViT) 4% 15§ BRI

N FH AR R A 5T

R T BRI HE B2 ¥ JF & 109 52 221 . SCk[ 147 1JF
TR E SR RS CHET, S2 90 1 M i 2 3 AR 5]
FHE #/)7 1 A sk 504k . 2T CHET, SCHk
(1484 Hi T RLNet. LA i 2> 5 43R RelLU #:4E
P BRI BE 5 SCHR[ 149 J#2 1 T CrossNet , £ X} 4
AU FHAE AL T BERAHE R A s SCHRC 150 P& T
HELMHESE, s28 78 HDL CRE (35588 5O R B
B4 HE HL B 1 D) RE » SC8F 22 Fh 8 SCPAR AR
Slalms, SCERC151 T8 T —A> A 2l ik A 2845 2l 4
PE#% DaCapo, —E R FR#EIR T FahMAE S A
ZETHCE AR MR 2 5 R, A R — P T
CONNHEH 5N ZB0R
3.2.3 T RN A E R Y FHE-NN

X HE 76 U E A A 23 v fry e BRI 201 L Sk
(1523 T HE finE 2§ CHAM, 3% A Xilinx FPGA
SEPLT v 8P R R - o e S UMD R L S AR 22 Bl HE 45
VEZS I T LA LIS T s 21 ity 1 FH MR R . SCHik
[153 4 ) FHE #£ K HUBRE F T2 4 ph 2 4 A
AT 3133 B AR 18 5 o 22 I 28 A s e 5 3 FHE S
PRI 5 DL K Gt A 7 TR0 AR ) 2 4T 0 e 7 25 B AR
ST Z PR (AR B T HAE KR FHE fi
M EMELL . SR iR T 4 A e fiiH FHE
HEAT CCNN #E B () HE 42 Orion, % HE 22 W] 4% 5%
PyTorch 45 i DNN, I8 HG 40k 2 i FHE 72
J¥ o A, Orion HEZERIAHE H T4 XHT =AU HLIR
Z W52 TSR, LA K — P i i 2 B sh ik
ZE TR A R AEUR 2T 6 3R W A 1)
b FH 7 S 3 JE 1S RV BE ) T E— A L )
B XGRS R — 20T

M T HE— AR T T FHE 59 NN 8931 25 Fn e
PR, Sk 154-155 13 8 43 A 2 e e T T 5 4
ALl it 2 IR 55 2% 22 kb F g 0 WK &R, HE B
CCNN A4kt 5 . SCHRl 156 18X FHE Joik 1
FEVPAl CNN R SRS AR S pRE0) (), DL S B T
TRAEHRG 45 2 FIAE SR 348 in 22 1) 75 B i Pk AR 5 2 4
T LPFHE#E%2 . LPFHE HE 2R Rt fdi P &2 24
Z I ARG i 18 T CNN P OCHER) ReLU pREL . H 3
FAEA RelLU AR B e L i i i i 2 it . 3l
TR 53 B A die /N — 36 2 3412 5 Remez 3 vA AH
454 LPFHE AH# TS0 8 7 = iy I 0 .
LPFHE Ref% 25 ng B AT 1= HE 20K B IR 2 4% B 2 30
A CNN, BB 2 70 X R 1R 4 b 8 B8 RelLU iR

[vi) 285 0 28 PRLR 48 807 RT3 Y 22 4k, H3CHF
BIFTHR ZB T R . SR SR A R (UL SCHER
(1581 % 2 53CHRL159 13 5) KB, 25 Sk 2 1y
FEF O, AP BOEF B B 5 A T
TEETIY B 2 A BRI T HAE SR R G g ] o
3.3 ETFZKPHARHI NN+ HIER

ZKP & — M EE W B R, B R — O
GUE ) TEAN M FE AR AT BR A5 18 A 5 2Z A AR
FYFTEE T & 1] 55— 5 CH R34 ) ik B HE R 3 1 5 5
PRI ST R i A5 ZKP 7E R B B URA R 4
SRAE R T7 I H AR N BRI RN
WriR A ZKP HORZ 7 T IS 12 3 2 ik
P EET It .

1985 4F . % A R Ik W] K 52 B & R
(Interactive Zero Knowledge, 1ZK) # &
Goldwasser % N R $E ™ IEXIEW RGEHAT T
EAE L. W5 &t ZHEMNBIE R R 5 AR
B ZKP R T 9 FIAL e 4y i . SCHRL164 ],
Bitansky 5 A2 17 2 FR i AR 22 BRI IE
(Zero  Knowledge  Succinct  Non-Interactive
Argument of Knowledge , ZkSNARK) 5 74 , i 15 55
TR It R AT LR A IS ] A 52 8, ELTERH RO IS  A 4K
AT [ ZkSNARK SCBL T 90 iE % 25 LR 0 E |
UEH 2 22 U (8] A B AR AR AR T 1 1 I T
ks

1 zZkSNARK 1 2 il b, A58 5 A T4 22 i s
WH N R A . SCHERL164 132 1 44 i T b 2 i
1% AE 32 B 238 UIE (preprocessing SNARG) Y38 F 7
R P i Pl P (= S | o SR WG 62 [N ¥ Aoy o T4 N -8
) DT Y RIS ] e/ ME S THR RN, 5 I]E]
i}, Ben-Sasson 55 A 1E SCHA[ 165 H 42 HY 1 2 T3¢
.5 MLIE B (interactive oracle proof, IOP) P38
IR - e 20 TR e A P 0 ) e R R AT R A
1R 18 UE (Zero-Knowledge Scalable Transparent
Argument of Knowledge, zZkSTARK) & 4t . &It T
— B Al AE BCE IRt & 7 B B9 B ZKP
UE S

B & ZKP H AR HEAilt 1) 2 W 75 55, HAE DL #E 3!
A 28 0 2 )07 FH 400 L A i . SBR[ 166 145 T
zkSTARKs $2 1 17 i 8500] S0 kA 28 [ 26 HE Y
A g 4% . 1 3h T ZKP 76 ATHE B b 52 PR 75 i
JRBEEE . 2, SCHRC 167 88 T A 115
X LLM (1 ZKP 45 zkLLM ., LA 2 50 3iE LLM i i
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FLSCPE SRR R o eI AR 7 3E TR
SR B 518 5 T AT Ak A #R IS IE Ty 12 tlookup , 1B FF
KT FEFRUER zZkAttn, e T VE B S HLE Y
Y UE R TSI GPU IR AL s £

[AJES s B0 CININ A 3 A S0k [ 230, SCRL 168 1k
T ZkSNARK #2 i} T vONNHEZE L S 1387 A % 1
RAFRITEUEVE 2 Odn) FER O+
n) s R DB HE R DT AR S BRI AR AT
Hln) R T 25

75 NN LR Z 1, SCHRL169 48 T ZKML AE
B0, 38 35 M\ TensorFlow %] halo2 B #% L AL e 2%
S AEIL AR ZE A GPT-2 75 N 1Y S AR A
) zZkSNARKs A= il B0 7 77 90 % BB RN A £
AR R, SCHRLL70 52 1 T ZENO LA HESE . 5
AR ok S FaL ik 5 B 1 ZENO 15 5 45
¥, JF T T BRFAZE A A K 2R AKX B i 2 )2 AL
0515 KR4 TE T #2228 HE RIS, ZKP R G2 IR
o SR AW Z WG TAEAEUE W AE B 7 TH LS
TAR I i , {0 A= Bk BH RN E A7 360 11E 1) 5% 5 T AE A
TR ) AT SR B AR R

2P, SCHRL 171 56 3E T4 TH GPU ik &
grytnt i, e T ZKP g K Ut AR R
Gt T ZKP By 2R 9 2% 4 B T RE TR
il

FE1 28 DL I FH H R P 30 iR 5 SR 9 S B [ 5L, Sk
L1724 T 2kCNN T2, VAR i fy # e AN i
BRSSO 1] At NI B 000 235 SR 55 fh 45 2
CNNBAIHEAT IR R 3 CNNTEA T EHEE
AIBGIE . [RIINE 32 T AR FE A 4 S AR T IR
AT TR SEE TR I ] A LR .

7E DL Il 25 By Bt , SCHRL173]4%2 i 1 Kaizen 4E
Z8 BT X DNN I ZRg i 7 HA AT e ] 22 0 L AL
(TR 11 L=y o T RS ST A 2 N |
(Zero-Knowledge Proof of Training, zkPoT) J7 i .
SRS/ S B T BRI O A [ AR AR
RGPt 7 IR R

(A A6 DL I Zheoask A H A B AL 30 i 1) 8, SC
BRL63JBEH T zkDL J5 i Al it 151X ReLU
I PR B % JHAIE W zkRelL U 3 JF % T FAC4ADNN
HL B 25 A Ll R G B )= B D BRI IE T, S
CUDA @209 80, R $2 5 1 DL I 2R 72 19 5631

BEXE IHUASE CNIN I 2 56 & 4 50 31 17 83, SC ik

L1748 H T VeriCNN 7 % . 454 Winograd 754k
LB FRAE S R SRR o I L 2 5 T AR KRR
P AL R B0 UE R S IE P RE

R T R ZKP 1 R HUEG LAY IE
P, CHk[ 175151 A T Hekaton zkSNARK 75 % , i i
A -RATHESE SRR AN AT S5 AT HIE
BH 55 157 T R A U UL T A8 58 zkSNARK 7 4b
KT A S 0 BE R 2

W T i 4 £ B K L ZkSNARK 5 zkSTARK
PiRh E R AR R AR B AN 2 R 4% ELUA
. 5 SNARKs MK Hi T 5 24 19 807 i A )
STARKSs [ A 3 it A4 16 38 5 5 TP AlE 18 05 A oA
b QU NS = A7 cog = 7/ = S [ 111 /3
T fFRE™ ISR ENEIN. BE
zkSTARK [ Ab T 4722 K 8 W Bt o (H LA R HLASE
25N S 55 4 B (0 T IR )2 TR

71T 7 THT 1) 008 JF 47 38R H B 19 ZKP SOk
L1794 T 28 [A] S AL 1Y Sparrow J7 48 . ik B 3% %5 (1]
TEES L/INTF XA 7 1 R 3 4, HL 2 8] 75 R 7 3
INFHLEE R, O CC TR 3 T ZKP A9 i 22 X 26 1)1 2k
S R AE T A ) (9 S L A Sparrow X SZHFEL
PEIEATHL B

VLA R, BT ZKP 19 FL 5 [ W Bufs 7 b 35
JEN, SCHRC180 4 H T zPROBE #E4E , 3T ZKP
e PG FLBR AT RSB TN A R RS 5
Br . HGSR T FL REMFE G EAHRE ). SCiik[181 ]
MR 7 36 T R MR 2% ) (ZKFL) B8 B 42 )
A B L5 1, K Chord 78 36 W 46 S 390 1 R 76
R T RE T EERRE.

ULk, SCHk[182-186 A5t T ZFp T 7 e
AT T B UE AR 2 O R, T CC 5 ZKP
AIBLAS 27 2T BT AL T 3= 9 T ELRE B

I JE S ZKP B TE T4 T BT R AR R
o S 7 T R B B R e i, SCEk
[190 ] %t XF 2 B ™ Bk 75 4 (Intelligent Connected
Vehicles, ICV)FREE T A9 e A FH ), 30 173 F
X B F zZkSNARKs [ BV-ICVs B2 S HESR , 58
R RE A AL IRAIE . A 37 1A ] SEAR R SR L BEE
e KR R G4

AT AT HE T 2L T A R
CCNNWFFE TAE R H A FE il K AR 55, I X — BB A5
TAEB AR 7 M AT 7 AR, Ho b B4 55 A 5T R
n 3.
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*3 EFEHEZRIENMAFCCNNHRE—RE
HERhFE AR oz M RE _ "

ik SS GC HE OT ZKP DP NN FL 8 JF8  #Kk HEH AR

[90] N N NG =] 5] o AT YR UEE FIET

[91] N, N/ = H mo TR FaET

[95] N N N/ N =1 = B HdREPLEN: BEhET

[99] v / N G T woOHRIESYE FIET

[100] N N N/ NG N = = o RIERE T

[104] N, N, =1 H o HdENLEY: BEhET

[106] N, N, NG N, Gl [ o BdRNLEMY: BEhET

[109]110](111] N, NG e =1 o BdiEPLEYE EEE

[112]113] N, N, N/ N, [ o o HdRILEN: SR

[115](116][117] N/ N/ N, GE e o HdEPLEN: SR

[126]127] N NG [E] (=] i HEEwE  TonT

[128][129](130] N NG =4 = L R = 1 8 1 = e L e

[131][132] N NG N = = it EEsYE EIET

[133][134][135](136] J JooJm b RENEH SRS
[137](138][139]

[140]146] N, N N/ = Gl iR IHRESYE FIET

[147][148][150]151] N N N, [ o BRI wEECT

[152][153][154][155][156] v v [+ = o IHRIERMY: FIET

[164]1165] N [ = et BT

[165] N NG ] =1 =] EIEanRdn FEETF

[166](179] NG NG ] = CX ATRUEYE BEEET

[167] N/ N, [ [ el TR R

[168][169][170] J N, LR = oR TR R

[171] N N v h el TR BT

[63][172][173][174][175] N NG ] = eR A BT

[180](182]183]184] N, N [ = eR AIRUEE SR

[189][190] v v Boowm o o W e T

TE AR /o /AR 53 IR a0 R AR Al F ST B8 AR X B SO TS (] =100 £5

7+ 10-100 £ 1™, <10 A5 1% 5 it

R TFAS AR 1 55 S5 FARUA ST 5 5 LA R e i R R e S Rl 2% PRI S5 5E 1 1Y

4 ETREZHHE CCNN

A SCHTRR TR A GG 2 T8 7E 7] — R0 A kR sk
YR , 284 R HE.SMPC . ZKP %5 A [f] %
SRR AR A ) S P 28 W 24 B R TR) B i B A 2R
Gt TEWERGE AN RS0 Y 5 6% i 18 38 755
T3 FAb AT SO X sk ) e 46 i ML 2 R A
PSR bR HE AL R 43 - 1 AEAUVE R P RE DL AL 1Y
Fifil . A% T4l HE 84l SMPC %5 81— 5 2 f 42
L YR BEAE REAS A AR [ SAH T 19 22 AT, S
FOLRTH A S E RO R R R A
MLEl4 HE.FL 5 SMPC Z:Ba it AR iz 2k
P — 2 R T IR G HEAL A TR, AU AEME g
5 vk 2 U A R AR SR S S 5 T

43 P ) 5 i 380 i P9 B AL LR P DI 2 5 e

3 — 40 3 ) B At T LAGE B &S 1972 4R SCHR
(196 142 0 A BRG] S A I e R fA T oA
R N BE G TR RE . 1982 4F L Wk 301 R i R
TR Z IR IR E A EH T s S Al
L IE R T CC AU T e 5. Bl 5 1985 4F
Goldwasser.Micali 1 Rackoff 7& SCHk[ 163 WP 1 Ik 32
i ZKP MHEA 20 8 T AR A & e T
BRR . LRBe R R G SR &40 the o
FNBRFALS MEAIL R ) A et T IR S5 #%

B  AEREEA T — SRR TIR A I 5 2PC
AN EE RS . SR 28 12 Gazelle R4t .
Wt T R0 HE 5 & RN %, I 1 n %%
Y U o a3 HE 5 GC, T SE 8L 1 IGAE R
B, i —25 4, Cryp TFlow2 " 5 Delphi 43 | 7E
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OT PFSCHERT b 42 M 138 FH TR B2 NINHE R 9 2
Wi I HESE . Cheetah AE 2RI A R 7 it 22 )
%% (Two-Party Computation Neural Network) #f ¥
2 G0 JF A I 0 e 1 2 7 b PR ResNet50 45
RAYRLE I B2 1 T Z R sl Gl m A IEZe
PRV B T 1 — 2D PR T T O HE B R G R R M
fit. LT ICEEE, SCHR[ 199 JHF & T Panther HEZR 1%
HE B3 1o 7 i HE 85078 Dl 2> 2 1 X3k vk, ik
THT S BL TEGE SR T
— 2 4R T I ASCR AT S A T L SCmk[ 202 156 T
SSH& i T FPCNN J7 %8, SR 4 70 Ve e A 10 1 22 4
JFAT ReLU MM ARUEAL T CNN etk 5 ALtk
AR T SCHERL 203 10042 1Y Swift REE, W 45 &
FHE 5 SS, 7E R BB AR [R] I, i T ReLU 5 #%
Kb AL S5 L M T35, ST T e AU S A A 4k L
il AHJE R T HEAT AN PRS2 [R] A A B4 LA K AR
SS FHATIHE XA TAERE S 2R 9R A e e
— k.

R GER R 7 T A U LT 1 SR R A
SCHR (20413 T3 55 % 45 A Y 73 )2 HES FLE {5
AR SS Beaver — Jn 1™ h 1, K 2PC Ppill
MUSE™* fIl SIMC*" #f ] %] = J7 i 5 (Three-
Party Computation, 3PC) ¥ #5 , #& h 7T
AUXILIATOR Al SOCIUM B3, 4R T+ T % 4
PE S PERE HHAE A TR R T B SR K5

5 bR, 454 DP 5 SMPC R 98 TAE 52
FNOCHE . SCHRL208 4 1 v 2% iy g 180 ey 307 43 A SR A
ESS WG N g i S BV |
TR SCHRL209 ] 00 e HRAR FE 7 2 2t 3 1 i 4
TR T A A RS AR PR IR AN R B R A
ISGHAT T RGVPAL . S — DM TEF RV R 50
AT J7 T SCHERL210 142 1 BT 70 A U8B ]
Iy B % 15 & 48 (Distributed Dual Trapdoor Public-
Key Cryptosystem, DT-PKC) ) B FA & #* CNN 43
KR 454 T %4 Rk Tanhplus bR AL 1L
Rel. U PG TH8R . SCHRL211 100 A58 J5 B
KR T Seesaw HESE , 38 1 P D AR R4 IF
A RS T 2 A e ORGSR 0 [R] B e T
NNHEH . 3L TAEEE T HE Hl SMPC (4445 SS.
DP %) DL R HAF AR, SC T AR LR B E AT . ]
THRRUGE S T DR BA IS 38 1 254 (B
563 CONN YIZR AR B R AR S 4R 4 T oo L i
A7 1w .

R TR T, — e S TARE TR IR

4546 GPULAL 4 142 A SECHE 4T 60 58 s ok 44 7
CCNN Ay 8 IR I 25 5 4 A 5, i an , SCik
(21342t BitPacker, 38 iof [ & K /N F4T 437720, 42
F CKKS 76 fin# #% b 0yis A% . ek 214 1)
$& 1 Rhombus ¥4 8 , 3 T 3 | %5 45 % 2] (Ring
Learning With Errors, RLWE) 547 & 544 HE . 32
KRR AL MR . SCERL 215 ] 42 h T3 T3k
A8 R AZ He 1) 2 RN $HE PRHE S8 PrivCirNet, 38 i3 K
D) 48 A EE 5 Ha AL - ZE R S BN 5 5
% T RIS £ 07 % et A is 51 E T .
ZIT AR RFF ARG B2 1 [A] I 58— T AN [R] B R DR
T B HEREEE 1, JB R T 254 A0 [ 5 0l A 46
TESR AL HEFRRCR 5 Al P e Ve T v 7 ey
PE BB FSRA DRI IR BE 2 2 S AL T B S 7 1]

BEXS i i) 2 W Y Transformer BEAY , 417
P AN SCHR(105, 108, 216-220 )55 Z2 TUAE T AL T
BESERR . Horb, SCER[ 219 88 i T — R A4
XJ Transformer ¢ £ 45 /F (1 4 B 7 7% | Softmax .
GeLLU il LayerNorm) [ m 8802 A WS . 55 € ik
MRS BB ITHEAR 3T TR IR HE AR,
) [ 2R E 5 A (NLG) 5t , SCRk[ 2201 & T
MERGE #E 48 , i of & b sk & &= 4
Transformer £ e £ ¥ 48 4R, A a1 5 F
Transformer A9 B RA SCA A BUHERR S #2 . SCHR[ 108
T SecureNLP " # H SecureGPT HEZE , X & —F
T GPT B2 05 B AR Transformer #EFAE
W AE R L — RN A B A4 TRk A
B 03 0y B B A (M2A) BT L BRIE O
PR X Softmax 1 GeLU 33 , [A B i GPT 19
Transformer 1211 T 277 BAAML (HiZHEZLAE
KA 28 EATHSRAFAEAR 171 480 1y 1)

SCHRE221 142 8 7 1A M) Transformer #& 5 f1t) 5
W4T MESE BumbleBee, i i3 45 & R S % 5
Ey N S annt- Ko NI e i A DO F - EL e N L) K A
WS T B BRI R B S O T R e R &
PRI A5 30 () B AL DR AP HE L. 2R (R A50R
ST T AR T A B e JF R B
TREF TR ZINS RE Y Rttt B, Sk
[222] 7€ B HEA 13210 TR G %2 2 FAE S BLB
(Breaking Layer Barriers) , B WX 2 %1% 4t )2 2 AL HE
PR BIR ) 8 2k 4 PR BR - 1) 200K B il 5 AT
CKKS - SMPC 4L A AR 1Y)
KA A IR — Al T 2 3k ) A O A
BFNEEPATHCR. (B IR E R GGk
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FIAR R UER R T B AT AR 241 X 3T Transformer A9
CCNN 5 2 fifp e 1 OB (] 7L

AT . ETIRA MW CCNNEA, IEFE
AR 3] B JEE At 2 i 2 DU S L B A R R B L T
Xf — B NNLCNN J% 2 Transformer 25 A [a] #5571 41
TR e U A HER T 58, AW 45 A RE LAk DR

5 PRI T T il — SR AR R ki i 5 TR AR
THWIkES . 4 XIETFIR A2 PE TS CCNN IS
AT T R T LA AR TIRG MW
CCNNWFR A T & MR ZH AR 2 et 7 —
26 CONN HERE FIMLE M EER , i LS BIWF5E T RS2
e,

x4 ETESGIEEMMEECCNNHR—RE

- S RE N N s RE . e

ik SS GC HE OT ZKP DP NN FL JF#§ JF4y %k SRS
[118,119,198] NG NG [ [ o BARNUENY: wiEET
[120,121] N N/ N/ OO o BdEbLE Y M
[122] N, N N/ = H o BdEbLE Y pEh
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Background

This paper focuses on the study of neural network training
and inference techniques based on confidential computing. The
exponential growth of data-driven artificial intelligence has
catalysed transformative developments across numerous domains.
However, this progress has simultaneously raised critical concerns
regarding privacy preservation and data security. The implications
of these concerns are far-reaching: from the inadvertent exposure
of personal interests and behavioural patterns to the potential
leakage of corporate trade secrets and threats to national security.
Once private data is misappropriated, the resulting damage can be
both extensive and Confidential

irreparable. computing

technologies—through ~ hardware-based  trusted  execution
environments or cryptographic safeguards—ensure that data
remains protected throughout its entire processing lifecycle,
achieving the ideal of “usable yet invisible” data. As such,
confidential computing offers a compelling pathway towards
addressing these increasingly pressing challenges.

In response to these challenges, both academic and industrial
communities have proposed a diverse range of confidential-
computing-based solutions for neural network training and
inference. Nevertheless, substantial obstacles persist in the path
to practical deployment. Hardware-based schemes are often
constrained by limitations in computational throughput, memory
capacity, and compatibility with existing systems and software
stacks. Meanwhile, software-based approaches typically involve
complex secure protocols  characterised by  significant
computational and communication overheads, which render large-
scale adoption impractical under current infrastructural conditions.

This paper presents a comprehensive and in-depth survey of

recent research on confidential-computing-based neural network
training and inference. Through rigorous comparative analysis,
we systematically synthesise pioneering and representative
contributions across various subfields, while also offering critical
insights into a series of influential studies that have emerged
within the past two years. To provide a clear and structured
understanding of the current research landscape, we adopt a
classification framework supported by illustrative figures and
summary tables. Building upon this foundation, we identify key
challenges, outline emerging trends, and propose forward-looking
research directions aimed at guiding the next phase of
development in privacy-preserving Al. It is our intention that this
work serve as a valuable reference for researchers and
practitioners seeking to advance the state of the art in confidential
and trustworthy machine learning systems.
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significance as it aims to develop confidential computing solutions

The project is of strategic

for machine learning by leveraging existing hardware resources
alongside cryptographic techniques and hardware-assisted security
mechanisms, thereby ensuring the secure and effective use of
sensitive data. Our team has a strong academic background in
federated learning, confidential computing, and IoT security, and

has achieved a number of influential results in these areas.



