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Abstract  Probabilistic threshold private set intersection (PTPSI) is a probabilistic variant of
threshold private set intersection (TPSI), where the intersection is computed with a certain
probability when the intersection size falls within a given range. The larger the intersection size,
the higher the probability of computing the intersection. The protocol is divided into two phases.
The first phase is the threshold testing phase: this phase is designed such that the probability of
passing it increases with the size of the intersection among all parties. The protocol then proceeds
to the intersection calculation phase, where all parties will execute a standard private set
intersection (PSI) protocol to obtain the final result. Compared to deterministic TPSI protocols,
PTPSI demonstrates higher efficiency in scenarios such as ride-sharing and federated learning.
However, existing PTPSI protocols against semi-honest adversaries rely on expensive generic
circuit-based computation mechanisms during the threshold testing phase, with computational

costs exponentially related to the number of participants, thus failing to scale efficiently to multi-
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party scenarios. To address this issue, this paper first designs an efficient PTPSI protocol based
on bicentric zero-sharing (BZS) in the semi-honest model. The main idea is to utilize BZS
techniques to reduce the number of participants in the threshold testing phase from multiple parties
to two central parties. These two central parties perform the threshold test, and if the test is
passed, they proceed to compute the intersection. This approach reduces the communication and
computational overhead among participants. In a five-party setting, with each participant’ s set
size being n=2% and the threshold value set to 0.5, the runtime of the existing protocol is
45.40 seconds, while the improved protocol has a total runtime of 9.62 seconds with a
communication volume of 187. 39 MB, achieving a 4. 72X speedup. When the number of parties
increased from 5 to 32, the total runtime of the protocol was 9. 92 seconds. Experimental results
demonstrate that the protocol exhibits high scalability. To further resist collusion attacks from
multiple parties, a second privacy-enhanced PTPSI protocol is proposed in the semi-honest
model. This protocol utilizes an oblivious pseudorandom function to effectively restrict malicious
queries from aggregated participants. The core idea is that before the threshold testing phase,
each party must act as an OPRF receiver and commit to its own input set. When parties collude,
they cannot obtain any information beyond the intersection because they lack the OPRF keys of
the honest parties. In the same scenario, assume there are five participants, each with
participant’ s set size being n=2% and the threshold value set to 0. 5n, the time cost of the
protocol is 30. 25 seconds. Through extensive experimental simulations, this paper reproduces
the results of existing protocols under the same conditions and compares them in terms of both
computational overhead and communication overhead. The two protocols proposed in this paper
can resist collusion attacks from a specific number of N — 1 participants, and their advantages over
existing protocols become more pronounced as the number of participants increases. Finally,
algorithmic analysis and experimental results demonstrate these protocols outperform existing

ones in terms of performance.

Keywords probabilistic threshold private set intersection; threshold private set intersection;

bicentric zero-sharing; oblivious key-value stores; oblivious pseudorandom function
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intersection (TPSI) has gained significant attention. TPSI
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requires that the intersection is computed only when the size of
the intersection among all parties exceeds a specified threshold.
However, how to design an efficient TPSI protocol without
leaking the size of the intersection remains an important
challenge. To address this, researchers proposed probabilistic
threshold private set intersection (PTPSI), a probabilistic
variant of TPSI where the intersection is computed with a
certain probability when the intersection size falls within a
given range. Compared to deterministic TPSI protocols,
PTPSI demonstrates higher efficiency in scenarios such as ride-
sharing and federated learning.

However, existing PTPSI protocols secure against semi-
honest adversaries rely on expensive generic circuit-based
computations during the threshold testing phase, resulting in
computational costs exponentially related to the number of
participants. This inefficiency prevents them from scaling
effectively to larger multi—party scenarios.

This paper overcomes this limitation by proposing an
efficient PTPSI protocol based on bicentric zero—sharing
(BZS) in the semi~honest model, which makes the protocol’ s

running time independent of the number of participants. In a

five—party setting, with each participant’ s set size being n=2%
and the threshold value set to /=0.5n, the runtime of the
existing protocol is 45.40 seconds, while the improved
protocol has a total runtime of 9.62 seconds with a
communication volume of 187.39 MB, achieving a 4.72X
speedup. To resist collusion attacks, we further develop a
privacy—enhanced PTPSI protocol that leverages oblivious
pseudorandom functions to constrain malicious queries from
colluding parties. In the same scenario, the time cost of the
protocol 1s 30.25 seconds. Experimental results and
algorithmic analysis demonstrate that our protocol achieves
superior performance.
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