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Abstract As cyber threats evolve into sophisticated, multi-stage campaigns involving lateral
movement and persistent reconnaissance, traditional passive defenses are increasingly insufficient.
Deception defense has emerged as a critical active defense paradigm, aiming to disrupt the
attacker’s “Observe-Orient-Decide-Act” (OODA) loop by injecting false information. However,
existing techniques suffer from a disconnect between the optimization of decoy deployment
locations and the generation of semantic content. Previous approaches focus on a single
dimension: either utilizing game-theoretic models to optimize topological placement while ignoring
semantic consistency, or employing generative models to create high-fidelity content without
considering the deployment context. This fragmentation results in deception environments that
lack sufficient Visibility (decoys are not easily discovered by attackers) or Credibility (decoys are

easily identified as fake due to context mismatches), thereby significantly diminishing the overall
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defensive efficacy. To address these challenges, this paper proposes AMODE (Adaptive Multi-
dimensional Orchestration of Deception Elements), a novel efficacy-driven orchestration
framework that autonomously generates optimal deployment plans. The core of AMODE is a
multi-dimensional evaluation model that unifies three critical factors: Visibility, Credibility, and
Attractiveness (V-C-A). First, to quantify Visibility, we introduce the Co-occurrence Exposure
Probability (CEP) factor. Unlike simple random placement, CEP models the attacker’s network
scanning behavior (e. g. , Nmap logic) and calculates the probability of a decoy being discovered
alongside real assets based on IP address proximity and network topology structure. Second, to
enhance Credibility, we propose the Contextual Semantic Fusion (CSF) factor. By leveraging the
semantic understanding capabilities of Large ILanguage Models (LLLMs), CSF dynamically
analyzes the fingerprints of surrounding real assets (e. g. , service banners, protocol versions) and
generates highly compatible decoy configurations. Crucially, a constraint mechanism is applied to
the LLLM to prevent hallucinations, ensuring the generated vulnerabilities and service descriptors
are logically consistent with the operational environment. Third, to maximize Attractiveness, the
Attack Attractiveness (AA) factor is quantified using the Analytic Hierarchy Process (AHP),
which measures the potential inducement value of a decoy based on its service type and data
sensitivity levels. Based on this comprehensive evaluation model, we formulate the deception
orchestration problem as an Integer Programming optimization model. This model automatically
solves for the optimal combination of decoy types and locations under resource constraints (e. g. ,
limited TP availability) and business rules (e. g., port conflict avoidance). We implemented a
prototype system using containerization technology to support the automated lifecycle management of
decoys. Extensive experiments and double-blind penetration tests were conducted in three distinct
network scenarios: an enterprise office network, a development environment, and an industrial control
system. The results demonstrate that compared with existing representative methods, AMODE’s
generated plans improve the comprehensive efficacy index by approximately 33.4%. Furthermore, in
human-involved penetration testing, AMODE effectively misled professional testers, improving the
human factor evaluation index by 29.6% (specifically, significantly reducing the Deception Salience
Score and Precision Marking Rate). These findings confirm that AMODE significantly enhances both
the environmental adaptability and the practical deceptiveness of active defense systems, providing a
solid theoretical and technical foundation for intelligent cyber defense.

Keywords deception defense; adaptive; multi-dimensional coordinated optimization; large

language model; active defense orchestration
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focused on generating compact, attack-oriented

descriptions  of network services for semantic
analysis.
# TASK DEFINITION

Generate a complete technical description text
(length 80-120 characters, NO Markdown formatting)
based on the This

description must be rich in technical vocabulary to

input  service information.

enhance the semantic embedding quality.
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# REQUIRED ELEMENTS
The MUST

minimum, information covering these four aspects:

description incorporate,  at

1. Protocol: Communication method (e. g.,
TCP, REST API, WebSocket).

2. Functionality: Primary use case (e. g.,
caching, messaging queue, relational database).

3. Interfaces: Access points (e. g., Web UI,
specific port command interface).

4. Fingerprints: Identifying markers (e. g.,
Banner, version string, default config).

You should also mention any relevant extra

properties like common operating systems or default

ports.

# INPUT FORMAT

{ “ServiceName” ; “ «-- ”, “ServiceVersion” ;
“...” “Extralnfo”;“--+”}

# THINKING _CHAIN (CoT)

1. Parse Input — 2. Identify the Four Key
Elements and Additional Properties = 3. Construct
an  Attack-Oriented Technical that

comprehensively covers the service’s key technical

Narrative

details = 4. Verify the integrity of the four elements
and the 80-120 character length constraint.

# OUTPUT FORMAT (Meta-Prompting)

[ES_OUTPUT |

{Generated technical description text that meets
all requirements. }

[/ES_OUTPUT |

Gy B (SPORA ¥

#SYSTEM ROLE

You are an experienced Enterprise I'T Security
Architect specializing in designing large-scale, multi-
tier service ecosystems.

# TASK DEFINITION

Generate a highly relevant list of 20-30 network
services that typically co-exist with or are functionally
dependent on the input service within various
enterprise network deployment scenarios.

# REQUIRED CONSTRAINTS

1. Quantity: The list must contain between 20
and 30 items.

2. Naming: Use standard, full service English
names (e. g. , “Active Directory” not “AD”).

3. Dependency: Prioritize services with direct
functional or logical dependencies (e. g., database
backup services before general monitoring services).

4. Coverage: Be comprehensive, covering
various probable scenarios (e. g., development,

production, monitoring).

£ INPUT FORMAT
{ “ServiceName” : “ «++ >, “ServiceVersion” :
[T ] , “EXtraInfO” . .., -”}

# THINKING _CHAIN (CoT)

1. Determine Core Functionality and Technology
Stack — 2. Identify Primary Dependency Chain
(e. g., Frontend/Backend/Data Layer) — 3. Expand
to Auxiliary/System Services (e. g., lLogging,
Caching, Load Balancing) — 4. Standardize Naming
and Sort by Logical Dependence = 5. Check against
the 20-30 item quantity constraint.

#OUTPUT FORMAT (Meta-Prompting)

[SP_OUTPUT |

- Service Full Name 1

- Service Full Name 2

- Service Full Name 3

- -+» (Total 20-30 items)

[/SP_OUTPUT ]

s AUTE (VST

#SYSTEM ROLE

You are an expert Offensive Security Engineer
(Penetration Tester) specializing in identifying and
classifying vulnerability concepts based on service
type and version.

# TASK DEFINITION

Generate a prioritized set of over 10 abstract
vulnerability concepts (Attack Vectors) that the
input service 1is typically susceptible to. These
concepts represent the attacker’s T'TPs.

# REQUIRED CONSTRAINTS

1. Quantity: Output a unique set of 10 or more
attack types.

2. Standardization: Use standardized attack
naming conventions (e. g., referencing OWASP
Top 10 and MITRE ATT&.CK terminology).

3. Granularity: Focus on protocol-level and
application-level vulnerabilities (e. g., “SQL Injection”
instead of “Database Vulnerability”).
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4. Prioritization: Output the list in descending
order of attack relevance/priority Chighest risk first).

5. Coverage: Ensure coverage of main attack

categories (e. g., Authentication Bypass, Data
Exfiltration, Privilege Escalation, DoS).

#INPUT FORMAT

{ “ServiceName” ; “ --- ”, “ServiceVersion” :
“...” “Extralnfo”; -7}

# THINKING _CHAIN (CoT)

1. Analyze Protocol and Version Weaknesses —>
2. Identify and List General Attack Techniques
based (e. g., Web App
vulnerabilities for a Web Server) — 3. Abstract

on Service Type
Findings to Standardized Vulnerability Concepts
(e. g., map “Weak Login” to “Credential Brute
Force” — 4. Prioritize the list by impact and
relevance — 5. Consolidate into the final unique set
(Min 10 items).

#OUTPUT FORMAT (Meta-Prompting)

[ VS_OUTPUT |

* Attack Type 1 (Highest Priority)

e Attack Type 2

e -+ (Min 10 items)

[/VS_OUTPUT]

2.EFLIMIZ BRI AR SR = IRA TR
B K 4R R 1A

#SYSTEM ROLE

You are a highly experienced Cyber Threat
Intelligence Analyst. Your primary task is to infer

the most likely network service running on a given

port based on fragmented scanning results. Your

analysis must be logical, evidence-based, and
comply with all formatting constraints.

# TASK DEFINITION

Analyze the provided network scanning

information to deduce the most probable network
service, its generic name, version, and any other
relevant extra details.

# INPUT FORMAT

The mput is a JSON object containing fragmented
scanning data from Nmap and auxiliary tools:

{

“Port”: “<Port Number>",

“NmapConclusion” : “<Nmap Probe Conclusion/
Reference>",

“GenericPortRequestResponse” : “< Fingerprint
from Generic Request/Response=>",

“AuxiliaryDetectionPluginOutput” : < Output
from Auxiliary Detection Plugin™>"

)

# THINKING _CHAIN (CoT)

1. Data Aggregation and Filtering: Extract all
valid and critical information fragments from the
input fields (e. g., keywords from HTTP headers,
version numbers from NmapConclusion). List these
fragments, separated by semicolons (e. g., “HTTP
Header: Version 2.4.5; Non-
standard port 8080™).

2. Service Hypothesis Generation: Based on

Server Apache;

the aggregated fragments, hypothesize the most
likely network service. Prioritize NmapConclusion
and specific banner keywords.

3. Cross-Validation: If information is sparse
(e. g., only port provided), validate the hypothesis
against common services associated with that known
port. If determination is impossible, default to the
transport layer protocol type (e. g. , “Unknown TCP
Service”).
Service

4. Final Structuring: Extract the

""if missing), and summarize all

Name, Version (or
other useful extra information (max 300 characters).
#OUTPUT FORMAT (Meta-Prompting)
Provide the response as a Chinese JSON object
inside a Markdown code block, strictly adhering to
the schema below :
“““json
{
“Thoughts” . “ < Aggregated information
fragments, semicolon-separated =",
“ServiceName” “ <Inferred Service
Name ™",
“ServiceVersion” : “ <lInferred Service
Version or ">,
“Extralnfo” «“ <Other
information or " (max 300 chars)>>”

}

useful extra
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Background

This research addresses a critical challenge i Cyber
Security: Active Defense through deception. While deception
defense is a crucial evolution from passive protection, its efficacy
is severely limited by the decoupling of deception element
deployment location and semantic content optimization.
Consequently, current deception environments often lack
sufficient Visibility (V) or Credibility (C) from an attacker’s
perspective. Internationally, state-of-the—art solutions focus on
fragmented, single-dimensional optimization, either maximizing
deployment exposure or enhancing content realism. A unified
approach that optimizes V, C, and Attractiveness (A)
simultaneously remains an unsolved strategic gap.

To bridge this gap, this paper introduces AMODE
(Adaptive  Multi-dimensional ~ Orchestration of  Deception
Elements). AMODE proposes a novel, unified framework to
maximize the V-C-A tri-dimensional efficacy as the core
optimization goal. Our solution is driven by a comprehensive
evaluation model incorporating three key factors: Co—occurrence
Exposure Probability (CEP) for visibility, Contextual Semantic
Fusion (CSF)—leveraging a Large Language Model (LLM) for
credibility assessment—and Attack Attractiveness (AA) for

inducement potential. By formulating this as an Integer
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Programming task under resource constraints, AMODE

automatically generates the optimal deployment and content
orchestration plan. This integrated approach ensures deception
elements are discoverable, believable, and strategically
compelling. Experiments confirm that AMODE significantly
outperforms control methods, improving the overall comprehensive
deception efficacy index by approximately 33. 4%.

The AMODE framework provides a key theoretical and
practical foundation for building intelligent, orchestrated
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