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Encrypted VolIP Network Traffic Recognition via Aligning Voice
Spectra and Packet Length
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Abstract With the rapid popularization of mobile devices and fast development of wireless
networking technology, Voice over Internet Protocol (VoIP) applications represented by WeChat
and Skype have become increasingly popular. VolP applications are built on the Internet and
transmit voice signals through IP packet-switched networks. During a voice call, the analog voice
signal generated by the sender is compressed and encoded, and then packaged into data packets
according to protocols such as TCP/IP, which are transmitted over the IP network to the
destination. The receiver then reassembles and decodes the received data packets to restore the
original voice signal, thus achieving voice communication over the Internet. While VolP
applications have greatly enhanced communication convenience in people’s daily lives, they have
also facilitated the proliferation of cybercrimes-particularly telecommunications fraud and online
fraud-inflicting substantial harm on individuals. There is an urgent need to study VoIP encrypted

network traffic identification technologies in order to efficiently detect and combat the cybercrimes
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that exploit VolIP applications. To this end, this study collects and analyzes real-world VolP
network traffic generated by four popular VoIP applications in China, including WeChat, TIM,
Tencent Meeting, and DingTalk. Although nowadays VolP applications generally adopt private
voice coding algorithms and encrypted communication to enhance their data security, the
transmission patterns of VolP encrypted network traffic traces may still leak side-channel
information about user profiles, identities, and even private voice content, which can be possibly
leveraged by networking administrators to recognize VolP encrypted network traffic. Specifically,
this work measures and analyzes the correlation between the encrypted network traffic
transmission patterns of the four VoIP applications against user attributes (e. g., speaker’s
gender), speaking languages (e. g. , Putonghua, English, etc. ), user identities (e. g. , a particular
person of interest), and voice content (e. g., words relating to killing people, transfer money,
etc.), and discovers a significant correlation between voice frequency and packet length.
Specifically, we find that VolP applications tend to transmit high-frequency voice signals using
larger network packets, 1. e., packets with larger bytes. Based on this observation, a VolP
encrypted network traffic identification method called VPrint is proposed for fingerprinting VolP
network traffic. VPrint mainly consists of two steps. Firstly, VPrint learns to align voice spectra
with packet lengths in order to find the correlation between voice frequency and packet size.
Secondly, VPrint extracts statistical packet features regarding to different groups of packets that
are likely to correspond to different voice frequency bands such as low, medium, and high
frequencies. This approach of feature extraction is proven to be more accurate and robust than
existing encryption network traffic identification methods such as FS-Net, YaTC,
ET-BERT. Taking WeChat as an example, VPrint achieves an F1 score of 0. 77 for user gender

and

identification, 0. 99 for user identification, 0. 88 for speaking language identification, and 0. 92 for
speaking phrase identification, which are improved by 5% to 76% compared with existing
encrypted network traffic identification methods. We also show the robustness of VPrint against
network jitter such as packets loss, disordering, and padding, showing its usefulness in detecting
VolIP related cyber frauds.

Keywords voice over Internet protocol applications; encrypted network traffic identification;

cyber fraud; anti-fraud governance; data security
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% o VPrint FILBEARNELL N A 7 B 7 o

________________ —

P . BMEE P
0 By BUE yE e Vgdea] v 3w |
I iy y I PP [
: =3 [ | :{—’J:
R ' LR
! ) ! ﬁﬂ o[ HELETE | = 1
K. A N R
Mif i Wit : & |
: 1 .IL“L L Ee '
i ETET 1 § e PR : dagte :
u- doy: Voo e - Mm
Vi HERTHE, s 5 i ! VolPiji it
R HHE VolP itk HAME%

€7 VPrint B A HE 2R K]

VPrint [8] B {if Fi VoIP i 7= A= 1) 3t 2 4 #i
iy ANTEE AR N GRE A L 27 2] VoIP N i it 1)
FAF . FESEAT I BRI L 38 2 0 570 AT R AE
A K RHIE  VPrint BEERTFEL 419 VoI P i it 32
fEmF . HAKTT S, VPrint & 2o v i k74040 .
ST 2 I 23 Rl T E TS FEAE A VoI P i i REAIE , O HL
AR dUE— AT W B 2= 2 i # . SRS . VPrint
RIS E AL 53 20 W Ge T HRRAE B A 7] 23 2 A
TEDFE T A T W REIE ) i . B  VPrintfiff
FH— A 5 AR, DL s R RAE ) VR AL 7R
AR WEAE 55 BN 2Rz i Ay . ZE I B » VPrint
AN T B S R 2 20 09 5 4 5548 OC 1 £ s
A3 53 20 R WS R 28 X 28 BT VoI P i it A TR
it AT Y VoI P i f iR BT 55 .

o B E R E  VPrint BT 1 T X VoIP ¥
WA T (I, A% FIR AR AL By SEBR AT M
JF AT DT 2 5k e 1 R e B R
FH. —7J7 0, VPrint LA VoIP i & MR H bR, F %
HRE T WA T FEAE R R VoI P it s S5 — 7
T, VPrint ()25 [R] K Vol P it 2 A5 HXT R Y
Dy L s T B BUSEARAR H A P R A
o SEBRIFH 48 W48 AT LA VPrint IR 55
PR FNPIE TR T HER RS LR (5 8, DT 55 BT
VPrint B % 2% .

4.2 VoIP M EFF IR

TR A 5 T R 2 8] AR DG, —

] L EL4E 1Y VoI P Jin % it i REAE P2 O k2 B

MR RN N EEIT I, RS IR T 53R
ARBREE Z B AL JEFR o RN, 3K P i RAE Ty 1k
55 32 B AT S BE 52, o TR A R R
HFEAS () RAERE S X 55 , T LA T 88 057 41
SCILAE ; O3 A BV B4 T I R AR G B 5 AN g
PRUETE BT 7R A8 B AR 23 1) rp S 55, A
i AT g B0 i R AE R AL

R R LA b ) 8 A 3 i A A A B K AR 1
B A b ORARERT 5, AT B — o e e K
HEAT A B 54 AN [ 9 d R AR 1) B A K o il
BN — N B0 X 7 A9 2 v A3 v g A AR
RARLAE ) o DT S5 B B2 R A (1 SO%F 5%, 11717 S 30
BB VoI P N it i R AE , 3 THAE 2 Rl /iR
FUES EgbERE . LUR 43 SR A 28 anfer 67 7
A3 2 A SO R Bl A o 2R A T 3RAE
4.2.1 Biawnad

XPECHRA AT o3 IR T LR AR R TF
BEAS NGB A0 ELAT IR A SRR AIE L I LR 1)
NG RTINS T S A N TR AN T e T R
() FE 22 B3 s R, A SR AT RAXST VoI P Jin % i 1t £
ELIHEAT AR 4 73 20 A RS 53 2% 0 — B A
2 Fe T 33 BB A1 43 20 5k Z1 i V ol P in %8 i 1 5k
AJLIAS 21 BE S WO B T R IR Y U i R AE R A B
T-HEAT VoIP fin%s i i - .

JUEER 3TN AT B 2 R B (0 K S i
HREARAEAE DGR L (A A AN R FNE B AR A7
JERE X — OGRS EAR AL A R R . S fi
TRAZ R A1 45— b S oty R ECE A K X 505
B IR K AT B A 4 21 RS s 1
Ji7R o

=573 BN e G S A T IR NS By e R

WA S AL S D = (V. T)), Hrdh V.

T3 SR i 4T BEAS XS 107 B R AR

Sl BlREAALG)

1 VIR G, -+, Gy

2 REPEAT

3. U<;

4. FOR i< 1to|D| DO

5 (LY, ++e, [8))<=PeakFinder( T;, { G} );

6 (f9, eee, 1) <=TopFFTFreqs(V, );

7. HIRL AN KRB R | (10, Vi)
8. FOREACH pkt€ T, DO

9. /e*eargmink‘ pht. len — [} ‘;



634 AR FE TR U SRR LA 519 VoI P i 2% it it U3y vk 1235

10. U~ UU{(£*, pht. len)};

11. END FOREACH

12.  ENDFOR

13. C<KMeansClustering(U, K );

4. (Gy, -+, Gx)=<Update(C);

15.  UNTIL Rt { G, ) E

16. SEFEIEEAMG) .

B A B AR KR 3 KA AN
BMAKXE G=[0, L k=1, -, K. HH 1))
LA MR B 4 G ALK R BR A BR L 5
HA )R T50 41 G 8R4 5 5 A8 3 00 A ¢
Ho Bk LIRA TH S REAS (B3 A3 A S 30 45
I BL 534

56 R o A ) L RS e A R
KA B B 580 5 G5 14T, SR 5 38 2o X4 42 43
ZH AR W AR T B B 2-1547) . 15 2 5 5 10 B0
g3 20 CRIVERAIR B2 53 A1 i 728 Al fe /N T — > T 1Y 1Y
B . Horp, 58 547K BURE 45 i i HEAS 7E KA 0ds
A5 41 R IR AL CRI R IR 4% i i 2 O B s
)L 55 6 47 RO N 19 18 2 FEAS B T K A 32 240
o, PR SRR OCHRCR (T,
55 8-10 4738 2 Ay i 12t A A v 1) g BB HI A DG K —
AT IR, ST AT DO RS B RN S 4
T R B SR A KRR . 2B 1347 X
X B 5 1T K-means 28, 15 2 508 10 ) K 2%
. AATIHFR AN E R, S
BN R . R D PR, HE R
ST RRGE TR AT BRI A o3 20 5 TR A 1 3
RIXT I EFR

T 2 R AL VAU TR 2R B B, i
— X 5 VoIP it S AEAS I 5 Z % 07 Y o S AR AR
2 ) IEE A AR A IR R OC R o SEBRR
BN I D A A T LA S R BE NI
P IR G SC5. 105 I g v I i R 4R R AR
HUGEE N VoIP it A (AR 2 VESm o 1A 2
WAL FEA 2 S8R B A AL ARl s L i an o iH s
S5, DT 2] AT AR A B A - R X W DG R o ZEHERE
B B o A AL b S A0~ X 7 DG R i OB £
I GEHHRRAE L IR VoIP N2, M AN F- 55 AT A
HEFEA . IXTEHR S R AR [ R ORFRE TH:
TESLPR 2 AR E AT M. T — 1 th B
B AL AT HRE A AT
4.2.2 Bty HRAE

15 BB A 7 L 5 2R R AT LI R4S o3 2

TTRAE  FRACER B E S0 B RRIE . SRS BT
Ao AL FRAE DR K - 15 213> VoI P fin% i & 19
FAE . BB R E AR SR G T & T
[i1) 2 55 A % R o 5o B DU R G T HRRAIE L # il —
A 204k . LAF RGNS X P 28 GE TR AE AY
BTk

Fahge it AR A T A T 2%
CHERE 1) Al 22 (4EBE 2)  B(E (4 FE 3) A A7 %L
(HEFE ), X o2 T i A] A7 8 R AE B A 1 3 A
FRPE

D7 1) 28 SERFAE < SR FH A8 s 43 BV SR JS
] 5 25 CHEJE 5-8) % AR AiF 32 A BRI 2t e 51) A et
B S PR S e . BRI

(D) #f B K P 99 2E — =4 i 8 Q. Ml
B = QA R o B A

(2) TERA G368 JAL S ¥ e 5103 43 A i ) 5 7
1) (A0 1% 05, 2 1 BB A 1] 1 7 890 (R 35 0%,
ZJa BB A TR

(3) S5 IS IF 9 0 5 224 R E(E

G0 BRI 8 S R AL s T et
BAE AR (AR 9-18) i FRIE A TR AE
IR B TE BT o 2 Ly L 5390 278 BUHE AL
3 A5 0 B KRR/ IMEL

(D) ML Ly Ly XA 3553, 72 A2 TUAS N BB 3
B, L)

O BT XE[ L, Lo JNBEREEGE S
SR B CR R L

(3) BT 9 4~ DX [H] () E B4R A R AE (55 10 4
DX [) P 38 3 i O SR .

it DR B AR < SR S B A B (4R B 19) AN
PR S ) SO ALK B (AR 20) 5 4350l FRAE 38 15 12 A
AR

R B AL L R I DU R e TR AE AN 2% 1 BT
N> S B TR 3 4L R AE PR AT B VoIP
T i R Y RAE
4.3 VoIlPMEZREIZFNEER

135 VoI P i it fat i Ak 1] 2t 5 o AR SO R —

®1 SIMHEESAGSSNGITHE

S FHAIE ]

1~4 SERZT T Ji 2% bR JME AL

5~8 iR T EAALRRET/EE TF )5 2%
9~18 O 3 A S5 43 DX R A e
19~20 TSR AVELE LI 1] K
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ML E RBP4 P g7 ) BRI S 25 L
WAL oy A RRAE L IF T R liF iR 55 . 1818
25 YT AR SO A A 2 ) 28 R Y BEAS AL F 2
B BIRIIEA T = RS BURNB LR LR 2 et
JZ . B ARRE BB pR B RelL U bR 5 FRAZ 2L
N 32(RVETE RO - BB 5 3 A K 2
HEAT 3 R A Ak B i i 5 A 2R JE AR O
Lo

3:5 B
EHIZ1

F8 MR K B R (K= 4)
VoIP % it PR A E 55 vl DLl o — 4~ £

AT 55 (ILFE 2) , 2K Softmax BRIECRE X 2% 4y H ke 5
Ry L2 MR A L X ) A8 SN 6 O PR AT 7R A

Loss = *%iiyf”logpj”»
Py |
Hop , NFRoRFEAR BEL, C AR BEH v e{0,1)
FORFEAR ITES ¢ I ESIRREE  pi) RN AL T
IFEA 7 J& T2 ¢ IR

K2 VoIPMZEREILHES

1% FoES C il
PR 5, &) 2 PR A AP
FPBG e 7 ASIDTATN
R GEF RS O 12 UlE S A
iR Ui R 6 PN i

5 HERESIRERSH

A HE S50 % BB R AR FLSE Y VoIP Jin it
SRR IF IR T I TR SE g, A 5 R U
L, 3P4 VPrint (9MEREZR B . A5 A9 52304, & W3
A3 — B R AE S (55 5. 1~5. 319, —J& VoIP
T R ) S (55 5. 4~5. 6 1) . TR AN
S A3 N AEAS [F] B SE B8 PR EE T EAT L LR 43 SR X
PR A3 S5 AT VR B

5.1 VolPMEREHIEFREE

1 FE AT 1 Vol P i it i a4 AR SCHE
TR EIREE P E T — 285 VoIP % i &%
LEMbrFE RS . 2% FEAFEM G217 Windows
PVE R G0 A CH i (PC) 43 5 R ALLIE 175 7 X .
& PC Y2255 4 153K A9 VoIP Wi H « Wireshark
AL T H DL R 075 45 3R 5 VB-CABLE™, o] LUt
RGO B AE R v KA L e R B T
Yoo Wi PCHR 5 B B W 42 . IF 43 38 5
VolIP R (4 B A A [ k5 . 52 56 w4l A pd A
VoIP i Fl & A% 43 33l 2« TIM 3.5.0. £] £]
7.6.15 M {5 3.9. 12 RN B T 218 3.28.0 (4 4
Windows i) »

Sk 5 A A G R RO 5 R G T SR
W RS RS . RER R, K —& PC
K HIES IR, BB PCHEN. RIF. Kk
FE AR 4% 0 55 35 40 S il it VB-CABLE ¢
TG S A K257 2% R FEARTE i . AR
PO AT IR . 52 i VoIP N2 i gk . itk
A o 38 5 XI5 0] LA R o I S L A
I HAERO A R R . DA R FE AT LA
i A SE [ Sh A ], AR TR T R VoIP
TN i e B R A
5.2 EEHIESE

AR T LT =ANIF R =AFA T8 5
ENER VoIP W I TE S A «

(D Z Y sE 58 4E (Scenarios) & — A TG
TR LS 2 E R AESEIE IR BE R
BT 2R BB E TR A SO S B )
TR P & 43 R B ST T LUASHDGE TE B
HHEMESWA . MR ANE IR =
A= A 60 37 A 50 7 £tk FH P, A 292 BT RE
A BRI TR Ry 24304

40
35
30

i 25

20

=15

10+

Rl BCRY Grph LR (R SF Rk BRAT SR AT
9 Scenarios £ 5ti i A 42

@ https://vb-audio. com/Cable
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(2) Al 1 & BHE 4 (Hello) J& — A~ 5
£, JEAR 1B #L s 2 MAGICDATA Putonghua
Chinese Read Speech Corpus™fifi 1 i#% 55 U] T H 57
Y1 Z2 A S iR AR B S A . Eiie AR 34
100 £ 55 TP 7 A B 200 A REAS L R
100 {37 2 FH P P2 A 1 200 AN TEFREAR . SR 18
B 60 W URE:” B U O 30 B2 ~50 75
M EES.

(3) M it ) 1 1 40006 4 (Hi-Mia) f& — > A P AL
i 5 L ORI T T IR £ 9E &8 AISHELL-WakeUp-
190 2B 4 A Hello U8 82 251 16 & WA Y
F ARG ORI RE SR A 131 4 55 A
123 v 2o PEad i P A SCIE BBC T Herp 250 4~ 58 1
HEFEARR 250 L PEIE EHEA . B EEEAR
HZ 30 U AREF  ORIE” L JE U R 30 #2~60 #0 Y
HEET.

(4) Z FH P84 4 (Speakers) J& — 1~ FA A B0
TR E RIS REMAL A ZERS. 2R E
B 7 FRE GG R By, b AT 5 44 NGEEAE
(BB 2ZOFM2 AT REEE (15 140, BHP
K2 MNETREAR L 4N EFFEA N R
UREF” B UL TR A TRD .

(5) ZiEF R 4 (Languages) J&— M FAA K s
il AT Z i A i B . 2R R A
12 Rl TR S BME S AN 2 M E SRR IS N
25 R TR BT VR A R DL 1B B o 1R,
IF 24 N TEFEFEA . TEFP ARG R TETE R L
T VYRS A A B DOE T
Indiis . H i el DL BT hAA i .

(6) 2 55 15 B4 4 (Phrases) J& — ™ A B4
&l AT BUSBEETE SHEA . IBEENERN
6 BRI AL S R IR CBIR T R TR
Gy YRR AR BRSNS REA
AL 6 MEEFEA  TEE RS Y 1.

5.3 VoIPmEREHIEE

W LA BB S B AR AR Ry i i R R R G TR
A A5 5] 24 A VoI P I i fe Fodi 46 . 25 it i 4
PEAETRAR AR S RN T .

(i Scenarios 1 & HCHiE 42 72 A [6] b 1 vh 82
SR A 3, 1 B R i B 9s 5 {WeChat, TIM.
WeMeet, DingDing ) -Scenarios.

(2) {8 1 Hello i ¥ $ods - 72 A W) b v 8 2
K AR 3 W, 4 B R BCHE £ (WeChat, TIM,
WeMeet, DingDing}-Hello.

(3) fdHH Hi-Miaifi & Rl AR A AN R ET AR
£ 4 )k, 153 2 % 9E 4 (WeChat, TIM, WeMeet,
DingDing } -Hi-Mia.

(4 fifi F] Speakers i & Eeda 4 . 53 H P B &
I RRTIC 30 U AR5 AEAS ) 0 rp i 5 R A 170 IR
CREAS P A 170 S T B FEAS ) 45 3103 1 Hhodls 2k
{WeChat, TIM, WeMeet, DingDing }-Speakers.

(5)ffi ] Phrases 15 & 8l 5, MG S ER %
T30 W o SR S5 FEAS ] g FH v i 4 R 4R 120 IR CREAS
BLTE A 120 A 0 & B A L 15 B E B R
{WeChat, TIM, WeMeet, DingDing}-Phrases.

(6) i FH Languages i & 8446 . MR HEE
30U SRS FEAN ) o ] v B 52 SR A 270 YR CREADIE
A 270 A Uit FEAS ) L 45 2 i B 4R {WeChat,
TIM, WeMeet, DingDing}-Languages.

5.4 XWIRE

AR S S5 i R 5 48 1% 2 3 Intel (R) Xeon
(R) Silver 4316 CPU Lk 15 NVIDIA Tesla V100
32 GB GPU, #:/E &4ty Ubuntu 22. 04 LTS. ¥R
) BAg ] Py Torch 2. 4 #4%E .

TEE AL F b 38 5 1 5 5 X4 4 A
A 3 ARRARAI  UARARL I o AR e A5 s AT A
TN o A SO T B o B (R D
Y 3 2R K RS TR I & 32 K = 4 I VoIP
e e R R BE AR O Bl B 145 AN [
A 55 Ko i s 4 b i s 40 7y 2 45 2R L sk 3 i
TN o S LSS TR AR R R DX E] ) 43 B RS DX TR P i
P SVRHIE M AR A YRR AR ) . B )
M)A B AES. 6.5 Y THAI LI A 5. 7. 2795 1)
FE SRR B S 56 vh SEA T TR AN S0 I o
5.5 E&AEETMAIER

AR SRR S AN Ui g AR 5 AR Ry R i
ATXF LS5, AL 46 5L T G vHAR IR 1 U i R AR T

x3 BREEHALER(K=4)

Bt 54
15 ] o o o o
TIM  [40,70] [70,100]

. s [54,78] [78,112]
IR rr rassr) [s7.117)
Bl [28,88] [88,114]

100,150 ] [150,200
112,123] [123,200
117,172 [172,200
114,138 [138,200
100,150 ] [150,200

[
[
[
[
[
[

[EREIRIY (P IY FEY O S  S

TIM 40,70 70,100
JeiDRnT2 | I [ Il ]

WAE [54,78] [78,112] [112,123] [123,200
AR TIM [52,67] [67,102] [102,141] [141,200
T IA i e
' s [55,74] [74,108] [108,128] [128,200
N TIM [54,78] [78,105] [105,145] [145,200
MWL -

s [55,78] [78,111] [111,148] [148,200
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HMM. VCF; 3t T % & 5 ) 19 i & 3R Ak J7 % -
DeepFinger. FS-Net; & T 7 # R 19 5 ik ET-
BERT.YaTC.

(DHHMM"™ 2 R JL F 15 LY VoIP i
TR T, B R T (AR R D)
PP FIE I FRIE A 3 HMM CBE &
AR IUE B T SEB Vol P i it i (14 38
TS I N AR

(2)VCF"™J& Wang 55 N T 2020 4551 %8 fig &
FE A Y VoI P i %5 Ui & 3 1 0y 48 S8 B i
VCF T 11 2B M4 17155k .

(3)DeepFinger ™ & T 45 B 28 ) £ #4) 1 FEAIE
PR A AR E M BT E R R TS A shd
T 28 T — 24 5 A 4o 22 IO 4% ) S 0 e A0 A5

(4)FS-Net" g —Ff 3L T 1} [] F7 51) G245 11 38
T i i PONAE S A B K 54 R i AT
FTF Bi-GRU 11 P51 28 [0 28 4 2 37 o R i S B
Fa 3 T 28 35 9] ) B P 3RALE

(5)ET-BERT™ 5T BERT F i F W 2% i £
R ARSI PS030 15 8 3 T I
T U 20U T AT 55

(6)YaTC 2 —Ff it 2% Ji et 38 FH R BB L
[ 28 i i 0 R BE B 4%, 1) ] Masked AutoEncoder
(MAE)HEZR 22 5] i 5 R AIE

AR ST HAER 2 A 15 ORSfoR DL FLEAE

Lo 2026 4F
REIEE BTG AR , S R AR T REA KT
I =5 ¥§i£§+ FN’
Al =
i =

2 X Precision X Recall

" Precision + Recall
HHp TP (True Positive) 1 TN (True Negative )53
MFRIRIE#R 53 R 0 IEREAR R REAS S i . FP (False
Positive) fll FN (False Negative )43 7] & 7n #1543 2
A IEAE A RN AR A B i
5.6 SLBERSSH

AT L FR VoIP 4 4 WA 3 5 & FEH P
BT P B TR0 8 T 1 O A T
WU PO A Hi R Y VoIP W 4 R 0 AT 55 AN
VPrint 5 A J5 & VERE , I8 8 1 Rl o B >k 46k
B G RRE SR E R A 35k .
5.6.1 PERI

PRGNS BRI Vol P it Ui i
FH @Y 2455 AT T4 X VoI P VESRAL SRk
BENPERRG . ASLE A T =AM E S SRR
TIM AR R =4 (8 V ol P I A 4 - { TIM,
WeChat} -Hello. {TIM, WeChat} -Hi-Mia #1 {TIM,
WeChat}-Scenarios, SEH045 R4 HIUNZE 4 FIFE 5 R

F1

Fz4 TIMEFHRFIZELER

. TIM-Hello TIM-Hi-Mia TIM-Scenarios
R TRmE mwk Rk FI ARE ROk W% FLE ARE  REE M FLE
HMM 0.5641 0.4783 0.5192  0.5177 0.5392 0.5225 0.5392 0.4235 0.5147 0.4368 0.4607 0.4667
VCF 0.5266  0.6817 0.6110 0.5980 0.6695 0.6861 0.6695 0.6418 0.5392 0.5640 0.5392 0.5513
DeepFinger  0.6739  0.5744  0.6739  0.5693  0.6840  0.7525 0.7119 0.7166  0.5723  0.5835 0.5850  0.5778
FS-Net 0.6920 0.5845 0.5985 0.6337 0.6342 0.6745 0.6589 0.6537 0.6022 0.6135 0.6080 0.6078
ET-BERT  0.5025 0.4936  0.5025 0.4980 0.5930 0.5924 0.5930 0.5927 0.6645 0.6559 0.6645 0.6602
YaTC 0.5625 0.5518  0.5625 0.5540 0.6449 0.6363 0.6449 0.6352 0.6675 0.6605 0.6675 0.6577
VPrint 0.6869 0.6862 0.6869 0.6831 0.7542 0.7726 0.7610 0.7633 0.7436 0.7407 0.7436 0.7401
=5 MEMEINRFLHRER
9 WeChat-Hello WeChat-Hi-Mia WeChat-Scenarios
ik AN KR ERE FUE AR SR R FUE AR OBIE R FUE
HMM 0.4227 0.5543 0.5112  0.4796  0.4607 0.4678 0.4607 0.4601  0.3475 0.5557 0.3475 0.4276
VCF 0.6157  0.6239 0.6157  0.5287 0.6524 0.662 0.6524  0.5927 0.6695 0.6298 0.6695 0.5900
DeepFinger  0.6423  0.6380 0.6423 0.6396 0.6931 0.6494 0.6494 0.6705 0.6737 0.6399 0.6737 0.6023
FS-Net 0.5014  0.5151 0.5014 0.5072 0.5872 0.5717 0.5872  0.5564  0.6228 0.5407 0.6228 0.5704
ET-BERT  0.5224 0.5253 0.5224 0.5238 0.5618 0.5633 0.5619 0.5625 0.5932 0.5846  0.5932  0.5887
YaTC 0.5398 0.5306  0.5398 0.5327 0.5625 0.5518 0.5625 0.5540 0.6314 0.5959 0.6314 0.6066
VPrint 0.7628 0.7046 0.7235 0.7325 0.7787 0.6909 0.7320 0.7322 0.7754 0.7696 0.7754 0.7707
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AT LA 5], 3T Vol P i it 2 5 508 16 i P v
591 D P s B AR AT 55« T AT 7 T (AR B BE AR A
BUETF 0.8, FHER T I ik AR ST 4 1% VPrint
T AT BUEAE L P RE R NS 2 B B S
# o VPrint 76 9 HOIAE 55 BB F1{ETE 0. 68~
0.77 Z 8] A0 b F e 34 ket 17 5%~10%.
8 25O T B AL I 11 At L4 T vk R MR T
BEMLAE I . HeAb % L 434 TIM ARG PR R ™
A= 1R VoIP I i ik, B R, 1T L B 64k ik
TER A AE P By B0RS 22 TR 5] TIM P . X mp
A2 1 TS SR B T 48 TIM B 38 16 7 97 A0 s
52 M. VPrint 235 A1 TIM _E AR ek g itk
fig, 2 T VPrint 78 52 b 22 4 W48 b HLAS XU o By
TR it — 7 AR B (1435 I B

Ry it — 2 B0 0E V Print (4 38 35 FH P R 0 fiE
J1. 32 6 45 T VPrint #£ VoIP il % i 503 48
{TIM, WeChat, Dingding, Wemeet} -Hi-Mia I )
PEREZR I . A PURN R R T R [R A8 b 5
2, VPrint PE SRS 8 FLEXE T 0. 683X & H
VPrint MK T Vol P I FH A8 & g b 3501k, 1M i
T A A AR SR R BRI (4 L RRAE (L L%
Xof AN [ 3 5 G e v )3 R

&6 VPrint7£{TIM, WeChat, Dingding, Wemeet } -Hi—
Mia i EHHEE T AP IR LI R

N A [l % Kt A% F1{H
TIM 0. 7542 0.7726 0.7610 0.7633
s 0.7787 0. 6909 0.7320 0.7322
ETET 0.6942 0.6935 0. 6940 0. 6938
IR 2L 0. 6820 0.6834 0. 6820 0. 6827

AT S 25 R W] VPrint 76— E FEFE AT
FHF 33 P e s s e R R R T e A
D71 TR B UG AN [ 3 i B30 e FH
5.6.2 HIFP

25 76k A AR TE RN VolIP il FEAs , i
FHRGIT 55 B e it VoIP Ji SR @ 36 A A Z 153
AL W] T AE M A EE B R B AR IRBE N . A5
I F {WeChat. TIM} -speakers i 5 Hs 4 . 51
B N & T AP b 2 2 AT .
PAR F= %434 WeChat-speakers i & 50 5 [ A9 5L
Y2 R (3R 7 MK 8 7R ) , 7E TIM -speakers i &
ETE MRNER A Vi SR

T TH W TN R Ty n s O B U 4
RO ULE S VPt 7E G648 XL T2 A7

R7 A REE L WeChat-speakersiii E2iFE FHWAA

IRRAILREER

PIRES A Il LLLES MRS FI{H
HMM 0.5423 0.5344 0.5423 0.5383
VCF 0. 8819 0. 8890 0. 8819 0. 8816
DeepFinger 0. 9444 0. 9505 0. 9444 0. 9436
FS-Net 0.8024 0. 8200 0.8025 0. 8028
ET-BERT 0.2872 0.2474 0.2872 0. 2320
YaTC 0.4979 0. 5097 0.5021 0.4976
VPrint 0.9931 0.9934 0. 9931 0. 9931

£ 8 VPrint 7£ WeChat-speakers i 24IE&E FHI A A

ARSI ER

) FEJEES LGLES MRS F1{H

Male _ul 0. 9990 0.9990 0.9990 0.9990

Male _u2 0. 9990 0.9990 0.9990 0.9990

Male _u3 0. 9990 0.9990 0. 9990 0. 9990

Male Al 0. 9990 0. 9565 0. 9880 0.9778
Female_u4 0. 9667 1. 0000 0. 9800 0.9831
Female_ub 0. 9990 1. 0000 0. 9990 0. 9995
Female_ Al 0. 9840 1. 0000 0. 9990 0.9919

2 PRSI FUEASR T e 54 k42 71 5%,
BEI R VoIP % it & 1 5 Jr ¥ HMM #2 7+
84% . XA MEBESE TR T VPrint @& A H T 155
W 5 R A0 KA R DL R B A 4 4] L A TR S
FFACE—FAERKS AR T EE. R~
S3HT T AEF VPrint J5 2547 38 15 AU A 45 5 TT
VI 3 VPrint BEHERAIF A8 15 A .

AR AT S UE B, VPrint BEAG #%0 FH T 38 35
(95 03 0, SE LR 0. 99 i F1{H .
5.6.3 A

EMR BT S5 B e 1 in % Vol P it i 5 51 8
P B0 A 18 5 5B A AT 55 T LAY T E Bl
3 HT R 24 SRAL A [V L BT Ak b 3o A A . ARSI A
T {WeChat, TIM}-Languages i & £ 4 45 . T 4145
128 . DUF 3250 1 WeChat-Languages it 12
Bl A B A g R (k9 Ak 10 Bt ) L 78 TIM-
Languages Jit s 806 45 T 0945 -5 Z 0L, B e i
S,

22 9B 25 B VPrint 7R AE G AR T 55
P REZR Ty ik B M B 2 L, FI(E IR 3] 0. 88, 8k
7% DeepFinger $2 71 76 %6, #:4% 58 HMM J7 vk 42
FET 2. 5% F W VPrint fil & 155 45 R AE FUEE
KR AE B B0k . 36 10 #E— 28 45 18 VPrint 78
12FE T LR AL RE S A . VPrint 26 FE3E R
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K9 FEE %7 WeChat-Languages it 2 #E5%£ FAYi81E

#£11 A FEE A7 WeChat-Phrases it 235 & @I

BRIRA L R HIEIRANER

Trid: FEIEES i HIZTIES FUH Jrik: e ks HimnEE HIZTIES FUH
HMM 0.2112 0. 3052 0.2110 0. 2496 HMM 0. 2510 0.4523 0.2510 0. 3228
VCF 0.4668 0.4659 0. 4668 0.4522 VCF 0.5610 0. 5667 0. 5610 0.5388
DeepFinger 0.5150 0. 5260 0. 5150 0. 5021 DeepFinger 0. 5366 0. 5608 0. 5366 0. 5437
FS-Net 0. 1839 0. 1551 0. 1839 0. 1568 FS-Net 0.2414 0.2375 0.2414 0.2344
ET-BERT 0.4337 0.4750 0.4337 0.4297 ET-BERT 0.6232 0.6861 0.6232 0. 6303
YaTC 0. 3390 0. 3564 0. 3390 0.3418 YaTC 0.4301 0.4402 0.4301 0.4228
VPrint 0. 8802 0. 8871 0. 8802 0. 8811 VPrint 0. 9180 0. 9294 0.9180 0.9159

%10 VPrint £ WeChat-Languages it E4#E & _F 1)@

%12 VPrint 7 WeChat-Phrases it E4IE & FHIBI1EE

EMIRAIER HIRHIER
A PERUIE S % HE R F1{H TSR FENCIES K HE R FI{H
i 0. 8333 0. 8333 0.8333 0.8333 Bk 0. 6250 1. 0000 0. 7640 0.7692
liE 0.9167 0.9167 0.9167 0.9167 378 0.9286 0.8125 0.9230 0. 8667
Ris 0. 9090 0. 9090 0. 9090 0. 9090 &T 0.9615 0. 8065 0. 9540 0.8772
PT 0.9474 0. 9990 0.9474 0.9730 2 0.9524 1.0000 0. 9540 0.9756
PIHEF i 0.8333 0.7692 0.8333 0. 8000 ek 0.9583 1. 0000 0. 9620 0.9787
A A 0.8947 0. 8500 0.8930 0.8718 R 1. 0000 0. 9546 0. 9840 0.9767
E i 0. 9980 0. 7500 0. 8500 0.8571
DURYHETE  0.8462 0. 9990 0. 8490 0.9167 I K AE AR, E12# L4 BT
) (EAl 0. 8462 0.7857 0. 8592 0. 8148 VPrint 7E 6 F 8 1E R BT 4 FAYTEREERFL. VPrint
D DT ARSI UIE S (N Ve ) 0
lSﬂmEliﬁ 00286 0.8667 00200 08966 T 0. 97, i AE R LR PUNAT 55 (Bl an = k) E i

W BT G DOES 38 35 S 1 R ) R 5 FLEYY
f5 T 0.9, MIAF FE 2618 B 5 an vg B 28 i) i U] F 1
B4 0. 8. BLAPXTAS [l TH A A TH 22 55 AT RE VR T4
[F) i 75 B A P R 22 5 i X RE o e AP s T R
B R AT DAAE R AR IS T AR .

AT S48 R, VPrint 0] DUA R0 T
T P EE R R AR AN [l i A h S8 0. 81~
0.95K F114.

5.6.4  JEUUN

BT 55 B 7R3 15 i % VolIP i it iR il
T A DGR A S5 X R Vol P HLAE VSR A EE
% VoIP Z G LA BAA B L N E . AL HET
{WeChat, TIM}-Phrases it f £ 4 . A 46 6 988
W, LU FE0Hr WeChat-Phrases Jiit S 5054 119
THZER, N 1T MK 12 FiR . 78 TIM-Phrases it
AR A SEIR g IR S 2 AL FEIES X

11 = W] VPrint 78 55 15 WU 55 7 19 1 BE
M T O A Lk U FL{ETK 0. 92, Bk AL
FEL T AT 46 %0, B BTG VoIP I it it 1R 1)
FRPETE 1. 9% . 0 VPrint @G 15 3 R SRR Al

FU{E N 0. 77 2o A7 o 33X Al AN () S 1 () IR 01 25 5 T
B UE TR 1 o A A0 e 2 S (g1 an LA
BRI R S BRI O S B B AT E A
BEFO) o Ay e o A e T R S A R R i T LA
VERARAF5E TAE

AT S 25 B E W, VPrint 7] LUA S0 T
VoIP N2 FIE U, IfAE— 28 5B AR R AHOC Y ¢
TR FSCPL0. 76~0. 97 Y F11H.

5.6.5 JHm@kCEK:

AT S AR o S IR I A 1 52
PR DIARE. A, THRES % 1 T U AIE
BEE AR S5 41 BE LB 502, A
ANIRBCR B AL/ A5 . PR B R R AR .5 40
BF T G s T R i m 5ds , 5185
I T AU B A 56 L A AL A YR B G Ay L kAT
WO AR G SRR . #13.
14 R 150 T AR B L2 G
Gy Gy 40315 Gy A )5 - 7 TIM- {Hi-Mia. Hello.
Scenarios i AW [ APER 32545

SCEGLE SRR WG 2 A L A,
TEPR AR 2 Tl 3, Hrb i BT A 43 4 Y PR A
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*13 TIM-Hi-Mia #iE £ £ 518 54 gh 018

& 15 TIM-Scenarios £ #E £ M 5110 51 & ph 016

Bty 21 PEREIES iR A% F1{E Bty 21 PENEIES LS W% F1{d
FYiril 0.5980  0.3577  0.5980  0.4476 Yiril 0.5957  0.7368  0.5957  0.6588
KL 4L 0.6373  0.6277  0.6373  0.6015 BEHL A2 0.6596  0.6596  0.6596  0.6596
G, Gy 0.6823  0.6742  0.6823  0.6782 G, Gy 0.6451  0.6854  0.6450  0.6646

G, Gy 0.7231  0.7142  0.7230  0.7186 G, Gy 0.6842  0.6930  0.6842  0.6886

G, G, 0.7126  0.7535  0.7336  0.7325 e 0.7010  0.6995  0.6956  0.7002

G,y Gy Gy 0.7485  0.7522  0.7490  0.7503 Gy Gy Gy 0.7023  0.7054  0.7024  0.7038
G, Gy G, 0.7120  0.7120  0.7120  0.7120 Gy Gy G, 0.7052  0.7173  0.7057  0.7112
Gy Gy G, 0.7638  0.7442  0.7640  0.7539 Gy Gy G, 0.7234  0.7303  0.7235  0.7268
G,.Gy G, G, 0.7542  0.7726  0.7610  0.7633 Gy Gy G, G, 0.7436  0.7407  0.7436  0.7401

14 TIM-Hello ##E & M A2 5 ph 018

Bt 54l PN R KR TR R FU{4
ANGreH 0.5714 0. 3000 0.5714 0.3934
BEHL 534 0. 6087 0. 6020 0. 6087 0. 5904
G,.Gy 0. 6081 0. 7541 0. 6081 0. 6732

G, G, 0. 6260 0. 6650 0. 6260 0. 6449
G,.G, 0. 6082 0.6384 0. 6082 0. 6229
G,.Gs G, 0. 8603 0.5912 0. 6147 0. 7008
G,.G; G, 0.7081 0.6305 0. 6299 0.6671
GGy Gy 0.6610 0. 6692 0.6514 0. 6651
GGy G, G, 0.6869 0. 6862 0. 6869 0.6831

6 b 2w T A o AL 4 A, DU 58 B 1 23 LA B
T oy R AR VoIP i i s & F B . 132
3 20 S50 25 A T B AL 20 2H RS 23 4 B S 56 2
Ao BEAL L BEHL T 2H A S50 45 R H T A o A Y

1.0

0.8

CNN MLP  SVM RF
(a) WeChat-speakers

NB  XGBoost

S 25 R AR B AR E . DA T R S 56 25 B IE
BT A SRR A0 0 20 14 R AT R
5.7 BEAMSTSEEETRE

BT LIRS B AR SO — 2D A T A AR 25 4
FE S 505 2 XF VPrint P BE A 520, FFPFAk VPrint
FEMZEL B R E BB 5 B B &R
5.7.1 BIAIGEREEURAE o3 A

2R 5 92 6 % A ] 5 8 45 48 XV Print P BE 1Y
RN, T WeChat-speakers Fll WeChat-Languages
BHELE . VPrint {5 R 4R VoIP %5 M 45 it & R AiE
PR, 43 1R 46 B 22 M 45 (CNIND L £ )2 )%
HAIHLMLP) « ZHF [ HLSVMD) L BEHLAR AR (RF)
KN DT 38 9 2% (NB)O Fil XGBoost 15 4 Jr #2 B i
FROE AN, SEI0 25 S N &l 10 R .

1.0
0.8
0.6

04

CNN  MLP SVM RF
(b) WeChat-Languages

NB  XGBoost

P10 VPrint R FHA [ SO A PEREXS [E

XF H & 10 Ca) FTE 10(b) H AN [RI RS 10 g F1{
TEA [A] A B s 4R bR TG AR 28 X 28 (1) V Print Bf
LI T 1 B » LU S T IR AR 2R 1 Bl AL AR AR
1 XGBoost. I 5 m MERE T . X R . VPrint
() BB P 34 32 A5 25 1 T4 1 1% VoI P Jin %% X 45 it
TERE RO s e A SO B B g 2R 25 5
AN B2 Z B0 ) R AR 22 2T RE T
5.7.2 HASEUIBUENESHT

55 5.6. 51 1Y Al SE 50 R B, VPrint B9 PEREL

BORYE T A ST ) VoI P U4 £ 70 20 RR A 42
D7k o A SRR AL A3 AL ARRAE AR U v )
S0 K CRVECE AL 43 2 R 2880 338 4 7 B0 20 BT X
AN [F] K% VPrint 4 BB B9 520 . 52 56 56 T TIM-
Hello fil WeChat-Languages 5t¥54E ,» K% &7E[ 1,8
DCTR] S5 A0 11 s

Al LOREE 2, VPrint (Y PERERE & K BUE A % 20
WMAEREMKETHEMBHE . X K=41],
VPrint £ 8 e AEPERE. W0 3. 3T Y . 1K 02
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1 2 3 & 5 h: T B 1 2 3 4 5 6 7 8
K K
(a) TIM-Hello (b) WeChat-Languages
B 11 AN[EBZE KA VPrint P BE RS I 4387

AT KIS 5 PR (R B 2R U
UX R BRI AU AN BT TV oTP i K AL A 60
K5 gmphif & FBR A E . NI E K=441)
T3 VoIP Ittt Hh R IR T A ] 5 AU B 1) v S A
Sl AT B BCE 73 B RE 1 fie AR 1 VoI P ¥t o 21 4
fik e 5 Z MBI K 2 5 B RIS B X 1
(4 VolIP it f 1R 2% 75— 2 o AR JGiH SOk AL A I 4
ik 5 T R Y KO 2 S 20 2 A8 B o 1) R 1 e

PRI SRR A T L 5E e

=M= VPrint

04 —@= DeepFinger
-&= VCF
02 1 L 1 | J
0 10 20 30 40 50
70 B AL o5 EL Y%
(a) BEELELFE
12

1.0 = VPrint =8— DeepFinger =-8- VCF
o ©
=2 e £
1 1 J
30 40 50

AR & Y%
(a) EAEEELF

5.7.3 MBS HEREPEAL

SR VoIP i i H o 9 2% 23 17 23 PR 190 28 i s 1)
PN FESE N I BRI VoIP 2T UDP B
W AR S0 VPAT AN ) B3 12 A A5 30 A L A% i il e
(L) AR A B A BBE ( R A S h i Pk RE . 58
45 3 F WeChat-speakers Fll WeChat-Languages %%
I 5 L BADUAS W] 5 B2 90 2% 5 i, X bE VPrint 5 P fE
e 28 J7 2 (DeepFinger Al VCF) ) F11{8 , 3K
RaE AN 12 MK 13 R .

== VPrint
=8~ DeepFinger
8- \:’CF , |
0 10 20 30 40 50
AR %

(b) HiE L 58

AFIRZEAE WeChat-speakers B8 4E N 45 534 3 5L R/ HT

1.0 = VPrint =8— DeepFinger -8- VCF
08
_ne
0.4
02

0 I I I
0 10 20 30 40 50
SRR S EE%
(b) BB EA

K13 KNIFBEAE WeChat-Languages B35 5 W 25 555 Y s LR 40 B

XT LI 12 Fi &L 13 HoAs [a] 9 4 2045 T 45 B0 1)
F1{8, 7] AW gL H] , VPrint #8 &A% F i m tEfiE . 1
BT 5T, VPrint i F 1R A 52k f B 5%
el o 32 BT AR SCHT 3R Hh Y VoI P it i R AU AR
VoIP ¥l i3 4 ge 5 B, - 5 8HE 67 51 iU
Jok. #.DeepFinger il VCF 18P 4E 5
RN R AR B AT RE T I . EEI a5t

RO O SR R B0 AR AR AR . 1T LA
LB F] , B = AL5R B 36 K, TR Bk F1E Y
BT B S, VPrint 558 2 90 e v 19 1
E AR F1E T B, £ 7E M 4 3l gh i 5
VPrint B¢ e fEf e v .
5.7.4  FEFPiES s M RETEAL

BE A T B A AR A A IR
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TS B Bl B AR AR P R I 2% i 55 B AL A
MR T BAR o A LI PR R 33k 7R
Ui E B b g PERE R B 4R 5T VPrint XA
[ [ 4 it 1% B

T BT R AR LS VoI P i v S s B AR it Je i
BN L SE 56 3 T WeChat-speakers £ WeChat-

== VPrint

10 =@~ DeepFinger -8 VCF

0.8
0.6

55y

0.4

BN T %

0.2

0 10 20 30 40 50
Bl AR B o b
(a) EEHIA B

Languages ZUHa4E AL [R] 58 52 14 B A5 SR 8%, ] i)
S AN B AT 5 | A 45415 5 THFE » F AL PAd 22
SR AERE 1 RS SE T RS AL VA . 25 EF VPrint &
S ik T R REE AP BB st [ L S
e B A R R 2 434 R B L S e
BT ARG, I A A& 14 FE 15 R .

Bl 14 A[E5EZAE WeChat-speakers $0H55E 32 8 B 37 o M RE 43 M

I_O-“- VPrint =@ DeepFinger -8 VCF 20

08 M58
_ 06 S
=t 110 &

0.4 e

0.2 f ;5

0 0
0 10 20 30 40 S0

B TR A o5 Eer%
(a) BLKHIF BT

F15 AL WeChat-Languages 304 48 £ 3h D37 5 GE o0 i

AT LIRSS, A6 [R] B7 A it o B 2 o7 15 1
CRPBHAEECHE 01 5 O B3 K BT ik i FL{E %
Wi TR, AT I i, VPrint B9 FLIE T M i
0N, 2 B 37 B A 5% i B /N . 3 S B VPrint
PEBOSHR A A GE I AL VoIP i & REA 355
A B ARV E AR A X o e AR AR S P B

Xof FE AN TR) B4 B A i o 7T LA e A i A A
W HA WA BIEEE S . X A K a7 H
A VoIP Jii i AR ST HRRAE , 125 1 A B [l
U VoIP it i 1Y 3¢ AL AE AR eI HRFIE . LAk,
N8 AN [) B 5 Bl >R () SE 4 T AR B A Bl
YY) 23 ™ F R X 26 I 55 et 4914, 50 %6 i
KA 15. 7% ~19. 3% B 56 745 . 1 50 %%
2 A0 AL 25. 7 % ~27. 2% (I S T4 .

P S BRA B b, 454 42 WA T T LS VPrint
IR 55 T PO 0R oFE1  3E £ T B0 7 AR it 9N 3 B B
T VoIP 42 4= Wids i 52 M , [ ) 3 f v 72 Moo
W VPrint BSRARARACH P B AL

" == VPrint @~ DeepFinger =8 VCI-’_ 30
252
205
1538
10 =
5 E
0
0 10 20 40 50
3 B L 5 L%
(b) AT
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0.6 20‘_:}‘
= 153
04 i
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0.2 5 B
u(i 10 20 30 40 50 0
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(b) ZEHEFENBG
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VPrint. A SCHEESEE RS VEE T VPrint 76 P4
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S PR B AU R R U . SEEG 2 R R
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voice signals through IP networks. During a voice call, the
analog voice signal generated by the sender is compressed and
encoded, and then packaged into data packets according to

protocols such as TCP/IP, which are transmitted over the 1P
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network to the destination. The receiver then reassembles and
decodes the received data packets to restore the original voice
signal, thus achieving voice communication over the Internet.
While VoIP applications have greatly enhanced communication
convenience in people’s daily lives, they have also facilitated the
proliferation of cybercrimes, inflicting substantial harm on
individuals. This work studies the VoIP encrypted network traffic
classification problem which is related to the extensively studied
encrypted traffic classification problem. However, VoIP
encrypted traffic classification is considered to be more challenging
than encrypted traffic classification as it aims to achieve fine-
grained classification. In the literature, VoIP encrypted traffic
classification requires the knowledge of voice encoding algorithms
to model the relationship between voice units and traffic
segments. However, nowadays, the voice encoding algorithms
adopted by VoIP application providers are usually not open to
public, which makes existing methods no longer applicable. This
work investigates four popular VoIP applications in China, 1. e. ,

WeChat, TIM, DingTalk, and Tencent Meeting. By collecting

a large amount of real traffic data in the lab, this work measures
and analyzes the correlation between the encrypted network traffic
transmission patterns of the four VoIP applications and user
attributes, voice content, etc., and discovers a significant
correlation between voice spectra and packet length. Based on
this finding, a VoIP encrypted traffic identification method called
VPrint is designed, which aligns voice spectra with packet
lengths. Compared with existing encrypted traffic identification
methods, VPrint can identify VoIP encrypted network traffic
more accurately. Taking WeChat as an example, VPrint achieves
an F1 score of 0. 77 for user gender identification, 0.99 for user
identification, 0.88 for call language identification, and 0. 92 for
phrase identification. This work shows that popular VoIP
applications such as WeChat have security risks, and it is
recommended that relevant companies take measures such as
packet padding to enhance security and prevent possible user
privacy leakage.
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