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Based on Large Language Models

XU Jin-Wei”?  ZHOU Xin"”® YANG Yan-Jing"”® LI Xiao-Kang”* YU Hao-Feng"”

YANG Lan-Xin"? ZHANG He"® WU Yong-Hang”
D(Software Institute, Nanjing University, Nanjing 210093)
?(State Key Laboratory of Novel Software Technology (Nanjing University), Nanjing 210093)
¥ (Beijing Xingyun Digital Technology Co. , Ltd. , Beijing 100176)

Abstract Modern software is developed in a software supply chain paradigm, which requires the
use of a large number of third-party components and software libraries. There could be security
vulnerabilities in third-party software libraries, which endanger downstream users who rely on these
software libraries. Therefore, ensuring the security of the dependent software libraries is crucial to
ensuring the software security of the enterprise. NVD(National Vulnerability Database) and other
vulnerability information websites regularly release some software vulnerability reports to help the
security practitioners and users understand the security status of the software in a timely manner.
However, these vulnerability reports do not provide clear and accurate information about the
software libraries affected by vulnerabilities. Security experts need to manually analyze them and
identify the affected software libraries. This process is time-consuming, labor-intensive and error-
prone. Therefore, automatically and accurately identifying the affected libraries from vulnerability
reports provides faster and more efficient protection for software security. Currently, the approaches
for identifying affected libraries only focus on English NVD vulnerability reports, while ignoring
other sources of vulnerability information (such as Chinese vulnerability reports), resulting in low
accuracy. They also ignore whether there is a significant difference in the performance of identifying
affected libraries of different packaging managers (e. g. , Maven and PyPI). Therefore, this article
proposes an approach for identifying affected libraries from multiple sources based on large language
models. This approach first enhances the input by mutual complementation of Chinese and English
vulnerability reports, then designs the corresponding Alpaca training template according to the
characteristics of input data, and uses instruction tuning techniques to fine-tune the large language
model on the specific task, enabling it to automatically identify the affected libraries from Chinese/
English vulnerability reports. Finally, a text similarity-based method is used to eliminate the
hallucinations in the output of the large language model (the output affected library does not exist),
and the effectiveness of the approach is evaluated across different packaging managers. The
experiment uses 9260 Chinese and English vulnerability reports as a dataset to evaluate the proposed
approach. The results show that the proposed approach has better performance in both Chinese and
English vulnerability reports. Compared with the baseline method, the average F1 scores of
Chinese and English reports are improved by 4% and 8%, respectively. The approach achieves the
best performance when Chinese/English vulnerability reports complement each other, with an
average F1 score of 0.85. Although there are differences in performance of identifying affected
libraries of different packaging managers, the performance of the proposed approach is favorable on
most packaging managers such as PyPI, Composer, NPM, Golang, etc., with the average F'1
score all reaching 0. 85. It also achieves the best performance on Maven, with an average F'1 score
of 0.71. Based on the experimental results, this article summarizes the experience of using large
language models on the task of affected library identification and provides possible future

improvement directions. Finally, this article discloses a dataset containing 9260 Chinese and
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English vulnerability reports annotated with their affected libraries, aiming to facilitate future

research efforts.
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CVE-ID: CVE-2020-26290

Description: Dex is a federated OpenID Connect provider written in Go. In Dex before version 2.27.0
there is a critical set of vulnerabilities which impacts users leveraging the SAML connector. The
vulnerabilities enables potential signature bypass due to issues with XML encoding in the underlying
Go library. The vulnerabilities have been addressed in version 2.27.0 by using the xml-roundtrip-
validator from Mattermost (see related references).

References:

https: // github.com/dexidp/dex/commit/324b1c886b407594196113a3dbddebe38eecd4e8;https: // github.
com/dexidp/dex/releases/tag/v2.27.0

https: // github.com/dexidp/dex/security/advisories/ GHSA-m9hp-7r99-94h5

https: // github.com/mattermost/xml-roundtrip-validator/blob/master/advisories/unstable-attributes.md
https: // github.com/mattermost/xml-roundtrip-validator/blob/master/advisories/unstable-directives.md
https: // github.com/mattermost/xml-roundtrip-validator/blob/master/advisories/unstable-elements. md
https: // github.com/russellhaering/goxmldsig/security/advisories/GHSA-q547-gmf8-8jr7

https: // mattermost.com/blog/coordinated-disclosure-go-xml-vulnerabilities/

Weakness Enumeration: Improper Verification of Cryptographic Signature
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within shortcodes.
reference links:

security-fix-release-notes/

Output:

Instruction: You are a software supply chain security expert with knowledge of software
vulnerabilities and software libraries. You need to carefully review and
analyze some relevant information (description, references, and CPE) about
a vulnerability, and directly provide the software libraries it affects.

Input: vulnerability descriptions: In the Automattic WooCommerce plugin before
3.2.4 for WordPress, an attack is possible after gaining access to the target
site with a user account that has at least Shop manager privileges. The
attacker then constructs a specifically crafted string that will turn into a PHP
object injection involving the includes/shortcodes/class-wc-shortcode-
products.php WC_Shortcode_Products:get_products() use of cached queries

https: // blog.ripstech.com/2018/woocommerce-php-object-injection/
https://woocommerce.wordpress.com/2017/11/16/woocommerce-3-2-4-

CPE information: ['woocommerce']
['https: // github.com/woocommerce/woocommerce']
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batch_size *A 128, 1] DA IS BE 1154 A A2 2 P bk
IR S B . SEER IR epoch iy 30, J& LA f
A 52 M B B2 ffE 1 5k NVIDIA A100-
PCIE-40GB YR #EA TINS5, YN LRI ] Ry YK o
5.2.4 P8R

SN Z FT RIS R — 2 A v
(Precision P) . 4 1] & (Recall R) 1 F1 4 %% (F1

e Eiid 2026 4F-
R1 AXFENBSHEE
HZH BOE(H
lora_r 8
lora_alpha 16
lora_dropout 0.01
temperature 1.0
top_k 40
top_p 0.75
num_beams 4
max_new _tokens 256
max _length 1024
batch_size 128
epoch 30

score) R PPAR A SCHE B ik ML ik . AT
e br i TR H 2 R R AT & T 25 R 52
R Z WS AR R — B B R A=1.2.3 =R G
o ORI Zr HITHEXT T A A T £
D45 5 () A RN ], Horp o 1R T A 45
lib_k(v) 7R 7856 Tz T ) 5% e e A g o 4
T2 5 L b _k(v) Fe 7% AR5 X 107 149 955 1 5% 0
(PR WITT A E53 . P@k F R@k 1) 51 AH ] 4B
BT R T (AR A~ 25 R SARZEHT oS5 R H G
HECEE o T P@F 153 B2 £ 5 HRZEE 0 — 5 (] 1)
/IME s R@k 1 53 Bl bR 28 i

lib,, N lib .,
P@k(v)— k() A()’

€Y
)

ZZ/Z/J(’Z/)

min ( &,
b0ty
0

=L 6) R R () PR, P@k /R ¥

FEASTT £ /4> T 25 50 1) i o 358 B S 201 R@k R

X I REAS B A A 500 25 SR 4 73 [ 22 00 O 34 1

F1@pk W& % P@k Fil R@#k 254004 . & — % 1
IS

R@k(v) (5)

" Pk
P@k_w (6)
n R k
R@k—w (7)
. _ P@k X R@k
Fl@/%—z><7P@/€+R@}e (8)
5.3 #RE545H

5.3. 1 AR/ SCU I 1523 PR ) s 9] 5 i 128
2 MBI E/R T AT I MFEL T B
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F2 PuREFRBEZMERINZIR
k=1 k=2 k=3 Avg
Ttk
P R F1 P R F1 P R F1 P R F1
LightXML-BERT 37.2 34.8 36.0 41.0 40. 3 40.6 42.7 42.5 42.6 40. 3 39.2 39.7
LightXML-RoBERTa 34.3  32.0 331 37.4 3.7 37.1 39.5 39.3 39.4 37.1 36.0 36.5
LightXML-XLNet 36.7 34.3 355 40.2  39.6 39.9 42.0 41.9 42.0 39.6 38.6 39.1
Chronos-w/0-DE 67.9 644 66.1 76.1 75.1 756 79.3 79.0 79.2 744 72.8 73.6
Vicuna-13B+lev 65.8 62.6 64.2 67.1 66.5 66.8 68.8 68.7 68.8 67.2 65.9 66.6
Vicuna-13B+cos 72.6 69.0 70.8 73.6 72.9 73.3 74.3 74.2 74.3 73.5 72.0 72.8
Vicuna-13B+lcs 65.6 62.5 64.0 68. 3 67.7 68.0 70.0 69.9 69.9 68.0 66.7 67.3
Vicuna-13B-+lev+lcs 66.8 63.6 65.2 69. 2 68.6 68.9 71.5 71.4 71.5 69. 2 67.9 68.5
Vicuna-13B+cos+lcs 74.2 70.8 72.5 76.7 76.1 76.4 78.6 78.5 78.5 76.5 75.1 75.8
Vicuna-13B-+lev+-cos 74.8 71.4 73.0 76.5 77.9 76.2 78.1 77.9 78.0 76.5 75.7 75.7
Vicuna-13B-+lev+cos+lcs 74.2 70.8 72.5 75.9 75.2 75.6 77.9 77.8 77.8 76.0 74.6 75.3
Qwen-14B+lev 68.9 65.3 67.1 70.7 69.9 70.3 72.5 72.2 72.3 70.7 69.1 69.9
Qwen-14B-+cos 73.4 69. 6 71.4 74.9 74.0 74.5 76.1 75.8 76.0 74.8 73.1 74.0
Qwen-14B+lcs 69.2 65.6 67.4 71.8 70.9 71.4 73.2 72.9 73.0 71.4 69.8 70.6
Qwen-14B+lev+les 70.6  66.9 68.7 72.0 7.2 71.6 744 741 743 72,3 70.7 715
Qwen-14B+cos+les 75.9 72,1 73.9 782 77.3 7.7 79.7 79.4 79.6 77.9 76.3 77.1
Qwen-14B-+lev+cos 76.2 72.5 74.3 78.6 77.8 78.2 80. 4 80.0 80.2 78.4 76.8 77.6
Qwen-14B-+lev+-cos+les 76.3 72.6 74.4 78.1 77.2 77.6  80.2  80.0  80.1 78.2  76.6  77.4
*3 HXWERERMERIR
k=1 k=2 k=3 Avg
Ttk
P R F1 P R F1 P R F1 P R F1
LightXML-BERT 46.8 44.7  45.7 49.2  48.7 48,9  50.4  50.1 50.3  48.8 47.8  48.3
LightXML-RoBERTa 41.3  39.2  40.2  43.8 43.3 43.5 45,4 45,1 453  43.5 42,5 43.0
LightXML-XLNet 47.4  45.2  46.3  49.9 49.3 49.6 50.8 50.5 50.6 49.4  48.3  48.8
Chronos-w/0-DE 67.1 63.4 65. 2 75.7 74.6 75.2 79.3 78.9 79.1 74.0 72.3 73.2
Chronos 66.8 63.0 64.8 75.2 74.0 74.6 78.9 78.5 78.7 73.6 71.8 72.7
Vicuna-13B+lev 68. 6 64.7 66. 6 71.0 70.2 70.5 72.7 72.4 72.5 70.8 69. 1 69.9
Vicuna-13B-+cos 77.7 73.4 75.5 79.6 78.6 79.1 80.4 80.0 80. 2 79.2 77.3 78.3
Vicuna-13B+lcs 70.9 67.1 68.9 72.8 72.0 72.4 74.9 74.7 74.8 72.9 71.3 72.0
Vicuna-13B+lev+lcs 71.0 67.0 68.9 72.4 71.6 72.0 74.9 74.6 74.7 72.8 71.1 71.9
Vicuna-13B+cos+lcs 79.5 75.1 77.2 81.5 80.4 80.9 83.1 82.8 83.0 81.4 79.4 80.4
Vicuna-13B-+lev-+cos 79.5 75.2 77.3 814 8.5 8.0 8.6 8.3 825 8.2 79.3 80.3
Vicuna-13B-+lev-+cos+lcs 78.5 744 76.4 80.9 8.0 8.4 81.9 8.6 81.7 80.4 787 79.5
Qwen-14B+lev 73.3 69.4 71.3 740 73.3 73.6 748 746 747 740 72,4 732
Qwen-14B+cos 79.6  75.6 77.5 8.1 79.3 79.7 8.8 8.6 80.7 80.2 785 79.3
Qwen-14B+lcs 75.1 70.8 72.8 75.8 75.0 754 77.6 77.4 77.5 76.2 744 752
Qwen-14B-+lev+tles 74.6 70. 6 72.5 75.8 75.1 75.5 77.5 77.2 77.4 76.0 74.3 75.1
Qwen-14B-+cos+les 81.5 77.3 79.4 82.6 81.8 82.2 83.9 83.6 83.8 82.7 80.9 81.8
Qwen-14B-+lev+cos 81.3 77.2 79.2 82.0 81.3 81.7 83.5 83.3 83.4 82.3 80.6 81.4
Qwen-14B-+lev+cos+les 80.8 76.7 78.7 81.7 80.9 81.3 83.2 83.0 83.1 81.9 80. 2 81.0

W3 2 N3k 37N A F LR i, BT Rl
AR AL SCAAR LR (9 T iR A . % SO
Tl 44, e F IOE 7R i SCAS AR BLRE T ik i) e A
SR F1 480 0. 78, M A F I ik 27+ T 4%,
X T S T 4, 2T OB AL N SCAS A ABLEE

Ti i A1 F1 800 0. 82, A EE T 2405k
FETHT 9% . AR Y] 41 15 A7 5 4 ) BR AR oA
AT - [ AE TR 2RI B WL AR 22 1A 1 o DR e 3 1
R F BRI SCAS FHAURE B TR RSO B . X T3k
JE RAAY T 5, 3T Qwen-14B 193 31 5 s R A
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T2 T Vicuna-13B (30 5 ¥ o X rb SCHw T 4
& BT Qwen-14B 7 i B9 L F 3 F1 3 80k
0. 78, Tl 3 F Vicuna-13B J7 7k i e i °F- 3 F1 434
0,760 XTI A - T Qwen-14B J7 ik
(A3 F1 4380 0. 82, i 3 T Vicuna-13B J5
AL T3 F1 43800 0.80. Qwen-14B 7E & Jii
A S SRR R T T ISR X e T AR S A
TR Y T R A S A U A e g PRI R
R

X T RAE H AN SCASAR L BE B vk & L A8
cosine AH{BUEE (19 J7 VA BCR R AT - SRR F cosine AR
JERP-34 F1 53 BOR AR SCHR S o 0. 74, 9550k
1280, 79, M4 cosine AHARUEE 5 HABARUEE AHZS &
BT IEAE SO FE F1 83 E 0. 77, 7858
AR A EXE T 0. 81, cosine AR BT GV FAT HB
531 J&i 1) token T A4 B 4 1A b 2240 W] 1554 »
B0 0 R o A AR g ) 0 45 SR “ipfs/go _unix
fsnode™ , il L5 4 Y I 52 1 [ “ github. com/ipfs/go-
unixfsnode” , ¥ — & #4773 1) J5 B % A “go” \ “unix”
A1 “fsnode” » [A T} cosine AH 1Bl & 4 /&, 1 — & 1Y
Levenshtein AL BB » PR ok 5 248 AT TR 19
“github. com/”, T LR L A K AT F4F
FPFFARLEE AL AR DRI Ay 32 324 ] R0 Ao B 3 B
KA LT H hy“fsnode” o PRI AR5 T At PR 2 AR L)
FES L cosine AHRUEE AT LA B R £ 115 SUAE B, fig
YRR RS Y P 45 SR L 38 TR A ) SR A T

S AL, T SCH A Qwen KA cosine £H
oL FE F1 Levenshtein AH 1B DA K Qwen KA AU i
cosine A BLEE Fll Levenshtein AH{RURE Al < A 37
A5 B AR RLBE O A 7 SR RIOR B A T g SR b
Qwen KAE AN cosine AL Fllfi K 28 He 7 F4F £
AL T IR Bt o
5.3.2 MM B #b 38 Y /0 SC e R 00 T TR
2

T4 JEBIR T A SO e v SO e SO AH
AT A T IR M TR AR

RQI #1453 (1) Qwen K it 5 1 B Jill cosine
AHARLURE e 4 2 245 AR . (2) Qwen K
55 A AL cosine AH 8L BE AT Levenshtein AH L)
(3 Qwen K i F A B N cosine AH L BE Al
Levenshtein AL BE Al 1 2 22 437 8 AH DL B 35X
SAITEAE T SO B SR UM BCR J A
PRI RQ2 R 983X — P 7 78 v SO e SC e
AEANFE T ARSI . k4 R, =Forik b
P SR A AH RS T R RSO Y A B A T i
FH SOt s SCidy , BRI o ScHie i AR B
TR RE SRR cosine AHBLRE FlR K AN 2T
A5 ERARARLBE I ¥ 11 F1 A3 BT 3. 5% (K
A AU cosine AHALLEE FT Levenshtein A AL BE J5 ¥
B2 1A B T 3.6 %, ff KIE F FE AU cosine
AHALLEE F1 Levenshtein #H AL Fli 1 28 37 F4F £
HARLRE 7 6 B2 F1 A8 Tt 3. 7%

F4 PERREREA TR RIR R0 EIRAZR

k=1 k=2 k=3 Avg
Jiik
P R F1 P R F1 P R F1 P R F1
Qwen-14B+cos+les-H1 75.9 72,1 73.9 782 77.3 77.7 79.7 79.4 79.6 77.9 76.3 7.1
Qwen-14B+cos+les- 4 81.5 77.3 79.4 82.6 81.8 82.2 839 8.6 8.8 827 8.9 818
Qwen-14B+-cos+les-H1/5¢ 84.0 79.8 81.8 86.7 85.6 86.1 88.1 87.7 87.9 86.3 84.4 85.3
Qwen-14B+lev-+cos-H 76.2 72.5 743 78.6 77.8 78.2 80.4 80.0 80.2 78.4 76.8 77.6
Qwen-14B+-lev—+cos-4& 81.3 77.2 79.2 8.0 81.3 8.7 83.5 833 834 823 80.6 8l.4
Qwen-14B+lev-+cos-H1 /3% 8.0 79.7 81.7 8.3 8.3 8.8 8.8 8.5 87.6 86.0 84.2 85.0
Qwen-14B+lev+cos—+les-H 76.3 72.6 744 781 77.2 77.6 80.2 80.0 8.1 78.2 76.6 77.4
Qwen-14B+lev+cos+les-#& 80.8 76.7 78.7 81.7 8.9 8.3 832 8.0 8.1 819 80.2 810
Qwen— 14B+lev+cos—+les-H1 /9 83.7 79.6 81.6 8.9 8.9 8.4 87.1 8.8 87.0 8.6 8.8 84.7

T ] i 5 v O T T 1] 52 e P ) A 2 TN TR T
AT o D b R 7 P v S A5 R SO A AT T T 5
M) P2 R ) 45 SR AN R T4 P 22 000 R (o SO
RIS SCHR A ) A AN FE AT DA — i R G A R)
BT F CVE-2023-22491 . & B I 52 0 22 2 npm
G JiE ) “gatsby-transformer-remark” ¢ , {H ‘& 1 3¢

it HA S 1 “gatsby ™ 1B A9 SCHRA v U T 4 412
FZ w5 W T “gatsby-transformer-remark ™ 4 - ,
I B R S TE I HERA R L e IR Y 52
W] J26 T [F) 25 rb - SO 45 0 mT LTE AR U0 . F
i % F CVE-2023-25313. & I i JE 5 i 2
Composer 5 J# 1 WWBN 20415 “AVideo” . (H &
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A5 S L s T AVideo”, BT H T
e SR A RO ) 25 RS HERA L IR0 25 2R 2 “avideo-
server”, F L P FE I ASAELE 5 B 1 SCH
Hh e T 1) B L 2 “WWBN AVideo iy 4 7 A
T 1 T 25 0 T 3% e i) 52 0 1% 2H SRR AR 2 DR
[i] B 35 = Hp B S 25 T DA TE A R 1 S s 31 5 i 2
o “WWBN /AVideo” . fi] 41 % F CVE-2023-
25313, E Wil 52 00 2 & Composer 134 F wintercms
AR “winter” i , B 19 SC I 538 vh R iR T
2 TR A ) P R R fioh A A5 AR R T RS A X s
T 52 ma PE U], O HAE S B sz B 3] T storm £
JE s S BB AR U T 0 SCHR A i 15 b T T 52 e 22
TR “storm/ storm™ 5 T B A4 SR A5 H 00 A8 g
LR T WinterCMS ~F- £ Al winter J& , [R 111 [5] B}
ST SO A AT DL IE AR TR L el 45 e Ry
“wintercms/winter” . Z IR CHh g SO A E AR
3t P LA -t DA T 1104 4 VR R 0] P9 5 i 22 )
AT 2 B AP M

SR, DR e SO A B A FE R A S a2
T 5 1 Qwenl. 5-14B A58 AU DA I I #2525 17 U 1)
S JE TR L SR 5 A8 FH cosine AHARL BE hn f A3
SEAF HRARARLEE HEAT X0 56 T B 1 7 3 A T IR 52 ) P2 T
BTG RO et 1 F1 AR BGAH] 0. 85, K itk
VLT N AR SCHR ) 86 1 R 75 A5 Y 114 22 8 5 s il
SR R TR T v W B 2 L0 S S AR B A A SO
LU SRS 7 SN RO A (AR
5.3.3  BUIIAN[RIgmAEE & A HAs A Tl s

F SRR T ASCER D B 7 R R L T 6 T AN
[ R 1 75 A B s e 2 A TR B8R

T e T BE AT LR, AR SR H Y O 1
X R AL PR O B 4R 0 A 1 9290 1Y
T ) 52 el U1 A AP A T A, BIAE 4=1,2,3
b F1 8034 et i HAE Maven FETRU E Y =
2 5 55 T 5 T SO TR i 45 19 Chronos, {H F1 434k
WAL 5 0. 5%, Wi AE k=1 F1 3 WA SCHY 5 4 F1
B NS 3. 2% AL, 1% . R AEXT Maven i
] 22 ) U AR AT SR AR SC T e T L . AE X
PyPI. Composer.NPM F1 Golang J# iR 51 - . A 3¢
PRI AR AT R O A B W L FL
O HBUAE =1 B} Y80 e BE 28 Oy ik B 10%6. AR
T AR AR AN E TR G B E P I IR 2
Maven [ C 7 8464 531 14 36 96 o (R AE R 1 A4
EHLAS I T RO A S i A SR HE A i D B
A AL FE N i 7 L 22 1) Maven JE , 78

b A0 8 L T ) TR A 0 v R R R R
AL FER 1Y A BE R BT A J5 1A X T Maven
JE 18 TR 0 20 R R e T At A8 B AR A Ry e 2
Maven [ 11y 45 K BERA , $iR SE1TEAN L 4 4n “org.
apache. felix. healthcheck. webconsoleplugin” % , & )
Eiiipu B SRS AT AN S BN b5 T 1BV )i AN i
BAET U HZEMERE UK . A Maven FEE
B X fn s AR B RO A R 2 44 5k 143 AH
LAY ZE , 4] 4 “ wiremock-standalone” & 1 “wiremock-
jre8-standalone” 2 43 AH{BL, BRI Z2AAHBLAY
PERA TR 1 T ) 52 ) PEME FE AR . il X T CVE-
2023-40809, 5 A1 1 5] 4 By 45 2y “org. apache.
sling. resource-mapper” , {HIZEIFAAETE . ELIERY 5
Wi J% A “org. apache. sling. resourcemerger” J& , F- 5]
WXt F CVE-2023-38905, AL 1 25 5k “jeecg-
boot-common” ¢ , (H 5% 5 I ¥ il (4 52 1 J22 4 “jeecg-
boot-parent” & , PR AR b T LA A48 BEAS , 1A 151
Maven P8 il ZEXE BE BT, Bl P RCRAR R 22 . XF
T NPM A8 B B FIBORTE =15 HioAth
AL BRAN AR AT  (HAE =2 F1 3B RCR B 22 , X &K
KT NPM P A Ll 23 5200 24 (B A H R
SENT A —A . XN IR R A
R (DT RS F 238 T — D EFEE . Bl
XF T CVE-2023-40014, i 1 42 25 e 2 H 48 K T
“openzeppelin contracts” , A Ifif #5% A HiH 5] T
“openzeppelin/contracts”  » (H Z5 5 3% il 348 52 1)
T “openzeppelin/contracts-upgradeable” % . (2) i il
(e Al R T 7y N SR < BE () S T R IDC I
CVE-2023-35165. il ¢ 5 e i AR S 2 T “aws-
cdk-1ib” F1“aws-cdk/aws-eks”iX ™52 00 2 L (H H 2
SR T CAWS CDK” , 5 Bl B i 26 HU i T
“aws-cdk-1ib” ¢ . (D TREE I T — > E 24
T (RIS o RS T B EACRE R . Bl
XFF CVE-2023-38507, Il i i 41 i R 42 2 1 i
) 52 0] 4 34 “strapi” s PRITTAR Y H U] Y 1 “strapi”,
(H R, % 5200 T “strapi” £ H B9 “admin” fil
“plugin-users-permissions” > , B A 1) K G
. XFF PyPIl.Composer Fll Golang iX =™ &
FRAR BT PR AR A | R i 44 2 s
A BRI AR L2 Bk 9 4 P A ARG A/ TRl s AT T
I 2 DR 22 FL S i B — 2 AP I o DR T ) 52 0 3
WITEAEX =AM B FRCR AL, X a=3 0 A
SO EARIX =AM EA B0 F1 805976 0. 90 LA
b, BT Chronos (1 F1 0Bt #ik £ 0. 75.
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. Maven PyPI Composer NPM Golang

k i P R F1 P R F1 P R F1 P R F1 P R F1
LightXML-BERT-H 24.8 23.6 24.2 50.7 45.5 48.0 64.2 62.4 63.3 41.0 36.2 38.5 31.8 30.2 31.0
LightXML-RoBERTa-H 21.3 20.1 20.7 47.8 42.3 44.9 60.5 58.7 59.6 40.1 35.3 37.6 29.5 28.0 28.7
LightXML-XILNet-H 25.3 24.1 24.7 52.2 46.7 49.3 60.9 59.4 60.1 40.5 35.8 38.0 29.1 27.5 28.3
Chronos-w/o-DE-H 64.3 61.1 62.7 74.3 71.9 73.1 67.9 64.4 66.1 65.8 62.6 64.2 67.3 63.0 65.1
LightXML-BERT -3 42.8 41.0 41.9 50.4 48.3 49.3 48.3 46.3 47.3 455 43.7 44.6 48.6 46.5 47.6

! LightXML-RoBERTa-#% 38.4 36.6 37.5 42.2 39.7 40.9 41.0 39.2 40.0 42.8 41.3 42.0 43.6 41.7 42.7
LightXML-XLNet-3 43.1 41.3 42.2 51.0 48.6 49.8 47.6 45.4 46.5 48.2 46.1 47.1 50.0 47.9 48.9
Chronos-w/o-DE-3% 64.1 60.8 62.4 71.4 69.1 70.2 69.0 62.8 65.7 68.0 63.9 65.9 66.8 62.3 64.5
Chronos-1it 63.5 60.0 61.7 73.2 70.2 71.6 71.6 65.4 68.3 64.9 60.7 62.7 655 61.4 63.4
Qwen-cos-les-H1 /3 66.9 64.9 65.9 89.9 80.8 85.1 92.6 89.6 91.1 90.1 84.1 87.0 93.6 89.8 91.7
LightXML—BERT—FI1 29.1 28.9 29.0 54.6 52.5 53.5 74.2 73.8 74.0 41.4 40.3 40.9 32.5 32.5 32.5
LightXML—ROBERTa—FT" 23.1 22.9 23.0 51.2 49.1 50.1 72.3 72.0 72.1 39.9 38.7 39.3 29.8 29.8 29.8
LightXML-XLNet-H! 27.5 27.3 27.4 53.8 51.7 52.8 74.4 74.0 74.2 43.0 41.9 42.4 29.8 29.8 29.8
Chronos-w/o-DE-H1 72.7 71.9 72.3 83.2 82.1 82.6 76.1 75.1 75.6 72.7 71.7 72.2 75.5 74.3 74.9
LightXML-BERT-%& 45.1 44.9 45.0 52.6 52.3 52.5 50.2 49.9 50.0 48.9 48.4 48.6 50.0 48.9 49.5

2 LightXML-RoBERTa-# 40.6 40.5 40.5 45.7 45.3 45.5 43.0 43.0 42.9 44.8 44.4 44.6 46.8 45.6 46.2
LightXML-XLNet-#& 45.8 45.6 45.7 54.0 53.4 53.7 49.3 49.1 49.2 50.9 50.2 50.5 50.9 49.8 50.3
Chronos-w/o-DE-3 72.4 71.6 72.0 79.8 78.9 79.3 78.4 76.7 77.6 73.4 71.7 72.5 78.0 76.8 77.4
Chronos-#& 70.9 70.0 70.5 80.5 79.3 79.9 79.2 77.5 78.3 72.5 70.6 71.5 79.3 78.1 78.7
Qwen-cos-lcs-F /3 72.0 71.6 71.8 91.1 87.1 89.1 93.3 93.3 93.3 86.5 86.2 86.3 94.1 93.8 93.9
LightXML-BERT-H 31.6 31.6 31.6 55.3 55.3 55.3 75.8 75.8 75.8 43.8 43.7 43.7 33.6 33.6 33.6
LightXML*RoBERTa*EF' 26.3 26.3 26.3 53.0 53.0 53.0 74.7 74.7 74.7 40.2 40.1 40.1 31.4 31.4 31.4
LightXML*XLA\Ietf'-I—' 31.4 31.4 31.4 54.2 54.2 54.2 75.1 75.1 75.1 43.4 43.2 43.3 31.1 31.1 31.1
Chronos-w/o-DE-H1 76.4 76.0 76.2 85.5 84.9 85.2 82.3 82.1 82.2 75.3 74.9 75.1 78.0 77.7 77.8
LightXML—BERT—ﬂ'i 46.3 46.2 46.2 54.3 54.2 54.3 51.8 51.6 51.7 50.8 50.4 50.6 50.6 49.7 50.2

’ LightXML—ROBERTa—ﬁ 42.2 42.2 42.2 47.8 4A7.7 47.8 44.8 44.7 44.8 46.8 46.4 46.6 48.1 47.1 47.6
LightXML—XLNet—ﬁi 46.5 46.5 46.5 54.8 54.5 54.6 51.0 51.0 51.0 50.5 50.2 50.4 52.1 51.1 51.6
Chronos-w/o-DE-3& 75.3 75.0 75.2 83.7 83.2 83.4 82.5 82.3 82.4 76.2 75.2 75.7 83.1 82.9 83.0
Chronos-T& 74.4 74.1 74.3 85.6 85.1 85.4 82.4 82.3 82.3 75.7 74.6 75.1 81.8 81.6 81.7
Qwen-cos-lcs-H /4 77.3 77.2 77.3 92.1 92.1 92.1 93.3 93.3 93.3 86.5 86.5 86.5 95.0 95.0 95.0

AT A0, —H F1AS A 22 82k 1500, Xt
6 it it TR F A A B SR A7 4 VR D0 TF 45 K 1)

ARAT TS TS 7 B R4 U 1] 52 el 22 U1
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Background

This article focuses on the task of identifying affected libraries
from vulnerability reports, which is a critical aspect of software
supply chain security. Vulnerability disclosure platforms such as
the NVD regularly publish vulnerability reports to help security
practitioners and users stay informed about the security status of
software. However, these reports often do not clearly specify the
libraries affected by security vulnerabilities, requiring security
experts to manually identify them—a process that is both time-
consuming and labor-intensive. Therefore, automating the
identification of affected libraries from vulnerability reports can
provide more efficient protection for softwaresupply chain security.

Recently a growing number of studies have focused on the
automatic identification of affected libraries from vulnerability
reports. These works formulate the task as an XML problem and
train dedicated XML models to solve it. However, existing
approaches are limited to NVD reports, overlooking other
valuable sources of vulnerability information. They also ignore
how the performance of these approaches varies across different
packaging managers. To address these limitations, this article
proposes a large language model-based approach for identifying

affected libraries from multiple sources. Our approach enhances

input representation through mutual complementation of Chinese
and English reports, and is evaluated across multiple packaging
managers, demonstrating its effectiveness.

Our research group has extensive experience in software
supply chain security and software vulnerability analysis. We
have previously conducted research on risk detection in the
development processes of third-party software repositories,
credibility assurance of software bills of materials (SBOMs), and
automated vulnerability detection. Our work has been published
in leading international conferences and journals, including ICSE,
JSS, and JSEP. These achievements provide a strong foundation
for this study.
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