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Abstract Graph, as a typical data type, can not only represent entities, but also relations and
connections among entities. It has a preferable value for both use and study. Thus, the graph has
been widely adopted in real-world applications and academic research. such as social networks,
disease transmission networks, fraud detection et al. Though applied prevalently, the collection
and publication of graphs are suffered from a strong privacy risk. Both the presence of a node or an
edge and attributes on nodes and edges may be private information. The leakage of sensitive
information can result in severe consequences for individuals, enterprises, and governments,
which include but are not limited to life threats, reputation damages, and fall of market values.
Therefore, it is imminent to study privacy—preserving methods for graph collection and
publication. Directly applying the existing privacy—preserving techniques is insufficient for graph
protection. First, strong data correlations put an obstacle. Adopting some of the privacy-
preserving techniques straightforwardly on graphs may severely destroy data utility by damaging
data correlations. While the other techniques cannot provide a strong privacy guarantee as data
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correlations may increase the privacy risks. Second, it is hard to protect all private information at
one time. Graphs often involve abundant sensitive information. Protecting all kinds of sensitive
information with existing privacy—preserving techniques may bring too much perturbance to remain
a high data utility. Striking a good balance on privacy and data utility for designing privacy—
preserving techniques on graphs is extremely challenging. Our survey makes a deep analysis of the
privacy risks in the graph data collection and publication from three aspects: definition of private
information, scenarios for privacy information leakage. the adversary models. Then, we conduct
a comprehensive review on both privacy attacks and privacy defenses on graphs. The privacy
attacks algorithms are roughly divided into types: seed—based attacks, seed—free attacks. By
comparing these two types of attacks, we conclude that the seed—based attacks can achieve higher
attacking accuracy by asking the adversaries equipped with strong background knowledge. On the
contrary, seed—free attacks have a slightly lower attacking accuracy. Despite this, it is more
practical, effective. and robust. In addition to attack algorithms, attack quantification methods
are also presented in this work. For privacy defenses. we first introduce four types of privacy—
preserving techniques for graphs including naive anonymization, graph modification, clustering,
and differential privacy. Then, we review different defending algorithms in both centralized
settings and decentralized settings. Specifically, different strategies have been proposed for four
types of graphs including adjacent matrices, statistics, random graph parameters, and synthetic
graphs in both types of settings. After investigating the algorithms for privacy attacking and
defending, we further analyze the defensive effect of existing algorithms against different attacks.
At last, challenges faced in privacy—preserving technique development that still need to be worked
on are pointed out. Accordingly, we propose possible new techniques that can be adopted to
graphs and introduce new scenarios where new privacy risks are emerging. In summary, though
many efforts have been put in studying privacy—preserving schemes on graphs, a lot of progress

still needs to be made in the future.
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NEEXRE a={ f(2), /(2 )Na,2")EE}.

VT g T B P 4 T e U o3 8 4t Pl v ) B 3 b
PARF S . 2 a7 2 B 4 H R A B 1) B 44 & 3
G, =(V,, E,)FER . KB R, A0 i f o
P 4 4 AR I AN BE 58 42 S 300 A S B AL 4
BB ARAEAEAE hy B A 3 55— 20 25 5 At
FABF A AL [

4.1.2 FEBMEA

G AR A — B BB SRR E H e A R4
TR B B RA DR P B R 3 AL S A S
B o LA Bt 38 I L 52 38 L e i S R . 45 B OR
BRI E 7 Frs . EAE o3 B o B AL /4 S G
g AN E B BEALITEAE 5 - FE A AL SE L

90
B ®
(2) i mbs
(3) s i (4) 7z

K7 Lo B

PRI BB AR 1) 52 BRI AR 4l R FH R 4 30 SR g AN
[f] . F 43 Ry BEAILPE S AL -5 BRI S HL R 2k

BEAILYE S AL i B AL R 2 gk AT B ek
1977 R B i B AT 5 . BENLI /45 5 g 8 2
AU BEBLAR S AL, 38 5 A0 ik 2 e B — o B Y
2 S BENLYE N, 5 DL — i Ak 5 B0 5 B A T g
NHFFEIRS .

FHNEA —FEAFER I BERLA 3l 7 A2 e B Y
WA VR R R AR AN e A
(uncertain graph) P17 &A1, J&— 07 A HEHLAE 3
) — Rz AL T —ABEDLA BN I o 2 i 185 W 1 75 3%
NAFAERIRERR B 172 0, B0 07285 1, AN i 5]
RVFIAFAERIRERAE O B 1 2 [A].

FE T REHLITEAE LR 0 58k 4 BR ALY L i )
HEAT I BG4S — A NG R o TR AR 1Y
Bl BILYIE A 2 BN 05 0 D — 2 B MRS Wk 301 L 468 Jm 445
R FFLA— 8 IR S v, BE RSB E 25 05 v, 6 — &R
G A S 25 P A — A B B BEATL I A S —
A ERBFIREE  HAE R R A B P s R AN

1

P,;=1{deg(i)

0
Hop deg (i) Fenah i E . BOk E  IH n 45
Rom &, A n e i« (0) Rom W I HES 0 4
m(¢) 5 e R BEAILE E B RE 0 A, WA = (¢)
7 (0) « P. BEHLIFE FIME 5010 23 5 1Ak
Z—RE RS o I e =n P, JF Hn,=
deg (i) -,

if (7, j)1is an edge in graph,

otherwise.
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S BEAILYL BN AN [F] 9 2 o BR PR 2l AL i 3 ok 26 4
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k-T2 B AAE . 3R AFESCIRL 14 136 2 (Y 56l E k1T
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F4 BTK-BEEMBRENREE Y
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ol A 5 FA MR
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AN HAES 15 H B AT AT 1 —
B4R ST 1.

XA RS R B AL 1A
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k=isomorphism!™ AT BAEE WA T
EIEER
) 2 — kI L B AR k]
AANTFI (R AE R
XA R B AL G R DA
1A JAB B AL S S A
ARTE] ) 70 R AT 45 A5 4T ]

b-degree'™

kneighborhood™®

k-symmetry'™

k-automorphism'*

A-CFP2U

XA X AL AT
1 3 HABSS 13 5 H BA A 1)
FAPIS Py G

X T T A S Y 45 5
l~opacity™ X, ot B AR BE B /N AT L
I LU Bl 712 2548 s oS 5 6.

f-NMEF™

X F B H T 2 — A5t (shell), &
DA RASGE S B MR %
(coreness) s X FAEE— XI5, &
DA d SRR

(k,d)-corel™

%t T — LN T 1 S
(k, )-anonymous™” SEIEE RIS 5%
L2 S AT MR RS S

X TR G S H— 2
SEUNT m BB E 4 R 2D
FAAEHAD -1 445 5 5 H ks
LRSS R
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ARG HE A2 SR IR T4 A5
(k,€)-obfuscation™ A A 1-e IUZS 5 B M TR
FHIERIBER AR T4 T log, £

TG R R EUR E R RO Z5 R R MR SRR A T R S
PR A AR B ERA GRS 1) H B SR AR 1 %
FHALEE ORI R T IR — 2 M 45 a5 A I l— 1>
FEAS A IS 2 8] B I ORI . R
T 2P AR RS A AT P A B RA KU | SRS HOAR B
RALTE— I HEE R/ & B IR 2SR/ B A
REAL D . 7 B 4 P KA s ] DL o A Al 45
AL RO B — DRSS R AL IR DL — 2
320 A 1) 2 RS PRI — R B BSdlE al P

4.1.4 Z5BaA

2557 Ba A SCHRL 78 8t A0 FBARUR: i1 T
BEALSE i 3 — SR B TIeTE 5 A TE R &
HBILTA e ki b g5 3 2 0 B LT B/
XTELC AR B, I B BR AL R B AR B 1t T
JURS BECFUE R A2 ) T B O

HRARE A 2R b X A4 5 0 A A PR ] 4
5, 2207 BRA AT 43 i Ak 25 53 B RA 5 R Ak 25 43
Fafh .tk 2z B T B b LA d g 50 h
[ A AT 5 T AS Ak 22 53 B RA 32 22 0 T IR ) 23 A1 =X
R 5 T I BRI ER AR A LT

EX 2. EHRAMT BRAATEE L0 N
(1 BE FILIA 2 M, 309 e A ] e 0 R B ER S R
Range (M ) 45 AT A HAUH — 2510 AN [R] (1 AH AR
Bt D, D'E N X FAT 19 S € Range (M)A

Pr[M(D)€S]<exp(e) Pr[M(D') €S] + 0,

D FRBE R ML (e,0)- 220 B FA . e M BRAA
A

EX 3. R ESBERY A E Sk
i Dom (M) B REAILE- % M, B3 e A o] fe ki i 4k
BN Range (M ). 25 7E n A BEAS TP X6 I — 4%
s, MR X TFAE B £ € Range( M), I+ H.id 5
t,’'EDom (M)A :

Pr[M(t*)J <exp(e) Pr[M(¢) =17],

DFRBE MO e e AR AL 25 70 B RL

FEET X BRI A FH 22 53 B AL R P H AR I AR A
PRAPIRTRANR], FE 53 R0 22 5 BaFh 5 45 25 41
FRRA S L i 25 3 BRRAAE SUFE R 25— 2% sl —A>
S5 R AR b 25 25 7 B AL UAEAR 25 — 45 R
R 5245 s A E T A S AR SR I L S Ak 24y
Fa ROt AT LAY J Sy =i 22 53 B fh . L, T 5K AR €1 1]
HZEZE L k450 H O T 45 8 20 AL i 2555
B FAA T8 1 B AL DRI, H Y -3 22 73 BRFARI S50 &
KTEET RIS BT -l 22 50 BRRh g SURE A

22 4y B A 35 B 5 R I R AL A AL
HC R B L K BE AL Bz AL A S

P LA S T PE AL 22 T B R TR
I LTS 0 R XA R TP Bl A B R
AR E B B FEAE XUANF .

OJF I SCHR R (ks D —anonymous » 5 SCHKL 73 109 & L4 —5L,
{H 5 SRR . PRI A ST S35 B e 38, S AR 1% LA (e m) -

anonymous.
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ENX 4. FLERETIFES A fdiE D T KR ) B AL BT AR SRS
LB 2 REURE N GS,= AFHIREL: D — R, BEHL
g A Dx+ Y**/“E_ j%éﬂ%% [ %5 ERELNELBEEA
HM=/(D) + ViR e 2R PRSI e s R i
EYZ<Y1,”'» Y[/>’ Y. MR ESHCh Af/Ea{Eﬁ FirIE 4, W /B 3 (AT -
SRR O BYPLE Rz 5r 43 A5 vl SR Sy B AL AS BEBLIL /45 i G
SO Y, oo Lap( Af/e). i Zﬁjﬁ; A BEHLE
if
NS, RTEALH S R DX TITE pareys e
AV BURIE T S W RREL D—> RY 47 B =< e/6, B ISR Z kg
H Cauchy(6S;,(D) /e) A ESHHN6S; (D) /, b LI L (A 1t
BB O B RTTE 515 ALY 205 BB it e AL,
e SRR EHUR R i 5 5
m'J%*ﬂ%iifM:f(D> +Cauchy<65jﬁ<D) /5)% TP ML s
B e 220 BaAh TR

PO 7 e B e 75 A A T o R ) 4 e A
R AR FE T BB A ST 3, R B 4 R R
JEE TR 4 S S0AS 0 A4 M 7 et R B IR BN A T
] PG RIL S 7 A AR AR T e B RS D
AR Y BURREE . 2 s BUR A D, Sk SR ]38 4 et
FAERA B P BIL ] B 75 BT AL S o ) Mg 7 R
JIN BRI o AN JE T 1 RRESCHT 1T LA AE 22 11 =G (] Y
THAL H HOP- 1 SRR

TEEHLH 2 TAEBUE A AL A5 R . A A
FE LU

ENX 6. FEEMH e BAEE D, REL
i re R, RE u( D, r) N r1E D L n] FPE R %L,
HoAT M oR B 4 R f0RR EE R Aw. BE AL R
M (D,u, R) LLIE H T exp (eu( D, r)/2(Au))) H)HE
RGBT rER KB M (D, u, R) W e 2
GrBREL .

Bt AL ) S0z AL ) P8 2 7 REUAREL TR ) FE X R ] £
RN S P SRk B B RAE T B H B, BT
Mok 22 53 B RA B S B . BEHLIE ShHL ] 32 2250 R 3h
PEGETT 5 45 FAL IE A IR e sh gt o B
BEAS P B — A X 2 6 17 o4 1 1 b 0 e =
S 3% A ST ) b W) = S A I R 6 A
FERE IE By B o G T2 R P AR KDL SR A 45 vkt 42
ST SiZRw N L

25453 B AL R N FH T X6F i e P ) &8 B i B A B
RIS EVECE A R B RO B TR R T e AR
S R S s A S B kg2
1) 2 53 B RD B LS IAIL I (4 2 SLAR . SCHR90 134 51)
28T — 22 3 B RL ) AR A K FUAE B g 1

e 5548 T A [v) B Rh B A8 B A o 6 37 5 AL 1

4.2 [BFAREEE

TERT R IR 10 A Sl fe v B LA 7
R B A SONCEE TR 3R B A0 40 1] et i AR R % PRIt
BRI T I e P A DAl A L QR R B 40 s )
sinrann YNV ANE SR/ Gl NEE AT P S
AR VA B e AR AR RO S SE B R AR
TS [) 5 24 2 vy MR P S I A A5 DRI Y . AT s D s %
Ah G BT ENRTE ST 4FE EL B R S 4,
VI K& BB W 5 R AT A T BRAA R

HH BT ABSARAEE AR AR i A% 48 43 2505 50,
A SCN SRR FH A AR BE % o A b S
AT BAEATAE T T T DL DURh P BE 28 1
RO BT | [ B, AR SO WA 2% 2R B FA B A
SR THT I P9 D ) AT, - PRl 08 335 30k 1) 7 40 L s SR
B B A A 5 DA R B ok ity S e ) R LAt ke Ty
2 NIAH OB TR L M 45 Ak R TR ik 45
4.2.1 FEhfEms

(D JFLR Kl

X L b W Bl T R 3o S WA R, — T
PPN, BB Hoh sl g S & stz Ak
FEFHEME S REBOR LI . TR A 4B
FEL o AT AH B B P sh Bl Bz Ak, E R SR 2R
52EBRABAR LI AT NERVEX 2 B R Y
BHAEI 4 A Hh e R HCfigk e 1) G B I i % AT
RIRFFNAIHER 6T TR

SCHRL91-93 J45 56 T IRt aR K ) #R M 6544 , o) H B
WL/ 45 R AR B HLHI BB R i I AT PN 5 =X
BT BEPL I B4 SR 3l . H— R e — o B
MBS s AT S . SCERLOL [ B %S 8 m, Fl
FHBEHLIE W o 25300 09 7 SO0 R S5 R 2E1 790 3 . STk
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x6 HHRXGETREERPEREXREBE@R

AR Heshsens B AR /ST Sl
KL/ 45 ik -
KM Rifysz Deara £AE0
BHLIEE Wt K
PN Kb ST
) FEA, AR AL 5 T T
R T P R AR
L BK
- HHAA
L Bx
A PEREE -
B 25 KA BB KR 5 T T
Ye A B P W . AR i
Wt LIl 2 My ) R 4MHaR W A A
A ) 25 KA Pl A R
L92]FEL 91 I/ JEhh b i — 20 R B e PR AR A0 34 ol Rt AT c— 1A REALUEAE - 238 2 05 2. I

WA (L0 s/ N ) BV E A T 2 B3 i B 522
o o DT S G DR A T 063 T A R T 33— L e O EE
AR BEHL B 45 25 AP AR RS AR TS — M7
2 5 7 AT RS R A T D P L
oA BRI R BEFRAIL

SCHRL69 155 25 T JsUiR K B #R #2548, R T A8
TE EALE BB B R 18] . 2SR P v s 455
A AE PRI T AN [F] A BE A B A A . il T4 E 4
AR AF TR ELHE R ) R AT AN s J1 A R R DAL kg
A AE RO MR R A O R . H AT
PRAE A 3 e 7 2 e — 2 L DA A il H
MEAAEL » AN SCHRL 69 JAR 1 120 5 Ak b 1k DA B v 30
A A O R B R AR AR Ty 2 K L AL Sl
K. SCHRE94 1595 1 ik — 20 it vy P Bl s 6 5
PR S AT RO MERR I L LA AE Dy B AT i
R AY S IE . B R 2 A PP A vl BE R HH
B RTINS TR S e R
AR N 2 B A RO ST A IR =AY L iR AE =
FIE N TR FCHE R (R Z NIy 2. Lo
AP 3l )5 Sl a5 B0 BE TS AT A B R R
DR IERCE FT I L SCHR™ 45 5 30 22 7 B AL B R 42
H T SR 22 1 B AA RIS - R AR BL 45 5 40 o 22 [ —
FERE L S5 22 70 B AL BRI ST Xof B4 R HEA T 485
MBS AL TEE T 20 RAAER R
FAPRIFREE SR B T B A DR

SCHRL70 155 36 T JsUin I 0o R $h 25 48 L >R T RE AL
e 7E AL 1B BB O TR B T REATL A AE ML A A —
PR 7 A S X TAE R4 A ws N TR 45 05

(w,v) B Rl (u, 2 )™ J5 A SCHRTE LAl EAT
T ek SRR 97 Ji i A M BE R B 46 s A T REBILIE
A T LR 5348 T i A B BEHLUF AE A 2 0 T
2 & i e 25 s B AR A OR A, R SO
L70 ] i S AT A R R e 8l . 38 3 AN W X
B R AT ) AT HERER 23 IR AR AR B A AR A
(AR PR P SR AT 300 1 4 I S B0 R Bl s e A
T BB AACRAFT . BEBILIEE 0 T E X B T B AL E 1)
R RART A5 22 e EE B . o K Ui A5 B AR B i
AT S T3 o i A 25 88 SO J2 DU TR 1 B
AAE . PR HIZ IS B B — A G B ) R < T 5 3
B o RE AL E 20 . SCHRL98 J8E T 1 34 DG B[]
R, X B T BRI E WSRO IR LA R 2D Bl
BLUEAE J5 45 A4 (AR S3R 53 A S REAE , DAAS Hb YR A5
[) A A 25 A BRE ML AR MRS AR, fif LR 1 B2 > [ 4
A48 s N Y BEDILIEAE DA L AR R B B AL R 5 8K
i AT M 2 TRl TG A

SCHRL2 55 T Ik B A R #h 454, R k-
IR A LT ISR

M T - B 44 B0k AR BT AU R
I I S BRORA BT AR AR 125 1Y) 20— A DG B [m) Ay - ]
X R AL SCHERL2 ] IR T — 2R AR
PR I A-BE 2L L k-degree, FHRHRAR DL &5 &5
R S AR 2 SR B R s . SCHRC 18 4
1T neighborhood A HEAH DA 4E i i — Bk Ja &
R SRR SR B Oy U S AR L2 ], %
SCRT DAARAR BT 58 R iy Mot 5 itk oh, SCiik[ 4 ] 573 ]
43 54 H A-automorphism 5 A-isomorphism , 7] LAHI%
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M LAE s BE VA5 RUTTE L S5 S s 46
SRR LR B0 SRR A 2 SR B U0 s
VLA BOR R 22 () SCER i — 20 0 ol T AT kR
4 W BR AL SCHY AR . 4N SCER (74 148 H /) k-NME
AT DAFIRARD LA 45 53 8 248 Jm 50 S 1 S MR A 45
SR B R 5 Bk s SR 7688 Y (k. D -
anonymous AJ LRI B A 2 2 [l 5 45 5 £ 350
Y 4 R ATENS12: T HETSCER D ER AT k-
P& 24 1 T L B b S

BERT g —FP B AL E SC, A AR Z2 0 /45 R G I
S THE G S AR E T FE mT USSR, B b ZE X
s T FH P SZ AR ASAR ] . R T - 44 5
TS DR ) R+ G0 ] R X A P 5 R IR B /N
HUHE T, 1 2 A N 1 B RAE S X Tzl i, H i
B =R TR

55— R e R AL &5 2300 43 S Ta) — A4~
SEAN A BT kB 44 Y BERA B AR AR A% 0 AR R
X T HE R (R S A, g s AR v 2 D
N Y AFAE AN G5 8 TJCHE X4y A B AR R AR AR 1
S5 RN — AN R0 43 B[R] — A S5 A b R G 45
FURRAE AR AR, o J5 S #5205 2 A ek sl B/ )y . T
L SCHRL2, 21, 99 155 73 AR HE Ba b e XL 4 2A
AEABLES 25 L CFP Gt #H 3 25 1) 10 45 o5 S04t 3
AAHFSE B 20 FRAE 08 A S5 2H N 46 SO A Y
S5 AR [A) — SR A 2H N 09 25 SORE A R A [
FHIE.

J7 5 R R AR IR R S5 R R /N i/ 4
RUBRAE A SCHERL100 JIA Sk 00 8 0 2 X6 45 46 1 A 4%
AN AR S RLHOASCR T 0 38 1 O =X 8l Js R v oS
TEA B FhE LAY 4h 5K SE B k-degree. SCHRL101 28
T it — 2R s P A L BT A-isomorphism™ 5
k—automorphism' ™ &4 H T A-decomposition i
JE SC DO TR G B 2% S A1 RE R B Y i Bl gl
R ZOTHRBE AR T4 A A i A B 30 384 5 52
B AT Kk B 1k B E 2S5 R B IR .
SCHRL102 T B o AH AT 320 i 185 o 55 W 63 321 7 A2 46
ERVE AT LIS A1 00 O BA 45 09 B2 D) S T 45 R T
FogE IR M, anfe a4 S . TR EETEY R
SCHRL 18 TR AL SRy R BsF , FIE 56 ) FH 30 A8 4 4
TEE .

IT&E =R R EEEATEZERN I HFITBY. X
FBRL 103 J45 38 iod 52 Ak s A B A X 5 40 ] P %) 5
a3 H B AR O 2 R R S B T PR R
/NI . SCHRL103 % 30 Ak 25 100 %F 1 B9 0 IS 45 4 1Y)

SEMERASAR[A] T2 42 0 T DAAR BA DR h R AL e 45
4 A H A o X6 1T A 30 0 4 18 ) % A2 8 1) e—degree
4% 8 SCHRC104 J7E [ 103 1R J6 Al b i vk 4R TR
oL P (neighborhood centrality) 3R & fk 1 ) &8 %
P F H el 3l i SR/ N i R SR k-degree , AT
DA v R A R P D 0 TR 1 V- 2 B i AR e i
FEVEFNT-I{E A, LU SR 2, A S5 R A

BARXT T B Y k- BE 2 B SRR (A5 W] 1
PR /1N 5 HLG JE AR I B AL SRR A, AH e fE
J7 ZE 10 3R A & NP—PRIME ] o 0 PRt , R -
2 1) B RA 77 0 5 1 5 = A SR [m) Ry < o] 6 5 2
Bl FA R S [ B, - 540 AT 1k 5 98 1 9 v AL
PE. BT FEAFTE PRI D 52

i %R R R A AR A A 23
[ PN S 0 B L . S ] s ST R R GIE £ 8 Tl
PE RIS 5 SRR UE I L R FH S A B A S g ik B
R B R T 5 o AN B R R S SRk
L107 TR B AB Y RTSAS S 23 FBUR A 2 AL E
SCRR AN P06 2 2 S s AR B I I SBT3
MRAEL 76 145 4 H4 B9 (. D —anonymous B2 A2 Lt
b DR T R REHAR S M Y A i
M B AL E L (A, F (., )—anonymous , X} T AT & E
SRS B NPT B R v SR A A R B AL
SC S FEASSE TN 28 o B R AU 9 1T 42 T 42 A e K
BRI EE BT RCR AL, SCHR[ 108 118 % & 1 4
XoF B 4 T B 2 B A 1A B30V A5 ) . SCHRC 108 TR
SRR T —FP A XHME B S50 — IR B R
Be AEDRAIE T RIECHE -1 1 00 e AR RS L 42 Ry 3R
I F B A T TR R A P AR B AR AR AR T
MRS T e m T EIENIBTTROR

SCHRL 109 555 T J5 s (K i #R ¥ 254, R T B 38
Bz AL S R TRt 2 B3k e I s 1) o 1 30/ 4G
RURZS, A R i il /45 Sz A A A S
R 5 R A A A B SR AE R AR i S A A
I S AR RLZ Az Ak — 28 DAt b a] P 2k
D] LM I A AR 1 DG ) R« DM SR AR 2R 7 7 285
S - = 11 S AT SRV X L 1 RN = RS
VLG8 R 00 45 0 R A S A 2 47 45 SR 28 G Sk
[ 109 A 45 550RE Sy AR AL BE 4 5 b vfE 2R A7 2R IS, SCik
C10J7E I Hefily b R FH B AL B gl s AR o B
AH RN 25 8 B 25 SR [ — e 58 2R L
45 RIS SUBYE R R R AT 45 R 2 Uk 111 ]
e JE M d 4 1) ROR SR )5 B k-means B
R R AL RO 45 AT R 2E L SCRRC 112 07111 ]
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B FERE E %8 TR (2Rt fE RS,
IR DR UE A2 v 4 s R B — 2 B A iR BEARAIE
[ 2 48 a0 3 — o B B PR AR AN [R] A 235 5, R 1Y
SRR BRRAE .

SCHRL 113 15535 T i s (BT i) @B B 4B B . R FHER 28
MU BT BRI 7 8 . SCHik[ 1131455 % i 25 1
() JE M 5 5 R R IR, A T BRI, AE R 25 1R
JE PR 3 PE B R AR T, R SRS [ X 435 it
PRIE ARE ek d S oo 3R, I 5 4R
FE B B o S B . 5236 R AR ¢ B9 (E SR 2%
SR X TR W v 45 SO I P ) i A TR 2 2
A SCEL T R IR 22 NI FE AN e 4
[~ Z R DL B~ HE 3 M 4 S B Y b R B K 2R
REEFAE G E, A K Bk /M Bik B
b pRER, 15 B e A 25 R B AUAE S 1
25 A8 VEAR B B IE T ARG 1y B AL, B AR
TR B R R B & TR

SCHRC114 ] 463 T IR bR I i SR e 28 B . R T 22
T BEFAFORVIT AR 7 58 . ol T /R R M 4
BT s BN N 7 S A R B SR B T T L Rt
I A A THT I ) D B [ B2+ Q] S AT R /D W 7
(S IR PRI — 2 18t AT I . H T A e

T3 58— 0 AT R R E B T BT R AL DR
PR SCHRC 114 ] $2 0 T —Fh Of BE R 4R 18] 300 %%
(301 22 53 BRRA S 15 . B T e AE SRR M 1 AT
2 UL R R AR R AR IR il Y BB S
Be RA TG T 38— BT B, A 8 R T R
S IZ A WZ T RAE N 1, W5 0. I 5 1A
TH S 1A B, AT A O v Bl BIL 35 436 A 07 4% 4t
AR 1Ak, SCHERE88 Tk & 1 T 76 41 22 43 B FA 1Y)
N 7 e SR R RSN S /N CI i S 5
(Persistent Homology) 957 . 535 5 e Bt Jit
1 B v B AL Chole) 1Y 25 JE 5 (barcode) , - 4
PET v L3I i 0] 08 42 R B AN () P B 9K
JE M 48 BOHL R o 551> 3 o A2 48k 1) 30 )
i R AR AL AL e O B AL A [ ) SR 4%
FEFE AT R AT 0, 1 Bl .

T3 58 R o 0T i A AR 4 R B B A S P S T g
FE . SCHERC 115 ] B0 3 3 O 47 408 422 6 B 1 3t b 07
KRR 1Y) top—k AR ] 12, B T4 O B L T e 25y
FEAE . T2 SR 38 2o o 4 145 o e B Mg s 1 =K
TELRIE D 22 53 BeoRA e [7] s S /N 0738 i s PR ot
0 R 1) top—R FRAE 1] 1 . SCRKL 116 J7F 34 SCk i)

LR T T 20 BAL R B R R A ik
AT B8 S0 T 1 5 HE 33 3 B 14 B8 LA 11 1Y) e
KBNS G REAE A T 4 B 5008 T M . Sk ok
SE ST BRURAER IS A T i [ A o A 3 P R
AR—EAFTE T IR IG I SR R SCk[ 117 9 iy 5
X8 i AR 45 M A T B0 . B E TR B R
A S BEL 7 A K Pl v A T AT A RE L 5 A B RA TR
PR B BRI R A AR

(2) it sds

P b G TR0 B A 3 B 4 ST R
JE TR RS RS . L AE T
FER 3 B 43 A 45 e 4R BCHE . G RO Y A
K FH 22 53 BRORA B AR X TSR 45 SR AT 3 L B 1k il
o I Tl I i s s AT R 2E A
FAFE AR B BERA 7 40 3 32 s 3 2 1T s PR U g
o 7 T 3 AR o M 7 s R, R OB RS T 1 [
R DR T 25 2 B RAB AR R HRRAIE 2R A 1) DG Ak ]
Ry« Q] AR PRS0 SURREE 5 AT D8/ I 75 1y
A BETA SRR T

J7 % — R 52 1 AR K D T 85
HLA TR 4 R OB B A Tl b SRk [ 118 3l i 4y o
TV 1 7 X D R B SR K AN L D Y [
RS 5 22 0 BERL T SE B AT 80 2 A . SCHk
(11915 SCHRC 120 T — B A i . — el T #5052 19 38
R IR T I S N 0 7Y 2% G R £
B L S 2 R AT T i — R T Y
H AL T KRG A B SCERC 119 05% JH T — b B ff 1
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Background

Graph data is prevalently used in many academic and
commercial areas. Comparing with other data structures,
graph data is especially expressive. Since the edges and nodes
in the graph can be attached with valuable information. Typical
graph data includes social networks, mobile traces, automatic
systems. etc.

However, individuals involved in these data are also
exposed to huge privacy risks during the procedure of graph
data collection and publication. In centralized storage
scenarios, adversaries can deduce whether an individual or a
specific relationship between two individuals exists in a graph
or not by only simple queries. In the most notorious Facebook
privacy breach events, adversaries can even have a clear view
of a specific individual’s childhood trauma.

Many researchers have already done many works in
privacy—preserving graph publication and collection. However,
this is quite challenging. First of all, graphs in real life are
typically involved with a large number of individuals and
diverse information, which can all be regarded as private
information. For instance, the content attribute like salaries
attached with nodes., a doctor—patient relationship between two
nodes (often presented by an edge) . even the existence of a
specific node or edge in the graph. Secondly, traditional
privacy-preserving techniques are not satisfiable to directly

applied on graphs. since its complicated connections between

Wang. and Ting Yu. “Analyzing subgraph statistics from extended
local views with decentralized differential privacy.”//Proceedings of
the 2019 ACM SIGSAC Conference on Computer and
Communications Security. LLondon, UK, 2019:703-717

CHEN Hong, Ph. D. . professor, Ph. D. supervisor. Her
main research fields are privacy preserving forbigdata and data
management on new hardware platform.

LIU Yi-Xuan, Ph. D. candidate. Her main research field is
privacy—preserving machine learning.

ZHAO Dan, Ph. D. candidate. His main research field is
local differential privacy.

LI Cui-Ping. Ph. D. . professor. Ph. D. supervisor. Her
research fields are social network social

main analysis,

recommendation, big data analysis and mining.

nodes and abundant types of attributes. In this case, a lot of
progress can be made based on the existing works. And some
new methods are needed to be proposed to deal with some new
scenarios at the same time, such as privacy—preserving
algorithms in local settings, in which every individual in a
graph keeps its own data locally while calculating a specific
metric of the whole graph together.

In this work, we first give an introduction about the
privacy risks during graph publication and collection from three
perspectives: privacy information, privacy leakage scenarios,
and adversaries. Then, we deeply investigate different state-
of-the-art algorithms of graph privacy attack and graph privacy
defense. By giving vivid descriptions on the ideas of those
algorithms, we also shed a light on the defense effect of all
kinds of defense algorithms against different attack algorithms.
At last, we carefully analyze the pitfalls of existing algorithms
and possible future works in privacy—preserving graph
publication and collection, which may also give inspiration to
other researchers interested in this topic.
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