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Abstract Label flipping attacks represent one of the most prevalent forms of data poisoning in
federated learning (FL). In such attacks, compromised clients deliberately manipulate their local
training data by flipping the labels of source-class samples to a predefined target class. Such
corruption misguides the optimization direction of the global model on the central server, leading
to a significant decline in the test accuracy of source-class samples, while the model's performance
on other classes remains largely unaffected. Existing defense methods typically rely on clustering
the similarity matrix of model parameters from different clients to identify and discard
compromised models during global aggregation. Although these approaches can effectively filter
out contaminated parameters, they also inadvertently discard uncorrupted yet valuable parameters
contained within the compromised local models, leading to the loss of useful information and
consequently suboptimal global performance. To address this limitation, the paper proposes a

contamination-aware reutilization algorithm for compromised client model parameters against
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label flipping attacks, called FedCAR. Unlike conventional defense methods that simply discard
abnormal models, FedCAR aims to detect, extract, and reutilize the valuable information
embedded in those models. The core idea is to estimate the level of contamination for each class in
the abnormal models, and to selectively transfer reliable knowledge from these models to the final
global model through a knowledge distillation process. Specifically, we first quantify the
contamination level of each class to evaluate the extent to which its parameters are affected by the
label flipping attack. Local models are clustered into two groups using the K-means algorithm
based on the pairwise similarity of their parameters. The models in the smaller cluster are
aggregated to construct a basic global model, while those in the larger cluster are aggregated to
obtain a compromised global model. By comparing the neuron weights in the output layer of these
two global models, FedCAR estimates the contamination level of each class. Based on this,
FedCAR introduces a weighted knowledge distillation loss function. In this framework, the
clipped compromised models serve as teacher models, while the basic global model acts as the
student. During the distillation process, the contamination level is employed to dynamically
modulate the student’s learning rate for each class-specific knowledge transfer from the teachers.
Classes with higher contamination are assigned lower learning weights to suppress the influence of
poisoned knowledge, whereas classes with lower contamination receive higher weights, enabling
the student model to absorb valuable information. Through this contamination-aware adaptive
learning strategy, FedCAR effectively transfers useful parameter knowledge from compromised
local models to the final global model while mitigating the adverse effects of poisoning.
Experimental evaluations conducted on the MNIST and CIFARI10 datasets demonstrate the
effectiveness and robustness of the proposed method. Compared with nine state-of-the-art
(SOTA) defense techniques, FedCAR achieves an average improvement of 1. 81% in the global
model'’s test accuracy. These results clearly indicate that FedCAR not only mitigates the impact of
label flipping attacks but also successfully extracts and reutilizes valuable knowledge embedded in
abnormal local models, thereby enhancing the overall robustness and generalization capability of

federated learning systems.

Keywords federated learning; data poisoning attack; label flipping attack; anomaly detection;

knowledge distillation
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Background

The decentralized nature of federated learning (FL.) makes it
particularly vulnerable to poisoning attacks, among which label
flipping attacks are one of the most prevalent threats. In such
attacks, compromised clients modify the labels of source-class
samples to a predefined target class while keeping other data
unchanged. This manipulation maintains the recognition accuracy
for non-source-class samples but misleads the global model into
misclassifying source-class samples as the target class. With their
low implementation cost, high stealthiness, and destructive
impact, label flipping attacks pose a significant threat to the
security of FL.

Existing defense methods can be classified into robust
aggregation and anomaly detection. Robust aggregation methods
apply statistical techniques to mitigate the impact of abnormal
models, while anomaly detection methods employ clustering
algorithms to identify and remove them. Although these
approaches are effective in defending against label flipping
attacks, they generally adopt an “identify-and-discard” strategy,
in which abnormal model parameters are excluded during
aggregation. While this helps filter poisoned knowledge, it has
limitations under label flipping attack scenarios. Specifically,
malicious models exhibit poor accuracy on source-class samples

but still perform well on non-source-class samples. Discarding

these models not only wastes client resources but also leads to the
loss of valuable knowledge, thereby hindering the global model’ s
generalization. Therefore, there is a pressing need for a defense
mechanism capable of mining and reutilizing useful knowledge
from abnormal models.

To minimize global performance loss, we propose FedCAR,
a federated contamination-aware reutilization algorithm for
compromised client model parameters against label flipping
attacks. The contamination level for each class is quantified by
the of the

compromised global model with those of the basic global model,

comparing output-layer neuron parameters
which are constructed by aggregating client models from the two
clusters obtained via K-means clustering. Then, a weighted
knowledge distillation loss function is proposed, where clipped
compromised local models serve as teachers and the basic global
model acts as the student. The contamination level is used to
modulate the student’s learning rate for each class-specific
knowledge transfer from teachers. Experimental results
demonstrate the effectiveness of our methods in extracting and
reutilizing valuable parameter knowledge.
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